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METHOD AND APPARATUS FOR 
MONITORING VOLTAGE IN A METER 

NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority to US. Patent Application 
No. 61/016,760 ?led Dec. 26, 2007, and also claims priority 
to US. PatentApplicationNo. 61/061 ,810 ?led Jun. 16, 2008, 
the disclosure of each of which is hereby incorporated by 
reference as if set forth in their entirety herein. 

BACKGROUND 

The present invention relates to metering networks, and 
more particularly relates to monitoring status information of 
meters in a wireless metering network. 

Utility companies conventionally read electric, gas and 
water meters using both ?xed network and mobile RF tech 
nologies. Speci?cally, utility companies have historically 
measured and recorded energy and demand data associated 
with the various meters. More recently, meters have been 
provided with the capability to capture and record various 
data, such as voltage, current, instantaneous watts over a 
speci?c time interval. The data can then either be transmitted 
to the utility company or read remotely or locally by the utility 
company. 

While conventional metering networks have proven useful 
for their intended purpose, it would be desirable to provide a 
metering network having meters that can be easily monitored 
for status conditions. 

SUMMARY 

In accordance with one aspect of the present invention, a 
method is provided for monitoring voltage in a meter. The 
meter can be one of a plurality of meters in a wireless meter 
ing network. The method can be performed at the meter, and 
includes the steps of sampling an input voltage, reading input 
voltages from the sampled input voltage, generating an indi 
cation when at least one of the input voltages is beyond a 
voltage threshold over an entirety of a duration, and wire 
lessly communicating the indication to a collector on the 
network. 

In accordance with another aspect of the present invention, 
a system is provided for monitoring voltage in a wireless 
network of meters. The system can include a plurality of 
meters each receiving respective input voltages. Each meter 
samples an input voltage, andperiodically determines voltage 
values from the sampled input voltage. Each meter can gen 
erate an indication when at least one of the average voltages is 
beyond a voltage threshold for a duration. The system further 
includes a collector that communicates wirelessly with each 
of the plurality of meters to form a ?xed wireless metering 
network. The collector can receive generated indications 
from each of the plurality of meters, and can identify a select 
group of meters among the plurality of meters, wherein each 
of the select group of meters has reported an indication. 

In accordance with yet another aspect of the present inven 
tion, a method is provided for monitoring a network of syn 
chroniZed meters associated with a remote collector station 
on a meter network. The method can include the step of 
monitoring an input voltage at each meter. The monitoring 
step can include sampling the input voltage over a plurality of 
voltage log entry periods, determining an average input volt 
age at a con?gurable average rate, generating a threshold 
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2 
indication if the average input voltage is above a predeter 
mined maximum voltage threshold or below a predetermined 
minimum voltage threshold for a predetermined validation 
duration, and generating a voltage log that includes at least 
one voltage log entry during each voltage log entry period. 
The voltage log entry can include a determined maximum 
average voltage and an associated timestamp, and a deter 
mined minimum average voltage and an associated times 
tamp. The method can further include the step of monitoring 
each meter at the remote collector station. The monitoring 
step can include reading at least a portion of the voltage log of 
each of meter, and identifying a group of meters that have 
generated the threshold indication among the plurality of 
meters. 

In accordance with still another aspect of the present inven 
tion, a method is provided for monitoring voltage in a meter, 
wherein the meter is one of a plurality of meters in a wireless 
metering network. The method can be performed at each 
meter, and includes the steps of sampling an input voltage 
over a voltage log entry period, and generating a voltage log 
entry corresponding to the voltage log entry period, wherein 
the voltage log entry includes a stored minimum input voltage 
and a stored maximum input voltage. The method further 
includes the steps of continuously determining whether the 
sampled input voltage is less than the minimum input voltage, 
or greater than the maximum input voltage, updating the 
stored minimum input voltage when the sampled input volt 
age is less than the stored minimum input voltage, updating 
the stored maximum input voltage when the sampled input 
voltage is greater than the stored maximum input voltage, and 
wirelessly communicating the stored minimum and maxi 
mum input voltages to a collector on the network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing summary, as well as the following detailed 
description, is better understood when read in conjunction 
with the appended drawings. There is shown in the drawings 
example embodiments of various embodiments, however the 
present invention is not limited to the speci?c methods and 
instrumentalities disclosed. In the drawings: 

FIG. 1 is a diagram of an example metering system; 
FIG. 2 expands upon the diagram of FIG. 1 and illustrates 

an example metering system in greater detail; 
FIG. 3A is a block diagram illustrating an example collec 

tor; 
FIG. 3B is a block diagram illustrating an example meter; 
FIG. 4 is a diagram illustrating an example communication 

packet format; 
FIG. 5 is a diagram illustrating one embodiment of a 

method of the present invention; 
FIG. 6 is a ?owchart schematically illustrating a method 

for creating voltage log entries that store voltage-related 
information for each meter in accordance with the principles 
of certain aspects of the present invention; 

FIG. 7 is a ?owchart schematically illustrating a power 
outage routine performed by each meter in accordance with 
the principles of certain aspects of the present invention; 

FIG. 8 is a ?owchart schematically illustrating a voltage 
monitoring method in accordance with the principles of cer 
tain aspects of the present invention; 

FIG. 9 is a schematic illustration of a voltage log storing a 
plurality of voltage log entries in accordance with the prin 
ciples of certain aspects of the present invention; 

FIG. 10 is a schematic illustration of one of the voltage log 
entries illustrated in FIG. 9; and 
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FIG. 11 is a schematic illustration of the meter memory 
illustrated in FIG. 3B, Wherein the meter memory includes an 
indication of a voltage irregularity. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

Referring to FIG. 1, an example communication system 
110 employs Wireless frequency hopping spread spectrum 
(FHSS) communications to communicate betWeen nodes. In 
particular, the example communication system 110 is a 
metering system that comprises a plurality of meters 114, 
Which are operable to sense and record consumption or usage 
of a service or commodity such as, for example, electricity, 
Water, or gas. It is understood, hoWever, that the present 
invention is by no means limited to use in a metering system, 
but rather can be employed in any communication system 
employing FHSS communications. Moreover, When 
employed in a meter system, the invention is not limited to use 
in a ?xed netWork such as that illustrated in FIG. 1, but can 
also be employed in a mobile netWork, such as Walk-by/drive 
by metering systems. 

The meters 114 can be located at customer premises such 
as, for example, a home or place of business. The meters 114 
include circuitry for measuring the consumption of the ser 
vice or commodity being consumed at their respective loca 
tions, and generating data re?ecting the consumption, as Well 
as other related data. The meters 114 can also include cir 
cuitry for Wireles sly transmitting data generated by the meter 
to a remote location. The meters 114 can further include 
circuitry for receiving data, commands or instructions Wire 
lessly as Well. Meters that are operable to both receive and 
transmit data can be referred to as “bi-directional” or “tWo 

Way” meters, While meters that are only capable of transmit 
ting data can be referred to as “transmit-only” or “one-Way” 
meters. In bi-directional meters, the circuitry for transmitting 
and receiving can include a transceiver. In an illustrative 
embodiment, the meters 114 can be, for example, electricity 
meters manufactured by Elster Electricity, LLC and marketed 
under the tradename REX. 

The system 110 further includes one or more collectors 
116. In one embodiment, the collectors 116 can be meters that 
are operable to detect and record usage of a service or com 
modity such as, for example, electricity, Water, or gas. In 
addition, the collectors 116 are operable to send data to and 
receive data from meters 114. Thus, like the meters 114, the 
collectors 116 can comprise both circuitry for measuring the 
consumption of a service or commodity and for generating 
data re?ecting the consumption and circuitry for transmitting 
and receiving data. In one embodiment, collector 116 and 
meters 114 communicate With and amongst one another using 
a frequency hopping spread spectrum (FHSS) technique. 

The system 110 can thus include a subnet or local area 
netWork (LAN) 120, Which can be de?ned by a collector 116 
and the meters 114 With Which the collector 116 communi 
cates. As used herein, the meters 114 and the collectors 116 
can be referred to as “nodes” in the subnet 120. In each 
subnet/LAN 120, each meter 114 transmits data related to the 
commodity being metered at the meter’s location. For 
instance, each meter can monitor and transmit data related to 
an input or line voltage received over a poWer netWork (not 
shoWn). The collector 116 receives the data transmitted by 
each meter 114, effectively “collecting” it, and then periodi 
cally transmits the data from all of the meters in the subnet/ 
LAN 120 to a data collection server 206. 

The data collection server 206 can be a specially pro 
grammed general purpose computing system and can com 

10 

20 

25 

30 

35 

40 

50 

55 

60 

65 

4 
municate With the collectors 116 over a netWork 112. The 
netWork 112 can assume any suitable form of netWork, 
including a Wireless netWork or a ?xed-Wire network, such as 
a local area netWork (LAN), a Wide area netWork, the Internet, 
an intranet, a telephone netWork, such as the public sWitched 
telephone netWork (PSTN), a Frequency Hopping Spread 
Spectrum (FHSS) radio netWork, a mesh netWork, a Wi-Fi 
(802.11) netWork, a Wi-Max (802.16) netWork, a land line 
(POTS) netWork, or any combination of the above. 
The data collection server 206 is con?gured to store data 

received by the collectors 116 for analysis. For instance, in 
one aspect the data collection server 206 can prepare bills. In 
another example, the data collection server 206 can identify 
and locate status issues, for instance voltage integrity issues in 
the poWer netWork. In another aspect, each collector 116 can 
identify and locate the status issues among the meters 114 in 
the associated subnet/LAN 120. 

Referring noW to FIG. 2, the communication system 110 
includes a netWork management server 202, a netWork man 
agement system (NMS) 204 and the data collection server 
206 that together manage one or more subnets/LANs 120 and 
their constituent nodes. The NMS 204 can track changes in 
the state of the netWork, such as neW nodes registering and 
unregistering With the system 110, changes in communica 
tion paths, and the like. This information is collected for each 
subnet/LAN 120 and is detected and forWarded to the net 
Work management server 202 and the data collection server 
206. Typically, the communication system 110 Will be oper 
ated by a utility company or a company providing informa 
tion technology services to a utility company. 

Each of the meters 114 and collectors 116 is assigned an 
identi?er (LAN ID) that uniquely identi?es that meter or 
collector on its subnet/LAN 120. In this embodiment, com 
munication betWeen nodes (i.e., the collectors and meters) 
and the system 110 is accomplished using the LAN ID. HoW 
ever, operators of a utility can also query and communicate 
With the nodes using their oWn identi?ers. To this end, a 
marriage ?le 208 can be used to correlate a utility’s identi?er 
for a node (e. g., a utility serial number) With both a manufac 
turer serial number (i.e., a serial number assigned by the 
manufacturer of the meter) and the LAN ID for each node in 
the subnet/ LAN 120. In this manner, the utility can refer to the 
meters and collectors by the utilities identi?er, While the 
system can employ the LAN ID for the purpose of designating 
particular meters during system communications. 

The communication system 110 can further include a 
device con?guration database 210 for storing con?guration 
information related to the nodes. In the illustrated embodi 
ment, the device con?guration database 210 can include data 
regarding time of use (TOU) sWitchpoints, etc. for the meters 
114 and collectors 116 communicating in the system 110. A 
data collection requirements database 212 that contains infor 
mation regarding the data to be collected on a per node basis. 
For example, a utility can specify that metering data such as 
load pro?le, demand, TOU, etc. is to be collected from par 
ticular meter(s) 114a. Reports 214 containing information on 
the netWork con?guration can be automatically generated or 
in accordance With a utility request. 
The netWork management system (N MS) 204 maintains a 

database describing the current state of the global ?xed net 
Work system (current netWork state 220) and a database 
describing the historical state of the system (historical net 
Work state 222). The current netWork state 220 contains data 
related to current meter-to-collector assignments, etc. for 
each subnet/LAN 120. The historical netWork state 222 is a 
database from Which the state of the netWork at a particular 
point in the past can be reconstructed. The NMS 204 is 
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responsible for, amongst other things, providing reports 214 
about the state of the netWork. The NMS 204 can be accessed 
via an application programming interface (API) 220 that is 
exposed to a user interface 216 and a Customer Information 
System (CIS) 218. Other external interfaces can also be 
implemented. In addition, the data collection requirements 
stored in the database 212 can be set via the user interface 216 
or CIS 218. 

The data collection server 206 collects data from the nodes 
(e. g., collectors 116) and stores the data in a database 224. 
The data includes metering information, such as energy con 
sumption and can be used forbilling purposes, etc. by a utility 
provider. 

The netWork management server 202, netWork manage 
ment system 204 and data collection server 206 communicate 
With the nodes in each subnet/ LAN 120 over the netWork 11 0. 

Referring noW to FIG. 3A, the collector 116 can include 
metering circuitry 304 that performs measurement of infor 
mation related to a service or commodity, such as consump 
tion, and a processor 305 that controls the overall operation of 
the metering functions of the collector 116. The collector 116 
can further include a display 310 for displaying information 
such as measured quantities and meter status and a memory 
312 for storing data. The collector 116 further comprises 
Wireless LAN communications circuitry 306 for communi 
cating Wirelessly With the meters 114 in a subnet/ LAN and a 
netWork interface 308 for communication over the netWork 
112. 

While FIG. 3A illustrates certain components of an 
example collector, it should be appreciated that the invention 
is not limited to such components. In fact, various other 
components typically found in an electronic meter can be a 
part of the collector 116, but have not been shoWn in FIG. 3A 
for the purposes of clarity. It should be further appreciated 
that the present invention can use other components to 
accomplish the operation of collector 116. The components 
that are shoWn and the functionality described for collector 
116 are thus provided as examples, and are not meant to be 
exclusive of other components or other functionality. 

In one embodiment, the metering circuitry 304, the proces 
sor 305, the display 310 and the memory 312 are imple 
mented using an A3 ALPHA meter available from Elster 
Electricity, Inc. In that embodiment, the Wireless LAN com 
munications circuitry 306 can be implemented by a LAN 
Option Board (e. g., a 900 MHZ tWo-Way radio) installed 
Within the A3 ALPHA meter, and the netWork interface 308 
can be implemented by a WAN Option Board (e.g., a tele 
phone modem) also installed Within the A3 ALPHA meter. 
The WAN Option Board 308 can route messages from the 
netWork 112 (via interface port 302) to either the meter pro 
cessor 305 or the LAN Option Board 306. The LAN Option 
Board 306 can use a transceiver (not shoWn), for example a 
900 MHZ radio, to communicate data to the meters 114. Also, 
the LAN Option Board 306 can have su?icient memory to 
store data received from the meters 114. This data can 
include, but is not limited to, current billing data (e.g., the 
present values stored and displayed by meters 114), previous 
billing period data, previous season data, load pro?le data, 
and status information, such as data related to line voltage 
integrity (as received from the meters 114). 

The LAN Option Board 306 can be capable of synchroniz 
ing its time to a real time clock (not shoWn) in the A3 ALPHA 
meter, thereby synchroniZing the LAN reference time to the 
time in the meter. The processing that carries out the commu 
nication functionality and the collection and storage of meter 
ing data of the collector 116 can be handled by the processor 
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6 
305 and/or additional processors (not shoWn) in the LAN 
Option Board 306 and the WAN Option Board 308. 
The responsibility of the collector 116 can be Wide and 

varied. Generally, the collector 116 is responsible for manag 
ing, processing and routing data communicated betWeen the 
collector 116 and the netWork 112, and betWeen the collector 
116 and the meters 114. The collector 116 can continually or 
intermittently read the current data from the meters 114 and 
store the data in a database (not shoWn) that resides in the 
collector 116. The database can be implemented as one or 
more tables of data Within the collector 116. Such current data 
can include but is not limited to the total kWh usage, the 
Time-Of-Use (TOU) kWh usage, peak kW demand, and other 
energy consumption measurements and status information. 
The collector 116 also can read and store previous billing and 
previous season data from the meters 114 and store the data in 
the collector database. 

In one embodiment, the LAN Option Board 306 employs a 
CCl 1 l0 chip available from Texas Instruments, Inc. to imple 
ment its Wireless transceiver functionality. The CCl 1 l0 chip 
has a built-in Received Signal Strength Indication (RSSI) 
capability that provides a measurement of the poWer present 
in a received radio signal. 

Referring noW to FIG. 3B, an example meter 114 suitable 
for operation in the communication system 110 can include 
metering circuitry 304' for measuring the amount of a service 
or commodity that is consumed and for monitoring status 
related information such as line voltage across lines L1 and 
L2. The meter 114 can also include a processor 305' that 
controls the overall functions of the meter and receives cur 
rent signals CT1:1 and CT1 :2 from an off-board current trans 
former (CT). The processor 305' can communicate With a 
display 310' for displaying meter data and status information, 
and a memory 312' for storing data and program instructions. 
The processor 305' can further engage in tWo-Way communi 
cations With an optical port 318' that can removably connect 
to an external electrical device, for instance a user interface 
319'. Alternatively, the interface 319' can be hardWired into 
the meter 114. The interface 319' can enable a user to send 
control-related information such as con?guration data to the 
microcontroller 305', and can receive signals from the micro 
controller 305 and display information to the user. The pro 
cessor 305' can send control signals to, and receive signals 
from, a clock 322'. The processor 305 can further communi 
cate With a pair of connectors 320' that can attach to additional 
external devices. 
The meter 114 can further include Wireless communica 

tions circuitry 306' for transmitting and receiving data 
to/from other meters 114 or a collector 116. The Wireless 
communication circuitry 306' can include, for example, the 
aforementioned CCl 1 l0 chip available from Texas Instru 
ments, Inc. 
The meter 114 can additionally include a sWitching poWer 

supply 314' that receives the input voltage lines L1 and L2, 
provides a regulated dc voltage (for instance 4.5V) for the 
ampli?er in the Wireless communication circuitry 306' and 
also for a voltage regulator 316'. The voltage regulator can 
step the voltage doWn to, for instance, 3.3V, and can send the 
stepped doWn voltage to the Wireless communication cir 
cuitry 306', the microcontroller 305', and the memory 312'. 

Referring again to FIG. 1, in the example embodiment 
shoWn, a collector 116 directly communicates With only a 
subset of the plurality of meters 114 in its particular subnet/ 
LAN. Meters 114 With Which collector 116 directly commu 
nicates can be referred to as “level one” meters 11411. The 
level one meters 11411 are said to be one “hop” from the 
collector 116. Communications betWeen collector 116 and 
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meters 114 other than level one meters 11411 are relayed 
through the level one meters 114a. Thus, the level one meters 
114a operate as repeaters for communications betWeen col 
lector 116 and meters 114 located further aWay in subnet 120. 

Each level one meter 114a typically Will only be in range to 
directly communicate With only a subset of the remaining 
meters 114 in the subnet 120. The meters 114 With Which the 
level one meters 114a directly communicate can be referred 
to as level tWo meters 11419. Level tWo meters 114!) are one 

“hop” from the level one meters 114a, and therefore tWo 
“hops” from the collector 116. The level tWo meters 114!) 
operate as repeaters for communications betWeen the level 
one meters 114a and the meters 114 located further aWay 
from collector 116 in the subnet 120. 

While only three levels of meters are shoWn (collector 116, 
?rst level 114a, second level 1141)) in FIG. 1, a subnet 120 can 
comprise any number of levels of meters 114. For example, a 
subnet 120 can comprise one level of meters 114 but might 
also comprise eight or more levels of meters 114. In an 
embodiment Wherein a subnet comprises eight levels of 
meters 114, as many as 1024 meters might be registered With 
a single collector 116. 
As mentioned above, each meter 114 and collector 116 that 

is installed in the system 110 has a unique identi?er (LAN ID) 
stored thereon that uniquely identi?es the device from all 
other devices in the system 110. Additionally, meters 114 
operating in a subnet 120 include information such as: data 
identifying the collector With Which the meter is registered; 
the level in the subnet at Which the meter is located; the 
repeater meter at the prior level With Which the meter com 
municates to send and receive data to/from the collector; an 
identi?er indicating Whether the meter is a repeater for other 
nodes in the subnet; and if the meter operates as a repeater, the 
identi?er that uniquely identi?es the repeater Within the par 
ticular subnet, and the number of meters for Which it is a 
repeater. Collectors 116 have stored thereon all of this same 
data for all meters 114 that are registered thereWith. Thus, the 
collector 116 comprises data identifying all nodes registered 
thereWith as Well as data identifying the registered path by 
Which data is communicated from the collector to each node. 
Each meter 114 therefore has a designated communications 
path to the collector that is either a direct path (e. g., all level 
one nodes) or an indirect path through one or more interme 
diate nodes that serve as repeaters. 

Information is transmitted in this embodiment in the form 
of packets. For most netWork tasks such as, for example, 
reading meter data, the collector 116 communicates With the 
meters 114 in the subnet 120 using point-to-point transmis 
sions. For example, a message or instruction from the collec 
tor 116 is routed through the designated set of repeaters to the 
desired meter 114. Similarly, a meter 114 communicates With 
the collector 116 through the same set of repeaters, but in 
reverse. 

In some instances, hoWever, the collector 116 can need to 
quickly communicate information to all meters 114 located in 
its subnet 120. Accordingly, collector 116 can issue a broad 
cast message that is meant to reach all nodes in the subnet 120. 
The broadcast message can be referred to as a “?ood broad 
cast message.” A ?ood broadcast originates at the collector 
116 and propagates through the entire subnet 120 one level at 
a time. For example, the collector 116 can transmit a ?ood 
broadcast to all ?rst level meters 11411. The ?rst level meters 
11411 that receive the message pick a random time slot and 
retransmit the broadcast message to the second level meters 
11419. Any second level meter 1141) can accept the broadcast, 
thereby providing better coverage from the collector out to 
the end point meters. Similarly, the second level meters 114!) 
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8 
that receive the broadcast message pick a random time slot 
and communicate the broadcast message to the third level 
meters. This process continues out until the broadcast mes 
sage is received by the end nodes of the subnet. Thus, a 
broadcast message gradually propagates outWard from the 
collector to the nodes of the subnet 120. 
The ?ood broadcast packet header contains information to 

prevent nodes from repeating the ?ood broadcast packet more 
than once per level. For example, Within a ?ood broadcast 
message, a ?eld might exist that indicates to meters/nodes 
Which receive the message, the level of the subnet the mes 
sage is located; only nodes at that particular level can re 
broadcast the message to the next level. If the collector broad 
casts a ?ood message With a level of 1, only level 1 nodes can 
respond. Prior to re-broadcasting the ?ood message, the level 
1 nodes increment the ?eld to 2 so that only level 2 nodes 
respond to the broadcast. Information Within the ?ood broad 
cast packet header ensures that a ?ood broadcast Will even 
tually die out. 

Generally, a collector 116 issues a ?ood broadcast several 
times, e.g. ?ve times, successively to increase the probability 
that all meters in the subnet 120 receive the broadcast. A delay 
is introduced before each neW broadcast to alloW the previous 
broadcast packet time to propagate through all levels of the 
subnet. 

Referring again also to FIG. 3B, meters 114 often undergo 
poWer interruptions that can interfere With the operation of 
any clock therein. Accordingly, the clocks 322' internal to 
meters 114 cannot be relied upon to provide an accurate time 
reading. Having the correct time is necessary, hoWever, When 
time of use metering is being employed. Indeed, in an 
embodiment, time of use schedule data can also be comprised 
in the same broadcast message as the time. Accordingly, the 
collector 116 periodically ?ood-broadcasts the real time to 
meters 114 in the associated subnet 120. The meters 114 use 
the time broadcasts to stay synchronized With the rest of the 
subnet 120. In an illustrative embodiment, the collector 116 
broadcasts the time every 15 minutes. The broadcasts can be 
made near the middle of 15 minute clock boundaries that are 
used in performing load pro?ling and time of use (TOU) 
schedules so as to minimize time changes near these bound 
aries. Because maintaining time synchronization can be a 
high priority, loWer priority tasks performed by collector 116 
can be delayed While the time broadcasts are performed. 

In an illustrative embodiment, the ?ood-broadcasts trans 
mitting time data can be repeated, for example, ?ve times, so 
as to increase the probability that all nodes receive the time. 
Furthermore, Where time of use schedule data is communi 
cated in the same transmission as the timing data, the subse 
quent time transmissions alloW a different piece of the time of 
use schedule to be transmitted to the nodes. 

Exception messages are used in the subnet 120 to transmit 
unexpected events that occur at the meters 1 14 to the collector 
116. In an embodiment, the ?rst 4 seconds of every 32-second 
period are allocated as an exception WindoW for the meters 
114 to transmit exception messages. The meters 114 transmit 
their exception messages early enough in the exception Win 
doW so the message has time to propagate to the associated 
collector 116 before the end of the exception WindoW. The 
collector 116 can process the exceptions after the 4-second 
exception WindoW. Generally, the associated collector 116 
acknoWledges exception messages, and the collector 116 
Waits until the end of the exception WindoW to send this 
acknoWledgement. 

In an illustrative embodiment, exception messages are con 
?gured as one of three different types of exception messages: 
local exceptions, Which are handled directly by the collector 
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116 Without intervention from the data collection server 206; 
an immediate exception, Which is generally relayed to the 
data collection server 206 under an expedited schedule; and a 
daily exception, Which is communicated to the communica 
tion server 122 on a regular schedule. 

Exceptions are processed as folloWs. When an exception is 
received at the collector 116, the collector 116 identi?es the 
type of exception that has been received. If a local exception 
has been received, the collector 116 takes an action to remedy 
the problem. For example, When the collector 116 receives an 
exception requesting a “node scan request” such as discussed 
beloW, the collector 116 transmits a command to initiate a 
scan procedure to the meter 114 from Which the exception 
Was received. 

If an immediate exception type has been received, the 
collector 116 makes a record of the exception. An immediate 
exception might identify, for example, that there has been a 
poWer outage. The collector 116 can log the receipt of the 
exception in one or more tables or ?les. In an illustrative 
example, a record of receipt of an immediate exception is 
made in a table referred to as the “Immediate Exception Log 
Table.” The collector 116 then Waits a set period of time 
before taking further action With respect to the immediate 
exception. For example, the collector 116 can Wait 64 sec 
onds. This delay period alloWs the exception to be corrected 
before communicating the exception to the data collection 
server 206. For example, Where a poWer outage Was the cause 
of the immediate exception, the collector 116 can Wait a set 
period of time to alloW for receipt of a message indicating the 
poWer outage has been corrected. 

If the exception has not been corrected, the collector 116 
communicates the immediate exception to the data collection 
server 206. For example, the collector 116 can initiate a 
dial-up connection With the data collection server 206 and 
doWnload the exception data. After reporting an immediate 
exception to the data collection server 206, the collector 116 
can delay reporting any additional immediate exceptions for 
a period of time such as ten minutes. This is to avoid reporting 
exceptions from other meters 114 that relate to, or have the 
same cause as, the exception that Was just reported. 

If a daily exception Was received, the exception is recorded 
in a ?le or a database table. Generally, daily exceptions are 
occurrences in the subnet 120 that need to be reported to the 
data collection server 206, but are not so urgent that they need 
to be communicated immediately. For example, When the 
collector 116 registers a neW meter 114 in the subnet 120, the 
collector 116 records a daily exception identifying that the 
registration has taken place. In an illustrative embodiment, 
the exception is recorded in a database table referred to as the 
“Daily Exception Log Table.” The collector 116 communi 
cates the daily exceptions to the data collection server 206. 
Generally, the collector 116 communicates the daily excep 
tions once every 24 hours. 

In the present embodiment, a collector assigns designated 
communications paths to meters With bidirectional commu 
nication capability, and can change the communication paths 
for previously registered meters if conditions Warrant. For 
example, When a collector 116 is initially brought into the 
system 110, it needs to identify and register the meters in its 
subnet 120. A “node scan” refers to a process of communi 
cation betWeen a collector 116 and meters 114, Whereby the 
collector 116 can identify and register neW nodes in a subnet 
120 and alloW previously registered nodes to sWitch paths. A 
collector 116 can implement a node scan on the entire subnet, 
referred to as a “full node scan,” or a node scan can be 

performed on specially identi?ed nodes, referred to as a 
“node scan retry.” 

10 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
A full node scan can be performed, for example, When a 

collector 116 is ?rst installed. The collector 116 must identify 
and register nodes from Which it Will collect usage data. The 
collector 116 initiates a node scan by broadcasting a request, 
Which can be referred to as a Node Scan Procedure request. 
Generally, the Node Scan Procedure request directs that all 
unregistered meters 114 or nodes that receive the request 
respond to the collector 116. The request can comprise infor 
mation such as the unique address of the collector that initi 
ated the procedure. The signal by Which the collector 116 
transmits this request can have limited strength and therefore 
is detected only at those meters 114 that are in proximity of 
the collector 116. The meters 114 that receive the Node Scan 
Procedure request respond by transmitting their unique iden 
ti?er as Well as other data. 

For each meter 114 from Which the collector receives a 
response to the Node Scan Procedure request, the collector 
116 tries to qualify the communications path to that meter 114 
before registering the meter With the collector. That is, before 
registering a meter 114, the collector 116 attempts to deter 
mine Whether data communications With the meter 114 Will 
be suf?ciently reliable. 

In one embodiment, the collector 116 determines Whether 
the communication path to a responding meter 114 is su?i 
ciently reliable by comparing a Received Signal Strength 
Indication (RSSI) value (i.e., a measurement of the received 
radio signal strength) measured With respect to the received 
response from the meter to a selected threshold value. For 
example, the threshold value can be —60 dBm. RSSI values 
above this threshold Would be deemed suf?ciently reliable. 

In another embodiment, quali?cation is performed by 
transmitting a predetermined number of additional packets to 
the meter, such as ten packets, and counting the number of 
acknowledgements received back from the meter. If the num 
ber of acknoWledgments received is greater than or equal to a 
selected threshold (e. g., 8 out of 10), then the path is consid 
ered to be reliable. In other embodiments, a combination of 
the tWo quali?cation techniques can be employed. 

If the quali?cation threshold is not met, the collector 116 
can add an entry for the meter to a “Straggler Table.” The 
entry includes the meter’s LAN ID, its quali?cation score 
(e.g., 5 out of 10; or its RSSI value), its level (in this case level 
one) and the unique ID of its parent (in this case the collec 
tor’s ID). 

If the quali?cation threshold is met or exceeded, the col 
lector 116 registers the node. Registering a meter 114 com 
prises updating a list of the registered nodes at the collector 
116. For example, the list can be updated to identify the 
meter’s system-Wide unique identi?er and the communica 
tion path to the node. The collector 116 also records the 
meter’s level in the subnet (i.e. Whether the meter is a level 
one node, level tWo node, etc.), Whether the node operates as 
a repeater, and if so, the number of meters for Which it oper 
ates as a repeater. The registration process further comprises 
transmitting registration information to the meter 114. For 
example, the collector 116 forWards to the meter 114 an 
indication that it is registered, the unique identi?er of the 
collector With Which it is registered, the level the meter exists 
at in the subnet, and the unique identi?er of its parent meter 
that Will server as a repeater for messages the meter can send 
to the collector. In the case of a level one node, the parent is the 
collector 116 itself. The meter 114 stores this data and begins 
to operate as part of the subnet by responding to commands 
from its associated collector 116. 

Quali?cation and registration continues for each meter that 
responds to the collector’s initial Node Scan Procedure 
request. The collector 116 can rebroadcast the Node Scan 
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Procedure additional times so as to insure that all meters 114 
that can receive the Node Scan Procedure have an opportunity 
for their response to be received and the meter quali?ed as a 
level one node at the collector 116. 

The node scan process then continues by performing a 
similar process as that described above at each of the noW 
registered level one nodes. This process results in the identi 
?cation and registration of level tWo nodes. After the level tWo 
nodes are identi?ed, a similar node scan process is performed 
at the level tWo nodes to identify level three nodes, and so on. 

Speci?cally, to identify and register meters that Will 
become level tWo meters, for each level one meter, in succes 
sion, the collector 116 transmits a command to the level one 
meter, Which can be referred to as an “Initiate Node Scan 
Procedure” command. This command instructs the level one 
meter to perform its oWn node scan process. The request 
comprises several data items that the receiving meter can use 
in completing the node scan. For example, the request can 
comprise the number of timeslots available for responding 
nodes, the unique address of the collector that initiated the 
request, and a measure of the reliability of the communica 
tions betWeen the target node and the collector. As described 
beloW, the measure of reliability can be employed during a 
process for identifying more reliable paths for previously 
registered nodes. 

The meter 114 that receives the Initiate Node Scan 
Response request responds by performing a node scan pro 
cess similar to that described above. More speci?cally, the 
meter 114 broadcasts a request to Which all unregistered 
nodes can respond. The request comprises the number of 
timeslots available for responding nodes (Which is used to set 
the period for the node to Wait for responses), the unique 
address of the collector 116 that initiated the node scan pro 
cedure, a measure of the reliability of the communications 
betWeen the sending node and the collector 116 (Which can be 
used in the process of determining Whether a meter’s path can 
be sWitched as described beloW), the level Within the subnet 
of the node sending the request, and an RSSI threshold (Which 
can also be used in the process of determining Whether a 
registered meter’s path can be sWitched). The meter 114 
issuing the node scan request then Waits for and receives 
responses from unregistered nodes. For each response, the 
meter 114 stores in memory 312' the unique identi?er of the 
responding meter 114. This information is then transmitted to 
the collector 116. 

For each unregistered meter 114 that responded to the node 
scan issued by the level one meter 11411, the collector attempts 
again to determine the reliability of the communication path 
to that meter. In one embodiment, the collector 116 sends a 
“Qualify Nodes Procedure” command to the level one node 
Which instructs the level one node to transmit a predetermined 
number of additional packets to the potential level tWo node 
and to record the number of acknoWledgements received back 
from the potential level tWo node. This quali?cation score 
(e.g., 8 out of 10) is then transmitted back to the collector, 
Which again compares the score to a quali?cation threshold. 
In other embodiments, other measures of the communica 
tions reliability can be provided, such as an RSSI value. 

If the quali?cation threshold is not met, then the collector 
116 adds an entry for the node in the Straggler Table, as 
discussed above. HoWever, if there already is an entry in the 
Straggler Table for the node, the collector 116 Will update that 
entry only if the quali?cation score for this node scan proce 
dure is better than the recorded quali?cation score from the 
prior node scan that resulted in an entry for the node. 

If the quali?cation threshold is met or exceeded, the col 
lector 116 registers the node. Again, registering a meter 114 at 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

12 
level tWo comprises updating a list of the registered nodes at 
the collector 116. For example, the list can be updated to 
identify the meter’s unique identi?er and the level of the 
meter in the subnet. Additionally, the collector’s 116 regis 
tration information is updated to re?ect that the meter 114 
from Which the scan process Was initiated is identi?ed as a 

repeater (or parent) for the neWly registered node. The regis 
tration process further comprises transmitting information to 
the neWly registered meter as Well as the meter that Will serve 
as a repeater for the neWly added node. For example, the node 
that issued the node scan response request is updated to iden 
tify that it operates as a repeater and, if it Was previously 
registered as a repeater, increments a data item identifying the 
number of nodes for Which it serves as a repeater. Thereafter, 
the collector 116 forWards to the neWly registered meter 114 
an indication that it is registered, an identi?cation of the 
collector 116 With Which it is registered, the level the meter 
exists at in the subnet, and the unique identi?er of the node 
that Will serve as its parent, or repeater, When it communicates 
With the collector 116. 

The collector 116 then performs the same quali?cation 
procedure for each other potential level tWo node that 
responded to the level one node’s node scan request. Once 
that process is completed for the ?rst level one node, the 
collector 116 initiates the same procedure at each other level 
one node until the process of qualifying and registering level 
tWo nodes has been completed at each level one node. Once 
the node scan procedure has been performed by each level 
one node, resulting in a number of level tWo nodes being 
registered With the collector 116, the collector 116 Will then 
send the Initiate Node Scan Response command to each level 
tWo node, in turn. Each level tWo node Will then perform the 
same node scan procedure as performed by the level one 
nodes, potentially resulting in the registration of a number of 
level three nodes. The process is then performed at each 
successive node, until a maximum number of levels is 
reached (e. g., seven levels) or no unregistered nodes are left in 
the subnet. 

It Will be appreciated that in the present embodiment, dur 
ing the quali?cation process for a given node at a given level, 
the collector quali?es the last “hop” only. For example, if an 
unregistered node responds to a node scan request from a 
level four node, and therefore, becomes a potential level ?ve 
node, the quali?cation score for that node is based on the 
reliability of communications betWeen the level four node 
and the potential level ?ve node (i.e., packets transmitted by 
the level four node versus acknowledgments received from 
the potential level ?ve node), not based on any measure of the 
reliability of the communications over the full path from the 
collector to the potential level ?ve node. In other embodi 
ments, of course, the quali?cation score could be based on the 
full communication path. 
At some point, each meter 114 Will have an established 

communication path to the collector 116 Which Will be either 
a direct path (i.e., level one nodes) or an indirect path through 
one or more intermediate nodes that serve as repeaters. If 

during operation of the netWork, a meter 1 14 registered in this 
manner fails to perform adequately, it can be assigned a 
different path or possibly to a different collector 116 as 
described beloW. 

As previously mentioned, a full node scan can be per 
formed When a collector 116 is ?rst introduced to a netWork. 
At the conclusion of the full node scan, a collector 116 Will 
have registered a set of meters 114 With Which it communi 
cates and reads metering data. Full node scans might be 
periodically performed by an installed collector 116 to iden 
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tify new meters 114 that have been brought on-line since the 
last node scan and to allow registered meters to sWitch to a 
different path. 

In addition to the full node scan, the collector 116 can also 
perform a process of scanning speci?c meters 114 in the 
subnet 120, Which is referred to as a “node scan retry.” For 
example, the collector 116 can issue a speci?c request to a 
meter 114 to perform a node scan outside of a full node scan 

When on a previous attempt to scan the node, the collector 116 
Was unable to con?rm that the particular meter 114 received 
the node scan request. Also, a collector 116 can request a node 
scan retry of a meter 114 When during the course of a full node 
scan the collector 116 Was unable to read the node scan data 

from the meter 114. Similarly, a node scan retry Will be 
performed When an exception procedure requesting an imme 
diate node scan is received from a meter 114. 

The system 110 also automatically recon?gures to accom 
modate a neW meter 114 that can be added. More particularly, 
the system identi?es that the neW meter 114 has begun oper 
ating and identi?es a path to a collector 116 that Will become 
responsible for collecting the metering data. Speci?cally, the 
neW meter 114 Will broadcast an indication that it is unregis 
tered. In one embodiment, this broadcast might be, for 
example, embedded in, or relayed as part of a request for an 
update of the real time as described above. The broadcast Will 
be received at one of the registered meters 114 in proximity to 
the meter that is attempting to register. The registered meter 
114 forWards the time to the meter 114 that is attempting to 
register. The registered node also transmits an exception 
request to its collector 116 requesting that the collector 116 
implement a node scan, Which presumably Will locate and 
register the neW meter. The collector 116 then transmits a 
request that the registered node perform a node scan. The 
registered node Will perform the node scan, during Which it 
requests that all unregistered nodes respond. Presumably, the 
neWly added, unregistered meter Will respond to the node 
scan. When it does, the collector Will then attempt to qualify 
and then register the neW node in the same manner as 
described above. 

Once a communication path betWeen the collector 116 and 
a meter 114 is established, the meter 114 can begin transmit 
ting its meter data to the collector 116 and the collector 116 
can transmit data and instructions to the meter 114. As men 
tioned above, data is transmitted in packets. “Outbound” 
packets are packets transmitted from the collector to a meter 
at a given level. In one embodiment, outbound packets con 
tain the folloWing ?elds, but other ?elds can also be included: 

Lengthithe length of the packet; 
SrcAddrisource addressiin this case, the ID of the col 

lector; 
DestAddrithe LAN ID of the meter to Which the packet 

addressed; 
RptPathithe communication path to the destination meter 

(i.e., the list of identi?ers of each repeater in the path 
from the collector to the destination node); and 

Dataithe payload of the packet. 

The packet can also include integrity check information (e.g., 
CRC), a pad to ?ll-out unused portions of the packet and other 
control information. When the packet is transmitted from the 
collector 116, it Will only be forWarded on to the destination 
meter 114 by those repeater meters 114 Whose identi?ers 
appear in the RptPath ?eld. Other meters 114 that can receive 
the packet, but that are not listed in the path identi?ed in the 
RptPath ?eld Will not repeat the packet. 
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“Inbound” packets are packets transmitted from a meter 

114 at a given level to the collector 116. In one embodiment, 
inbound packets contain the folloWing ?elds, but other ?elds 
can also be included: 
Lengthithe length of the packet; 
SrcAddrisource addressithe address of the meter that 

initiated the packet; 
DestAddrithe ID of the collector to Which the packet is to 

be transmitted; 
RptAddrithe ID of the parent node that serves as the next 

repeater for the sending node; 
Dataithe payload of the packet; 

Because each meter 114 knoWs the identi?er of its parent 
node (i.e., the node in the next loWer level that serves as a 
repeater for the present node), an inbound packet need only 
identify Who is the next parent. When a node receives an 
inbound packet, it checks to see if the RptAddr matches its 
oWn identi?er. If not, it discards the packet. If so, it knoWs that 
it is supposed to forWard the packet on toWard the collector. 
The node Will then replace the RptAddr ?eld With the identi 
?er of its oWn parent and Will then transmit the packet so that 
its parent Will receive it. This process Will continue through 
each repeater at each successive level until the packet reaches 
the collector 116. 

For example, suppose a meter 114 at level three initiates 
transmission of a packet destined for its collector 116. The 
level three node Will insert in the RptAddr ?eld of the inbound 
packet the identi?er of the level tWo node that serves as a 
repeater for the level three node. The level three node Will 
then transmit the packet. Several level tWo nodes can receive 
the packet, but only the level tWo node having an identi?er 
that matches the identi?er in the RptAddr ?eld of the packet 
Will acknowledge it. The other Will discard it. When the level 
tWo node With the matching identi?er receives the packet, it 
Will replace the RptAddr ?eld of the packet With the identi?er 
of the level one packet that serves as a repeater for that level 
tWo packet, and the level tWo packet Will then transmit the 
packet. This time, the level one node having the identi?er that 
matches the RptAddr ?eld Will receive the packet. The level 
one node Will insert the identi?er of the collector in the 
RptAddr ?eld and Will transmit the packet. The collector Will 
then receive the packet to complete the transmission. 
A collector 116 periodically retrieves meter data from the 

meters 1 14 that are registered With it. For example, meter data 
can be retrieved from a meter every 4 hours. Where there is a 
problem With reading the meter data on the regularly sched 
uled interval, the collector 116 Will try to read the data again 
before the next regularly scheduled interval. Nevertheless, 
there can be instances Wherein the collector 116 is unable to 
read metering data from a particular meter 114 for a pro 
longed period of time. The meters 114 store an indication of 
When they are read by their collector 1 1 6 and keep track of the 
time since their data has last been collected by the collector 
116. If the length of time since the last reading exceeds a 
de?ned threshold, such as for example, 18 hours, presumably 
a problem has arisen in the communication path betWeen the 
particular meter 114 and the collector 116. Accordingly, the 
meter 114 changes its status to that of an unregistered meter 
and attempts to locate a neW path to a collector 116 via the 
process described above for a neW node. Thus, the example 
system is operable to recon?gure itself to address inadequa 
cies in the system. 

In some instances, While a collector 116 can be able to 
retrieve data from a registered meter 114 occasionally, the 
level of success in reading the meter can be inadequate. For 
example, if a collector 116 attempts to read meter data from a 
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meter 114 every 4 hours but is able to read the data, for 
example, only 70 percent of the time or less, it can be desir 
able to ?nd a more reliable path for reading the data from that 
particular meter. Where the frequency of reading data from a 
meter 114 falls beloW a desired success level, the collector 
116 transmits a message to the meter 114 to respond to node 
scans going forWard. The meter 114 remains registered but 
Will respond to node scans in the same manner as an unreg 
istered node as described above. In other embodiments, all 
registered meters can be permitted to respond to node scans, 
but a meter 114 Will only respond to a node scan if the path to 
the collector 116 through the meter 114 that issued the node 
scan is shorter (i.e., less hops) than the meter’s current path to 
the collector 116. A lesser number of hops is assumed to 
provide a more reliable communication path than a longer 
path. A node scan request alWays identi?es the level of the 
node that transmits the request, and using that information, an 
already registered node that is permitted to respond to node 
scans can determine if a potential neW path to the collector 
116 through the node that issued the node scan is shorter than 
the node’s current path to the collector 116. 

If an already registered meter 114 responds to a node scan 
procedure, the collector 116 recogniZes the response as origi 
nating from a registered meter 114 but that by re-registering 
the meter 114 With the node that issued the node scan, the 
collector 116 can be able to sWitch the meter to a neW, more 
reliable path. The collector 116 can verify that the RSS1 value 
of the node scan response exceeds an established threshold. If 
it does not, the potential neW path Will be rejected. HoWever, 
if the RSS1 threshold is met, the collector 116 Will request that 
the node that issued the node scan perform the quali?cation 
process described above (i.e., send a predetermined number 
of packets to the node and count the number of acknoWledge 
ments received). If the resulting quali?cation score satis?es a 
threshold, then the collector 116 Will register the node With 
the neW path. The registration process comprises updating the 
collector 116 and meter 114 With data identifying the neW 
repeater (i.e. the node that issued the node scan) With Which 
the updated node Will noW communicate. Additionally, if the 
repeater has not previously performed the operation of a 
repeater, the repeater Would need to be updated to identify 
that it is a repeater. Likewise, the repeater With Which the 
meter previously communicated is updated to identify that it 
is no longer a repeater for the particular meter 114. In other 
embodiments, the threshold determination With respect to the 
RSS1 value can be omitted. In such embodiments, only the 
quali?cation of the last “hop” (i.e., sending a predetermined 
number of packets to the node and counting the number of 
acknowledgements received) Will be performed to determine 
Whether to accept or reject the neW path. 

In some instances, a more reliable communication path for 
a meter can exist through a collector other than that With 
Which the meter is registered. A meter can automatically 
recogniZe the existence of the more reliable communication 
path, sWitch collectors, and notify the previous collector that 
the change has taken place. The process of sWitching the 
registration of a meter from a ?rst collector to a second 
collector begins When a registered meter 114 receives a node 
scan request from a collector 116 other than the one With 
Which the meter is presently registered. Typically, a registered 
meter 114 does not respond to node scan requests. HoWever, 
if the request is likely to result in a more reliable transmission 
path, even a registered meter can respond. Accordingly, the 
meter determines if the neW collector offers a potentially 
more reliable transmission path. For example, the meter 114 
can determine if the path to the potential neW collector 116 
comprises feWer hops than the path to the collector With 
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Which the meter is registered. If not, the path can not be more 
reliable and the meter 114 Will not respond to the node scan. 
The meter 114 might also determine if the RSS1 of the node 
scan packet exceeds an RSS1 threshold identi?ed in the node 
scan information. If so, the neW collector can offer a more 

reliable transmission path for meter data. If not, the transmis 
sion path can not be acceptable and the meter can not respond. 
Additionally, if the reliability of communication betWeen the 
potential neW collector and the repeater that Would service the 
meter meets a threshold established When the repeater Was 
registered With its existing collector, the communication path 
to the neW collector can be more reliable. 1f the reliability 
does not exceed this threshold, hoWever, the meter 114 does 
not respond to the node scan. 

If it is determined that the path to the neW collector 116 can 
be better than the path to its existing collector 116, the meter 
114 responds to the node scan. Included in the response is 
information regarding any nodes for Which the particular 
meter can operate as a repeater. For example, the response 
might identify the number of nodes for Which the meter 114 
serves as a repeater. 

The collector 116 then determines if it has the capacity to 
service the meter 114 and any meters for Which it operates as 
a repeater. If not, the collector 116 does not respond to the 
meter 114 that is attempting to change collectors 116. If, 
hoWever, the collector 116 determines that it has capacity to 
service the meter 114, the collector 116 stores registration 
information about the meter 114. The collector 116 then 
transmits a registration command to meter 114. The meter 
114 updates its registration data to identify that it is noW 
registered With the neW collector 116. The collector 116 then 
communicates instructions to the meter 114 to initiate a node 
scan request. Nodes that are unregistered, or that had previ 
ously used meter 114 as a repeater, respond to the request to 
identify themselves to collector 116. The collector 116 reg 
isters these nodes as is described above in connection With 
registering neW meters/nodes. 
Under some circumstances it can be necessary to change a 

collector 116. For example, a collector 116 can be malfunc 
tioning and need to be taken off-line. Accordingly, a neW 
communication path is provided for collecting meter data 
from the meters 114 serviced by the particular collector. The 
process of replacing a collector 116 is performed by broad 
casting a message to unregister, usually from a replacement 
collector 116, to all of the meters 114 that are registered With 
the collector 116 that is being removed from service. In one 
embodiment, registered meters 114 can be programmed to 
only respond to commands from the collector 116 With Which 
they are registered. Accordingly, the command to unregister 
can comprise the unique identi?er of the collector 116 that is 
being replaced. In response to the command to unregister, the 
meters 114 begin to operate as unregistered meters and 
respond to node scan requests. To alloW the unregistered 
command to propagate through the subnet, When a node 
receives the command it Will not unregister immediately, but 
rather remain registered for a de?ned period, Which can be 
referred to as the “Time to Live”. During this time to live 
period, the nodes continue to respond to application layer and 
immediate retries alloWing the unregistration command to 
propagate to all nodes in the subnet. Ultimately, the meters 
register With the replacement collector using the procedure 
described above. 
One of collector’s 116 main responsibilities Within subnet 

120 is to retrieve metering data from meters 114. In one 
embodiment, collector 116 has as a goal to obtain at least one 
successful read of the metering data per day from each node 
in its subnet. Collector 116 attempts to retrieve the data from 
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all nodes in its subnet 120 at a con?gurable periodicity. For 
example, collector 116 can be con?gured to attempt to 
retrieve metering data from meters 114 in its subnet 120 once 
every 4 hours. In greater detail, in one embodiment, the data 
collection process begins With the collector 116 identifying 
one of the meters 114 in its subnet120. For example, collector 
116 can revieW a list of registered nodes and identify one for 
reading. The collector 116 then communicates a command to 
the particular meter 114 that it forward its metering data to the 
collector 116. If the meter reading is successful and the data 
is received at collector 116, the collector 116 determines if 
there are other meters that have not been read during the 
present reading session. If so, processing continues. HoW 
ever, if all of the meters 114 in subnet 120 have been read, the 
collector Waits a de?ned length of time, such as, for example, 
4 hours, before attempting another read. 

If during a read of a particular meter, the meter data is not 
received at collector 116, the collector 116 begins a retry 
procedure Wherein it attempts to retry the data read from the 
particular meter. Collector 116 continues to attempt to read 
the data from the node until either the data is read or the next 
subnet reading takes place. In an embodiment, collector 116 
attempts to read the data every 60 minutes. Thus, Wherein a 
subnet reading is taken every 4 hours, collector 116 can issue 
three retries betWeen subnet readings. 
As mentioned above, a system, such as the communication 

system 110 described above, can include communications 
betWeen any node (e.g., a meter or a collector) to any other 
node (e. g., a meter or a collector) that are performed using an 
FHSS technique. As mentioned above, in the example com 
munication system described above, data is transmitted in the 
form of packets. FIG. 4 illustrates the general packet format. 
As shoWn, each packet consists of a preamble, folloWed by a 
start frame delimiter (SFD), folloWed by a data section 
(Which can have one of the formats mentioned above for 
outbound and inbound transmissions). 

1n the example system, tWenty-?ve different channels (fre 
quencies) are employed in a pseudo-random sequence. Each 
packet is transmitted in its entirety on one channel. The next 
packet Will then be transmitted on the next channel in the 
sequence, and so on. Transmissions are asynchronous, and 
thus a receiving node listens on a given channel for a trans 
mitted preamble, folloWed by a start frame delimiter and then 
the data. It is understood, hoWever, that in other embodiments 
a different number of channels can be employed and different 
variations on the FHSS technique can also be employed. The 
present invention is by no means limited to the disclosed 
example. 

According to one aspect of the invention, a digital receiver, 
such as the LAN communications circuitry 306', of a given 
node, Which as mentioned above can be implemented using 
the Texas Instruments CCl 1 l0 transceiver, scans each of the 
potential channels available (e.g., each of the 25 channels in 
the example FHSS sequence mentioned above) and generates 
an RSS1 value for each channel that re?ects detected signal 
strength on that channel. This process can be repeated a 
number of times, such as, for example, four times, to ensure a 
valid RSS1 value on each channel. The channels are then 
ranked from strongest RSS1 to loWest. When the digital 
receiver is ready to begin listening for transmitted packets, it 
Will begin listening on the channel having the strongest RSS1. 
If it does not detect a preamble, it Will then select the channel 
With the next strongest RSS1 and so on until it ?nds a valid 
preamble and SFD on a channel. The receiver 306' Will then 
attempt to detect a valid SFD. If one is detected, the receiver 
Will then proceed to receive the data of the packet. 1f the 
packet is intended to be received by that node (e.g., it is 
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addressed to it), the data Will be processed accordingly. FIG. 
5 generally illustrates the process. 

In greater detail, typically the RSS1 output value from the 
receiver 306' Will vary linearly as the signal level increases 
from —l00 dBm to —20 dBm. The RSS1 scan consists of 
setting an RF channel, Waiting for the RSS1 value to stabilize 
and then reading the RSS1 value. This procedure is used for 
each of the channels in the FHSS sequence or list. Because of 
the time uncertainty associated With the transmitted signal, 
the full channel scan is repeated multiple times (e.g., four 
times) to gain assurance that the signal can be detected. Dur 
ing each RSS1 scan of all the communication channels, the 
strongest RSS1 values are tagged to the speci?c channel and 
are logged for later use. After accomplishing the RSS1 scans, 
the process changes to the evaluation phase of the algorithm. 
For the evaluation phase, the RSS1 values are ordered from 
the strongest channel to the Weakest channel. As mentioned 
above, When the digital receiver 306' is ready to begin listen 
ing for transmitted packets, it Will begin listening on the 
channel having the strongest RSS1. If it does not detect a 
preamble, it Will then select the channel With the next stron 
gest RSS1 and so on until it ?nds a valid preamble and SFD on 
a channel. 

Some digital receivers can not handle overload in a manner 
that alloWs data to be detected in the presence of strong 
signals. According to another aspect of the invention, attenu 
ation can be inserted into the receiverpath in order to keep the 
desired signal Within the range of operation of the receiver 
(e.g., —l 10 dBm to —20 dBm). Speci?cally, in one embodi 
ment, beginning With the strongest RSS1 channel developed 
in the scan process described above, the algorithm checks to 
see if the RSS1 value is above a threshold. The threshold 
represents the signal strength above Which there is concern 
about the validity of the data. This level can be determined 
empirically for the design or from the speci?cation sheet for 
the receiver, or both. 

If the channel RSS1 exceeds the threshold, the algorithm 
inserts a ?xed amount of attenuation into the receiver loop 
prior to evaluating the data output signal of the radio. For 
example, for a receiver that operates properly over a range of 
—l 10 dBm to —20 dBM, if signal strength is detected above 
—20 dBM, for example, then 20 dBM of attenuation can be 
inserted to bring the signal into the receiver’s range. If the 
signal is beloW the threshold, the signal is left as is prior to 
evaluating the data. In either the case of the unaltered signal 
With RSS1 beloW the threshold or in the case of the reduced 
signal With RSS1 above the threshold, the receiver evaluates 
several bits of data looking for a valid preamble. If a valid 
preamble is detected, the receiver continues to monitor that 
channel looking for a start frame delimiter (SFD). Once the 
SFD is recognized the data contents of the packet can be read. 
As noted above, if a valid preamble is not found in the 

strongest RSS1 channel evaluated for valid bits, the second 
strongest RSS1 channel is selected for evaluation. Again, if 
the signal is beloW the RSS1 threshold it is left unaltered and 
if the signal is above the threshold the signal is attenuated 
before being evaluated. The above evaluation procedure is 
folloWed through the SFD and data if a valid preamble is 
found. If valid preamble is not located, the third strongest 
RSS1 channel is evaluated in a similar manner, and so on. 
Using this technique With suf?cient preamble length a 
detailed analysis of the majority of all the FHSS channels can 
be evaluated to ?nd the active communication channel. 

In accordance With another aspect of the present, it may be 
desirable to monitor the poWer across the communication 
netWork 110 for the purposes of identifying indications of 
system irregularities that may affect the poWer supply to the 
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residence or place of business that is associated With a given 
meter 114. The meters 114 thus sample the input (also 
referred to herein as “line”) voltages across lines L1 and L2, 
and periodically determine an input voltage to be used to 
monitor the input voltage. In one embodiment, the meters 1 14 
can monitor and store information related to the input voltage, 
can record maximum and minimum voltages, and can further 
determine Whether the input voltage indicates a voltage 
irregularity. 

Unless otherWise speci?ed herein, it should be appreciated 
that the term “voltage,” When used herein in the context of an 
input or line voltage used for the purposes of voltage moni 
toring, can be determined as an average voltage, a continuous 
voltage, or a periodic sampling (at regular or irregular inter 
vals), or any other alternative representation of the sampled 
line voltage. For instance, When monitoring the line voltage, 
and the monitored voltage is in the form of an average rms 
voltage, the average voltage can be a fast-moving average (for 
instance 32 line cycles) or a sloW average (for instance 8192 
line cycles). The numbers of line cycles that can be used When 
calculating average voltage values are presented by Way of 
example only, and the number of line cycles used to calculate 
the average voltage can be as desired. When the monitored 
voltage is in the form of a continuous voltage, each line cycle 
is measured instantaneously. When the monitored voltage is 
in the form of a periodic voltage, the line voltage may be 
determined periodically, for instance at every 20”’ line cycle 
(or at any suitable alternative line cycle). It can thus be said 
that the meters 114 periodically determine voltage values 
from the sampled voltage across lines L1 and L2. The type of 
voltage to be determined can be set locally at each meter 114 
via the interface 319', or can be communicated to each meter 
114 on each subnet/LAN 120. 
The meters 114 can then send voltage-related data to the 

collector 116 either voluntarily (for instance at a predeter 
mined time or upon occurrence of a detection of a voltage 
irregularity), or in response to a request from the collector 
116. The collector 116 can thus read the information received 
from each associated meter 114 and determine, for instance, 
based on the unique identi?cation of each meter that has 
experienced or is experiencing a voltage irregularity, Whether 
a certain geographic region on the subnet 120 is experiencing 
poWer di?iculties. Knowledge of the geographic location of 
the voltage irregularity can assist in the diagnosing and 
repairing the cause of the voltage irregularities. 

Alternatively, or additionally, each collector 116 in the 
netWork 112 can send information to the data collection 
server 206 indicating 1) that a voltage irregularity should be 
investigated, and 2) the geographical location of the voltage 
irregularity and/or the identi?ers for each meter reporting a 
voltage irregularity. Based on the locations of each of the 
meters 114 reporting an irregularity, the collection server 206 
can then determine the geographical region or regions in the 
netWork 110 that may be experiencing a voltage irregularity. 

The determination that a voltage irregularity should be 
investigated can be based on a single meter 114 reporting a 
voltage irregularity, or a predetermined number of meters 1 14 
reporting a voltage irregularity Within a given geographic 
locale. An example method 400 for monitoring voltage as 
performed by the meter 1 14 in each subnet/ LAN 120 Will noW 
be described With reference to FIGS. 6, 9, and 10. 

Speci?cally, the meter 114 begins the method 400 by cre 
ating a neW voltage log 460 in the meter memory 312' (See 
FIG. 3B) at step 402. The voltage log 460 is con?gured to 
store a plurality of voltage log entries 462 that each contain 
information related to the line voltage. Once the voltage log 
460 has been created, the meter 114 initiates a neW voltage log 
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entry at step 404. When each neW voltage log entry 462 is 
created, the memory 312' is cleared of line voltage-related 
data that had been previously calculated or determined in 
combination With the previous voltage log entry. 
The memory 312' is con?gured to store a predetermined 

number of voltage log entries 462 in the voltage log 460. The 
number of voltage log entries stored in the memory 312' can 
be determined based on a number of factors including the 
memory capacity, and the frequency at Which voltage entry 
data are communicated to the collector 116. In accordance 
With one aspect of the method 400, each voltage log entry 462 
can be forWarded to the collector 116 before being erased 
from the memory 312'. In one embodiment of the present 
invention, the meter 114 can store any desired number of 
voltage log entries 462 at a given point in time depending on 
the memory capacity. Once the maximum number of voltage 
log entries 462 has been stored, the meter 114 Will erase the 
oldest entries 462 as neW entries 462 are created. In this 
manner, the collector 116 can receive data related to all volt 
age log entries 462 before the voltage log entries 462 are 
erased. 

Typically, voltage log entries 462 are intended to be created 
over a con?gurable log entry duration that can be predeter 
mined, such as a predetermined period of time. While the log 
entry duration can be con?gured as any time duration as 
desired, certain aspects of the present invention provide log 
entry durations as periods of time that can be evenly divisible 
by a multiple of 24-hour periods (for example, one or more 
days) or can be evenly divisible into a 24-hour period (for 
example., 4 hours, 6 hours, 8 hours, 12 hours, and the like) 
such that at least a portion of the monitoring periods can align 
With day boundaries. Each meter 114 keeps the network time 
as a clock (such as clock 322' illustrated in FIG. 3B) that 
counts since the most recent midnight. Once the entry dura 
tion expires, a neW voltage log entry 462 can be created. 
Accordingly, for 8 hour entry periods, the ?rst log entry 462 
is intended to begin at midnight, the second log entry 462 is 
intended to begin at 08:00, and the third log entry is intended 
to begin at 16:00. A fourth log entry is intended to begin the 
folloWing day at midnight (or 0:00), and so on. It should be 
appreciated, hoWever, that any alternative method of tracking 
time could be utiliZed in accordance With the principles of the 
present invention. For instance, the clock 322' could keep 
track of standard time, and the entry periods could be set to 
begin and end at predetermined standard times. 
The log entry duration can be set locally at each meter 114 

via the interface 319', or can be communicated to each meter 
on each subnet/LAN 120 from the collector 116, netWork, 
management server 202, or other remote device. In this 
regard, certain aspects of the present invention recogniZe that 
con?gurable information usable by the meters 114, unless 
otherWise speci?ed herein, can be set locally at the meter 
upon manufacture, via the meter interface 319', or via com 
munications from the collector 116, netWork management 
server 202, or other remote device. One may Wish to con?g 
ure the log entry duration locally, for instance, upon manu 
facture of the meters 114 to reduce the efforts required on the 
part of the end user. In accordance With one aspect of the 
present invention, all meters 114 on a given subnet/LAN can 
keep the same netWork time, use the same entry period, and 
are thus synchronized. The creation and updating of the volt 
age log entries 462 Will be described in more detail beloW 
With reference to FIG. 7. 
Once the neW voltage log entry has been created in the 

memory 312' at step 404, the microcontroller 305' can operate 
a stored program, Which can be ?rmWare-based, softWare 
based, or the like, to determine When to create the next voltage 












