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(57) ABSTRACT 

A digital content vending machine in Which a client on a 
personal computer, contains an infrastructure and an inven 
tory. The infrastructure and inventory may both be stored in a 
hard drive, or the inventory may instead be stored on a remov 
able media The infrastructure presents a graphical user inter 
face on the client Which metaphorically resembles a village 
containing a plurality of stores operated by vendors. Custom 
ers shop in the stores by selecting assets, constituting the 
inventory, and sending money and an identi?er to a clearing 
house via a communications system such as telephone, pri 
vate network, or the Internet. The clearing house returns a key 
used to at least partially remove a digital Wrapper protecting 
the asset from unauthorized use. A master server may also be 
provided to update the infrastructure and inventory, and to 
provide additional keys used to remove the digital Wrappers. 
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DIGITAL CONTENT VENDING, DELIVERY, 
AND MAINTENANCE SYSTEM 

[0001] This application claims bene?t of Us. provisional 
application Ser. No. 60/058,623, ?led Sep. 11, 1997. 

TECHNICAL FIELD 

[0002] The present invention relates generally to the mar 
keting functions of vending and delivery of digital content 
and services related thereto, and more particularly to interac 
tive computer netWork systems for such marketing. 

BACKGROUND ART 

[0003] Today We are seeing a merging of many products 
and services into digital formats. Some typical examples of 
such digital products are computer software; audio content, 
like music or audio-books; and audio-visual content, like 
videos and movies. For present purposes, the salient feature 
of such digital products is that they can often be treated as 
mere bags-of-bits (BOB’s), With the underlying nature of the 
products ignored during most handling after creation and 
before use. 

[0004] SomeWhat less Widely appreciated is that many ser 
vices are noW also digital to a considerable extent. For 
example, computer users today let applets run tests and com 
municate the results to providers for obtaining installation, 
upgrade, and problem diagnosis of operating system and 
applications softWare; computer game players send each 
other hints via e-mail; and Internet “telephone” and “radio” 
are emerging as replacements for specialiZed telephone and 
broadcast systems. Thus, often to a considerable extent ser 
vices today can be reduced to digital communications, and 
can then also be treated as BOB’s, in a someWhat more 
dynamic sense. 
[0005] For more stable forms of such digital content, such 
as the products noted above, it has long been appreciated that 
the particular storage media used has become largely irrel 
evant. Tape, disk, and drum media are all common, as are 
physical, magnetic, and optical means of impressing digital 
content into them. Similarly, for digital services the channels 
of communication used have similarly become largely irrel 
evant. Electrical current through Wires, light through ?bers, 
and radiation through space are all common, and substantially 
interchangeable communications channels. 
[0006] Of relatively recent advent are communications net 
Works, particularly including public netWorks like the Inter 
net. Although access to such netWorks is still far from univer 
sal, such netWorks are increasing the trend toWards the 
irrelevance of the underlying media used to store digital prod 
ucts and the medium used to communicate digital services. 
Accordingly, in the folloWing discussion the collective term 
“digital content” is used. 
[0007] Because netWorks are overWhelmingly computer 
iZed, and thus those most familiar already With computers can 
be expected to most easily appreciate and readily adopt net 
Work storage and delivery of digital content, examples in the 
context of personal computers Will be primarily used (per 
sonal computer: “PC”; used here in the broad sense, because 
even most computers in business today are actually termed 
PC’s). It should, hoWever, at all times also be appreciated that 
the principles being discussed are valid for and extendable to 
other contexts. 
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[0008] Turning noW to an example of hoW the potential of 
digital content is not adequately being employed, neW PC’s 
today are usually purchased With some speci?c task in mind, 
such as Word-processing. HoWever, often the customer also 
Wants to try out neW PC hardWare and softWare capabilities, 
much like the child in us all likes to immediately play With a 
neW toy. Further, When a consumer purchases a neW PC he or 
she usually also Wants to employ it for such intended and 
experimental tasks almost immediately. It thus is not surpris 
ing that studies shoW that neW PC oWners are tWice as likely 
to purchase softWare, as compared to ones Who have oWned 
their computers for longer than three months. 

[0009] Various vehicles for delivery of softWare for neW 
PC’s exist. For example, it can be obtained at the same time as 
a neW PC, or by returning to the store for later purchase. 
Further, obtaining the softWare at the same time as the PC can 
be achieved as a collateral purchase, or it can be obtained as 
“bundled” softWare coming With the PC. Unfortunately, there 
are a number of problems With these methods of delivery. 

[0010] The collateral purchase of softWare usually occurs 
only When the consumer knoWs exactly What he or she Wants, 
or When the price is Within the consumer’s impulse purchase 
price range (i.e., relatively loW in price). There are various 
reasons for this, but some typical ones include the divide and 
conquer approach to getting a complex system Working (in 
cluding even so-called turn-key PC’s today), and the palat 
ability of separating hardWare and software costs (Which are 
substantial, particularly together). 
[0011] In theory, the bundled approach to softWare delivery 
seems quite desirable. The consumer gets pre-installed Work 
ing softWare, and economy of scale keeps the price for this 
loW. Unfortunately, theory and reality do not mesh Well here, 
and the desire of PC manufacturers today is to reduce the 
amount of bundled softWare. In surveys the reasons cited for 
this include cost (approx. $20 per system; Which is substantial 
in the loW margin competitive ?eld of hardWare sales), lack of 
quality in the softWare offerings (so-called “shovelWare”), 
and general customer dissatisfaction. In fact, one top-ten PC 
manufacturer has found that over 20% of its customer survey 
respondents sent their PC’s back because the bundled soft 
Ware “didn’t Work.” 

[0012] Thus, later purchase of software (i.e., post initial PC 
sale) remains the overWhelming means by Which consumers 
today obtain software for their PC’s, but even this approach 
has problems Which are legend. Obviously there is the aWk 
Wardness of a second purchase, or purchases, With the atten 
dant issues of What is noW current, Where it is in stock, and 
Whether the stores are open. There are also heightened com 
patibility problems, since the consumer is noW back in the 
store and the PC is noW at home or in the of?ce. And there are 
customer service issues. Even if the consumer returns to the 
very same store Where he or she bought the PC, and perhaps 
even the very same clerk, he or she is noW treated as if the 
present softWare purchase is the total extent of the commer 
cial relationship. 
[0013] HoWever, as noted above, there are emerging neW 
trends in marketing itself. Computer softWare is one of the 
leading commodities Which has become digital content. For 
example, less than 2% of all softWare sales Were recorded in 
electronic distribution channels in 1996, but that ?gure is 
expected to increase rapidly. Studies noW shoW that 1/3 of 
softWare publishers expect 1/2 of their sales volume to be 
delivered electronically Within the next 12-1 8 months. 
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[0014] Unfortunately, today electronic distribution of com 
puter software remains merely another form of “later pur 
chase” of software. It does nothing about, and in some cases 
even exacerbates, the existing technical issues of installation, 
con?guration, and compatibility. And it introduces a plethora 
of new commercial issues, such as consumer trust in the 
mechanisms used for transactions, protections for the intel 
lectual property in manufacturer’s software products, and 
legal mechanisms to address breakdowns in these. 
[0015] Accordingly, from the above it follows that what is 
today needed is a new mechanism for the marketing of com 
puter software and services. And, by implication, as addi 
tional forms of digital content become common as well, such 
new marketing mechanisms should be extendable to them as 
well. 

DISCLOSURE OF INVENTION 

[0016] Accordingly, it is an object of the present invention 
to provide a new mechanism for the marketing of digital 
content. 

[0017] Another object of the invention is to provide a 
mechanism for the marketing of digital content which sub 
stantially eliminates purchase-time communications of the 
digital content to the end consumers. 
[0018] Another object of the invention is to provide a 
mechanism for the marketing of digital content which is 
substantially ambivalent to the underlying nature of the digi 
tal content. 
[0019] And, another obj ect of the invention is to provide a 
mechanism for the marketing of digital content which oper 
ates continuously, whenever consumers want and without 
need for the actual physical availability of vendor and ?nan 
cial intermediary parties. 
[0020] Brie?y, one preferred embodiment of the present 
invention is a system for marketing digital content on a per 
sonal computer. A communications system is provided to 
communicate between a client and a clearing house. The 
client resides on a user’s personal computer and contains an 
inventory of assets, the digital content. The assets are pro 
tected from unauthorized use by a digital wrapper requiring at 
least one key for unwrapping. The client displays information 
about the inventory on the personal computer so that users can 
select particular assets. The client then transmits money rep 
resenting payment for the selection and an identi?er for it to 
the clearing house, which transmits back to the client a key 
associated with the selected asset. Once the client receives all 
of the required keys, the selection is unwrapped. 
[0021] Brie?y, a second preferred embodiment of the 
present invention is a method for marketing digital content on 
a personal computer. A pre-stored inventory containing a 
number of assets is provided on a user’s personal computer. 
The assets are instances of the digital content and are pro 
tected from unauthorized use by a digital wrapper requiring at 
least one key for unwrapping. Information about the inven 
tory is displayed on the personal computer and a user makes 
a selection representing a particular asset. Money, represent 
ing payment for the selection, is then transmitted along with 
an asset identi?er to a clearing house, via a communications 
system. The clearing house then sends back a key. Again, 
once the client receives all of the required keys, the selection 
is unwrapped. 
[0022] Brie?y, a third preferred embodiment of the present 
invention is a client for marketing digital content on a per 
sonal computer. The client resides on a personal computer 
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having a storage system suitable for storing an infrastructure 
engine and an inventory. The infrastructure engine includes 
user and communications interfaces, and the inventory con 
tains a number of assets which are each instances of the digital 
content. Each asset is protected from unauthorized use by a 
digital wrapper requiring at least one key for unwrapping. 
[0023] An advantage of the present invention is that it pro 
vides a digital content marketing mechanism operating at the 
speed of digital electronics, yet which employs the conven 
tional, time proven, widely understood, and trusted transac 
tional interrelation of consumer, ?nancial intermediary, and 
vendor. 
[0024] Another advantage of the invention is that it in many 
cases it can provide popular sizable instances of digital con 
tent to its consumers much more rapidly than existing sys 
tems. Since the invention permits storage of a substantial 
inventory of the digital content locally, the communications 
delay inherent in transmission of large BOB’s (bags-of-bits) 
is eliminated when a desired item is locally “in stock.” 
[0025] Another advantage of the invention is that it gener 
ally handles digital content generically as BOB’s, but does 
permit optional inclusion of content speci?c after-receipt 
handling for speci?c types digital content. 
[0026] Another advantage of the invention is that it may be 
entirely automated and may employ communications and 
outside services which may also be entirely automated. 
Because the invention uses communications services which 
are always available, users never have to travel to a conven 

tional market location, i.e., another geographic point. And 
because the outside services are always available, e. g., ?nan 
cial intermediaries, or inventory information and update pro 
viders, the users of the invention may employ it even when 
conventional markets are closed. 

[0027] Another advantage of the invention is that it may 
employ a graphical user interface whichusers of conventional 
marketing mechanisms readily understand and ?nd intuitive 
to learn and use. For example, the user interface may present 
a village containing stores having aisles stocked with digital 
content assets, which the user selects and places in a shopping 
cart until a check-out operation is used to complete purchase. 
The village provides a unifying geographic metaphor, while 
the stores can provide either asset category or asset source 
metaphors. The stores may advertise and carry out commerce 
at various levels of directness, and particularly by easily pro 
viding several audio and visual channels in each. They can 
thus feature the three main activities of shopping for digital 
products, viewing events (a digital service), and communi 
cating (also a digital service) in chat and learning sections. 
[0028] Another advantage of the invention is that it is eco 
nomical for all involved. The vendors may easily and cheaply 
set up stores, since no real world physical ?xtures and exten 
sively repetitive stock of inventory is required. Only a master 
copy of an asset need be stored in the inventory, not multiple 
copies of such (and a vendor will neverrun out of copies). The 
?nancial intermediaries can centralize and operate using 
widely available communications mediums, rather than hav 
ing to operate extensive distributed service outlets. And, ulti 
mately, via market competition, some portion of the reduc 
tions in operating costs caused by the above will be passed on 
to the end users, the consumers. 

[0029] And, another advantage of the invention is that it 
may include varying levels and strengths of protection for 
intellectual property rights embodied in the assets, to provide 
con?dence to the suppliers of the assets. 
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[0030] These and other objects and advantages of the 
present invention Will become clear to those skilled in the art 
in vieW of the description of the best presently knoWn mode of 
carrying out the invention and the industrial applicability of 
the preferred embodiment as described herein and as illus 
trated in the several ?gures of the draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0031] The purposes and advantages of the present inven 
tion Will be apparent from the following detailed description 
in conjunction With the appended draWings in Which: 
[0032] FIGS. 111-!) are basic styliZed depictions of hoW the 
invention may reside in a users personal computer; 
[0033] FIGS. 211-!) are basic styliZed depictions of the busi 
ness model used by the invention; FIG. 3 is a detailed block 
diagram of a suitable architecture for the invention; 
[0034] FIG. 4 is a block diagram depicting a functional 
overvieW of the invention; 
[0035] FIG. 5 is a block diagram depicting a navigational 
overvieW of portions of the invention Which reside in a client 
computer system; 
[0036] FIG. 6 is a depiction of a top vieW, or “village” vieW, 
presented by a graphical user interface (GUI) suitable for use 
on the client computer system; 
[0037] FIG. 7 shoWs a store GUI vieW, accessible via the 
GUI in FIG. 6; 
[0038] FIG. 8 shoWs an asset GUI vieW, accessible via the 
store vieW in FIG. 7; 
[0039] FIG. 9 shoWs a purchase summary and con?rmation 
GUI vieW, i.e., a “check-out” vieW, accessible via either the 
store vieW in FIG. 7 or the asset vieW in FIG. 8; 
[0040] FIGS. 10a-fshoW a search GUI vieWs accessible via 
the GUI vieWs in FIG. 6-8, Where 
[0041] FIG. 10a depicts an asset name based search, FIG. 
10b depicts a provider name based search, 
[0042] FIG. 10c depicts the search of FIG. 10b expanded to 
include particular assets from a speci?c provider, FIG. 10d 
depicts a category based search, and FIG. 10e depicts an 
overvieW search based on a village map metaphor; and 
[0043] FIG. 11 is a block diagram depicting a hierarchical 
overvieW of an implementation of a master server application 
using access via the Internet. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

[0044] A preferred embodiment of the present invention is 
a digital content vending “machine” (“DCVM”). As illus 
trated in the various draWings herein, a form of this preferred 
embodiment of the inventive device is depicted by the general 
reference character 10. 
[0045] The DCVM 10 may be advantageously vieWed 
using tWo analogies. The ?rst of these, Which is alluded to by 
its label, is the vending machine. This analogy serves Well for 
providing a general overvieW of the invention as a system for 
vending digital content. The second analogy is the village 
square, Which the inventors use for the graphical user inter 
face (GUI) of the invention’s preferred embodiment. This 
village square analogy serves particularly Well for giving 
users an easily grasped and usable perception of the invention 
as a system for purchasing digital content. 
[0046] A conventional vending machine, such as a coffee 
machine, for example, Will sell its primary commodity (cof 
fee), but then often also sell parallel market items, like tea and 
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soup, and dispense optional items, like cream and sugar. 
Similarly, the DCVM 10 sells as its primary commodity 
digital products, but it also may sell related information and 
services for such, and also dispense customer support and 
access to communications With like minded consumers. 

Thus, the DCVM 10 provides both digital products and digi 
tal services, i.e., digital content. 
[0047] The DCVM 10 may be implemented to resemble a 
conventional toWn center or village square (i.e., a commercial 
hub, similar to a shopping mall today). In such a real place 
there Will typically be shops or stores catering to different 
tastes, income levels, professions, ages, etc. There Will be 
stores that provide primarily goods, and others that provide 
primarily services. There typically Will also be diverting 
entertainments, and areas set aside simply for communica 
tions With those sharing similar interests. And there usually 
Will be directory plaques or information kiosks to help ?nd 
Where things are at and to assist in getting to them. As prod 
ucts and services increasingly become digital, this village 
square analogy is readily extendable into the DCVM 10 as 
noW described. 

[0048] FIGS. la-b present hoW the client 12, i.e. a client 
application, resides on a user’s personal computer (PC 14) 
and contains both an infrastructure 16 and an inventory 18. 
The infrastructure 16 is an engine that handles the function 
ality of the DCVM 10, and the inventory 18 is the local 
collection of assets 22 of merchandise or units of service. 

[0049] The infrastructure 16 is relatively static. Like most 
softWare applications, it perhaps merits an occasional 
upgrade as neW features become available, but otherWise it is 
generally installed and left alone. It is anticipated that the 
infrastructure 16 Will usually be stored on a local hard drive 
20, although in some case a hard drive 20 on a local area 

netWork (LAN; not shoWn) may also be acceptable. Keeping 
the infrastructure 16 local insures good overall DCVM 10 
responsiveness. 
[0050] In contrast, the inventory 18 is relatively dynamic, 
potentially including assets 22 such as computer softWare 
products, music, video, and anything else Which can be 
reduced to digital format and electronically transmitted and 
stored. The inventory 18 may be loaded on a local device, or 
it may also be accessible over a LAN having an appropriate 
bandWidth, since storage capacity and transfer rate are more 
important than responsiveness for it. 
[0051] In FIG. 111 both the infrastructure 16 and the inven 
tory 18 are depicted residing together in ?xed storage in the 
PC 14. Today such ?xed storage Will typically be hard drives 
20 (also sometimes termed a “?xed drive”), but as other large 
capacity and ?xed in place storage means become common 
they may be used instead. 
[0052] FIG. 1b depicts hoW the infrastructure 16 may reside 
in ?xed storage, but the inventory 18 instead reside in a 
removable media 24 Which is accessible by the PC 14. Some 
common current examples of such removable media 24 are 
CD 26, DVD 28, and tape 30, but still others are easily 
possible. 
[0053] In present embodiments of the DCVM 10 Which are 
hard drive 20 delivered approximately one to four gigabytes 
of storage are used. Of this the infrastructure 16 is roughly 
50-100 megabytes in siZe and the inventory 18 takes up the 
balance. For CD 26 delivered embodiments only about 600 
megabytes are used for the inventory 18. HoWever, as larger 
capacity hard drives 20 and higher capacity removable media, 
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like DVD’s 28, become Widely available the infrastructure 16 
and particularly the inventory 18 may be made larger, as 
desired. 

[0054] In one preferred embodiment, initial delivery of the 
infrastructure 16 is on the hard drives 20 of neW PC’s 14. 
HoWever, the DCVM 10 may also be “delivered” on a neW 
hard drive 20 used for upgrading an existing PC 14. Or it may 
even be delivered via conventional software installation by 
loading it from removable media 24 into the PC 14, or by 
doWnloading it from an online source and then installing it (a 
neWer installation technique becoming common today). Ini 
tial delivery of the inventory 18 may similarly be in pre 
loaded format on the hard drive 20, or by provision on remov 
able media 24 Which is then placed as needed into the PC 14 
for access by the infrastructure 16 (typically depending upon 
the capacity of the hard drive 20). 
[0055] Of course, like in real World stores, the inventory 18 
of the DCVM 10 needs to be replenished as sales occur, 
updated as neW versions become available, and expanded as 
suppliers change and neW offerings become available. There 
fore, the DCVM 10 may be maintained and updated using 
intelligent push technology over modern netWorks, like the 
Internet. Such push technology (e.g., compatible With 
ACTIVE DESKTOPTM Microsoft Corporation, and NET 
CASTERTM Netscape Corporation) may also be used to pro 
vide a one-to-one buying and selling experience forusers, and 
to alloW individual preferences to be collected and catered to 
Without need of human intervention. 

[0056] FIG. 2a depicts, in simpli?ed form, the business 
model used by the inventive DCVM 10. The end users are 
termed customers 40 and those entities providing the digital 
content are termed vendors 42. The vendors 42 operate stores 
44 (a term used broadly to denote a point of supply for any 
digital content, regardless of Whether overtly commercial in 
nature). A graphical user interface (GUI), termed the village 
46, is used to present collection of the stores 44 as a virtual 
setting in Which the vendors 42 vend and the customers 40 
consume. The stores 44 in the village 46 advertise and carry 
out commerce at various levels of directness, and particularly 
through several audio and visual channels in each. It is 
expected that each store 44 typically Will feature three main 
activities: shopping for digital content, vieWing events, and 
communicating. 
[0057] FIG. 2b depicts a more complete version of the 
business model. In addition to their local presence, the ven 
dors 42 are also collectively represented on a master server 
48, and all can invoke the assistance of a ?nancial intermedi 
ary termed a clearing house 50. The clearing house 50 facili 
tates complex purchase scenarios, permits large numbers of 
stores 44, and more dynamically provides service to both the 
customers 40 and the vendors 42. 

[0058] In a typical example purchase scenario, a customer 
40 transmits money 52 and an identi?er 54 to the clearing 
house 50. The clearing house 50 then credits the account of 
the particular vendor 42, and transmits back to the customer 
40 a key 58. Next, usually automatically under control of the 
infrastructure 16, the customer 40 sends this key 58, or part of 
it, on to the master server 48, Which sends back another key 58 
(the keys 58 are typically all unique). Again automatically, if 
desired, the infrastructure 16 uses this second key 58 to digi 
tally “unWrap” an asset 22 of inventory 18, Which has noW 
been “purchased.” Since the money 52, identi?er 54, and the 
keys 58 can all be relatively small, compared to the asset 22 
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being purchased (typically many megabytes in siZe), even 
transactions in very siZable digital content can be carried out 
quite quickly. 
[0059] Of course, simpler purchase scenarios are possible. 
The customer 40 might deal directly and entirely With the 
master server 48. HoWever, at least for the near future, there is 
no reason to expect that customers 40 and vendors 42 Will feel 
secure Without some “online” commercial intermediary such 
as the clearing house 50. Alternately, if the asset 22 is already 
part of the inventory 18, and if the vendor 42 completely trusts 
the clearing house 50, and if the clearing house 50 is Willing 
to carry appropriate keys 58, the key 58 sent back from the 
clearing house 50 may be made suitable for directly digitally 
unWrapping the asset 22. HoWever, since some communica 
tions already must take place anyWay, and since that Will often 
already be occurring over a medium such as the Internet, there 
is relatively little burden added by the customer 40 to master 
server 48 communication legs to the transaction. 
[0060] The keys 58 play an important security role. They 
unlock a digital Wrapper 60 (not shoWn; but numbered for 
reference) protecting the asset 22 once it has been paid for. In 
most cases the vendors 42 Will strongly Want such protection, 
to suppress unauthoriZed copying of their intellectual prop 
erty. The digital Wrapper 60 may use simple serial number 
entry to enable or disable a reminder feature, or it may use soft 
or hard encryption (both conventional concepts). Alternately, 
the digital Wrapper 60 may use What the inventors term a “tWo 
sector steal.” 

[0061] In the tWo sector steal, embodiments of the inventive 
DCVM 10 that store the inventory 18 on a hard drive 20 have 
tWo disk sectors of information (an amount empirically found 
preferable by the inventors) initially omitted. Upon asset 22 
purchase, data in the appropriate “stolen” sectors can be 
supplied, either as part of a key 58 itself, or via use of a key 58 
to unlock sector data Which has been present all along in an 
encrypted format. In this manner the asset 22 remains unus 
able until the missing parts are supplied, yet can be 
unWrapped reasonably quickly, particularly if the key is elec 
tronically communicated to the PC 14. 
[0062] The tWo sector steal provides particular advantages 
to OEM suppliers of PC’s 14 and upgrade hard drives 20. The 
assets 22 can be supplied entirely pre-installed and default 
con?gured, but With the sectors stolen (note that sector steal 
ing eliminates the need for bulk encryption). When such an 
asset 22 is then purchased the sectors are merely installed (or 
in place decrypted) and the asset 22 is immediately and assur 
edly ready for use, Which Will eliminate many technical sup 
port calls to the OEM suppliers. And When the customers 40 
do have to seek help, the issue of Who is to blame for the 
problem is substantially reduced, Which greatly increases 
their Willingness to pay for support and still hold the supplier 
in high regard. 
[0063] For additional security, in addition even to the use of 
keys 58, at the option of the vendor 42 (perhaps under a 
contractual obligation With the actual softWare publisher), 
assets 22 may be “machine bound” to a limited number of 
physical hard drives 20. For example, as discussed further 
beloW, even verbal delivery of keys 58 to customers 40 via the 
telephone can be used by the DCVM 10. Such keys 58 obvi 
ously must be manageable in siZe and directly enter able by 
the customers 40, yet it is highly desirable by the vendors 42 
that the customers 40 not be able to use one key 58 to unWrap 
more than one copy of an asset 22. This is easily provided for 
if the keys 58 are each speci?cally related to some relatively 
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unique indicia on the hard drives 20. A Help/About menu 
access in the village 46 can provide a short code based upon 
such a unique indicia, and a customer 40 can then enter such 
a code With a telephone touch-tone pad to receive a key 58 
Which only unWraps an instance of the particular asset 22 on 
their hard drive 20. In this manner, each asset 22 purchased 
from the DCVM 10 may be restricted from even highly 
skilled and determined efforts at unauthorized use. 

[0064] The keys 58 may also play an important commercial 
role, facilitating payment and accountability of all parties 
involved. They may act as customer 40 receipts for payment, 
and vendor 42 vouchers for payment. Assuming that unique 
keys 58 are used and are retired after one complete transac 
tional cycle, if the a key 58 is ever lost it can simply be 
reissued, since it Will only Work once and then for only its 
intended purpose. As noted above, use of a second key 58 is 
optional, but much can be gained by doing so. This permits 
the vendor 42 to closely track its market, and, more impor 
tantly, keeping the vendor 42 in the “loop” permits better 
customer 40 support. For example, say that a customer 40 
starts a purchase scenario for an asset 22 Which is in the local 
inventory 18 in version 4. 10, but the master server 48 noW has 
a neWer version 4.15 of that asset 22 in stock. Rather than 
simply return a key for version 4.10, an offer can be commu 
nicated to the customer 40 to (1) go ahead and send the key 58 
for version 4.10, or (2) transmit version 4.15 of the asset 22 to 
update the local inventory 18 and also send the key 58 Which 
Will unWrap it, or (3) cancel the transaction (perhaps to be 
resumed after the customer is mailed a CD 26 containing an 
updated inventory 18). 
[0065] The master server 48 can also take an active role in 
maintaining the infrastructure 16 and the inventory 18, by 
send updates 62 to the PC 14 containing ?xes and enhance 
ments of the infrastructure 16 and neW assets 22 for the local 
inventory 18. By using the master server 48 as a collector of 
preferences of the customer 40 to selective apply such 
updates 62 the inventory 18 can be particularly tailored to the 
preferences and statistical purchase history of the customer 
40. 
[0066] To assist the master server 48 in this role, customer 
40 click (and key stroke) streams can be tracked on the client 
12 running on the PC 14. This in addition to a substantially 
unique indicia for the client 12 can then be used With Internet 
push technology for determining and transmitting appropri 
ately tailored updates 62, or at least prioritizing such updates 
62. The indicia used may be a code pre-stored in a hard drive 
20 or a removable media 24, or it may be generated on the ?rst 
execution of the client 12, or it may be provided as a regis 
tration process on the master server 48. 

[0067] FIG. 3 depicts a suitable architecture for implement 
ing a full featured embodiment of the inventive DCVM 10. 
The client 12 runs on the PC 14 of the customer 40, a master 
application 70 runs on the master server 48, a clearing house 
application 72 runs on the clearing house 50, and a streaming 
media service 74 is provided. 
[0068] The client 12 resides on the PC 14 in a layered 
structure. The loWest layer (hardWare and BIOS layers in the 
PC 14 are not shoWn) is a suitable operating system (a client 
OS 76; e.g., WINDOWS 95 or WINDOWS 98TM Microsoft 
Corporation of Redmond, Wash.). The next layer includes the 
inventory 18, a village pro?le 78, and a preference log 80. 
Atop this is a layer formed by a village manager 82, Which 
using the village pro?le 78 and preference log 80 permits 
tailoring for particular customer 40 needs and preferences. At 
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a higher layer are a village interface 84 and an update sub 
client 86. Since the village interface 84 itself needs updating 
from time to time, the update sub-client 86 needs to be in at 
least as high a layer. Atop this is a layer that includes an order 
entry interface 88, and client protocols 90 (e.g., Marimba, 
BackWeb, and/ or Intervu tuners for use With the Internet) for 
communications. Finally, Within the client 12, is a communi 
cations layer Which includes a telephone module 92, a private 
netWork module 94, and an Internet module 96 for respec 
tively accessing these mediums of communication. 
[0069] The master application 70 similarly resides in a 
layered structure on the master server 48. The loWest layer 
(again hardWare and BIOS layers are not shoWn) is a suitable 
operating system (a server OS 98; e.g., WINDOWS NTTM 
Microsoft Corporation of Redmond, Wash.). Atop this are a 
master interface 100; a pro?le database 102, from Which 
portions transmitted to a client 12 become stores 44; and a 
master inventory 104, from Which portions transmitted to a 
client 12 become assets 22 in the inventory 18. The next layer 
includes a ?nancial peer 106 (discussed further presently) and 
an update sub-server 108. Atop this is a layer including an 
order interface 110 and server protocols 112 (e.g., a Marimba 
or BackWeb transmitter for use With the Internet). Finally, 
Within the master application 70, is a communications layer 
Which includes a telephone module 92, a private netWork 
module 94, and an Internet module 96. 
[0070] The clearing house application 72 is run by the 
clearing house 50, and thus effectively is also a server. It also 
has as a loWest layer a suitable operating system (another 
server OS 98). Atop this are ?nancial modules 114, Which 
handle services like anti-fraud, pre-authoriZation, reporting, 
etc. And atop this is a ?nancial peer 106, for communicating 
directly With the equivalent in the master application 70. 
[0071] The streaming media service 74 has a suitable server 
OS 98 Which supports an audio- visual database 116, atop that 
server protocols 112 (e.g., an Intervu transmitter for use With 
the Internet), and also an Internet module 96. 
[0072] The client 12 communicates With the master appli 
cation 70 via either telephone 118 (touch-tone entry or using 
voice recognition, and pre-recorded or generated message 
replies), a private netWork 120, or the Internet 122. Notably, 
the ?rst tWo of these reach customers 40 Who are not yet on the 
Internet 122 (still about 60% of current PC 14 oWners accord 
ing to some surveys). 
[0073] If a telephone 118 is used (say to an 800 number), 
the customer 40 may manually enter credit card information 
on the tone pad, and then hear recited back a simple key 58 
Which is used to unWrap the asset 22 purchased (of course, 
this could also be a conventional verbal human transaction, 
but such are ine?icient). The key 58 may be entered by the 
customer 40 at the PC 14 either as it is received, or it may be 
Written doWn and used later When the customer 40 is off the 
telephone 118. If a private netWork 120 is used, the infrastruc 
ture 16 may alternately automatically unlock the purchased 
asset 22, the customer 40 may still note the key 58 (presum 
ably a simpler one) for later manual entry. If the Internet 122 
is used, the infrastructure 16 Will automatically use the key 58 
to unWrap the asset 22 noW purchased, and the key can 
accordingly be larger and more complex. It should also be 
appreciated that groups of customers 40 anyWhere on a local 
netWork can also use the private netWork 120 and the Internet 
122 variations. 
[0074] In FIG. 3 the master application 70 and the clearing 
house application 72 are depicted as connected via a dedi 
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cated link 124, i.e., all commercial transactions go physically 
through the master server 48, but With minimal involvement 
of the master application 70 itself. This provides for universal 
access by the client 12 via the master application 70, even 
over the telephone 118 or private netWork 120. This also 
provides for very high security, but that may be dispensed 
With as alternate security means and con?dence in them 
become Widespread, perhaps soon With secured communica 
tions over the Internet 122. 

[0075] FIG. 4 is a block diagram depicting a functional 
overvieW of the inventive DCVM 10. The client 12 is typi 
cally installed onto the hard drive 20 of a PC 14 by either an 
original equipment manufacturer (OEM) (step 130) or loaded 
by a potential customer 40 (step 132) from a removable media 
24, such as a CD 26. The client 12 then contains the infra 
structure 16, Which provides the GUI of the village 46 to the 
customer 40, and Which is the engine that presents the stores 
44 and accesses an inventory database 134 and the inventory 
18 itself (either on the hard drive 20 or still on the removable 
media 24). 
[0076] As an aside, the impression may have been con 
veyed that the stores 44 alWays reside on the hard drive 20 as 
part of the infrastructure 16. HoWever, While often desirable, 
this need not alWays be the case. Since the DCVM 10 permits 
addition and deletion of stores 44, and since large number of 
stores 44 may be provided, general access to particulariZed 
sub-sets of the inventory 18 may be accomplished by putting 
only popular stores 44 onto the hard drive 20, and leaving the 
rest on the removable media 24. Further, as the customer 40 
deletes some stores 44 and as the village 46 accumulates 
actual usage information, the stores 44 actually on the hard 
drive 20 can be changed. 
[0077] For local updating of the client 12 after installation, 
particularly for updating the siZable inventory database 134 
and the inventory 18 (say if it is stored on a hard drive 20), 
additional removable media 24, such as CD’s 26 or DVD’s 28, 
may later have their contents copied into the PC 14 (step 136). 
HoWever, this can be reduced considerably, or even elimi 
nated, if a suitable communications means is available. 

[0078] Once the client 12 is installed, communications With 
the master application 70 can ensue, directly from the cus 
tomer 40 through the infrastructure 16 and indirectly from the 
inventory database 134 and the inventory 18 (as depicted in 
FIG. 4 in uniformly dashed lines). The master application 70 
and the clearing house application 72 are also depicted as able 
to directly communicate. Further, communications from 
technical support 138 can pass through the master application 
70 to and from the client 12. Since a large percentage of PC’s 
14 on Which the DCVM 10 Will be loaded Will employ step 
130 (OEM loading), it is particularly anticipated that this Will 
facilitate access to OEM supplied technical support 138. 
[0079] The customer 40 can also request ful?llment of 
orders for hard goods 140 via the client 12. Such hard goods 
140 may be ancillary to the inventory 18, e.g., manuals for 
computer softWare asset 22 in the inventory 18, or they may 
be entirely separate, i.e., permitting the DCVM 10 to option 
ally be used as a catalog server for entirely non-digital content 
as Well. 

[0080] HoWever, the customer 40 is not restricted to only 
communicating via the client 12 to the master application 70. 
The customer 40 may still use a simple telephone, say using 
a toll free number, to verbally communicate With phone sup 
port 142, and via the phone support 142 to also access the 
technical support 138 (depicted in FIG. 4 in non-uniformly 
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dashed lines). This particularly facilitates the customer 40 
being able to get assistance When the client 12 is “broken” and 
to advise that something has gone aWry in the master appli 
cation 70. 
[0081] FIG. 5 is a block diagram depicting a navigational 
overvieW of the client 12. At the highest level is the village 46, 
Which has a village template 150 including a village video 
152, village ad’s 154, and a number of store controls 156 
(combination button-icons). From the village 46 access is 
also available to a search feature 158, Which provides a quick 
Way to ?nd particular assets 22 (described beloW), and to an 
extra assets feature 160 Which provides access to digital con 
tent not presently in the inventory 18 (i.e., in the master 
inventory 104 on the master server 48). From the search 
feature 158 there is also access to this extra assets feature 160. 
[0082] The store controls 156 of the village 46 provide 
access to the stores 44. Each store 44 has a store template 162, 
aisles 164, and a shopping cart 166. The store template 162 
includes store data 168 (e.g., name, etc.); a store video 170, 
describing the store 44; and store ad’s 172, analogous to 
traditional end-cap advertisements; optional Internet links 
174 for the store 44, i.e., for alternately reaching the sponsor 
ing vendor 42; optional promotional ad’s 176, for particular 
assets 22, i.e., “hot deals”; and aisle controls 178. 
[0083] The aisle controls 178 provide access to the aisles 
164, usually With a plurality appearing for each store 44. Each 
aisle 164 has an associated aisle template 180. 
[0084] The aisle templates 180 each include a number of 
asset controls 182, each in turn associated With an asset tem 
plate 184. An asset template 184 includes asset data 186 (e.g., 
name, provider, category, version, etc.), an asset price 188, an 
asset description 190, an asset video 192, an asset ad 194, a 
third-party opinion 196 (i.e., a revieW of the asset 22), and an 
asset link 198 pointing to Where the particular asset 22 is 
stored in the inventory 18. 
[0085] By appropriate customer 40 selection When vieWing 
an asset template 184 appropriate information, such as the 
asset price 188 and the asset link 198, are sent to the shopping 
cart 166, a place Where information identifying prospective 
asset 22 purchases accumulates prior to formal purchase. 
Later, back at the store 44 level, the customer 40 can then 
access the shopping cart 166 and invoke an order module 200 
to selectively complete formal purchase of chosen assets 22 in 
the shopping cart 166. 
[0086] FIG. 6 depicts a suitable village vieW 210 for pre 
sentation to the customer 40. A series of ad cells 212 are 
placed about the village vieW 210. These may contain either 
?xed or banner advertisements from the village ad’s 154. The 
major features of the village vieW 210 are the store controls 
156, each With respective store data 168 prominently dis 
played, and a centrally placed video display 214. Further 
provided, at the bottom of the village vieW 210, are a video 
control 216, to start/restart the village video 152 in the video 
display 214; a search control 218, Which invokes features 
described beloW; a guarantee control 220, Which invokes 
display in the video display 214 of business information about 
the parties operating the master application 70, the clearing 
house application 72, and the respective vendors 42; and a 
delete village control 222, to entirely eliminate the DCVM 10 
from the PC 14. 
[0087] FIG. 7 depicts a suitable store vieW 230 for presen 
tation to the customer 40. The store data 168 (at least the store 
name) and the store ad 172 are displayed at the top. BeloW is 
a roW containing the aisle controls 178. And beloW that roW is 
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an aisle sub-vieW 232, Which changes depending upon Which 
aisle control 178 is currently selected. The aisle sub-vieW 232 
includes a video display 234, asset controls 182, an aisle 
update control 236, a next page control 238 (to display a 
subsequent vieW of assets, since aisles may often contain 
more than Will ?t on one vieW), and a delete aisle control 240. 
At the bottom of the store vieW 230 are the video control 216, 
to here start/restart playback of the store video 170; a promo 
control 242, to start/restart playback of the promotional ad’s 
176; the guarantee control 220; a links control 244, to display 
the Internet links 174 for the store 44; the search control 218; 
an update store control 246; a return to village control 248, to 
return to the village vieW 210; a checkout control 250; and a 
delete store control 252, to remove the present store 44 from 
the client 12. 
[0088] FIG. 8 depicts a suitable asset vieW 260 for presen 
tation to the customer 40. Displayed at the top are the asset 
control 182 (here acting only as an icon, since it cannot be 
selected to go to another vieW), the asset data 186 (at least the 
asset name), and the asset price 188. BeloW is an asset sub 
vieW 262 Which includes an asset display 264 and the asset ad 
194 (typically a banner type ad, Which “rotates” continu 
ously). 
[0089] At the bottom of the asset vieW 260 are a shopping 
cart control 266 (to add the present asset to the shopping cart 
166), the video control 216, an opinion control 268, the guar 
antee control 220, the search control 218, the checkout con 
trol 250, a return to store control 270, the return to village 
control 248, and a delete asset control 272. 

[0090] Depending upon operation by the customer 40, the 
asset display 264 presents either the asset description 190 (the 
default), the asset video 192, the third-party opinion 196, or 
guarantee information. 
[0091] FIG. 9 depicts a suitable checkout vieW 280 for 
presentation to the customer 40. Included is an asset table 282 
Which displays information about all of the assets 22 pres 
ently in the shopping cart 166.Across the top of the asset table 
282 are column headings 284, indicating availability options, 
e.g., “Without hardgoods,” “With hardgoods,” and “media 
type.” Along the left side of the asset table 282 are roW 
headings 286 containing respective asset names (from the 
asset data 186). Depending upon Which columns they are in, 
the cells of the asset table 282 contain asset prices 188 or 
availability options, and in some cases also function as con 
trols. 
[0092] For example, assuming the availability options 
listed above in the asset table 282 presented in FIG. 9, the 
topmost roW 288 contains data only in cell 290 (the leftmost). 
Further, cell 290 contains an asset price 188 Which is not 
highlighted (in FIG. 9 heavy cell outline designates highlight 
ing). This situation depicts that the asset 22 in roW 288 is only 
available Without hardgoods, and that the customer 40 has not 
yet selected this cell to con?rm that they do Want to purchase 
this. 
[0093] The middle roW 292 in this example contains asset 
prices 188 both in cell 294 and in cell 296, and cell 298 is 
highlighted and contains text describing a media type. This 
situation depicts that the asset 22 in roW 292 is available both 
With and Without hardgoods, at the respective prices, and that 
the “With hardgoods” option has already been selected by the 
customer 40 (as indicated by the highlighting of cell 296 
rather than cell 294). The customer 40 here may chose among 
multiple media types (as indicated by the presence of high 
lighting in cell 298). Further, since cell 298 is highlighted, the 
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customer 40 may operate it as a control, say With a mouse 
double-click, to cycle betWeen the available media type 
choices. 

[0094] The bottom roW 300 in this example contains noth 
ing in cell 302, designating that this asset 22 alWays comes 
With hardgoods (say a manual); a price in cell 304 (un-high 
lighted, and thus as yet un-selected); and un-highlighted text 
in cell 306. The absence of highlighting for a media type 
indicates that no choice is available, so the customer 40 
should be particularly sure that they can use the media type 
being noted. 
[0095] Also appearing in the checkout vieW 280 are a sub 
total box 308, a grand total box 310, a sub-total control 312, 
and a purchase control 314. The sub-total box 308 displays a 
running total of the asset prices 188 for selected assets 22 in 
the asset table 282 (note that only one of the three displayed 
assets 22 is actually selected in the example, so only its price 
is used in the sub-total). By activating the sub-total control 
312 the customer 40 requests display in the grand total box 
310 of the amount in the sub-total box 308 plus applicable 
shipping costs and taxes (here the sub-total plus 8.25% tax 
and $3.00 shipping and handling). Activating the purchase 
control 314 formally requests that purchase take place. 
[0096] Across the bottom of the checkout vieW 280 are the 
guarantee control 220, the return to store control 270, and the 
return to village control 248. 

[0097] FIG. 10a-e are styliZed depictions of the informa 
tion presented to the customer 40 When the search control 218 
is selected. A search vieW 320 then appears Which includes an 
asset control 322, a provider control 324, a category control 
326, a map control 328, a text entry box 330, a character 
selection array 332, and a list box 334. In some cases the list 
box 334 can further include a sub-list 336 (FIG. 10c), and in 
one case the text entry box 330, the character selection array 
332, and the list box 334 may all be replaced With a map 
sub-vieW 338 (FIG. 10e). 
[0098] FIG. 1011 shows the default ofa search vieW 320, i.e., 
a vieW ?rst seen by the customer 40. The asset control 322 is 
highlighted (shoWn With a heavy lining in the ?gure) to con 
?rm to the customer 40 that the asset based variation of the 
search vieW 320 is currently active. The customer 40 may 
select a provider control 324, a category control 326, or a map 
control 328 to use other variations of the search vieW 320. Or, 
if they have already done so, selecting the asset control 322 
Will return them to the variation of FIG. 10a. 

[0099] In the asset based search vieW 320 of FIG. 10a, the 
customer 40 may either type initial letters of the asset name 
(as it appears in the asset data 186) into the text entry box 330 
(as depicted in FIG. 1011), or mouse click a ?rst letter in the 
character selection array 332. These operations scroll the list 
box 334, Which in this variation displays names for assets 22. 
Alternately, the customer 40 can directly scroll the list box 
334. By appropriate choice, perhaps as a setup option, selec 
tion ofa particular entry in the list box 334 cause an associ 
ated asset 22 to be added to the shopping cart 166, or this can 
take the customer 40 to the asset vieW 260, With the selected 
asset 22 there displayed. 

[0100] If the customer 40 selects the provider control 324 
the search vieW 320 changes to the variation shoWn in FIG. 
10b. Again letters can be entered in the text entry box 330 or 
mouse clicking may be used to select a ?rst letter in the 
character selection array 332 to scroll the list box 334 (the 
case depicted in FIG. 10b), but noW provider names are 






