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USER-TOUCHSCREEN INTERACTION
ANALYSIS AUTHENTICATION SYSTEM

CROSS-REFERENCES TO RELATED
APPLICATIONS

[0001] Pursuant to 35 USC §120, this continuation-in-part
application of U.S. patent application Ser. No. 12/126,117
filed May 23, 2008 (pending), which claims the benefit of
U.S. patent application Ser. No. 11/279,186 filed on Apr. 10,
2006 (abandoned).

TECHNICAL FIELD

[0002] The present invention relates to the field of data
processing systems and, in particular, to systems, methods
and computer program products for authenticating a user
based on analysis of user-touchscreen interaction.

BACKGROUND

[0003] Touchscreen devices (e.g., smartphones, tablets,
and the like) have become staples in modern everyday life.
Users wish to utilize these devices for some or all of the same
tasks they have become accustomed to expect from personal
computers. As such, users may wish to engage in browsing
activities or launching applications designed for online activ-
ity, such as banking, shopping, communicating via e-mail,
and the like. In fact, users often engage in e-commerce trans-
actions on their touchscreen devices.

[0004] One caveat to these e-commerce transactions can be
that oftentimes security problems arise, leaving user financial
accounts vulnerable to theft and/or fraud. These threats are
universal to e-commerce transactions, but are especially
troublesome on touchscreen devices that often have dedicated
applications (or “apps”) for e-commerce sites or services. For
example, a user may have a banking app as well as a discount
or deal app (e.g., a GROUPON app, GOOGLE Deals app,
etc.) easily accessible on his or her touchscreen device that
can be directly tied to his or her payment information (e.g.,
saved credit or bank card information, PAYPAL account
information, etc.).

[0005] E-commerce apps can leave a user’s accounts vul-
nerable to theft or fraud. Hackers can hack into accounts by
many methods, including phishing (fraudulently acquiring
account information by pretending to be a trustworthy
source), spyware, insider information, compromised data
sources at the commerce location, or other methodologies.
Many solutions have been developed attempting to prevent
e-commerce fraud. For example, one method designed with
the intent of preventing e-commerce fraud (i.e., user authen-
tication), can require a user ID and password to complete a
transaction using an e-commerce app. Another known solu-
tion is to require a security code (a three or four digit non-
imprinted number on a credit card, a user set PIN number,
and/or billing zip code, etc.) along with every on-line pur-
chase using an e-commerce app in addition to password
authentication. Another known solution is to also require
operator “call back” to authenticate a purchaser using an
e-commerce app. Yet another known solution is to require the
user to fully validate or re-enter his or her credentials with
every e-commerce transaction performed using an e-com-
merce app.

SUMMARY

[0006] In at least one embodiment, there is a method for
authenticating a user participating in an Internet commerce
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session. The method includes a computer receiving a request
for an action from a remotely located device connected to the
computer via an Internet Protocol (IP) network. The com-
puter facilitates an e-commerce session in which a user of the
remotely located device participates. The method further
includes the computer determining whether the requested
action requires additional authentication. The method further
includes, in response to determining that the requested action
requires additional authentication, the computer requesting
analysis of user-touchscreen interaction data for the e-com-
merce session. The user-touchscreen interaction data is
behavioral biometric data specific to a characteristic manner
in which the user touches a touchscreen. The method further
includes the computer receiving a pattern matching score for
the session. The pattern matching score provides an indica-
tion of a comparison between the user-touchscreen interac-
tion data and corresponding data of a user-touchscreen inter-
action profile for the user. The method further includes the
computer performing a verification action to verify an iden-
tity of the user based on the received pattern matching score.
The method further includes, responsive to a successfully
verification of the identity, the computer performing the
requested action.

[0007] In at least one embodiment, there is a computer
program product for authenticating a user participating in an
Internet commerce session. The computer program product
includes one or more computer-readable tangible storage
devices. The computer program product further includes pro-
gram instructions, stored on at least one of the one or more
storage devices, to receive a request for an action from a
remotely located device connected to a computer via an Inter-
net Protocol (IP) network. The computer facilitates an e-com-
merce session in which a user of the remotely located device
participates. The computer program product further includes
program instructions, stored on at least one of the one or more
storage devices, to determine whether the requested action
requires additional authentication. The computer program
product further includes program instructions, stored on at
least one of the one or more storage devices, to, in response to
determining that the requested action requires additional
authentication, request analysis of user-touchscreen interac-
tion data for the e-commerce session. The user-touchscreen
interaction data is behavioral biometric data specific to a
characteristic matter in which the user touches a touchscreen.
The computer program product further includes program
instructions, stored on at least one of the one or more storage
devices, to receive a pattern matching score for the session.
The pattern matching score provides an indication of a com-
parison between the user-touchscreen interaction data and
corresponding data of a user-touchscreen interaction profile
for the user. The computer program product further includes
program instructions, stored on at least one of the one or more
storage devices, to perform a verification action to verify an
identity of the user based on the received pattern matching
score. The computer program product further includes pro-
gram instructions, stored on at least one of the one or more
storage devices, to, responsive to a successful verification of
the identity, perform the requested action.

[0008] In at least one embodiment, there is a computer
system for authenticating a user participating in an Internet
commerce session. The computer system includes one or
more processors, one or more computer-readable memories
and one or more computer-readable tangible storage devices.
The computer system further includes program instructions,



US 2012/0054057 Al

stored on at least one of the one or more storage devices for
execution by at least one of the one or more processors via at
least one of the one or more memories, to receive a request for
an action from a remotely located device connected to a
computer via an Internet Protocol (IP) network. The com-
puter facilitates an e-commerce session in which a user of the
remotely located device participates. The computer system
further includes program instructions, stored on at least one of
the one or more storage devices for execution by at least one
of the one or more processors via at least one of the one or
more memories, to determine whether the requested action
requires additional authentication. The computer system fur-
ther includes program instructions, stored on at least one of
the one or more storage devices for execution by at least one
of the one or more processors via at least one of the one or
more memories, to, in response to determining that the
requested action requires additional authentication, request
analysis of user-touchscreen interaction data for the e-com-
merce session. The user-touchscreen interaction data is
behavioral biometric data specific to a characteristic matter in
which the user touches a touchscreen. The computer system
further includes program instructions, stored on at least one of
the one or more storage devices for execution by at least one
of the one or more processors via at least one of the one or
more memories, to receive a pattern matching score for the
session. The pattern matching score provides an indication of
a comparison between the user-touchscreen interaction data
and corresponding data of a user-touchscreen interaction pro-
file for the user. The computer system further includes pro-
gram instructions, stored on at least one of the one or more
storage devices for execution by at least one of the one or
more processors via at least one of the one or more memories,
to perform a verification action to verify an identity of the user
based on the received pattern matching score. The computer
system further includes program instructions, stored on at
least one of the one or more storage devices for execution by
atleast one of the one or more processors via at least one of the
one or more memories, to, responsive to a successful verifi-
cation of the identity, perform the requested action.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0009] FIG. 1 is a schematic diagram illustrating a system
for e-commerce transaction user authentication using user-
touchscreen interaction analysis in accordance with embodi-
ments of the inventive arrangements disclosed herein.
[0010] FIG. 2 is a schematic diagram of an incoming inter-
action server for e-commerce transaction user authentication
using user-touchscreen interaction analysis in accordance
with embodiments of the inventive arrangements disclosed
herein.

[0011] FIG. 3 is a schematic diagram of a pattern matching
server for e-commerce transaction user authentication using
user-touchscreen interaction analysis in accordance with
embodiments of the inventive arrangements disclosed herein.
[0012] FIG. 4 shows a flow chart of a method for detecting
user-touchscreen interactions and processing user-touch-
screen interaction data in accordance with embodiments of
the inventive arrangements disclosed herein.

[0013] FIG. 5 shows a flow chart of a method for receiving
a request to analyze a user-touchscreen interaction session
and to determine a pattern matching score in accordance with
embodiments of the inventive arrangements disclosed herein.
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[0014] FIG. 6 shows aflow chart of amethod for interacting
with a user and authenticating the user with a pattern match-
ing score in accordance with embodiments of the inventive
arrangements disclosed herein.

DETAILED DESCRIPTION

[0015] Embodiments of the present invention recognize
that many solutions have been developed attempting to pre-
vent e-commerce fraud, but have, to date, failed to provide an
effective and efficient solution. For example, requiring a user
ID and password (i.e., user authentication) to complete a
transaction using an e-commerce app, by itself, is subject to
hacking by the means described previously. Further, requir-
ing a security code (a three or four digit non-imprinted num-
ber on a credit card, a user set PIN number, and/or billing zip
code, etc.) along with every on-line purchase using an e-com-
merce app in addition to password authentication provides no
protection for phishing, as the code will typically be entered
during the phishing process along with other account infor-
mation. Requiring operator “call back” to authenticate the
purchaser is inadequate because phone numbers can be
quickly setup and taken down with no audit trail with Voice
over Internet Protocol (VoIP) accounts. Moreover, this solu-
tion significantly increases the expense to businesses as it
requires a live person to make phone calls. Requiring the user
to fully validate or re-enter his or her credentials with every
e-commerce transaction performed using an e-commerce app
places an added burden on the consumer and can thus signifi-
cantly lower customer satisfaction.

[0016] Embodiments of the present invention provide an
effective solution for user authentication on touchscreen
devices. In particular, one embodiment can also operate
“behind the scenes” (i.e., without the touchscreen device user
being actively aware of it), to provide a seamless and efficient
authentication system. In such a manner, embodiments of the
present invention can allow tracking of a user’s interaction
with atouchscreen over multiple sessions to generate patterns
in a user profile, and subsequently compare a user’s actions in
a new session with the previously established patterns to
provide a type of authentication.

[0017] The user-touchscreen interaction authentication
can, in one embodiment, in a two-factor authentication sys-
tem, serve as a supplement to another type of authentication
(a secondary form of authentication), such as a user name and
password. In some other embodiments, with sufficiently
robust and sophisticated interaction data, user-touchscreen
interaction authentication can also serve as a sole form of
authentication. Through the use of user-touchscreen interac-
tion profiles, different interaction styles of the users on dif-
ferent touchscreens may advantageously be accommodated.
This can be attributed to the fact that users tend to interact
with the same hardware in a similar fashion when completing
similar tasks.

[0018] For example, a single user may interact differently
with a touchscreen on his or her smartphone device than a
touchscreen on his or hertablet device, which is usually larger
in screen size. The difference can be due to not only physi-
cally differing hardware and as such device configurations,
but also different application or app presentation of content
across varying devices. The user may typically hold the
device in his or her right hand and, simultaneously, browse
with his or her right hand’s thumb in landscape mode on a
smartphone. The same user can prefer to hold his or her tablet
device with the left hand and leave it in portrait mode for
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general browsing with his or her right hand’s fingers. Thus,
two distinct user profiles of interaction patterns (specific to
the touchscreen device utilized) can be compiled into a profile
for a single user.

[0019] The disclosed user-touchscreen interaction authen-
tication can be particularly useful for e-commerce applica-
tions accessible via smartphone and tablet touchscreens
where user convenience is highly valued and fraud is a sig-
nificant risk. It should be noted that the method, system and
computer program product embodiments disclosed herein are
not to be construed as limited to e-commerce applications.
Rather, they can be extended to a broad range of applications
or apps. Examples of such extensions include, but are not
limited to, protecting banking patrons who accidentally do
not log out of their account or protecting social network
patrons who let a friend borrow their touchscreen device and
who then begin uploading or posting inappropriate informa-
tion.

[0020] In one embodiment, a touchscreen device can
include a JAVASCRIPT enabled web browser client that sup-
ports asynchronous JAVASCRIPT (AJAX) or Extensible
Markup Language Hyper Hypertext Transfer Protocol (XM-
LHTTP) as most main stream browsers readily support such
technology (Internet Explorer® and Firefox® included) (In-
ternet Explorer® is a registered trademark of Microsoft Cor-
poration in the United States and Firefox® is a registered
trademark of Mozilla Foundation in the United States). The
e-commerce app being accessed by the touchscreen device
can reside on a server computer that includes an application
server (e.g., WEBSPHERE®) application or a custom written
socket listener that can be capable of processing multiple
simultaneous inbound requests (WEBSPHERE® is a regis-
tered trademark of International Business Machines Corpo-
ration in the United States). In another embodiment, or in
addition to the JAVASCRIPT enabled embodiment, a plug-in
to an existing e-commerce client app could be installed on the
touchscreen device to send information that is useful (but that
cannot be detected with JAVASCRIPT) to the e-commerce
app on the server computer.

[0021] As will be appreciated by one skilled in the art,
aspects of the present invention may be embodied as a system,
method or computer program product. Accordingly, aspects
of the present invention may take the form of an entirely
hardware embodiment, an entirely software embodiment (in-
cluding firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that
may all generally be referred to herein as a “circuit,” “mod-
ule” or “system.” Furthermore, aspects of the present inven-
tion may take the form of a computer program product
embodied in one or more computer readable medium(s) hav-
ing computer readable program code embodied thereon.
[0022] Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium (also referable to as a storage device) may be, for
example, but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, appara-
tus, or device, or any suitable combination of the foregoing.
More specific examples (a non-exhaustive list) of the com-
puter readable storage medium would include the following:
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
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memory), a portable compact disc read-only memory (CD-
ROM), an optical storage device, a magnetic storage device,
or any suitable combination of the foregoing.

[0023] A computer readable signal medium may include a
propagated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof.

[0024] Program code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.
Computer program code for carrying out operations for
aspects of the present invention may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

[0025] Aspects of the present invention are described
below with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems) and computer pro-
gram products according to embodiments of the invention. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

[0026] These computer program instructions may also be
stored in a computer readable medium that can direct a com-
puter, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions stored in the computer readable medium produce
an article of manufacture including instructions which imple-
ment the function/act specified in the flowchart and/or block
diagram block or blocks.

[0027] The computer program instructions may also be
loaded onto a computer, other programmable data processing
apparatus, or other devices to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other devices to produce a computer imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide pro-
cesses for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0028] FIG. 1 is a schematic diagram illustrating a system
100 for e-commerce transaction user authentication using



US 2012/0054057 Al

user-touchscreen interaction analysis in accordance with
embodiments of the inventive arrangements disclosed herein.
In one embodiment, a user can manipulate content on his or
her touchscreen display equipped device 110 via user-touch-
screen interactions 108. User-touchscreen interactions 108
can take the place of conventional input (i.e., external hard-
ware facilitated keyboard or mouse input). User-touchscreen
interactions 108 can be unique to a user and thus serve to
positively identify a user based on a comparison with previ-
ously recorded user-touchscreen interaction patterns of the
user. In one embodiment, in addition to user-specific touch-
screen interaction data, information identifying device 110
can be used to identify device 110.

[0029] User-touchscreen interaction patterns can be uti-
lized to authenticate the user in an e-commerce session. The
user, interacting with client touchscreen device 110, can
request an action associated with an e-commerce application
142. Should additional authentication be necessary for the
user requested action, user touchscreen interaction data for
the e-commerce session can be compared against an existing
user-specific profile, which can be maintained in user-touch-
screen interaction database 170. An application server 140
(which can include e-commerce application 142 and a pattern
matching requester 144) can interact with an incoming inter-
action server 150 (which can include an interaction data man-
ager 152), a pattern matching server 160 (which can include
an interaction data analyzer 162), and the user-touchscreen
interaction database 170 (which can include records 172 of
unique user-touchscreen interaction patterns in user profiles).
In order to authenticate a user via user-touchscreen interac-
tion data, system 100 can engage in analysis of user-touch-
screen interactions for the session and establish a pattern
matching score for the user-touchscreen interactions.

[0030] The pattern matching score can provide an indica-
tion of a comparison between the user-touchscreen interac-
tion data indicative of the user’s interaction with a touch-
screen during the session and a data in a pre-established
user-touchscreen interaction profile for the user. Based on the
pattern matching score, a specific action can be performed.
The specific action can be, for example, the requested action
(e.g., completing an e-commerce transaction, accessing
restricted information, modifying user information, changing
apassword for the user, requesting additional information), or
denying the requested action.

[0031] User-touchscreen interactions 108 with touchscreen
device 110 can be considered a behavioral biometric used for
user authentication. Behavioral patterns unique to a user can
include, but are not limited to, screen orientation, typing rate
and style, zooming methods, scrolling methods, hand prefer-
ence, an area of a screen typical of a user’s touch (i.e., finger
sizes, portions pressed on a screen different from person-to-
person), an average pressure asserted per touch, a space
exerted between touch-points of a multi-touch interaction, a
speed of movement for continuous touch actions on a touch-
screen, a speed at which concurrent touches occur, an orien-
tation of a hand-held touchscreen device in use, movements
(e.g., shaking, steady, etc.) of a touchscreen device during
use, extraneous touches—or lack thereof during use of a
touchscreen device, and other discernible idiosyncrasies for
touch-based interactions.

[0032] User-touchscreen interaction data can be provided
to the analyzing server (e.g., server 160) in numerous con-
templated ways depending on implementation details. In one
embodiment, e-commerce application 142 can include JAVA-
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SCRIPT or other code that captures user-touchscreen inter-
action data during a browser session on touchscreen device
110 (e.g., during interactions with e-commerce application
142). In another embodiment, touchscreen device 110 itself
can record user-touchscreen interaction data via a client-side
application (e.g., interaction handler 135), where the
recorded user-touchscreen interaction data is conveyed to the
analyzing server upon request. Thus, the user-touchscreen
interaction data used to verify user identity may or may not
include information captured outside of the e-commerce ses-
sion interactions.

[0033] Thus, in one embodiment (where JAVASCRIPT
code captures the user-touchscreen interaction data), no
modification of a user Web browser 136 or other software 130
ontouchscreen device 110 is needed. In another embodiment,
aplugin to an existing e-commerce client app can be required
to capture the user-touchscreen interaction data on touch-
screen device 110 and transmit the user-touchscreen interac-
tion data 108 from touchscreen device 110 to the analyzing
server.

[0034] The following are specific examples of how user-
touchscreen interactions 108 can be unique from one user to
the other. The examples are intended for illustrative purposes
and are in no way intended to be limiting. Other user-touch-
screen interactions are contemplated.

[0035] One measure of user-touchscreen interactions 108
that can be utilized to maintain unique user-touchscreen inter-
action profiles can be a user’s preferred screen orientation.
Nowadays, popular mobile devices often support screen ori-
entation changes (via orientation sensor 126 and orientation
handler 133), such that if you rotate the device, the content
display changes orientation as well. User preference as well
as web site or application design can dictate when and how
often the user changes orientation. Incoming interaction
server 150 can track which sections of the web site or appli-
cation content the user preferred to view on touchscreen
device 110 in landscape or portrait orientation mode, as well
as the number of orientation changes during a session and
speed of orientation change. For example, in one embodi-
ment, an orientation handler 133 running on the client touch-
screen device 110 can detect and record the orientation of the
device as a user interacts with the Web site. This orientation
information can be conveyed from device 110 to the interac-
tion server 150 over network 105 (or to a storage device that
server 150 is able to access).

[0036] In different embodiments, touch-screen interactive
data, such as the orientation data, can be pushed from the
client touchscreen device 110 (i.e., when additional authen-
tication is needed to access function of e-commerce applica-
tion 142, code from the e-commerce application executing in
the browser 136 can trigger orientation handler 133 to convey
orientation data to the server 150, for example) or pulled from
device 110 (i.e., an application program interface or other
standardized interfacing mechanism can be established for
enabling server 150 to pull touch-screen interaction data like
orientation data from the orientation handler 133 of device
110 or from a memory space of device 110 where this inter-
action data is exposed to the server 150). Specifics of the
conveyance of the orientation data (or any of the user-touch-
screen interaction data) from client touchscreen device 110 to
the interaction server 150 can vary from implementation to
implementation, and the scope of the disclosure is not to be
limited in this regard.



US 2012/0054057 Al

[0037] Another measure of user-touchscreen interactions
108 that can significantly differ from user to user and depend
on the exact device the user is interacting with at the time can
be typing on a touchscreen. More specifically, touchscreen
devices can provide a different interaction with keyboards
than traditional computers, especially when considering that
virtual touchscreen keyboards vary with available screen size
and orientation for layouts. Depending on device size and
orientation, the user can type with 1, 2 or 10 fingers. For
example, with smaller devices, some individuals can use a
single finger, while others use two. In one embodiment, in
addition to the number of fingers used for typing, server 150
can also identify the primary or common finger(s) used for
typing (whether it be a user’s thumb, index finger, and the
like) based on the finger input width. This touchscreen inter-
action data can be conveyed over network 105 between device
110 and server 150, such as through a push or pull method-
ology.

[0038] Detection of number of fingers can be achieved by
interaction handler 135 by sending each keystroke and calcu-
lating the time between keys that are far apart, as defined by
configurable parameters of the interaction handler 135. For
example, when at least four keys intervene between a set of
keys, that set of keys can be considered far apart in one
embodiment. Different thresholds can be established for ver-
tical, horizontal, and diagonal distances between keys, in one
embodiment, for purposes of determining whether keys are
far apart as part of a keystroke timing computation. After
being captured by handler 135, this interaction data can be
conveyed over network 105 to server 150.

[0039] Another method, key sliding, may also be used to
identify and/or to verify an identity of a user. For example,
key sliding data can be captured and/or processed by interac-
tion handler 135, which can convey this key sliding data over
network 105, which it is further processed by server 150. Key
sliding is an interaction in which a user can use two fingers
and slide one finger to the next letter before releasing the
previous letter being typed by the other finger. In one embodi-
ment, this can be measured by looking at the rate of incoming
letters, where either the interaction handler 135 or server 150
can perform the measurement calculations given raw data
captured from user input. This method can also extend to the
nowadays popular text input method of SWYPE™ in which a
user can use a single finger and slide it across the keyboard,
hitting the letters that make up the word he or she wishes to
type in the order that they appear in the desired word.
[0040] Yet another measure of user-touchscreen interac-
tions 108 can relate to how a user zooms in or out of displayed
content. Zooming in and out of displayed content such as web
pages and photos can be done in a variety of ways. One user
can prefer to place two fingers on the screen and spread them
farther apart or bring them closer together, a gesture known as
“pinching”. Another user can generally utilize changing the
screen orientation from landscape to portrait in order to zoom.
Yet another user can choose to utilize a zoom button in a
dedicated portion of the user interface 134 to zoom in or out.
Another option for zooming can be to double tap the touch-
screen display 125.

[0041] Inanother embodiment, the direction of zoom inter-
action when appropriate (for example, while “pinching”) can
be recorded by interaction handler 135 and transmitted to the
interaction server 150. Some users can commonly use a
diagonal gesture while others can opt for an up/down gesture
relative to the screen orientation. As mentioned previously,
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the common fingers used, based on width (for example,
thumbs vs. other fingers) can also be used by server 150 to
identify a user’s interaction style, in this case particularly his
or her zooming style.

[0042] A user’s technique for scrolling across content on
touchscreen device 110 can also serve as a measure of user-
touchscreen interactions 108. For example, the finger posi-
tion when scrolling can be detected by interaction handler
135, conveyed as data over the network 105, and used by
interaction server 150 to identify the user. More specifically,
the authentication system (e.g., data from handler 135 and
further processed by server 150) can detect if the user com-
monly scrolls using a single finger or two fingers, and whether
or not the finger(s) are placed on the side of the screen or the
middle during scrolling gestures.

[0043] The speed at which a user scrolls can also be used as
part of the identification process. That is, the speed can be
detected by interaction handler 135, conveyed across network
105, and can be further processed by interaction server 150.
The tendency to over scroll and “bounce” the screen can
likewise be detected by interaction server 150. Lastly, the
finger used, which can also identify the hand preference, can
also be used.

[0044] For example, a large impression on the touchscreen
(as determined by previously configured threshold values
maintained by handler 135) can be detected by handler 135.
Handler 135 can also determine that the impression is on the
left hand side of the touchscreen display 135. This data (either
raw or processed by handler 135) can be conveyed over net-
work 105 to the interaction server 150. The interaction server
150 can further process the received data. During this pro-
cessing, the interaction server 150 can determine from the
impression data that the user prefers to hold touchscreen
device 110 with his or her left hand and to scroll with his or
her left hand’s thumb. Other finger/hand combinations can
likewise be discerned, by server 150 using data conveyed
from handler 135.

[0045] A seemingly more simple, but not in the least less
useful, method for discerning user-touchscreen interactions
108 can also be a user’s textbox submit preference. The user’s
textbox submit preference can concern how a user selects to
submit information he or she has typed into a textbox. The
user can decide to press the enter key on the on-screen key-
board or use an integrated “mouse” (or hardware button the
touchscreen device) to navigate to and press a graphical sub-
mit button. This information can be again be gathered by
interaction handler 135, conveyed over the network 105 to
server 150, where server 150 further processes the received
data to infer the user’s textbox submit preference from the
user interaction data. This method can serve as a unique
user-touchscreen interaction, especially when considering
that submit preferences can be governed by hardware capa-
bilities or limitations of touchscreen device 110.

[0046] The aforementioned methods of measuring user-
touchscreen interactions 108 that can be utilized to complete
a user-touchscreen interaction profile (the record 172 of
which can be stored in user-touchscreen interaction database
170) is not intended to be limiting. Other user-touchscreen
interactions 108 are contemplated. In one embodiment, the
user-touchscreen interaction data can be captured and
recorded by interaction handler 135, conveyed over network
105, and received by interaction server 150, which processes
this interaction data and records it within database 170.
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[0047] Client touchscreen computing device 110 can be a
personal computer, a notebook computer, a netbook, a tablet,
a smart phone, a kiosk, a digital home appliance, an embed-
ded system, an entertainment console, or the like. Touch-
screen device 110 can be a general purpose computing device
able to have its functionality modified by updating or chang-
ing installed applications, can be a special purpose computing
device designed for a specific set of functionality that is not
user modifiable (or minimally so, such as through a firmware
upgrade), or can be a device with an intermediate level of user
modifiability (i.e., plug-ins or apps can be installed by a user
who is otherwise not able to modify core functionality of the
device).

[0048] Touchscreen device 110 can include hardware 120
and software 130. The software can be stored on storage
device 127 for execution by processor 122 via memory 123.
Memory 123 and storage device 127 can each be a computer-
readable tangible storage device. Memory 123 can be a vola-
tile or nonvolatile storage space for containing digitally
encoded data. Hardware 120 can also include a bus 124,
which communicatively links device 110 components, such
as processor 122, memory 123, touchscreen display 125,
orientation sensor 126, and storage device 127 to each other.
Other components (not shown) are contemplated.

[0049] Touchscreen display 125 can be an electronic visual
display that can detect the presence and location of a touch
within the display area. The term “touchscreen display” can
generally refer to a display screen that detects a user touching
the display of the device with a finger or hand. While touch-
screen display 125 can also sense other passive objects, such
as a stylus, the primary purpose of touchscreen display 125
can be to present a surface to display applications and allow
for direct interaction without any other hardware (e.g., key-
board, mouse, etc.) between the user and content.

[0050] Touchscreen display 125 can be attached to touch-
screen device 110, or to a terminal participating on network
105. Touchscreen device 125 can alternatively be attached to
a device such as a digital appliance, a navigation device, a
video game device, an all-in-one computer, a tablet computer,
or a smartphone. There are a variety of touchscreen technolo-
gies, including but not limited to, resistive, surface acoustic
wave, capacitive, infrared, optical imaging, dispersive signal
technology, and acoustic pulse recognition. Regardless of the
variety of technologies, the key goals of touchscreen display
125 can be to recognize one or more fingers (to allow for
complex gestures using multi-touch) touching display 125, to
interpret the command (or user-touchscreen interaction 108)
that the touching of display 125 represents, and to communi-
cate the command to the appropriate application.

[0051] Orientation sensor 126 can, along with orientation
handler 133, align the touchscreen display content depending
on the direction in which touchscreen device 110 is held. For
example, content position can be switched between portrait
and landscape modes. One example of a common orientation
sensor for popular touchscreen devices (such as Android®
based phones, IPhones®, tablet devices, and the like) can be,
but is not limited to, an accelerometer.

[0052] Each of the software 130 items can also be referred
to as a computer program product. Software 130 can include
any set of computer readable instructions able to be stored on
memory 123 and able to cause the processor 122 to perform a
set of actions. Software 130 can include an operating system
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132, orientation handler 133, a user interface 134 and inter-
action handler 135 executing on top of operating system 132,
firmware, or the like.

[0053] Orientation handler 133 can, in conjunction with its
hardware counterpart orientation sensor 126, initiate and
record orientation changes of content displayed on the touch-
screen display 125. User interface 134 can interact with
e-commerce application 142 to correctly format application
content and present text boxes, keyboard overlays, graphical
selection buttons, and the like. Interaction handler 135 can
recognize one or more fingers (to allow for complex gestures
using multi-touch) touching display 125, can interpret the
command (or user-touchscreen interaction 108) that this rep-
resents, and communicate the command to the appropriate
application. Web browser 136 or, in another embodiment
alternatively a specialized application handler, can be called
upon by the user to display content of or launch e-commerce
application 142.

[0054] Application server 140 can be a server computer or
server software dedicated to running particular software
applications such as e-commerce application 142, business
applications, or databases. Application server 140 can include
a set of server components 146, which includes hardware 180
and software/firmware 187. Application server 140 can have
built-in redundancy, high performance, and support for com-
plex database access. Application server 140 can include
e-commerce application 142 and pattern matching requester
144. E-commerce application 142 (which can include one or
more back-end applications, such as for inventory, billing,
accounting, etc.) can be any application that can be used to
provide services, content, or information to a user at touch-
screen device 110, including applications that facilitate pur-
chase of goods or services by users or access to information
by users. Pattern matching requester 144 can transmit
requests to pattern matching server 160 for a pattern matching
score via network 105 and can receive pattern matching
scores from pattern matching server 160. Pattern matching
requester 144 can also, in conjunction with e-commerce
application 142, analyze the pattern matching score to deter-
mine an appropriate course of action to handle a user request
for an action.

[0055] E-commerce application 142 can, for example,
allow the action, deny the action, mark the transaction for
later follow-up, flag the transaction as one that cannot com-
plete until further verification, request additional authentica-
tion information, etc. The user request for an action can
include requesting completion of tasks such as an e-com-
merce transaction, accessing restricted information, modify-
ing user information, or changing a password for the user.
Pattern matching requester 144 can be a separate module
from e-commerce application 142 or can be integrated into
e-commerce application 142. A separate pattern matching
requester can potentially serve multiple e-commerce applica-
tions, which may or may not include e-commerce application
142.

[0056] Incoming interaction server 150 can accept the
transmitted user-touchscreen interaction data from client 110
and can interact with user-touchscreen interaction database
170. Interaction server 150 can include a set of server com-
ponents 156, which includes hardware 180 and software/
firmware 187. Incoming interaction server 150 can generate
or augment a specific user-touchscreen interaction profile
with the received interaction data. The specific user-touch-
screen interaction profile can be stored in user-touchscreen
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interaction database 170. It should be noted that, as men-
tioned previously, a single user can have multiple unique
user-touchscreen interaction profiles. Unique interaction pro-
files can be necessary when a user utilizes various touch-
screen devices. For each touchscreen device, such as touch-
screen 110, the user can have a different user-touchscreen
interaction pattern. User-touchscreen interactions 108 can be
affected by hardware and software components of touch-
screen device 110 as well as physical hardware (e.g., size of
the screen as compared to the device, type of touchscreen
device technology, and the like). As such, incoming interac-
tion server 150 can support mapping of user-browser interac-
tion data for each of the user’s common hardware devices.
[0057] Interaction data manager 152 of the incoming inter-
action server 150 can associate user-browser interaction data
with a particular user login for later access and analysis.
Additionally, interaction data manager 152 can associate
received data with a particular profile for the user. A user-
touchscreen interaction profile for a user can indicate inter-
action tendencies that are specific to a particular piece of
interaction hardware. Hence, as previously discussed, a user
can have multiple user-touchscreen interaction profiles each
representing, for example, a different client touchscreen
device that he or she can use to access e-commerce applica-
tion 142. A user can interact differently with a touchscreen-
fitted home computing device instead of a mobile phone
touchscreen device; this can be, for example, necessitated by
one of the touchscreen devices not having a hardware user
interface with a scroll wheel or scroll pad.

[0058] A user’s style can change along with interaction
hardware, such as because different options are available,
different components have different performances, or for psy-
chological reasons. The differences in hardware can be
enough to produce an entirely different user-interaction expe-
rience. As each user will likely only have one account at, e.g.,
a website for accessing e-commerce application 142, mul-
tiple user-touchscreen interaction profiles for a particular
login provide flexibility to accommodate different user-
touchscreen interaction scenarios. Incoming interaction
server 150, with interaction data manager 152, can eftectively
‘map’ the user’s interaction to the appropriate touchscreen
device.

[0059] It should be noted that some of the information used
to identify the interaction hardware can be maintained by
device 110 and/or by server 150. This information can include
but is not limited to cookies, IP address subnet, browser code
name, browser full name, browser major version, browser
minor version, CPU class, platform, user agent, and system
language. These items can have varying weights. The weights
can be assigned by the incoming interaction server 150 or by
the interaction handler 135 depending on implementation
choices. Administrators of the e-commerce server 140 and/or
the interaction server 150 can be permitted to adjust these
weights in one embodiment. Some of the items can, for
example, only have a positive weighting associated with them
(e.g., IP address subnet). One embodiment of possible com-
ponents and operations of incoming interaction server 150
will be discussed in greater detail in FIGS. 2 and 4.

[0060] Pattern matching server 160 can analyze user-
touchscreen interaction patterns and can include interaction
data analyzer 162. Pattern matching server 160 can include a
set of server components 166, which includes hardware 180
and software/firmware 187. When requested, pattern match-
ing server 160 can compare the current session’s user-touch-
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screen interaction data, as established by the incoming inter-
action server 150, to previous sessions’ stored data 172,
maintained in a user-touchscreen interaction database 170.
The comparison can result in that the interaction data ana-
lyzer 162 determines a unique pattern matching score. Pattern
matching server 160 can thus, with a certain probability based
on a determined pattern matching score, establish whether or
not the person interacting with client touchscreen device 110
is in fact the user whose account is being accessed during the
current session. It should be noted that an embodiment of
possible components and operations of pattern matching
server 160 will be discussed in greater detail in FIGS. 3 and 5.
[0061] Each of the server components 146, 156, 166 can
include one or more processors 182, one or more computer-
readable memories 182, one or more computer-readable, tan-
gible storage devices 185, which are connected via a bus 184.
Within each of the servers 140, 150, and 160, program
instructions (e.g., software/firmware 187) can be stored on
the one or more storage devices 185 for execution by the one
or more processors 182 via the one or more memories 183.
Software/firmware 187 can include any one or more of
e-commerce application 142, pattern matching requester 144,
interaction data manager 152, and interaction data analyzer
162, as well as a session data listener 212 (see FIG. 2), an
interaction database interface 214 (see FI1G. 2), an application
server interface 312 (see FIG. 3), and an interaction database
interface 314 (see FIG. 3).

[0062] User-touchscreen interaction database 170 can
maintain records 172 of unique user-touchscreen interaction
patterns or profiles associated with specific user touchscreen
devices such as touchscreen device 110. Database 170 can
represent data stores able to be implemented within any type
of' hardware including, but not limited to, a magnetic disk, an
optical disk, a semiconductor memory, a digitally encoded
plastic memory, a holographic memory, or any other record-
ing medium. Database 170 can be a stand-alone storage unit
as well as a storage unit formed from a plurality of physical
devices. Additionally, information can be stored within data-
base 170 in a variety of manners. For example, information
can be stored within a database structure or can be stored
within one or more files of a file storage system, where each
file may or may not be indexed for information searching
purposes. Further, database 170 can utilize one or more
encryption mechanisms to protect stored information from
unauthorized access.

[0063] Network 105 can include any hardware/software/
and firmware necessary to convey data encoded within carrier
waves. Data can be contained within analog or digital signals
and conveyed though data or voice channels. Network 105
can include local components and data pathways necessary
for communications to be exchanged among computing
device components and between integrated device compo-
nents and peripheral devices. Network 105 can also include
network equipment, such as routers, data lines, hubs, and
intermediary servers which together form a data network,
such as the Internet. Network 105 can also include circuit-
based communication components and mobile communica-
tion components, such as telephony switches, modems, cel-
lular communication towers, and the like. Network 105 can
include line based and/or wireless communication pathways.
[0064] FIG. 2 is a schematic diagram of an incoming inter-
action server 210 for e-commerce transaction user authenti-
cation using user-touchscreen interaction analysis in accor-
dance with embodiments of the inventive arrangements
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disclosed herein. Incoming interaction server 210 is an
example of incoming interaction server 150 depicted in FIG.
1. Incoming interaction server 210 can receive user-touch-
screen interaction data from one or more client touchscreen
devices, such as touchscreen device 110, and process and
store the received data. The incoming interaction server 210
can include an interaction data manager 220 (which is an
example of interaction data manager 152 depicted in FIG. 1
and can further include a profile matcher 222, a session data
associater 224 and an interaction profile repository 226), a
session data listener 212, and an interaction database inter-
face 214.

[0065] Session data listener 212 can receive indications of
user-touchscreen interactions 108 in the form of user-touch-
screen interaction data from client touchscreen device 110 via
network 105. The session data listener 212 can then transmit
the received data to the interaction data manager 220 for
processing. Interaction database interface 214 can store user-
touchscreen interaction data records 172 or other information
in the user-touchscreen interaction database 170 for incoming
interaction server 210 and can serve as the interface between
user-touchscreen interaction database 170 and incoming
interaction server 150.

[0066] Interaction data manager 220 can process received
user-touchscreen interaction data and associate the data with
a user and/or profile, and can, as previously discussed, use
session data associater 224, profile matcher 222, and interac-
tion profile repository 226 to assist it in performing its tasks.
Session data associater 224 can associate received user-
touchscreen interaction data (from a particular session) with
a particular user login. User names, logins, or other informa-
tion can, in some embodiments, be contained as part of the
user-touchscreen interaction data so that the session data
associater 224 may extract user login information from the
received data. Profile matcher 222 can provide additional
fidelity in that it can further associate, or match, the received
user-touchscreen interaction data with a particular user-
touchscreen interaction profile record 172 maintained in user-
touchscreen interaction database 170.

[0067] User-touchscreen interaction profiles can, in one
embodiment, also be stored in interaction profile repository
226. Each user-touchscreen interaction profile can corre-
spond to a particular piece of hardware (i.e., client touch-
screen device 110) that the user can utilize to interact with
e-commerce application 142, e.g., via browser 136. As dis-
cussed previously, a user-touchscreen interaction profile for a
user can indicate interaction tendencies that are specific to a
particular piece of interaction hardware, and a user can have
multiple user-browser interaction profile records 172, each
representing a different touchscreen device that he or she can
use to access e-commerce application 142.

[0068] FIG.3 is a schematic diagram of a pattern matching
server 310 for e-commerce transaction user authentication
using user-touchscreen interaction analysis in accordance
with embodiments of the inventive arrangements disclosed
herein. Pattern matching server 310 is an example of pattern
matching server 160 depicted in FIG. 1. Pattern matching
server 310 can determine a pattern matching score based on
user-touchscreen interactions 108 during the current session
and detected patterns in the records 172 for the user that are
stored in the user-touchscreen interaction database 170. In
one embodiment, pattern matching server 310 can include an
interaction data analyzer 320 (which is an example of inter-
action data analyzer 162 depicted in FIG. 1 and can include a
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pattern analyzer 322 and a pattern matching score determiner
324), an application server interface 312, and an interaction
database interface 314.

[0069] Application server interface 312 can receive
requests from e-commerce application 142 (via pattern
matching requester 144) for a pattern matching score for a
session and can pass those requests to interaction data ana-
lyzer 320. Application server interface 312 can also receive
determined pattern matching scores from interaction data
analyzer 320 and can transmit the scores to requesting e-com-
merce application 142. Interaction database interface 314
can, upon request by interaction data analyzer 320, access
records 172 or other information in user-touchscreen interac-
tion database 170 and can serve as the interface between
interaction data analyzer 320 and user-touchscreen interac-
tion database 170.

[0070] Interaction data analyzer 320 can determine a pat-
tern matching score based on user-touchscreen interactions
108 during the current session and detected patterns in
records 172 for the user that are stored in the user-touchscreen
interaction database 170. As previously mentioned, in one
embodiment, interaction data analyzer 320 can include pat-
tern analyzer 322 and pattern matching score determiner 324
to assist it in performing its tasks. Pattern analyzer 322 can
analyze stored user-touchscreen interaction data for a particu-
lar user (and optionally profile), such as for interaction pat-
terns (e.g., user tendencies, habits, etc.).

[0071] Pattern matching score determiner 324 can, based
on the results of the analysis from pattern analyzer 322 and
the interactions 108 from the user’s current session, deter-
mine a pattern matching score for the session. To do so,
pattern matching score determiner 324 can compare interac-
tion data from the user’s current session with data of user-
touchscreen interaction patterns or user-touchscreen interac-
tion profiles to ascertain similarities and differences between
them. As discussed previously, the pattern matching score can
be any indication of the likelihood that the person (or entity)
acting as the user of the current session is in fact the actual
user.

[0072] FIG. 4 shows a flow chart of a method 400 for
detecting user-touchscreen interactions and processing user-
touchscreen interaction data in accordance with embodi-
ments of the inventive arrangements disclosed herein. In one
embodiment, the method of flow chart 400 can be performed
by client touchscreen device 110 and incoming interaction
server 150.

[0073] In step 405, browser 136 of client touchscreen
device 110 (such as via a script running on a displayed
webpage), or a local application (or app), can detect indicia of
user-touchscreen interactions 108. Step 405 (as well as steps
410 and 415) can execute in browser 136 or in the app in
response to a user accessing a webpage or app for e-com-
merce application 142 that is configured for user-touchscreen
interaction-based authentication according to the disclosed
embodiments.

[0074] In step 410, as indicia of user-touchscreen interac-
tions 108 is gathered, browser 136 or the app can generate
user-touchscreen interaction data based on the indicia of step
405 and transmit the generated user-touchscreen interaction
data to one or more specified incoming interaction servers,
such as incoming interaction server 210. The network loca-
tion of the one or more incoming interaction servers can be
specified in JAVASCRIPT (or other script) executing on
browser 136 or on the app. The ability to specify particular
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incoming interaction servers can facilitate the use of multiple
incoming interaction servers in a single e-commerce authen-
tication system 100.

[0075] In step 420, the one or more incoming interaction
servers can receive user-touchscreen interaction data from
one or more client touchscreen devices, such as touchscreen
device 110. In step 425, the one or more incoming interaction
servers can associate received user-touchscreen interaction
data with a particular user login via interaction data manager
220. Indications of the user login can be stored in the user-
touchscreen interaction data or received separately. As
described previously, in one embodiment, a user can have
multiple profiles for his or her user login associated with
different client touchscreen devices, which he or she can use
to access e-commerce application 142.

[0076] At step 430, the one or more incoming interaction
servers can determine whether or not multiple profiles for the
user exist. If it is determined that there are in fact multiple
established profiles for the user, profile matcher 222 can
perform optional step 435. In optional step 435, profile
matcher 222 can match the received data with a user-touch-
screen interaction profile or record 172. As previously men-
tioned, profile matcher 222 can use, for example, an IP
address or other identification to differentiate between differ-
ent user-touchscreen interaction profiles.

[0077] In step 440, interaction database interface 214 can
store user-touchscreen interaction data and any associated
information in the user-touchscreen interaction database 170,
after which the method terminates. Associated information
can include, for example, an indication of the user login,
user-touchscreen interaction profile or record 172, or other
identification information.

[0078] FIG. 5 shows a flow chart of a method 500 for
receiving a request to analyze a user-touchscreen interaction
session and to determine a pattern matching score in accor-
dance with embodiments of the inventive arrangements dis-
closed herein. In one embodiment, the method of flow chart
500 can be performed by components of pattern matching
server 310.

[0079] At step 505 pattern matching server 310 can receive
a request from e-commerce application 142 to analyze a
particular user-touchscreen interaction session. In step 510,
pattern matching server 310 can determine the user-touch-
screen interaction data associated with the current session for
which the request was made. In one embodiment, the user-
touchscreen interaction data for the current session can be
stored in the user-touchscreen interaction database 170. In an
alternative embodiment, the user-touchscreen interaction
data for the current session can be received from e-commerce
application 142 along with the request.

[0080] In step 515, pattern matching server 310 can access
the user-touchscreen interaction data from other sessions of
the user (and optionally for the user’s particular profile). The
user-touchscreen interaction data from previous sessions can
also be stored in user-touchscreen interaction database 170.
After accessing the data, pattern matching server 310 can, in
step 520, analyze the previous interaction data to determine
any patterns in the user-touchscreen interaction data.

[0081] In step 525, pattern matching server 310 can then
compare the current session user-touchscreen interaction data
with the determined patterns to ascertain the similarities and/
or differences between the two. In step 530, based on the
comparison, pattern matching server 310 can determine the

Mar. 1, 2012

pattern matching score for the current session. The compari-
son can use one or more factors.

[0082] For example, in one embodiment, in a single factor
test (based on zooming methods/behavior) can be used. The
pattern matching score can be represented as a percentage of
correspondence in one embodiment. For example, a pattern
matching score of 85 (out of 100) can represent the behavior
exhibited during a current session matches the zooming
behavior recorded in the user profile. Different types of
behavior can have different expected deviations from the
baseline profile. For example, an 85 score (representing 85%)
can be within acceptable variance levels for zooming behav-
ior, but can be outside acceptable variance levels for typing
rate. In another embodiment, pattern matching score can rep-
resent a score generated from a set of different behavioral
factors. For example, if a pattern matching score is based on
hand preference (HandPreferenceScore), pressure asserted
on a touch screen (PressureScore), and a space between
touchpoints (SpaceScore), a formula can be pattern matching
score=HandPreferenceScore+PressureScore+SpaceScore/3.

This formula can be modified to weigh one behavioral char-
acteristic (one type of user-touchscreen interaction) over
another. The above examples are provided for illustrative
purposes only and are not to be construed as a limitation of the
formulas or number of factors to be used to compute the
pattern matching score.

[0083] In step 535, the determined pattern matching score
for the current session can be transmitted by to e-commerce
application 142, after which the method terminates. By uti-
lizing the method of FIG. 5, pattern matching server 310 can
thus provide pattern matching scores to e-commerce applica-
tion 142 for users currently accessing e-commerce applica-
tion 142 from their specific client touchscreen device, e.g.,
touchscreen device 110.

[0084] FIG. 6 shows a flow chart of a method 600 for
interacting with a user and authenticating the user with a
pattern matching score in accordance with embodiments of
the inventive arrangements disclosed herein. The method of
flow chart 600 can, in one embodiment, be performed, by
e-commerce application 142 executing on, for example,
application server 140. Flow chart 600 can begin at step 605,
where e-commerce application 142 can establish an e-com-
merce session with a user. Establishment of a session can
typically include authenticating the user with a first-level
authentication at optional step 610. A first-level authentica-
tion can be authentication such as a user name and password
or any other type of authentication. Alternatively, no first-
level authentication can be performed (eliminating the need
for element 610) and establishment of a user session can
require only a user name or other identification.

[0085] Once a session is established, e-commerce applica-
tion 142 can, in step 615, receive inputs from the user as part
of'the normal operation of e-commerce application 142. User
inputs can include requests for action (e.g., checkout or pur-
chase, request for information, etc.). E-commerce application
142 can, in step 620, determine whether or not additional
authentication is required for any action requested by the user.
If no additional authentication is required (such as if any
first-level authentication is sufficient for the requested
action), the method of flow chart 600 can return to step 615 to
continue to receive more user inputs.

[0086] If, on the other hand, e-commerce application 142
determines that additional authentication is required, pattern
matching requester 144 can at step 625 request analysis of the
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established user-touchscreen interaction session from pattern
matching server 160. Pattern matching requester 144 can
make such request in response to a request by e-commerce
application 142 itself. The request for analysis can include an
indication of the user (such as a user login) and can optionally
include an indication of user-touchscreen interactions 108
with touchscreen device 110 during the current session. In
step 630, after requesting analysis of user-touchscreen inter-
actions 108 for the session in step 625, e-commerce applica-
tion 142 can receive a pattern matching score for the estab-
lished session. E-commerce application 142 can then, in step
635, analyze the pattern matching score to determine an
appropriate course of action with respect to the user. In step
640, an appropriate action based on the analysis of the pattern
matching score can be performed, after which the method
terminates.

[0087] E-commerce application 142 can determine a
course of action based on both the requested action by the user
and the analysis of the pattern matching score. For example,
if a user has requested to purchase goods or services with a
credit card, e-commerce application 142 can request addi-
tional authentication before authorizing the purchase.
Responsive to receipt of a favorable pattern matching score
(i.e., one indicating a high level of authentication), e-com-
merce application 142 can choose to allow the transaction to
proceed. In contrast, responsive to receipt of a less favorable
pattern matching score (which can indicate a low authentica-
tion strength), e-commerce application 142 can deny the
transaction, flag the transaction for later follow-up, request
additional information (another form of authentication),
request a follow-up phone call, or other action.

[0088] As used herein, “favorable”, ‘“unfavorable”, and
“less favorable” as applied to the pattern matching score can
refer to whether the pattern matching score meets or exceeds
a previously established set of one or more threshold values,
or not. Different levels (e.g., different thresholds) for the
pattern matching scores can be established in various embodi-
ments. For example, in one embodiment, a pattern matching
score of 90 or higher can be considered “favorable”, where
favorable represents a score sufficient to successfully verify a
user’s identity. In another example, a pattern matching score
of 60 or lower can be considered “unfavorable” or can be
sufficiently low to indicate that a user is verified as not being
anexpected user. A pattern matching score between 60 and 90
can represent a range of uncertainty, where a user may or may
not be the expected user, so that further verification actions
should be taken to confirm or refute a user’s identity. These
values are illustrative only, and various contemplated
embodiments may only compare a pattern matching score to
an upper threshold, may only compare a pattern matching
score to a lower threshold, and/or may only compare a pattern
matching score to a range—where different actions are asso-
ciated with different comparison results.

[0089] Further, different programmatic actions (e.g.,
e-commerce actions desired by a user) can have different
thresholds established that must be met during a session
before the corresponding programmatic action is able to be
taken. For example, a payment action for a significant amount
(over $500) can require a pattern matching score of 90 or
greater, where payment actions of lesser amounts (under
$500) can require a pattern matching score of 80 or greater
before a user is permitted to perform the action. Additionally,
lengthy sessions, or sessions where there is a significant pause
in user interactions (e.g., received input) may require a re-
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verification of that user’s identity before a set of one or more
actions are permitted for that user.

[0090] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of pos-
sible implementations of systems, methods and computer
program products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks shown
in succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the reverse
order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flow-
chart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

1. A method for authenticating a user participating in an
Internet commerce session, the method comprising the steps
of:

a computer receiving a request for an action from a
remotely located device connected to the computer via
an Internet Protocol (IP) network, wherein the computer
facilitates an e-commerce session in which a user of the
remotely located device participates;

the computer determining whether the requested action
requires additional authentication;

in response to determining that the requested action
requires additional authentication, the computer
requesting analysis of user-touchscreen interaction data
for the e-commerce session, wherein the user-touch-
screen interaction data is behavioral biometric data spe-
cific to a characteristic manner in which the user touches
a touchscreen;

the computer receiving a pattern matching score for the
session, the pattern matching score providing an indica-
tion of a comparison between the user-touchscreen inter-
action data and corresponding data of a user-touch-
screen interaction profile for the user;

the computer performing a verification action to verify an
identity of the user based on the received pattern match-
ing score; and

responsive to a successful verification of the identity, the
computer performing the requested action.

2. The method of claim 1, wherein the user touchscreen
interaction data that the computer compared to the corre-
sponding data of the user-touchscreen interaction profile
comprises at least one of: screen orientation data, zooming
gesture data, and scrolling gesture data for the e-commerce
session.

3. The method of claim 1, wherein the user touchscreen
interaction data that the computer compared to the corre-
sponding data of the user-touchscreen interaction profile
comprises at least one of: a number of fingers used when
typing on the touch-screen, keysliding behavior for slide-
based keyboard interactions on the touch-screen, an amount
of pressure asserted on the touch-screen when making selec-
tions, a detected touch area per touch on the touch-screen, and
a distance between two touch-points on the touchscreen.
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4. The method of claim 1, wherein the requested action is
one to complete a purchase of a good or a service via the
e-commerce session.

5. The method of claim 1, further comprising the steps of:

the computer establishing the e-commerce session with the

user;

the computer authenticating the user with a first-level

authentication based on a user response to a prompting
for user-name and password; and

the computer determining that the requested action

requires a second-level authentication action that
requires additional authentication than available respon-
sive to the first level authentication.

6. The method of claim 1, further comprising the steps of:

the computer performing the determining, requesting, and
receiving steps without the user being explicitly made
aware that the computer is performing the determining,
requesting, and receiving steps.

7. The method of claim 1, wherein the requested action
comprises one or more of completion of an e-commerce
transaction, access to restricted information, modification of
user information, or a change to a password specific to an
e-commerce site.

8. The method of claim 1, wherein said computer is a
server, wherein the e-commerce session results from the
server interacting with an installed application executing on
the touch-screen device having the touch-screen, wherein the
installed application is an installed application specifically
linked to the server within code of the installed application
itself.

9. The method of claim 1, wherein said computer is a Web
server, wherein the e-commerce session results from the Web
server interacting with a Web browser executing upon the
touch-screen device, said method further comprising the
steps of:

the Web server receiving an indication that the Web
browser is executing on a touch-screen device having the
touch-screen; and

responsive to receiving the indication, the Web server
adjusting internal parameters for verifying user identity
to utilize touchscreen behavioral biometric patterns.

10. The method of claim 1, wherein said computer is a Web
server, wherein the e-commerce session results from the Web
server interacting with a Web browser executing upon the
touch-screen device, wherein the user touchscreen interaction
data that the Web server compared to the corresponding data
of the user-touchscreen interaction profile comprises screen
orientation data for the e-commerce session.

11. The method of claim 1, wherein said computer is a Web
server, wherein the e-commerce session results from the Web
server interacting with a Web browser executing upon the
touch-screen device, wherein the user touchscreen interaction
data that the Web server compared to the corresponding data
of the user-touchscreen interaction profile comprises zoom-
ing gesture data for the e-commerce session.

12. The method of claim 1, wherein said computer is a Web
server, wherein the e-commerce session results from the Web
server interacting with a Web browser executing upon the
touch-screen device, wherein the user touchscreen interaction
data that the Web server compared to the corresponding data
of the user-touchscreen interaction profile comprises scroll-
ing gesture data for the e-commerce session.
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13. A computer program product for authenticating a user
participating in an Internet commerce session, the computer
program product comprising:
one or more computer-readable tangible storage devices;
program instructions, stored on at least one of the one or
more storage devices, to receive a request for an action
from a remotely located device connected to a computer
via an Internet Protocol (IP) network, wherein the com-
puter facilitates an e-commerce session in which a user
of the remotely located device participates;
program instructions, stored on at least one of the one or
more storage devices, to determine whether the
requested action requires additional authentication;

program instructions, stored on at least one of the one or
more storage devices, to, in response to determining that
the requested action requires additional authentication,
request analysis of user-touchscreen interaction data for
the e-commerce session, wherein the user-touchscreen
interaction data is behavioral biometric data specific to a
characteristic manner in which the user touches a touch-
screen,
program instructions, stored on at least one of the one or
more storage devices, to receive a pattern matching
score for the session, the pattern matching score provid-
ing an indication of a comparison between the user-
touchscreen interaction data and corresponding data of a
user-touchscreen interaction profile for the user;

program instructions, stored on at least one of the one or
more storage devices, to perform a verification action to
verify an identity of the user based on the received pat-
tern matching score; and

program instructions, stored on at least one of the one or

more storage devices, to, responsive to a successful veri-
fication of the identity, perform the requested action.

14. The computer program product of claim 13, wherein
the user touchscreen interaction data compared to the corre-
sponding data of the user-touchscreen interaction profile
comprises at least one of: screen orientation data, zooming
gesture data, and scrolling gesture data for the e-commerce
session.

15. The computer program product of claim 13, wherein
the user touchscreen interaction data compared to the corre-
sponding data of the user-touchscreen interaction profile
comprises at least one of: a number of fingers used when
typing on the touch-screen, keysliding behavior for slide-
based keyboard interactions on the touch-screen, an amount
of pressure asserted on the touch-screen when making selec-
tions, a detected touch area per touch on the touch-screen, and
a distance between two touch-points on the touchscreen.

16. The computer program product of claim 13, wherein
the e-commerce session is an interactive session between a
Web server and a Web browser executing upon the touch-
screen device.

17. The computer program product of claim 16, wherein
the user touchscreen interaction data compared to the corre-
sponding data of the user-touchscreen interaction profile
comprises screen orientation data, zooming gesture data, or
scrolling gesture data for the e-commerce session.

18. A computer system for authenticating a user participat-
ing in an Internet commerce session, the computer system
comprising:

one or more processors, one or more computer-readable

memories and one or more computer-readable tangible
storage devices;
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program instructions, stored on at least one of the one or
more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to receive a request for an action from a
remotely located device connected to a computer via an
Internet Protocol (IP) network, wherein the computer
system facilitates an e-commerce session in which auser
of the remotely located device participates;

program instructions, stored on at least one of the one or
more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to determine whether the requested action
requires additional authentication;

program instructions, stored on at least one of the one or
more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to, in response to determining that the
requested action requires additional authentication,
request analysis of user-touchscreen interaction data for
the e-commerce session, wherein the user-touchscreen
interaction data is behavioral biometric data specific to a
characteristic manner in which the user touches a touch-
screen,

program instructions, stored on at least one of the one or
more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to receive a pattern matching score for the
session, the pattern matching score providing an indica-
tion of a comparison between the user-touchscreen inter-
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action data and corresponding data of a user-touch-
screen interaction profile for the user;

program instructions, stored on at least one of the one or

more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to perform a verification action to verify an
identity of the user based on the received pattern match-
ing score; and

program instructions, stored on at least one of the one or

more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to, responsive to a successful verification of
the identity, perform the requested action.

19. The computer system of claim 18, wherein the user
touchscreen interaction data compared to the corresponding
data of the user-touchscreen interaction profile comprises at
least one of: a number of fingers used when typing on the
touch-screen, keysliding behavior for slide-based keyboard
interactions on the touch-screen, an amount of pressure
asserted on the touch-screen when making selections, a
detected touch area per touch on the touch-screen, and a
distance between two touch-points on the touchscreen.

20. The computer system of claim 18, wherein the e-com-
merce session is an interactive session between a Web server
and a Web browser executing upon the touch-screen device,
and wherein the user touchscreen interaction data compared
to the corresponding data of the user-touchscreen interaction
profile comprises screen orientation data, zooming gesture
data, or scrolling gesture data for the e-commerce session.
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