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IDENTIFYING AND PROCESSING AN 
UNAUTHORIZED ACCESS REQUEST 

[0001] This is a Cont. of another Accelerated Exam. appli 
cation, Ser. No. l2/020,540, ?led Jan. 26, 2008, to be issued 
in January 2009, as a US Patent, With the same title, inventors, 
and assignee, IBM. 

BACKGROUND OF THE INVENTION 

[0002] Usual secured system access is based on the require 
ment of tWo codes from the user, his/her username affected to 
a speci?c user account and a corresponding passWord or pass 
code. Both the username and the pass code de?ne the tWo 
components of the system access data affected to a user 
account from that secured system. The access to the system is 
granted if the combination of username and pass code is valid 
irrespective of the situation hoW and/ or Who entered that 
access data. 

[0003] System access data of usual pass code-secured sys 
tems are built from a 2-tuple of the components user accounts 
and pass code: 

System access dataold:(user account, pass code) 

[0004] There is no possibility to differentiate the use of 
system access data like avoiding a misuse of the user account 
once both components are disclosed. 
[0005] After the disclosure of the valid system access data 
to the unauthorized person, misuse of the user account hap 
pens and security actions Will not start until the oWner is able 
to trigger them. 
[0006] If it Was a fake disclosure to avoid loss of property 
by providing an invalid user account/pass code combination, 
the oWner (disclosing person) risks health, because the unau 
thorized user Will ?nd the access failure immediately and as a 
reaction the disclosing person may face immediate danger. 

SUMMARY OF THE INVENTION 

[0007] One embodiment reuses the classic User ID & Pass 
Word combination for authentication and adds a third com 
ponent called a USE code for additional authorization check. 
This embodiment (as an example) alloWs access to a system 
When it is requested With correct User ID and PassWord (i.e., 
With correct pass code) but With an unauthorized USE code, 
the system identi?es it as an unauthorized access and triggers 
the proper security measures to minimize the damage and 
monitor the actions in a Way not to alarm the unauthorized 
user Who is using the oWner’s credential to access the system. 
The USE Code utilized by this invention could have different 
permutations. These permutations could limit access to some 
or part of the system that is being attempted to be accessed. 
For example, in case of Bank accounts, the USE Code can 
alloW the daily limit WithdraWals to be immediately 
decreased. In case of secure building, the USE Code can be 
used for access to certain areas but not all, and in case of 
vehicles, the USE Code can be used to access the inside of a 
vehicle but lock the engine. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 is a schematic diagram of the system in its 
entirety 
[0009] FIG. 2 is a schematic diagram of the Use Code and 
different levels of security that can be created by the Use Code 
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DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0010] An example of this invention addresses the problem 
of user ID and passWord credential getting compromised by 
an unauthorized third party Who is accessing the system 
either: 

[0011] 1) While the system is not aWare of the compro 
mise (i.e. giving full access based in the authorization of 
the oWner), or 

[0012] 2) When the outright and total prevention of 
access (e.g., denying the access at the logon prompt) is 
not desired because it may alert the third party intruder. 

[0013] It is proposed to affect a third component (use code) 
to the ?rst tWo to alloW differentiating a use mode of the tWo 
?rst components. In such a Way, that it Would be possible to 
extend the tWo valued component (authorized, unauthorized) 
to a variety of authorized use mode or cases. 

[0014] An example of this invention can be used for ATM 
machines, Bank accounts, Computer Systems Authorization, 
accessing secure buildings and in general any access that 
requires a username and a passWord as demonstrated by 
FIGS. 1 and 2. 
[0015] System access data Will be extended by adding one 
component, the use code, to the 2-tuple (user account, pass 
code) to build a 3-tuple consisting of the components user 
account, pass code and use code: 

system access datanew:(user account, pass code, use 
code) (item 108, 110, 112) 

[0016] The use code carries the information if access to the 
system is requested by an authorized user or by an unautho 
rized user. Automated action is triggered by the system 
depending on the use code value (eg special security han 
dling, 114). 
[0017] An example of this invention reuses the classic User 
ID & PassWord combination for authentication and adds a 
third component called a USE code for additional authoriza 
tion check. (116) This embodiment alloWs access to a system 
When it is requested With correct User ID and PassWord (i.e., 
With correct passcode) but With an unauthorized USE code, 
the system identify it as an unauthorized access and triggers 
the proper security measures to minimize the damage and 
monitor the actions in a Way not to alarm the unauthorized 
user Who is using the oWner’s credential to access the system. 

(118,120, 122, 124) 
[0018] Beyond binary nature of authorized versus unautho 
rized, there could be other authorization levels associated 
With multiple USE codes that further tighten access to the 
applications or data for Which the actual passcode oWner is 
authorized to use. This helps in delegation scenarios Where 
the user authorizes a third party to use his/her passcode to 
access the system While limiting the type of access based on 
the USE code. (210, 212, 214, 216, 218, 220, 222) 
[0019] In one embodiment the system is A method for 
identifying and processing an unauthorized access request to 
a system, the method comprising the steps of: 
[0020] An authentication module receiving a variable 
length access code and a corresponding user ID; 
[0021] Wherein the variable length access code comprising 
a variable length passWord and a variable length use code; 
[0022] starting from a ?rst bit of information on the variable 
length access code, and scanning through the variable length 
access code, bit by bit, until a matching passWord is recog 
nized using a hash function of the variable length passWord 
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for the corresponding user ID, or until the last bit of the 
variable length access code is reached; 
[0023] If the matching passWord is recognized, dividing the 
variable length access code into the variable length passWord 
and the variable length use code; 
[0024] if the variable length access code is divided into the 
variable length passWord and the variable length use code, 
comparing the variable length use code With a list of all 
possible use codes; 
[0025] in case of the variable length use code matching With 
a ?rst entry in the list of all possible use codes, the authenti 
cation module alloWing full access to the system; 
[0026] in case of the variable length use code matching With 
a second entry in the list of all possible use codes, the system 
sloWing doWn; 
[0027] in case of the variable length use code matching With 
a third entry in the list of all possible use codes, the system 
becoming locked; 
[0028] in case of the variable length use code matching With 
a fourth entry in the list of all possible use codes, the authen 
tication module notifying authorities, security personnel, or 
police; 
[0029] in case of the variable length use code matching With 
a ?fth entry in the list of all possible use codes, the authenti 
cation module limiting the access to the system; 
[003 0] in case of the variable length use code matching With 
a sixth entry in the list of all possible use codes, the authen 
tication module alloWing full access to the system, and the 
authentication module notifying authorities, security person 
nel, or police; 
[003 1] in case of the variable length use code matching With 
a seventh entry in the list of all possible use codes, the authen 
tication module alloWing a limited access to the system, and 
the authentication module notifying authorities, security per 
sonnel, or police; 
[0032] in case of the variable length use code matching With 
an eighth entry in the list of all possible use codes, the system 
malfunctioning; 
[0033] in case of the variable length use code matching With 
a ninth entry in the list of all possible use codes, starting 
camera monitoring; 
[0034] in case of the variable length use code matching With 
a tenth entry in the list of all possible use codes, the authen 
tication module activating a silent alarm; 
[0035] in case of the variable length use code matching With 
an eleventh entry in the list of all possible use codes, the 
authentication module simulating softWare corruption; and 
[003 6] in case of the variable length use code matching With 
a tWelfth entry in the list of all possible use codes, providing 
Wrong or incomplete information to the user. 

[0037] In the above embodiment, the system includes the 
folloWing features: 

[0038] Security front module gets user ID, passWord, 
and use code from the accessing user. 

[0039] Security module examines the user ID and pass 
Word to see if the combination authenticates to a valid 
account oWner. 

[0040] If not, the system performs a regular security 
handling for denying access When the user ID and pass 
Word combination is invalid. 

[0041] If yes, the USE code module examines Whether 
the speci?ed use code correspond to a valid authorized 
Use code corresponding to the oWner’s account. 
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[0042] If valid oWner authorized Use code Was speci?ed, 
the system performs a regular security handling for 
When the account oWner logon to the system, i.e. it 
provides the full authorization corresponding to the 
oWner’s account. 

[0043] If valid authorized Use code With special mean 
ing Was speci?ed, the system Will modify and limit the 
system functionality based on the authorization level 
associated With the Use code to a prede?ned limited 
access privileges. 

[0044] If an invalid authorized Use code Was speci?ed, 
the system invokes special security handling for the 
access. 

[0045] Special security handling provides the same 
external behavior to the accessing user as it Would to the 
account oWner. 

[0046] Special security handling triggers special secu 
rity actions Without noti?cation to the accessing user. 

[0047] Special security actions comprise of starting 
security monitoring sessions, constricting and further 
limiting user access, simulating system problems such 
as unavailable resources or computer virus problems, 
sloWing the response time, and notifying the security 
personnel (in case of computer access) 

[0048] Special security actions comprise of starting 
security monitoring e. g. transferring GPS position on a 
de?ned channel, simulating car problems such as engine 
failure or running out of fuel, sloWing the response time, 
and notifying the security personnel (in case of automo 
bile access) 

[0049] Special security actions comprise of starting 
security monitoring sessions, transferring GPS position 
if any, constricting and further limiting user access to 
data, simulating system problems such as booting prob 
lem or poWer failure, sloWing the response time, and 
notifying the security personnel (in case of mobile 
phone) 

[0050] Special security actions comprise of starting 
security video monitoring and on-line camera monitor 
ing, limiting amount of money transfer, simulating sys 
tem problems such as ATM problem or poWer failure, 
sloWing the response time, and notifying the security 
personnel (in case of bank account access) 

[0051] In another embodiment the system can implement 
the Use Code in one letter found in the pas sWord identi?ed by 
its location in the passWord; OR Separate Used code from 
passWord; OR having variable passWord length and append 
ing the Use code to the passWord. The variable length makes 
it harder to guess the passWord, by the hackers. The system 
uses a loop/ iterative function to examine and ?nd/ match the 
passWord, bit by bit, starting from the ?rst bit. 
[0052] A system or apparatus that has some of the folloW 
ing items is an example of this invention: ATM machine, 
automatic bank teller, computer running the Whole process 
and method described above, laptop, car, alarm, or mobile 
phone. 
[0053] Any variations of the above teaching are also 
intended to be covered by this patent application. 

1. A system for identifying and processing an unauthorized 
access request to a secured module, said system comprising: 

an authentication module; and 
a passWord recognition module; 
Wherein said authentication module receives a variable 

length access code and a corresponding user ID; 
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said variable length access code comprises a variable 
length password and a variable length use code; 

Wherein, from a ?rst bit of information on said variable 
length access code, scanning is started through said vari 
able length access code, bit by bit, until a matching 
passWord is recogniZed using a hash function of said 
variable length passWord for said corresponding user ID, 
or until the last bit of said variable length access code is 
reached; 

if said matching passWord is recognized, said variable 
length access code is divided into said variable length 
passWord and said variable length use code; 

if said variable length access code is divided into said 
variable length passWord and said variable length use 
code, said variable length use code is compared With a 
list of all possible use codes; 

in case of said variable length use code matching With a 
?rst entry in said list of all possible use codes, said 
authentication module alloWs full access to said secured 

module; 
in case of said variable length use code matching With a 

second entry in said list of all possible use codes, said 
secured module sloWs doWn; 

in case of said variable length use code matching With a 
third entry in said list of all possible use codes, said 
secured module becomes locked; 

in case of said variable length use code matching With a 
fourth entry in said list of all possible use codes, said 
authentication module noti?es authorities, security per 
sonnel, or police; 
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in case of said variable length use code matching With a 
?fth entry in said list of all possible use codes, said 
authentication module limits the access to said secured 
module; 

in case of said variable length use code matching With a 
sixth entry in said list of all possible use codes, said 
authentication module alloWs full access to said secured 
module, and said authentication module noti?es authori 
ties, security personnel, or police; 

in case of said variable length use code matching With a 
seventh entry in said list of all possible use codes, said 
authentication module alloWs a limited access to said 
secured module, and said authentication module noti?es 
authorities, security personnel, or police; 

in case of said variable length use code matching With an 
eighth entry in said list of all possible use codes, said 
secured module malfunctions; 

in case of said variable length use code matching With a 
ninth entry in said list of all possible use codes, a camera 
monitors; 

in case of said variable length use code matching With a 
tenth entry in said list of all possible use codes, said 
authentication module activates a silent alarm; 

in case of said variable length use code matching With an 
eleventh entry in said list of all possible use codes, said 
authentication module simulates softWare corruption; 
and 

in case of said variable length use code matching With a 
tWelfth entry in said list of all possible use codes, Wrong 
or incomplete information is provided to said user. 

* * * * * 


