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(57) ABSTRACT 

A method and apparatus for high assurance boot processing 
is disclosed. A trusted processor is used to authenticate a 
trusted boot program and in conjunction With a selector, to 
provide the authenticated boot program to a boot memory 
Where it can be accessed by a main processor to execute the 
bootup sequence. The trusted processor also provides a 
command for the main processor to Write a data sequence to 
a hard drive or similar device, and monitors the data Written 
by the main processor to verify that the data has not been 
tampered With or otherWise compromised. 
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HIGH-ASSURANCE SECURE BOOT CONTENT 
PROTECTION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims bene?t of US. Provisional 
Patent Application No. 60/593,015, entitled “HIGH-AS 
SURAN CE PROCESSOR ACTIVE MEMORY CONTENT 
PROTECTION,” by Michael Masaji FurusaWa and Chieu T. 
Nguyen, ?led Jul. 30, 2004, and US. Provisional Patent 
Application No. 60/593,016, entitled “HIGH-ASSURAN CE 
SECURE BOOT CONTENT PROTECTION,” by Michael 
Masaji FurusaWa, and Chieu T. Nguyen, ?led Jul. 30, 2004 
Which applications are hereby incorporated by reference 
herein. 

[0002] This application is related to the following co 
pending and commonly assigned patent application, Which 
application is also incorporated by reference herein: 

[0003] application Ser. No. , entitled “HIGH 
ASSURANCE PROCESSOR ACTIVE MEMORY 
CONTENT PROTECTION,” ?led on same date here 
With, by Michael Masaji FurusaWa and Chieu T. 
Nguyen. 

BACKGROUND OF THE INVENTION 

[0004] 1. Field of the Invention 

[0005] The present invention relates to systems and meth 
ods of secure processing, and in particular to a method and 
system for securely booting a computer. 

[0006] 2. Description of the Related Art 

[0007] Conventional computer systems run under the con 
trol of an operating system that is stored on a hard disk drive. 
When the computer system is started up, the computer 
system’s processor must receive instructions enabling it to 
access the operating system on the hard disk drive, load it 
into the operating memory of the computer, and execute the 
operating system so that the computer may become oper 
able. Such startup instructions are typically stored in read 
only memory (ROM) or boot ?ash memory internal to the 
computer system, and are conventionally knoWn as the basic 
input/output system, or BIOS. 

[0008] Unfortunately, during boot-up, the computer sys 
tem is vulnerable to hacking. This can be accomplished, for 
example, by modifying or bypassing the boot-up instruc 
tions, and inserting other instructions that can be exploited 
to hack into the computer system and it’s related security 
features, including cryptographic security elements. 

[0009] What is needed is a system and method for pre 
venting such attacks, and rendering the computer system 
more secure during and after the boot-up process. The 
present invention satis?es that need. 

SUMMARY OF THE INVENTION 

[0010] To address the requirements described above, the 
present invention discloses a method and apparatus for high 
assurance boot processing. In one embodiment, the method 
comprises the steps of transmitting a request from a trusted 
processor to the main processor to Write a data pattern to the 
storage device, providing an encrypted data pattern to the 
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storage device for storage in the storage device, providing 
the encrypted data pattern provided to the storage device to 
the trusted processor, and verifying the data encryption 
operations in the trusted processor from a comparison 
betWeen the data pattern and the encrypted data pattern 
provided to the trusted processor. In another embodiment, 
the invention is embodied in a data monitor, communica 
tively coupled to monitor data Written to the storage device 
and a trusted processor, communicatively coupled to the 
main processor and the data monitor, the trusted processor 
for generating a command for the main processor to Write a 
data pattern to the storage device, and for verifying the 
encryption of data provided betWeen the main processor and 
the storage device using a comparison betWeen the data 
pattern and an encrypted version of the data pattern read 
from the monitor register. In a second embodiment, the 
method comprises the steps of receiving a trusted boot 
program in a hardWare trusted processor distinct from the 
main processor, authenticating the trusted boot program in 
the trusted processor, and providing the trusted boot pro 
gram to the main processor. This may be embodied in a 
trusted processor, for reading and authenticating a trusted 
boot program and a selector, selectably coupling the trusted 
processor or the main processor to a boot memory according 
to a selector signal from the trusted processor. 

[0011] The disclosed system includes a selector element 
coupled to the boot ?ash memory. This sWitch element 
operates under the control of a trusted hardWare processor 
that is separate from the main processor. The selector 
element alloWs the trusted processor to authenticate the boot 
program before alloWing the main processor to execute it to 
boot up the computer. It also permits the boot program to be 
securely stored. 

[0012] The disclosed system also incorporates a “heart 
beat monitor” function, Which alloWs the trusted processor 
to monitor and verify the encryption of ?les and data being 
stored on the hard drive or other storage device. This 
“hardens” the encryption process, and eliminates the need 
for the main processor to include a secure hardWare proces 
sor to perform the required ?le encryption/decryption. This 
increases security Without the extra expense and eventual 
obsolescence inherent in hardWare processor solutions. 

[0013] Adequate security can be achieved Without the 
problems associated With a trusted main processor because 
the trusted processor can control the secure boot contents 
and authenticate the boot program before providing it to the 
main processor for execution. It also permits monitoring the 
authenticity of data stored in the data storage devices. 
Relieved of trusted processor requirements, the main pro 
cessor can be less expensive, faster, and can be easily 
upgraded When necessary. Further, the trusted processor can 
be designed so that it is adaptable to a Wide variety of main 
processor technology roadmaps. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] Referring noW to the draWings in Which like ref 
erence numbers represent corresponding parts throughout: 

[0015] FIG. 1 is a block diagram of a conventional 
computer system; 

[0016] FIG. 2 is a block diagram of a conventional 
computer I/O architecture; and 



US 2006/0026417 A1 

[0017] FIG. 3 is a block diagram of a computer I/O 
architecture augmented With a high assurance boot content 
protection system; 

[0018] FIG. 4A-4B are How charts illustrating exemplary 
method steps that can be used to assure that the proper boot 
program is provided to the main processor for execution; 

[0019] FIGS. 5A-5C are diagrams illustrating the opera 
tions of FIGS. 4A-4B as applied to the system shoWn in 
FIG. 3; 

[0020] FIG. 6 is a How chart illustrating steps that can be 
performed to verify that the data provided betWeen the main 
processor for storage in the storage device has not been 
compromised; and 

[0021] FIGS. 7A-7F are diagrams illustrating the opera 
tions of FIG. 6 as applied to the system shoWn in FIG. 3. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0022] In the folloWing description, reference is made to 
the accompanying draWings Which form a part hereof, and 
Which is shoWn, by Way of illustration, several embodiments 
of the present invention. It is understood that other embodi 
ments may be utiliZed and structural changes may be made 
Without departing from the scope of the present invention. 

HardWare Environment 

[0023] A conventional computer system 100 is illustrated 
in FIG. 1. The computer 102 comprises a processor 104 
coupled to one or more memory devices via an I/O device 
control hub 105 or similar device. Such memory devices can 
include random access memory (RAM) 106. The computer 
102 is operatively coupled to a display 122, Which presents 
images such as WindoWs to the user on a graphical user 
interface 118B. The computer 102 may be coupled to other 
devices, such as a keyboard 114, a mouse device 116, a 
printer, etc. 

[0024] Generally, the computer 102 operates under control 
of an operating system 108 stored in the memory 106, and 
interfaces With the user to accept inputs and commands and 
to present results through a graphical user interface (GUI) 
module 118A. Although the GUI module 118A is depicted as 
a separate module, the instructions performing the GUI 
functions can be resident or distributed in the operating 
system 108, the application program 110, or implemented 
With special purpose memory and processors. The computer 
102 also implements a compiler 112 Which alloWs an 
application program 110 Written in a programming language 
such as COBOL, C++, FORTRAN, or other language to be 
translated into processor 104 readable code. After comple 
tion, the application 110 accesses and manipulates data 
stored in the memory 106 of the computer 102 using the 
relationships and logic that Was generated using the com 
piler 112. 

[0025] Instructions implementing the operating system 
108, the computer program 110, and the compiler 112 may 
be tangibly embodied in a computer-readable medium, e.g., 
data storage device 120, Which could include one or more 
?xed or removable data storage devices, such as a Zip drive, 
?oppy disc drive 124, hard drive, CD-ROM drive, tape 
drive, etc. Further, the operating system 108 and the com 
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puter program 110 are comprised of instructions Which, 
When read and executed by the computer 102, causes the 
computer 102 to perform the steps necessary to implement 
and/or use the present invention. Computer program 110 
and/or operating instructions may also be tangibly embodied 
in memory 106 and/or data communications devices. 

[0026] Most computer systems 100 today include built-in 
processor instructions that are stored in a memory 132 (eg 
read only memory (ROM) or ?ash memory) that are auto 
matically executed on startup. These instructions, some 
times knoWn as “BIOS” (e.g. basic input/output system) 
tests the system and prepares the computer for operation by 
querying its oWn small CMOS memory bank for drive and 
other con?guration settings. It searches for other BIOS’s on 
the plug-in boards and sets up pointers (interrupt vectors) in 
memory to access those routines. It then loads the operating 
system 108 and passes control to it. 

[0027] Unfortunately, the computer system 100 can be 
vulnerable to hacking via the BIOS. Hence, high assurance 
cryptographic security designs typically include the notion 
of a secure boot process, Whereby the BIOS is protected, for 
example, by the use of digital signatures, partial encryption, 
and/or partial encryption in conjunction With a hardWare 
token. The common idea among such methods is to authen 
ticate the boot program being stored on the computer system 
prior to execution, a process knoWn as authenticated boot 
processing. 

[0028] Fundamentally, such schemes still execute the 
authentication process using the main processor 104 (un 
evaluated and therefore un-trusted) 104 on a general-pur 
pose computer, and thus lack an absolute root of trust 
element that can essentially “certify” all hardWare and 
softWare elements for the boot sequence. 

[0029] FIG. 2 is a simpli?ed diagram of a conventional 
computer I/ O architecture. We refer to “secure boot content” 
as data in both boot memory 120 and storage device 132 
(such as a hard drive) that is read via the I/O device control 
hub 105 and used by the main processor 104 to execute the 
boot sequence, including the loading of the operating system 
108 and application data 110 into the memory 106. Note that 
the I/O device control hub 105 interfaces With the boot ?ash 
132 via boot ?ash bus 210 and With the storage device 120 
via the storage device bus 212. 

[0030] High-assurance secure boot content data process 
ing methods can include hardWare or softWare encryption of 
the active secure boot data. This encryption/decryption can 
use hardWare or softWare tokens, if desired. This encryption 
function includes both ?le encryption (manually or auto 
matically enabled) and an encrypted ?le system. For 
example, the con?dentiality of the information stored in the 
storage device 132 and/or the boot ?ash 132 can be provided 
by a hardWare encryptor/decryptor 214A coupled betWeen 
the main processor 104 and the I/O device control hub 105 
and/or hardWare encryptor/decryptors 214B and 214C 
coupled betWeen the I/O device control hub 105 and the 
storage device 120 and the boot ?ash 132, respectively. 
Alternatively, a softWare encryption/decryption may be used 
and implemented in the main processor 104 and/or the I/O 
device control hub 105. 

[0031] Both hardWare and softWare encryption techniques 
have distinct disadvantages. HardWare encryptors/decryp 
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tors can increase cost, decrease processing speeds, and are 
rendered obsolete by ever-increasing processing speeds and 
the ever-changing interfaces of modern day computing 
platforms. Main processor 104 interfaces also involve tech 
nologies that are subject to rapid communication protocol/ 
format changes and processing speed improvements, includ 
ing interfaces With the storage elements 120, 132 and 
processor busses (including control, address and data bus 
ses). 
[0032] SoftWare encryption can be less expensive and 
offers independence from hardWare technology changes, but 
are more easily compromised than hardWare encryption 
devices. To provide the level of assurance required in some 
applications, a trusted hardWare processor environment is 
required in order to ensure proper eXecution. 

[0033] At the same time, conventional data processing 
tasks (eg boot, operating systems, applications) requires 
processing speeds, standardiZed architectures, and chip sets 
that eXceed trusted processor performance. Trusted proces 
sor designs are also typically custom designed, and outdated 
by changes in operating systems, applications, and hardWare 
design. 

[0034] Also, though effective, the encryption of active 
secure boot data is not a complete deterrent, since similar 
protection must be provided for the vital secret parameters, 
such as crypto variables and credentials. Should the protec 
tion of the critical secrets be defeated and these parameters 
recovered, the encrypted data can be easily decrypted and 
compromised. Even With the encryption and decryption 
described above, this architecture is vulnerable to unautho 
riZed data corruption and alteration, eXposing the boot 
process (and hence the entire computer) to compromise. 

[0035] FIG. 3 is a diagram of the conventional computer 
architecture 200 shoWn in FIG. 2 augmented With a high 
assurance boot content protection system 300. 

Trusted Processor 

[0036] The system 300 includes a trusted processor 302 
communicatively coupled to a memory 304 storing a trusted 
boot program, to a selector 306, and to the main processor 
104 (eg via the optional format converter 310, boot ?ash 
bus 210, and the I/O device control hub 105 as discussed 
further beloW). The selector 306 selectably couples boot 
?ash 132 to either the trusted processor 302 or the main 
processor 104 (via I/O device control hub 105) according to 
a sWitch signal 324 from the trusted processor 302. 

[0037] The trusted processor performs tWo important 
functions: (1) protecting the integrity of the boot program 
used to boot the computer system 102 by verifying the 
authenticity of the boot program, and (2) assuring the 
con?dentiality of data stored in the storage device 120. 

[0038] To protect the integrity of the boot program used to 
boot the computer system 102, the trusted processor 302 
reads and authenticates a locally stored trusted boot pro 
gram. This is accomplished by internally verifying the 
contents read from the memory 304 using cryptography and 
authentication methods. In one embodiment, the memory 
304 is a trusted memory and is accessible by only the trusted 
processor 302. After the boot program is decrypted (if stored 
in the memory 304 in encrypted form) veri?ed, the trusted 
processor 302 provides a sWitch signal to the selector 306 to 
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communicatively couple the trusted processor 302 and the 
boot ?ash 132, and loads the authenticated boot program 
into the boot ?ash 132. The trusted processor 302 then 
provides a second sWitch signal to the selector 306 to 
decouple the trusted processor 302 from the boot ?ash 132 
and couple the boot ?ash 132 to the main processor 104, thus 
alloWing the main processor 104 to access the authenticated 
boot program. 

[0039] To assure the con?dentiality of the data stored in 
the storage device (including the operating system 108 and 
applications 110), the trusted processor 302 monitors and 
veri?es the integrity of the encrypted data stored in the 
storage device 132. This veri?cation can be performed on a 
periodic or aperiodic basis, upon command, or on a random 
basis. This is accomplished by commanding the main pro 
cessor 104 to Write a data pattern to the storage device 120, 
monitoring the data provided to the storage device 120 for 
storage, and comparing the monitored values With eXpected 
values. 

[0040] The trusted processor 302 may include one or more 
of the folloWing features: (1) separate plain and cipher test 
host busses With bypass data function capability, (2) a user 
mode for general purpose functions and a crypto mode for 
supervisory functions, (3) a softWare interrupt (SWI) com 
mand set that places the trusted processor 300 in the crypto 
mode and permits crypto map functions, (4) a mask ROM 
implementing high assurance trust anchors, cryptographic 
controls, functions, and algorithms, (5) program and data 
cache memory for on-chip execution of classi?ed (or unclas 
si?ed) functions, algorithms, and protocols, (6) a built-in 
hardWare multiplier for accelerating public key eXchange 
algorithms, (7) tamper ZeroiZable battery backed RAM 
(BRAM) for storage of secret data, parameters, keys, and 
type 1 con?guration data, (8) redundant cryptographic 
crypto engines, (9) tWo serial communications ports for type 
1 key ?ll and authenticated softWare doWnload operations, 
(10) crypto engine (CE) interface for programming and 
control of eXternal ?eld programmable gate arrays FPGA(s), 
(11) non-deterministic hardWare random number generator 
(randomiZer), and (12) a high assurance redundant alarm 
system. 

Bus Conversion 

[0041] Ordinarily, the boot ?ash memory bus 322 selector 
bus 320 and trusted processor bus 318 are inter-compatible 
in format and protocol. HoWever, the boot ?ash bus 210 of 
the I/O device control hub 105 and the storage device bus 
212 are typically not compatible in either format or protocol 
With busses 318, 320 and 322. Accordingly, the high 
assurance boot content protection system 300 optionally 
includes a ?rst format converter 310 coupled betWeen the 
trusted processor bus 318 and the boot ?ash bus 210 of the 
I/O device control hub 105 and a second format converter 
312 coupled betWeen the boot ?ash memory bus 322 and the 
I/O device control hub 105. The ?rst format converter 310 
converts betWeen the format and protocol of the signals from 
the trusted processor device 302 and its associated bus 318 
and the format and protocol of the I/O device control hub 
105 and its associated boot ?ash bus 210. This permits the 
trusted processor 302 to appear as a “device” to the main 
processor 104. The second format converter 312 converts 
betWeen the format and protocol of the signals from the boot 
?ash bus 210 and the boot ?ash itself 132, thus alloWing the 
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boot ?ash 132 to appear as a device to the main processor 
104 and allowing the passage of information therebetWeen. 

Monitor Function 

[0042] In one embodiment, the high-assurance boot con 
tent protection system 300 also includes a monitor 308. The 
monitor is a means by Which the trusted processor 302 can 
determine What data Was Written to the storage device 120 by 
the main processor 104 through the I/ O device hub 105. This 
allows the trusted processor 302 to verify that the data is not 
tampered With and is encrypted properly before storage in 
the storage device 120. While FIG. 3 functionally illustrates 
the monitor 308 as an entity disposed betWeen the interface 
betWeen the I/O device control hub 105 and the storage 
device 120 and the trusted processor 302, the monitor 308 
can be implemented in a number of Ways, as is further 
discussed beloW. 

[0043] For example, the monitor 308 may comprise 
memory register (implemented, for example, in solid state 
memory) separate from the main processor 104, the I/O 
device control hub 105, and the storage device 120. The 
monitor 308 can also be resident in the storage device 120 
(eg if the storage device 120 is a hard disk drive, the 
monitor 308 could be a solid-state RAM or ROM memory, 
a con?guration register of the hard drive, or can comprise a 
hidden sector of the hard drive media. The monitor 308 can 
also be resident in the I/O device control hub 105, either as 
RAM or ROM, or in a con?guration register. The monitor 
308 may also be implemented a memory associated With the 
main processor 104, including a RAM or ROM memory, or 
in a con?guration register. 

[0044] The monitor 308 can be coupled to provide data to 
the trusted processor 302 as shoWn in FIG. 3, that is using 
a data path betWeen the I/O storage device control hub 105 
and the storage device 120 and the trusted processor 302 via 
the trusted processor bus 318. Alternatively, data can be 
passed from the monitor 308 to the trusted processor via the 
I/O device control hub 105, and optional format converter 
310, via the storage device bus 212, boot ?ash bus 210 and 
trusted processor bus 318. This data path may also option 
ally include the main processor 104 as Well, as described 
further beloW. 

Operations 

[0045] FIGS. 4A-4B are a How charts illustrating exem 
plary steps that can be used to assure that the proper boot 
program is provided to the main processor 104 for execu 
tion. FIGS. 4A-4B Will be described in conjunction With 
FIGS. 5A-5C, Which further illustrate the operations 
described in FIG. 4 as they may be performed by the 
high-assurance boot content protection system 300 shoWn in 
FIG. 3. 

[0046] In block 402, a trusted boot program is received in 
a trusted boot processor 302. In the illustrated embodiment 
of the boot content protection system 300 shoWn in FIG. 5A, 
the trusted boot program is provided by a memory 304 local 
to the trusted processor, and the transfer of the trusted boot 
program data is indicated by arroW 502. 

[0047] To further secure the trusted boot program, it may 
be stored in the memory 304 in encrypted form. In this case, 
the trusted processor 302, using the cryptographic controls 
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and securely stored keys described above, decrypts the 
encrypted trusted boot program before authentication. 

[0048] In either case, the trusted boot program is authen 
ticated by the trusted processor 302. While the trusted boot 
program is being received, optionally decrypted and authen 
ticated, the trusted processor 302 provides a command to 
hold the main processor 104 in a reset mode, as shoWn in 
block 403. After the trusted boot program is authenticated 
the reset mode is released, as shoWn in block 405 

[0049] The trusted boot program is then provided to the 
main processor 104 (eg the main processor reads it from the 
boot memory 132), and a boot command is provided by the 
trusted processor 302 so that the boot program can be 
executed, as shoWn in blocks 406 and 408. 

[0050] FIG. 4B is a How chart illustrating exemplary steps 
that can be used to provide the trusted boot program to the 
main processor 104. In block 420, a selector 306 is con 
trolled to couple the boot memory 132 With the trusted 
processor 302. In the illustrated embodiment, this is accom 
plished by generating a selector signal in the trusted pro 
cessor 302 and providing the selector signal to the selector 
via signal line 324. The trusted (and noW, authenticated) 
boot program is then provided to the boot memory 132 via 
the selector 306 for storage, and stored in the boot memory 
132, as shoWn in block 422 and by path 504 of FIG. 5A. 

[0051] The trusted processor 302 then controls the selector 
306 to couple the boot memory 132 to the main processor 
104, as shoWn in block 424. The authenticated trusted boot 
program is then provided to the main processor 104 via the 
selector 306. The main processor 104, in response to a boot 
command from the trusted processor 302, executes the boot 
program. This is illustrated in block 426 of FIG. 4B and 
paths 506 and 508 of FIG. 5B. 

[0052] FIG. 6 is a How chart illustrating steps that can be 
performed to verify that the data provided betWeen the main 
processor 104 for storage in the storage device 120 has not 
been compromised. FIG. 6 Will be discussed in conjunction 
With FIGS. 7A-7F, Which illustrate the operations described 
in FIG. 6 as they may be performed by the high-assurance 
boot content protection system 300 shoWn in FIG. 3. 

[0053] A request is transmitted from the trusted processor 
302 to the main processor 104 to Write a data pattern to the 
storage device. This is shoWn in block 602 and in data path 
702 of FIG. 7A. In block 604, an encrypted version of the 
data pattern is provided to the storage device 120 for storage 
in the storage device 120. This is shoWn in FIG. 7B as path 
704. As Was illustrated in FIG. 2, this encryption may take 
place in a softWare encryption/decryption module imple 
mented by the main processor 104, an external hardWare 
encryption/decryption module associated With the main pro 
cessor 104, or in the I/O controller hub 105. 

[0054] In block 606, the encrypted data pattern that Was 
provided to the storage device 120 is provided to the trusted 
processor 302. The information may be provided to the 
trusted processor 302 for evaluation on a variety of data 
paths, depending on the location of the monitor 308. 

[0055] The data may be provided by a direct connection 
706 betWeen the monitor 308 and the trusted processor 302 
via the trusted processor bus 318, as shoWn by path 708 in 
FIG. 7C. 






