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(57) ABSTRACT 

A system and method for protecting memory space in a 
target storage device during a Write operation in a computer 
system, comprising creating a single data packet, including 
user data that is to be Written to said target storage device 
and key data that is used to establish authorization to store 
said user data; transmitting said single data packet to the 
target storage device; determining Whether said key data is 
valid; Writing said user data into said target storage device 
only When said key data is valid. 
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SYSTEM AND METHOD TO PROTECT VITAL 
MEMORY SPACE FROM NON-MALICIOUS 
WRITES IN A MULTI DOMAIN SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of pending US. 
patent application Ser. No. 09/562,595 ?led Apr. 29, 2000 
entitled “SYSTEM AND METHOD TO PROTECT VITAL 
MEMORY SPACE FROM NON-MALICIOUS WRITES 
IN A MULTI DOMAIN SYSTEM.” 

FIELD OF THE INVENTION 

[0002] The invention relates in general to data storage 
access and in particular to data storage access authoriZation. 

BACKGROUND 

[0003] In multi-processor, multi-entity data processing 
environments, a number of different devices may transmit 
data to a number of different possible destinations. In this 
environment, it is possible for a malfunctioning processor or 
other device to send erroneous data to a number of possible 
destinations including sensitive data storage areas, such as 
random access memory and registers. In order to avoid 
corruption of data in such data storage devices, a mechanism 
for controlling access to data devices has been implemented 
in the prior art. 

[0004] A common prior art approach to restricting unau 
thoriZed access to a storage device involves employing one 
register for veri?cation of a key value associated With proper 
authoriZation to transfer data and a separate register or other 
storage device for storage of the actual transmitted data, if 
a transfer is authoriZed. The key value is generally a stored 
value Which should be matched by an incoming Write 
request in order for the target register or target data storage 
device to be made accessible or unlocked. 

[0005] FIG. 1 depicts a ?oWchart 100 for authoriZation to 
Write to a selected data storage location according a prior art 
solution. The program generally begins at the start block 
101. At step 102, the prior art method generally transmits a 
message to a key register to unlock a target register. At step 
103 the program generally determines Whether a response 
from the key register indicates that authoriZation to Write to 
the target register has been granted. If such authoriZation has 
not been granted, the program generally polls the key 
register until a response is issued. 

[0006] If a response granting Write authoriZation is 
received, data is generally Written to the target register in 
step 104. AfterWard, the program aWaits a response indicat 
ing that the Write of data to the target register has been 
successfully completed. When a response arrives indicating 
successful eXecution of the Write to the target register, the 
program generally Writes data to the key register to again 
lock the target register in step 105. In step 107, the program 
then aWaits an indication that the key register has been 
re-locked. It Will be appreciated that during a “WindoW of 
vulnerability” in betWeen steps 102 and 106, assuming both 
steps are successful at their respective tasks, the target 
register may be Written to not only by an intended source but 
is also vulnerable to being Written to by any device in the 
surrounding computing system, thereby presenting the pos 
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sibility of data corruption in the target register during the 
identi?ed WindoW of opportunity. Generally, upon receiving 
an indication that the key register has been successfully 
re-locked, the program concludes at step 108. The above 
approach presents certain shortcomings Which are outlined 
beloW. 

[0007] It is a problem in the art that three separate trans 
actions are generally conducted in order to temporarily grant 
access to a usually locked target register. 

[0008] It is a further problem in the art that there is a 
period of time (WindoW) betWeen unlocking and re-locking 
the target register by the key register and during this 
WindoW, erroneous information could potentially be Written 
to the target register 

BRIEF SUMMARY OF THE INVENTION 

[0009] These and other objects, features and technical 
advantages are achieved by a system and method Which 
incorporates user data to be Written to a storage device and 
key data for establishing authority to Write to the storage 
device into a single data transmission to a single target 
storage device. This approach preferably enables a protected 
Write operation to be conducted in a single transaction 
Without leaving open a WindoW of opportunity for an 
erroneous data transmission to corrupt data storage in the 
target storage device. 

[0010] In a preferred embodiment, a communication path 
to the target data storage device, Which may be a register, 
memory location or other storage mechanism, is 64 bits 
Wide, although communication paths of any Width could be 
employed. The communication path preferably includes 
both user data and key data. Herein, “user data” generally 
refers to data Which the inventive mechanism seeks to store 
in a target storage device, “key data” generally refers to data 
employed to establish authoriZation to store the data in the 
pertinent storage device, and “packet” or “data packet” 
generally refers to a combination of the user data and key 
data. The number of bits dedicated to each of user data and 
key data is variable. For eXample, Where the communication 
path to the target register is 64 bits Wide, 32 bits could be 
dedicated to user data and 32 bits to key data. Alternative 
distributions of bits betWeen user data and key data may be 
employed and all such variations are included Within the 
scope of the present invention. 

[0011] In a preferred embodiment, a single storage device 
and associated controller perform the functions of receiving 
and storing the user data (if authoriZed) and establishes 
authoriZation for the storage to occur by determining 
Whether the key data portion of the received data packet 
properly authoriZes storage of the user data portion of the 
received packet. In this manner, the granting of access to the 
target device, the Writing of user data to the target device, 
and the restoration of security against unauthoriZed Writing 
to the target device may preferably be accomplished in 
single transaction. Moreover, since the user data and key 
data preferably arrive at the target device simultaneously, 
there is preferably no WindoW of opportunity Within Which 
unauthoriZed data may be Written to the target device. 

[0012] In a preferred embodiment, an algorithm for deter 
mining the key data involves performing a boolean opera 
tion on a selection of the user data bits. Preferably, the 
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algorithm and the user data bits upon Which the algorithm is 
performed, is established both at the microprocessor and at 
one or more data storage devices Which Will receive the data 
packets containing both user data and key data. Within the 
various data storage devices, the algorithm for calculating 
key data from the user data may be ?xed, or dynamically 
alterable in softWare or hardWare. Where a plurality target 
storage devices are employed in conjunction With one or 
more processors, the various target storage devices may each 
have unique key data calculation algorithms, or alterna 
tively, tWo or more target storage devices may share a 
common key data calculation algorithm, and all such varia 
tions are included Within the scope of the present invention. 

[0013] Therefore, it is an advantage of a preferred embodi 
ment of the present invention that device access control 
operations and the Writing of user data may be accomplished 
in a single Write transaction. 

[0014] It is a further advantage of a preferred embodiment 
of the present invention that the simultaneous arrival at the 
target device of user data and key data removes any WindoW 
of opportunity Within Which erroneous data may overWrite 
data in the target storage device. 

[0015] The foregoing has outlined rather broadly the fea 
tures and technical advantages of the present invention in 
order that the detailed description of the invention that 
folloWs may be better understood. Additional features and 
advantages of the invention Will be described hereinafter 
Which form the subject of the claims of the invention. It 
should be appreciated by those skilled in the art that the 
conception and speci?c embodiment disclosed may be 
readily utiliZed as a basis for modifying or designing other 
structures for carrying out the same purposes of the present 
invention. It should also be realiZed by those skilled in the 
art that such equivalent constructions do not depart from the 
spirit and scope of the invention as set forth in the appended 
claims. The novel features Which are believed to be char 
acteristic of the invention, both as to its organiZation and 
method of operation, together With further objects and 
advantages Will be better understood from the folloWing 
description When considered in connection With the accom 
panying ?gures. It is to be expressly understood, hoWever, 
that each of the ?gures is provided for the purpose of 
illustration and description only and is not intended as a 
de?nition of the limits of the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] For a more complete understanding of the present 
invention, and the advantages thereof, reference is noW 
made to the folloWing descriptions taken in conjunction With 
the accompanying draWing, in Which: 

[0017] FIG. 1 depicts a ?oWchart for authoriZation to 
Write to a selected data storage location according a prior art 
solution; 

[0018] FIG. 2 depicts a ?oWchart for authoriZing and 
Writing data to a target storage device according to a 
preferred embodiment of the present invention; 

[0019] FIG. 3 depicts a selection of components suitable 
for use in the inventive memory protection scheme; 

[0020] FIG. 4 depicts an exemplary data packet according 
to a preferred embodiment of the present invention; and 
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[0021] FIG. 5 depicts data processing equipment adapt 
able for use With a preferred embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0022] FIG. 2 depicts a ?oWchart 200 for authoriZing and 
Writing data to a target storage device according to a 
preferred embodiment of the present invention. FIG. 3 
generally depicts a simpli?ed arrangement of devices for 
implementing the inventive memory protection scheme. In 
FIG. 3, CPU 301 transmits data to memory controller 302 
Which preferably performs appropriate analysis of transmit 
ted key data. Memory controller 302, in turn, then preferably 
communicates authoriZed data to memory 303. It Will be 
appreciated that any storage device could be substituted for 
memory 303 and an appropriate controller for an alternative 
storage device could be inserted in place of memory con 
troller 302, and all such variations are included in the scope 
of the present invention. 

[0023] FIG. 4 depicts an exemplary data packet 400 
according to a preferred embodiment of the present inven 
tion. Data packet 400 preferably includes N bits 401 of 
Which M bits 402 are preferably employed to represent key 
data intended to enable authoriZation for Writing P bits 403 
of user data to the data storage device. N 401 may be any 
number of bits and M may be any subset of N, meaning that 
there is generally no ?xed number of bits in data packet 400 
and no ?xed distribution of such bits betWeen user data and 
key data. Herein, key data is generally considered “correct” 
or “valid” only When such key data properly authoriZes user 
data With Which it is associated to be Written into the storage 
location to Which data packet 400 Was transmitted. 

[0024] Returning to FIG. 2, the program starts at step 201. 
At step 202, the method preferably transmits data to a data 
storage device Which includes key data to be used to 
evaluate Whether authoriZation Will be granted. At step 203, 
a controller associated With the data storage device, such as 
memory controller 302 in FIG. 3, preferably determines 
Whether the key data Within the transmitted data is correct 
(valid). If the key data is correct, the user data portion of the 
data transmitted in step 202 is preferably Written to the data 
storage device in step 204. If the key data is not correct, an 
error is preferably indicated in step 205. In addition to 
indicating an error, the controller associated With the data 
storage device may return the transmitted data to the source 
of the data along With an indication that the key data Was 
incorrect. 

[0025] In a preferred embodiment, all of data packet 400 
(FIG. 4), and therefore user data 403 and key data 402, is 
transmitted simultaneously. Such simultaneous transmission 
preferably operates to remove any time period during Which 
the target storage device is vulnerable to an erroneous data 
transmission. In an alternative embodiment, data packet 400 
could be transmitted serially, in Which case, although the key 
data and user data Would arrive in close succession, their 
arrival at a controller for the target storage device Would not 
be simultaneous. 

[0026] In a preferred embodiment, an algorithm for deter 
mining the key is implemented at the CPU 300 and memory 
controller 302. The same algorithm should preferably be 
employed at CPU 301 as at memory controller 302 so that 
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a properly established key is recognized as such by memory 
controller 302. Apreferred algorithm for calculating the key 
data 402 is to perform a boolean operation on a selected 
number of user bits 403. 

[0027] In an exemplary case, P 403 includes more than 6 
bits, and M 402 includes three bits, the algorithm could 
consist of performing a logical AND operation of user data 
bits 1, 2, and 3 With user data bits 4, 5, and 6, respectively. 
With this approach, correct key data associated With a user 
data 403 may be determined having knoWledge of the 
algorithm and the user data itself, thereby removing a need 
a separate transmission of key data to memory controller 
302. Once the user data is identi?ed at CPU 301, the key data 
is preferably calculated and added to the user data to form 
data packet 400. Upon reception at memory controller 302, 
the memory controller 302 preferably repeats the calculation 
of key data 402 based on the user data 403 and compares the 
key data calculated at the memory controller 302 With the 
key data 402 included in memory packet 400. The system 
response to correct and incorrect key data Was described 
above in connection With FIG. 2 and Will therefore not be 
repeated here. It Will be appreciated that a controller for any 
type of data storage device could be substituted for memory 
controller 302 in the above discussion. 

[0028] It Will be appreciated that the above approach is but 
one Way to determine an algorithm for calculating key data 
and that numerous others may be practiced Without depart 
ing from the scope of the present invention. Other data from 
Which key data may be calculated includes but is not limited 
to: system clock settings, and memory address locations to 
Which user data is directed. Alternatively, a key may be 
employed Which is constant and not dependent upon a data 
source or an algorithm. 

[0029] In a preferred embodiment, algorithms employed at 
different storage devices in a complex computing system 
may either all use the same algorithm or alternatively, each 
storage device could employ an algorithm speci?c to that 
device. Where a plurality of different algorithms are 
employed, transmitting CPUs Would preferably retain access 
to a log of the algorithms employed at the various different 
target storage devices. Algorithms employed at the various 
storage devices may be either ?xed or re-programmable. In 
a simpler alternative approach, a key may be employed 
Which is constant and independent of the user data. 

[0030] FIG. 5 illustrates computer system 500 adaptable 
for use With a preferred embodiment of the present inven 
tion. Central processing unit (CPU) 501 is coupled to system 
bus 502. The CPU 501 may be any general purpose CPU, 
such as an HP PA-8200. HoWever, the present invention is 
not restricted by the architecture of CPU 501 as long as CPU 
501 supports the inventive operations as described herein. 
Bus 502 is coupled to random access memory (RAM) 503, 
Which may be SRAM, DRAM, or SDRAM. ROM 504 is 
also coupled to bus 502, Which may be PROM, EPROM, or 
EEPROM. RAM 503 and ROM 504 hold user and system 
data and programs as is Well knoWn in the art. 

[0031] Bus 502 is also coupled to input/output (I/O) 
adapter 505, communications adapter card 511, user inter 
face adapter 508, and display adapter 509. 1/0 adapter 505 
connects to storage devices 506, such as one or more of hard 
drive, CD drive, ?oppy disk drive, tape drive, to the com 
puter system. Communications adapter 511 is adapted to 
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couple the computer system 500 to a netWork 512, Which 
may be one or more of local (LAN), Wide-area (WAN), 
Ethernet or Internet netWork. User interface adapter 508 
couples user input devices, such as keyboard 513 and 
pointing device 507, to the computer system 500. Display 
adapter 509 is driven by CPU 501 to control the display on 
display device 510. 

[0032] Although the present invention and its advantages 
have been described in detail, it should be understood that 
various changes, substitutions and alterations can be made 
herein Without departing from the spirit and scope of the 
invention as de?ned by the appended claims. Moreover, the 
scope of the present application is not intended to be limited 
to the particular embodiments of the process, machine, 
manufacture, composition of matter, means, methods and 
steps described in the speci?cation. As one of ordinary skill 
in the art Will readily appreciate from the disclosure of the 
present invention, processes, machines, manufacture, com 
positions of matter, means, methods, or steps, presently 
existing or later to be developed that perform substantially 
the same function or achieve substantially the same result as 
the corresponding embodiments described herein may be 
utiliZed according to the present invention. Accordingly, the 
appended claims are intended to include Within their scope 
such processes, machines, manufacture, compositions of 
matter, means, methods, or steps. 

What is claimed is: 
1. A method for protecting memory space in a target 

storage device during a Write operation in a computer 
system, the method comprising: 

creating a single data packet, including user data that is to 
be Written to said target storage device and key data that 
is used to establish authoriZation to store said user data; 

transmitting said single data packet to the target storage 
device; 

determining Whether said key data is valid; 

Writing said user data into said target storage device only 
When said key data is, valid. 

2. The method of claim 1 further comprising: 

calculating key data based on said gathered user data; and 

combining said gathered user data and said calculated key 
data to form said composed single data packet. 

3. The method of claim 1 further comprising: 

performing a boolean operation on selected bits of said 
user data to generate said key data. 

4. The method of claim 1 further comprising: 

generating veri?cation data from said user data at a 
controller of said target storage device; and 

comparing said key data in said single data packet With 
said veri?cation data to determine if said key data 
matches said veri?cation data. 

5. The method of claim 4 further comprising: 

storing said user data to said target storage device if said 
key data matches said veri?cation data. 

6. The method of claim 1 further comprising: 

generating key data based on a destination address of said 
Write operation. 
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7. The method of claim 1 further comprising: 

generating key data based on a system clock setting of 
said computer system. 

8. A system for conducting a protected memory Write to 
a storage device in a single transaction Within a computer 
system, the system comprising: 

means for simultaneously delivering user data and key 
data to a controller of said storage device, Wherein said 
user data is to be Written to said storage device and said 
key data is used to establish authoriZation to store said 
user data; and 

means for determining Whether said key data authoriZes 
Writing said user data to said storage device. 

9. The system of claim 8 further comprising: 

means for Writing said user data to said storage device 
only When said key data authoriZes Writing said user 
data. 

10. The system of claim 8 further comprising: 

means, at an originating device, for calculating said key 
data using an algorithm before said user data and said 
key data is sent to said storage device. 

11. The system of claim 10 Wherein said algorithm 
calculates said key data from said user data. 

12. The system of claim 8 Wherein said determining 
means further comprises: 

means for generating veri?cation data at said storage 
device controller; and 

means for comparing said veri?cation data to said key 
data. 

13. The system of claim 8 Wherein said determining 
means further comprises: 

means for authoriZing Writing of said user data only Where 
said veri?cation data matches said key data. 

14. The system of claim 11 Wherein said algorithm 
calculates said key data based on a clock setting of said 
computer system. 

15. A computer program product having a computer 
readable medium having computer program logic recorded 
thereon for protecting memory space in a target storage 
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device during a Write operation in a computer system, the 
computer program product comprising: 

code for composing a single data packet including user 
data and key data, Wherein said user data is to be 
Written to said target storage device and said key data 
is used to establish authoriZation to store said user data; 

code for transmitting said single data packet to said target 
storage device; and 

code for determining Whether said key data is valid. 
16. The computer program product of claim 15 further 

comprising: 
code for Writing said user data into said target storage 

device only When said key data is valid. 
17. The computer program product of claim 15 Wherein 

the code for composing comprises: 

code for gathering user data for transmission to said target 
storage device; 

code for calculating key data based on said gathered user 
data; and 

code for combining said gathered user data and said 
calculated key data to form said composed single data 
packet. 

18. The computer program product of claim 17 Wherein 
the code for calculating comprises: 

code for performing a boolean operation on selected bits 
of said user data to generate said key data. 

19. The computer program product of claim 17 Wherein 
the code for determining comprises: 

code for generating veri?cation key data from said user 
data at a controller of said target storage device; and 

code for establishing said calculated key data as valid 
only if said generated veri?cation key data matches 
said key data included in said single data packet. 

20. The computer program product of claim 19 Wherein 
said the code for generating veri?cation data comprises: 

code for repeating said step of calculating key data at said 
controller of said target storage device. 

* * * * * 


