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TRUSTED SERVICES BROKER FOR WEB PAGE 
FINE-GRAINED SECURITY LABELING 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention generally relates to computer 
networks including shared resources and, more particularly, 
to computer netWorks selectively providing access to infor 
mation to a plurality of users through a Web broWser/server 
interface in accordance With user credentials. 

[0003] 2. Description of the Prior Art 

[0004] With the groWing familiarity and ubiquity of the 
Internet and World Wide Web for exchange of information, 
similarly styled and functioning information exchange sys 
tems are being provided on more or less private intranet (e.g. 
Within a business or organiZation) and extranet (among a 
select group of cooperating businesses or organiZations) 
netWork systems for exchange of data among, for example, 
employees of an organiZation or company connected 
thereto. The familiarity of users With internet broWsers 
enhances their ef?ciency and comfort With using systems 
Which operate similarly and provide similar interfaces in 
intranet and extranet communication systems in their Work 
places. 
[0005] Such systems can employ ?reWalls, virtual private 
netWork technology, or other technologies to limit access to 
computing resources to some subset of users, and thus 
completely deny access to others. On the other hand, some 
computing resources are openly contactable by nearly every 
one in an enterprise. In either case, there can be scenarios 
Where only a subset of people Who can contact a resource 
should be capable of accessing the information provided by 
the resource. This is true even of a situation Where ?reWalls 
exist to create enclaves of users that have exclusive access 
to resources Within their respective enclaves, because a 
resource may have to be placed in a common area so that 
selected individuals from multiple enclaves get appropriate 
access. 

[0006] When the computing resource is Web information, 
most Web servers provide for this additional security need by 
enforcing a user authentication, establishing a Discretionary 
Access Control (DAC) credential for the user, such as a 
group or a role, and then performing access control on 
HTML requests at either the directory or ?le level. HoWever, 
there are situations Where organiZations either need special 
iZed Web data access using Mandatory Access Control 
(MAC) Which assigns data both classi?cations and compart 
ments, or Where organiZations require that portions of indi 
vidual HTML ?les be labeled such that only certain users see 
certain portions of the ?le. Such capabilities are not sup 
ported by native Web server security. Nor are they supported 
by other industry products that typically install middleWare 
on clients and servers as the basis for the digital certi?cate 
or Kerberos ticket exchanges, so as to perform authentica 
tion and enforce access control to Web and non-Web netWork 
resources. For example, such products still provide a DAC 
access control mechanism, and any ?ne-grained labeling of 
objects is supported to a ?le level or data base record level, 
but labeling is not applied internally of ASCII ?les, such as 
static HTML pages. 

[0007] Several concepts are involved in knoWn Internet, 
intranet and extranet arrangements Which are exploited in a 
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modi?ed and enhanced form in the invention, knoWn forms 
of Which Will noW be discussed. A ?rst concept is that of the 
Common GateWay Interface (CGI) and a second concept is 
that of the “cookie”. 

[0008] In regard to knoWn CGIs, most Web page access is 
performed using a so-called simple URL (an acronym for 
Universal Resource Locator) of the form 

[0009] a“http://domain.com/dir/pag.html”. 

[0010] This directs the Web server, also knoWn as the 
“httpd server”, managing the Web site domain “domain 
.com” to retrieve the static HTML page “pag.html” from a 
directory called “dir” that is, itself, a subdirectory of a single 
and Well-knoWn directory on the Web server. 

[0011] In contrast, a generaliZed URL invoking a CGI 
interface directs the Web server to invoke another program, 
a CGI program, Which builds the contents of the HTML page 
to be presented to the user in accordance With parameters 
provided in a generaliZed URL (hereinafter sometimes “CGI 
URL” to indicate this function in the context of the inven 
tion). Essentially a CGI program is a stateless interface 
Which executes, When invoked and utiliZing parameters 
provided in the “CGI URL”, to provide a single service to 
the netWork user. Generalized URLs for performing such a 
function are more complex and of the form 

[0012] “http://domain.com/cgi-bin/program/extrap 
ath /parm1=value1&parmN=valueN”. 

[0013] Such a URL tells the Web server to execute the CGI 
program “program”, providing additional path information 
as speci?ed by “extrapath” and providing any desired num 
ber of parameter values (eg parml and parmN) to the CGI 
program. The CGI program then executes and provides the 
result, in HTML format, Which the broWser can interpret and 
display. 

[0014] The concept of a “cookie” is an incident of the fact 
that CGI programs are stateless interfaces performing the 
function of building a response each time invoked and, While 
uses of the CGI program may be logged, the result of the use 
is not. Generally the “cookie” facility alloWs the CGI 
program to maintain state for a broWser session. The CGI is 
free to assign Whatever kind of state it Wants to a cookie 
value it assigns to a broWser and could be considered as 
providing broWser session identity (but not necessarily user 
identity). 

[0015] A “cookie” name and value get assigned to a 
broWser for a speci?c Web server domain. This occurs When 
a CGI script assigns a cookie name and value into the 
Hypertext Transfer Protocol (HTTP) header portion of the 
HTML reply that is sent back to the broWser. The cookie 
name and value are then echoed back to the Web server at the 
identi?ed domain Whenever the broWser issues another 
HTTP request to the Web server. Thus, the cookie name and 
value are present at both the Web broWser and Web server. 
The server can continue to set different values, or set neW 

cookie names, as it desires. This cookie data thus provides 
a means of having the Web server maintain and recogniZe 
state information across multiple client requests. Cookies 
are also assigned lifetimes by the Web server; if ?nite, the 
cookie name and value are stored in a disk ?le at the 
broWser, tied to the domain name. If no expiration is 
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speci?ed, cookies only live in browser memory (but not on 
disk), and are in effect for only as long as the broWser is not 
terminated. 

[0016] A“cookie” value is assigned by a CGI script and is 
unique to the domain. As is knoWn in the art, the “cookie” 
is a passive (in at least the sense that the user has no control 
over its content) group of data, generally randomly assigned 
and may be stored in a ?le at the user’s broWser (in 
connection With assignment of a lifetime parameter). The 
“cookie” value, once assigned, can then be sent to the client 
broWser by the Web server. The client broWser then returns 
it With each transaction requested during the session. Thus, 
the cookie is available at both the domain and the Web server 
for each transaction in the session and can associate the 
transactions in the session With a particular domain. 

[0017] It should be noted that neither CGI programs nor 
cookies, as presently knoWn and used in the art, have any 
security implications. The cookie merely alloWs a Web 
server to, at most, infer information about What occurred on 
previous transactions from the broWser. Strictly speaking, 
even this is not necessarily true, if a user alters the cookie 
value as stored in the disk cookie ?le. Such an act does not 
actually defeat or “spoof” security aspects of the server, 
although it can make the Web server act differently. In fact, 
cookie names and values can never be used as the basis for 

providing security features, unless they are utterly hidden 
from users, to prevent cookie inspection or alteration. 

SUMMARY OF THE INVENTION 

[0018] It is therefore an object of the present invention to 
provide a Web server “?ltering” security service that is 
?eXible in regard to the underlying access control policy, and 
is ?ne-grained in the sense that speci?c portions of static 
HTML ?les may be labeled such that the ?ltering Will eXcise 
the data upon return to the broWser if the user is not 
authoriZed to see the data in accordance With that label. 

[0019] It is another object of the invention to provide the 
service by limiting installation of invention items to Web 
server machines, avoiding the need to install anything on 
Web broWser clients. 

[0020] It is a further object of the invention to provide, in 
a manner transparent to a user (subsequent to entry and 
acceptance of the user’s credentials), access to information 
Which is ?ltered for presentation to the user in accordance 
With access authoriZations corresponding to the user. 

[0021] It is yet another object of the invention to provide 
a convenient arrangement for changing credentials, vieWing 
and changing of ?ne-grained labels, changing of passWords 
and ensuring a logout function. 

[0022] It is another further object of the invention to 
enhance knoWn Web server functions by supporting user 
authentication through CGI scripts, to map MAC and DAC 
credentials to users, embed security labels Within HTML 
?les and provide for changes of passWord, labels, creden 
tials, MAC ranges and/or DAC role lists. 

[0023] In order to accomplish these and other objects of 
the invention, a method of limiting access to information 
stored in HTML ?les accessible by a Web server through a 
CGI script, in Which the information includes HTML label 
structures recogniZable by the CGI script, is provided Which 
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comprising the steps of dynamically storing at a Web server 
a mapping of a Web cookie value to user credentials 
retrieved from CGI accessible registry storage, to thereby 
establish the Web cookie as a security cookie in the mapping, 
creating a set of the credentials by prompting a user for for 
authentication information, validating the authenication 
information against user information retrieved from the CGI 
accessible registry storage in response to a request for 
retrieval of a stored HTML ?le that Was not accompanied by 
a Web cookie name and value contained Within said map 
ping, retrieving the stored HTML ?le in response to a 
request from a user accompanied by said security cookie 
value, ?ltering the stored HTML ?le in accordance With the 
user credentials associated With the security cookie value to 
form ?ltered information in accordance With the HTML 
label structures, and returning the ?ltered information to the 
user. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] The foregoing and other objects, aspects and 
advantages Will be better understood from the folloWing 
detailed description of a preferred embodiment of the inven 
tion With reference to the draWings, in Which: 

[0025] FIG. 1 is a high-level block diagram of the system 
architecture of knoWn Internet-style communication 
arrangements Which is also employed in the invention, 

[0026] FIG. 2 is a How chart/high-level block diagram of 
the Getpage function in accordance With the invention, 

[0027] FIG. 3 is a floW chart/high-level block diagram of 
the Authenticate function in accordance With the invention, 

[0028] FIG. 4 illustrates the architecture of the invention, 
including the subject matter of FIG. 1 and shoWing the data 
How for authentication and page ?ltering and including the 
Getpage and Authentication functions of FIGS. 2 and 3, 
respectively, 
[0029] FIG. 5 is a How chart/high-level block diagram of 
the VieW Credentials function in accordance With the inven 
tion, 
[0030] FIG. 6 is a How chart/high-level block .diagram of 
the Change Credentials function in accordance With the 
invention, 
[0031] FIG. 7 is a How chart/high-level block diagram of 
the passWord form function in accordance With the inven 
tion, 
[0032] FIG. 8 is a How chart/high-level block diagram of 
the Change PassWord function in accordance With the inven 
tion, 
[0033] FIG. 9 illustrates the architecture of the invention, 
as also shoWn in FIG. 4 and shoWing the data How for 
credential/Password operations and including the VieW Cre 
dentials, Change Credentials, passWord form and change 
passWord functions of FIGS. 5, 6, 7 and 8, respectively, 

[0034] FIG. 10 is a How chart/high-level block diagram of 
the VieW Label function in accordance With the invention, 

[0035] FIG. 11 is a How chart/high-level block diagram of 
the Change Label function in accordance With the invention, 

[0036] FIG. 12 is a How chart/high-level block diagram of 
the Logout function in accordance With the invention, and 
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[0037] FIG. 13 illustrates the architecture of the invention, 
as also shown in FIG. 4 and showing the data How for 
authentication and page ?ltering and including the Label and 
Logout operations functions of FIGS. 10, 11 and 12, respec 
tively. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT OF THE INVENTION 

[0038] Referring noW to the draWings, and more particu 
larly to FIG. 1, there is shoWn a high-level schematic 
diagram of the architecture 10 of a netWork system such as 
is found in internet, intranet and extranet applications. This 
portion of the system architecture Will also be found in 
FIGS. 4, 9 and 13 Which are illustrative of the architecture 
of the invention and operations performed therein in accor 
dance With the invention. Accordingly, the architecture of 
FIG. 1 Will also be common to the architecture of a portion 
of the invention but, in regard to the invention, the content 
of data routed therethrough Will be characteristically differ 
ent from that commonly used in the art. Further, FIG. 1 is 
arranged to facilitate an understanding of the invention and 
the compatibility of the invention With currently knoWn 
systems. Accordingly, no portion of FIG. 1 is admitted to be 
prior art as to the present invention beyond the description 
of the operation of knoWn systems Which immediately 
folloWs. 

[0039] Speci?cally, in knoWn systems a computer 20, such 
as a personal computer (PC), Will contain a Web broWser 30 
of a type and con?guration Which is not important to the 
practice of the invention. The Web broWser 30 handles 
communications With a Web server and cooperates With the 
computer 20 to present a display and other aspects of the 
netWork interface to the user. The computer 20 Will also 
include some form of interface 25 to a communication link 
or netWork 40. A modem Would, for example, be an appro 
priate interface to a netWork communicating over telephone 
lines or other audio links. 

[0040] The communication link 40 Will enable communi 
cation of the Web broWser 30 With the Web server or server 
50 Which Will thus respond to user inquiries or other control 
functions communicated from the interface to the Web server 
50 by the broWser 30. The Web server 50 Will communicate 
With its storage (possibly including relational database inter 
faces to other machines through its CGI scripts) to assemble 
a response to be returned to the broWser 30. 

[0041] A typical session using the architecture of FIG. 1 
Will begin With the establishment of a netWork link 40 and 
the transmittal of a request to the Web server 50. This may 
include a communication protocol Which may include a 
plurality of bidirectional transmissions including processing 
of a user name and passWord as stored at memory 70 over 

link 40. When the link is established, a Web server may 
choose to set, or transfer, a “cookie” to the broWser, and may 
in fact continually perform such “cookie” setting operations 
With different values as the session proceeds. As alluded to 
above, the “cookie” alloWs results of independent transac 
tions Which are part of the same user session to be associated 
into a larger session transaction. Individual purchases placed 
into a “virtual shopping cart” Would be an example of such 
a session transaction; the “cookie” associating the indepen 
dent transactions and alloWing an aggregate summation or 
totaliZation of the session transaction to be done. 
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[0042] Once the link has become established, one or more 
requests for information to retrieve HTML documents 80 or 
execution of CGI programs 90 to build such pages may be 
sent, serviced and the results returned in HTML format for 
display to the user at computer 20 in the course of a session. 
The results may be aggregated in accordance With the 
“cookie” as alluded to above, if the server has chosen to use 
cookies. The session transaction, as tied together by the 
cookie, terminates once the client is no longer capable of 
transmitting the cookie value to the Web server on each 
individual transaction. 

[0043] This termination can occur in tWo Ways depending 
on the establishment of an expiration for the cookie by the 
Web server. First, if there is no cookie expiration established 
by the Web server, the cookie is not permanently stored at the 
client; once the Web broWser is terminated, the cookie and, 
hence, the session are lost. Second, if there is a cookie 
expiration established by the Web server, the cookie and 
expiration time are stored on the Web broWser machine’s 
disk. The session transaction thus holds across multiple 
transactions and invocations and terminations of the Web 
broWser until the expiration time is reached. 

[0044] By Way of introduction to the invention With the 
foregoing as background, the invention provides signi?cant 
enhancements to and different functionality of both the 
“cookie” and CGI interfaces, as described above. Speci? 
cally, the key to the solution of the problems of providing 
?ne-grained security While maintaining full compatibility 
With present systems is provided in accordance With the 
invention by ensuring that each Web server is properly 
con?gured to exercise the function of a trusted services 
broker (TSB) for the smallest divisions of data and the most 
subtle distinctions in access authoriZation that may be 
desired. 

[0045] The solution provided by the invention is imple 
mented via CGI scripts under the control of con?guration 
data Which is maintained by a trusted administrator. TWo 
parameters Within the con?guration data, document location 
and cookie name, are particularly important and Will be 
discussed in detail beloW. In practice, hoWever, a preferred 
form of the invention alloWs, as a perfecting feature, for one 
Web server to manage several “virtual Web sites”, each With 
its oWn unique con?guration and behavior. The CGI scripts 
implementing the invention determine Which virtual Web 
site is being addressed by a client via the “extrapath” 
information that is part of the incoming URL. There is a 
separate con?guration ?le for each “virtual Web site” sup 
ported, accessed according to the string value supplied in 
“extrapath”. Multiple virtual Web sites can be used to alloW 
for one Web server to support tWo different security needs 
Without the necessity of running multiple servers. Alterna 
tively, this capability alloWs support of a virtual Web site for 
demonstration or diagnostic purposes. 

[0046] Regardless of Whether one or multiple Web sites are 
supported, the tWo most important ?elds Within any con 
?guration ?le are: 

[0047] 1. Document location—This information is pro 
vided in, for example, a look-up table format and names 
another directory on the Web server machine Where the 
desired document is located in secured HTML ?les. By 
storing in a unique location, users cannot use a simple URL 
for retrieving a secured Web page, including any security 
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labels it may contain. Security can thus not be bypassed 
using a simple URL since the Web server Will look only in 
its oWn “Well-known repository” of unsecured HTML pages 
in response to a simple URL. The provision for a unique 
location for secured HTML pages also separates them from 
other virtual Web sites on the server Which may label data 
differently in different directories. 

[0048] 2. Cookie name - The basis for forcing user authen 
tication and then binding a broWser session to a user identity 
and associated credentials is the Web “cookie” mechanism. 
Each virtual Web site must use a unique “cookie” name. 
Standard Web broWsers support a “cookie ?le” in Which 
cookie values are assigned to cookie names for a particular 
domain When Web servers perform a special “set cookie” 
action. Once a cookie has been set, the broWser sends it and 
any other cookie it may have for this Web server’s domain 
at each URL request. 

[0049] Since the invention uses the value of the cookie as 
a means for mapping user identity and credentials to that 
value, the cookie is thus effectively a surrogate credential for 
the user in regard to the document locations Which may be 
accessed. The “cookie” as employed in the invention Will 
hereinafter be referred to as a “security cookie” to indicate 
the surrogate credential function and to differentiate the 
“cookie” as utiliZed in the invention from the functionality 
of “cookies” as previously knoWn and used, even though the 
security cookie can be accommodated by knoWn systems. 

[0050] Incidentally, it should be understood that the inven 
tion as Will be as described beloW is inconsistent With one 
common HTML feature knoWn as “framing”. Therefore, the 
folloWing discussion assumes that no HTML “frame” state 
ments are contained in the static information to Which 
security labels are to be applied in accordance With the 
invention. 

[0051] The preferred embodiment of the invention 
employs nine “security CGI programs” (sometimes referred 
to hereinafter as “security CGIs”; the term “security CGI” 
being used to differentiate the functions of the CGI scripts 
Which support the functions of the invention from the 
arbitrary CGI scripts Which may be programmed to perform 
arbitrary desired servicing of user requests). These nine 
security CGIs collectively constitute a “trusted services 
broker” as applied to Web HTML data and, for reference, are 
denoted and discussed beloW as Getpage, Authenticate, 
VieW Credentials, Change Credentials, VieW Label, Change 
Label, Change PassWord, PassWord Form and Logout. 
These security CGIs Will be discussed in turn in connection 
With FIGS. 2, 3, 5, 6, 7, 8, 10, 11 and 12, respectively, and 
in relevant combinations in connection With FIGS. 4, 9 and 
13, respectively. 

[0052] Referring noW to FIGS. 2, 3 and 4, the Getpage 
security CGI illustrated in FIG. 2 is divided into four 
phases: the ?rst phase 210, including steps 211, 212, 213 and 
214, provides preliminary support for determining Whether 
the user is already in possession of a security cookie. The 
second phase 220, including steps 221, 222 and 223, con 
stitutes the security ?lter function Which is the main task of 
the Web server trusted services broker (TSB). A third phase 
230, including steps 231, 232, 233 and 234, provides the 
setup for providing a user authentication, and a fourth phase 
240, comprising step 241 is a ?nal step common to either 
phase 220 or 230. 
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[0053] The ?rst phase 210 determines if the client has a 
security cookie and, if so, provides for the creation and 
necessary manipulations of the security cookie “surrogate 
credential” into an actual credential such as a user or group 

identity. The creation of the actual credential from the 
security cookie provides discrimination in regard to access 
authoriZation to Whatever degree may be desired. The sec 
ond phase 220 retrieves the desired information and 
assembles the HTML page to be returned to the user, taking 
account of comparisons of security labels Which may be 
freely embedded in the data in comparison With the actual 
credentials derived from the security cookie to ?lter the 
information in a ?ne-grained manner. In this latter regard, as 
Will be discussed in greater detail beloW, the particular 
HTML page assembled and transmitted on any particular 
execution of the Getpage CGI script depends on the creden 
tial values derived from the security cookie. The third phase 
230 prepares for a neW user authentication described beloW. 

[0054] Before proceeding to a detailed discussion of 
FIGS. 2 and 3, it should be noted that the data How 
diagrams represented by FIGS. 4, 9, and 13 differ from the 
arrangement illustrated in FIG. 1 in one facet. Although 
these three data ?oWs are of a loWer, more detailed level than 
FIG. 1, the functions of the Web server and CGI logic as 
denoted by numbers 50 and 90 in FIG. 1 are merged into one 
boX in these more detailed descriptions, because the native 
Web server functions simply serve as a middleman module 
betWeen the CGI scripts and the Web broWser. 

[0055] Dynamic storage (also subject to administrator 
control) of cookie mappings including user names, current 
credential, credential range and the last requested HTML 
page is provided in storage 460. It should be noted that the 
“credential range” stored under both 460 and 470 contain the 
same information. The reason for the duplication is that once 
a user is authenticated, the desire is to no longer reference 
this information directly from the TSB Registry 470 but 
rather from the cookie mappings 460. TSB con?guration 
data is stored at 430 and is read by any CGI script during 
initialiZation and contains the locations of secured HTML 
pages or other articulations of secured data stored at 420. 
The location of secured data are accessible only through 
CGI scripts. 

[0056] The Web broWser 30 potentially differs from that 
shoWn in FIG. 1 by providing for storage of the user’s 
cookie for the current session. A preferred embodiment of 
the invention assigns no lifetime to the cookie, so that the 
cookie is only stored in the Web broWser memory, and not 
on disk. Not only does this better protect the sensitive values 
of the “security cookie”, it makes it impossible for the 
broWser to be restarted and automatically already have its 
credentials established With the Web server. It is also pre 
ferred to provide a Secure Socket Layer (SSL) encryption 
450 as part of the Web broWser interface to prevent theft of 
a valid cookie by a “netWork sniffer”. As Will be described 
beloW, a Logout security CGI is also provided to limit 
duration of the existence of each valid cookie to that of a 
session. Therefore, periodic destruction of active cookies 
through Web server administrative action is limited to ses 
sions in Which the user has neglected to Logout. 

[0057] Speci?cally, as shoWn in the ?oWcharts represented 
by FIGS. 2 and 3, both the Getpage and Authenticate 
functions begin With parsing the input URL to detect inputs 
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from the browser, as illustrated in 211, 311. The “additional 
path information”, or “extrapath” part of the URL denotes 
Which con?guration data ?le is to be accessed by the CGI for 
knowing the cookie name, HTML document location, and 
other processing parameters such as security policy (e.g. 
MAC or DAC), the location of the registry, and other ?ags 
that affect detailed processing (212, 312). The Getpage 
function additionally gets the requested HTML page from 
the parameter list portion of the URL (211). The Authenti 
cate function receives authentication information such as 
username and passWord as typed by the user doing a logon, 
by virtue of the Web form passing the data via the HTTP 
POST protocol instead of using the URL parameter list, so 
as to better hide this sensitive authentication data 311). 

[0058] Additional ?elds obtained from the con?guration 
data, as shoWn in 212 and 312, have the folloWing meanings. 
For the Getpage function, the TSB header option determines 
Whether the additional hypertext links in support of chang 
ing credentials or passWord, or logging out, appear exclu 
sively at the top and/or partially at the bottom or other 
portion of the format of the user interface or display. The 
special image names denote additional graphics ?les to 
display at the top and bottom of the HTML if speci?c 
registry controls have been enabled. Neither of these fea 
tures is particularly important to the invention, and could be 
omitted Without signi?cant draWbacks. For the Authenticate 
function, a “shortcut” option dictates Whether, upon a suc 
cessful authentication, the broWser is given a reply that 
denotes the success, but to Which a user must click a 
hypertext link to get the originally requested and ?ltered 
HTML page, or Whether upon success the requested and 
?ltered page is returned immediately, Without the interme 
diate reply. Although the shortcut is often vieWed as a 
convenience and as having better human factors, it also 
could be omitted Without departing from the principles of 
the invention. 

[0059] The Getpage function of FIG. 2 continues With 
retrieval of any cookies it Was sent. In a CGI, this is 
performed by reading an environment variable that the 
native Web server sets (213). Cookies are provided in the 
form of name=value. Step 214 determines if any of these 
cookies has a “name” that matches the name denoted by the 
con?guration ?le. If so, the “value” is used as a lookup key 
to see if the server already has mapped credential informa 
tion to it (FIG. 4, item 460). If this is also so, then control 
is passed to item 221 to perform the basic document ?ltering 
function. If either condition is not met, an authentication is 
necessary before attempting to send back ?ltered HTML 
pages, hence control is passed to step 231. 

[0060] If an authentication is needed, step 231 assigns a 
neW random value to the client and the requested HTML 
page name is mapped to this value for later retrieval, as 
illustrated at 232. Then, in steps 233 and 234, a “Web form” 
is built for transmission (241) to the client that requests user 
identi?cation data (eg user name and passWord). In addi 
tion, the HTTP header of this transaction is supplied a “set 
cookie” directive so that the broWser echoes back this 
particular cookie value on all subsequent requests. This 
cookie value is only valid during the current broWser session 
and disappears When the broWser is terminated. When the 
“Web form” is submitted, the Authenticate function (as 
illustrated in FIG. 3) is invoked through a corresponding 
CGI script in accordance With the invention. 
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[0061] It should be understood that the cookie thus set is 
necessary to carry out the Authentication CGI script and 
access to secured data Will not be granted unless the Authen 
tication process is successful. If the Authentication process 
is successful, the cookie is established as a security cookie 
through having the CGI script map the user identity and 
credentials to the cookie value. This mapping establishes the 
security cookie as a surrogate credential. 

[0062] Referring noW to FIG. 3 and assuming that steps 
311 and 312, described above, have been carried out, a 
determination is made at 313 if a cookie (e.g. security 
cookie) value Was included (e.g. sent back to the Web server 
from the storage 440 of the broWser) in the request. If not, 
an HTML page “body” is built reporting an anomalous 
condition (314) most likely caused by a user having saved an 
old AUTHENTICATE CGI URL as a bookmark, and replay 
ing it back to the Web server much later before properly 
trying to authenticate via the GETPAGE CGI. A standard 
HTTP header is constructed (323). The header and body can 
be built in any order, and are transmitted to the client/ 
broWser (324). 
[0063] If, hoWever, a cookie value Was transmitted With 
the request, the user name and passWord is authenticated by 
comparison against the data statically stored in the TSB 
registry. If the comparison is not successful, as determined 
at 316, the process branches to 317 to build an HTML body 
indicating a failed logon and a message for retry, preferably 
in the form of a hypertext link to re-enter the Getpage 
process of FIG. 2. 

[0064] If the authentication has been successful, the user 
is informed and provided With a link to continue (411 of 
FIG. 4) and it is determined at 318 if an entry for the security 
cookie value exists in dynamic cookie mapping store 460. 
This Will generally be the case if the Authenticate process 
Was preceded by an initial Getpage request -in preceding 
steps 231, 232 of FIG. 2. If the mapping does not exist, an 
HTML “body” is built, reporting an anomalous condition 
(319) most likely caused by a user having saved an old 
AUTHENTICATE CGI URL as a bookmark, and replaying 
it back to the Web server much later before properly trying 
to authenticate via the GETPAGE CGI. A standard HTTP 
header is constructed (323). The header and body can be 
built in any order, and are transmitted to the client/broWser 

(324). 
[0065] If dynamic mapping does exist, user credentials are 
obtained from the TSB registry as a function of the supplied 
user name. The user name and credentials are associated 

With the security cookie value and the identi?cation of the 
requested HTML page is obtained from dynamic mapping 
memory 460. If the “shortcut” option Was con?gured to be 
off, a “body” is built to tell the user that authentication Was 
successful. A hypertext link to the GETPAGE CGI is 
included, so that When the user gets the reply, the user must 
click the hypertext link to receive the ?rst ?ltered page 
(321). If the “shortcut” option is con?gured to be on, this 
intermediate reply is skipped, and the ?ltered data is sent 
immediately (322). The logic of 322 in FIG. 3 and the logic 
of 223 in FIG. 2 are the same. When the shortcut is on, a 
user that sees ?ltered data immediately after having supplied 
authentication data knoWs the logon succeeded, otherWise 
an error panel Would have been returned instead. 

[0066] To recapitulate With reference to FIG. 4, a user 
makes a request 401 to the invention to retrieve a ?ltered 
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page. When the client as yet has no valid cookie, the 
invention detects this, assigns a random cookie value, and 
adds a neW entry to the dynamic mappings With this value 
as a lookup key, and maps the requested HTML page (410) 
to this value. The reply sent back to the broWser (403) is a 
Web form requesting the user type authentication informa 
tion. This reply also includes the “set cookie” operation that 
endoWs the broWser With the cookie value. 

[0067] When the form is returned (405) With the user 
name, cookie value and passWord in the next request, the 
user name and passWord can then be compared against 
registered user information statically stored in the TSB 
registry in the performance of step 315 and retrieved as 
indicated at 408 in response to detection of a cookie value 
(406). The comparison is typically one based on cryptologi 
cal methods if authentication is passWord based, as indicated 
at 407. After a successful authentication, the other ?elds of 
the dynamic mapping are established (409) including the 
user name and the credentials data retrieved from the reg 
istry. This effectively establishes the “security cookies”. The 
originally requested page is obtained from the cookie map 
ping (410), and as shoWn in the diagram, used to ?ll a 
hypertext link in the broWser reply (411), Which illustrates 
the scenario Where the shortcut option is con?gured to be 
off. If the user clicks the hypertext link, this results in a 
GETPAGE request (412), Which like all subsequent requests 
includes the cookie information established earlier under 
403. 

[0068] This invocation of GETPAGE detects the existence 
of the cookie value Within dynamic mappings, and can thus 
infer that the user has already performed the authentication 
process, through the fact that the broWser is capable of 
supplying a valid knoWn cookie value. GETPAGE thus 
retrieves the credentials information from the mappings 
(413), retrieves the HTML ?le speci?ed in the URL, ?ltering 
it in accordance With Whether the user’s credentials are 
sufficient to be alloWed access to the HTML page, or any 
?ne-grained portion thereof, and adding other items to the 
HTML such as images and headers, and returns this ?ltered 
reply back to the broWser (414), as Will noW be discussed in 
detail. 

[0069] Returning noW to FIG. 2, after the identi?cation of 
the requested HTML page has been read from dynamic 
mapping memory as shoWn at 221 (410 in FIG. 4), a 
standard HTTP header is built as shoWn at 222 and the 
requested HTML body corresponding to the requested 
HTML page is constructed. In addition to construction of a 
TSB header and optional footer and hypertext links to other 
CGI scripts (such as for passWord change, logout and other 
secure CGI scripts in accordance With the invention Which 
Will be described beloW), the requested HTML page is read 
off disk and scanned for ?ne-grained and page security 
labels. 

[0070] If a page security label is found, the label is 
compared With the user’s mapped credentials. If the page 
security label exceeds the authoriZation indicated by the 
user’s credentials, an “access denied” page is constructed 
and returned to the client/broWser. OtherWise, the user’s 
credential is compared against ?ne grained security labels of 
the form: 

[0071] <seclabel LABEL> [other HTML constructs] 
</seclabel> 
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[0072] Where LABEL is a string representation of the ?ne 
grained label (e.g., in a DAC access policy, it might be an 
access control list like “engineerzrw, ?nancezr”, and in a 
MAC access policy, it might be “TopSecret/Nato”) The 
“(other HTML constructs]” betWeen any <seclabel> and 
</seclabel> pair de?ne the HTML data the label protects. 
The preferred form of the invention does not support nesting 
of labels; in fact, the invention deems a ?le to be mislabeled 
and, hence, not retrievable to broWsers under any circum 
stances if it encounters tWo <seclabel> structures Without an 

intervening </seclabel>, or vice versa. Nevertheless, as can 
be appreciated, imbedding of such ?ne-grained label con 
structs alloWs great latitude in controlling access to portions 
of a single, static HTML page, even Without nesting, Which 
Would greatly complicate the ?ltering algorithms. 

[0073] Data in the HTML page can thus be ?ltered against 
the user’s credentials and only data and links to Which access 
is authoriZed is presented to the user as depicted at 223. In 
the same process, hypertext links to Which the user is 
granted access are converted to an appropriate Getpage CGI 
function. For example, the invention alloWs the WebMaster 
or other Web administrator to create these secured Web pages 
such that if a hypertext link refers to another user selectable 
secured page, the Web administrator simply provides the 
relative name, and the invention converts the hypertext link 
to an appropriate Getpage CGI URL name format during the 
?ltering process. Note that just because the user has access 
to the hypertext link in one ?ltered page does not guarantee 
anything in regard to Whether or hoW much access a user has 
to a page that the user chooses to retrieve via clicking the 
hypertext link. This ?ltering process is considered to be the 
principal function of the trusted services broker (TSB) in 
accordance With the invention. 

[0074] HoWever, to provide a preferred environment for 
the user and for manipulations or operations using other CGI 
scripts in accordance With the invention and Which Will be 
described beloW, it is preferred as a perfecting feature of the 
invention to provide unobtrusive marks (e.g. small graphical 
image ?le (GIF) images such as loW contrast dots in a 
display) of the text at the location in the text of any vieWable 
?ne-grained labeled data (eg at the location of the HTML 
label structure), one image denoting the start of the labeled 
data, and another image denoting its end. The starting GIF 
image may be clicked to invoke another CGI function to 
vieW the label contents. 

[0075] More speci?cally, additional CGI scripts are pref 
erably provided to alloW the user, if authoriZed, to vieW or 
change passWords, security labeling, credentials and to 
perform a logout. These controls are preferably presented, to 
the extent authoriZed to a particular user, Within a so-called 
TSB header, or header and footer, that are placed before and 
after the ?ltered HTML data. A logout CGI script Would be 
of particular value if the Web broWser machine Were open to 
the public, and the Web broWser left running as multiple 
people used the system in turn. Labeling CGI scripts are 
important if it is important to let people see the label value 
of ?ne-grained sections for Which they have access, and to 
perhaps change those labels Within the access control rules. 
Credential CGI scripts are important if the access policy 
grants the user a range of potential values, Which can be 
changed, perhaps to satisfy a “least privilege” policy. Pass 










