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1. 

ADJUSTING MOBILE DEVICE STATE BASED 
ONUSER INTENTIONS AND/OR DENTITY 

TECHNICAL FIELD 

This disclosure generally relates to mobile electronic 
devices and more specifically relates to automatically adjust 
ing the current operation state of a mobile electronic device 
based on a detected user intention. 

BACKGROUND 

A mobile electronic device. Such as a Smartphone, tablet, 
notebook computer, etc., may have multiple operation states. 
For example, while a mobile device is not being used by its 
user, it may be in a power-saving or sleep state (e.g., the 
screen is dim or dark) in order to decrease power-consump 
tion level and prolong battery life. In some cases, the mobile 
device may also be in an input locked State (e.g., the touch 
screen or keypad of the mobile device is locked) so that the 
mobile device does not perform unintentional or accidental 
operations. In other cases, the mobile device may be security 
locked, such that a user is required to provide a correct pass 
word or personal identification number (PIN) in order to 
unlock and use the device. On the other hand, while the 
mobile device is being actively used by its user, it may be in 
a normal operation state (e.g., at full power level and with the 
screen or keypad unlocked and ready to receive user input). 

SUMMARY 

This disclosure generally relates to mobile electronic 
devices and more specifically relates to automatically adjust 
ing the current operation state of a mobile electronic device 
based on a detected user intention and/or the user's identity. 

In particular embodiments, while a mobile electronic 
device is in a first operation state, it receives sensor data from 
one or more sensors of the mobile electronic device. The 
mobile electronic device analyzes the sensor data to estimate 
a current intention of a user with respect to the mobile elec 
tronic device; and transition from the first operation state to a 
second operation state based on the current intention of the 
user with respect to the mobile electronic device. 

These and other features, aspects, and advantages of the 
disclosure are described in more detail below in the detailed 
description and in conjunction with the following figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates an example mobile electronic device. 
FIG. 2 illustrates the exterior of an example mobile device. 
FIG. 3 illustrates an example method for automatically 

adjusting the current state of a mobile electronic device based 
on a detected user intention. 

FIGS. 4A-4B illustrate two example state transition dia 
grams. 

FIG. 5 illustrates an example computer system. 

DESCRIPTION OF EXAMPLE EMBODIMENTS 

This disclosure is now described in detail with reference to 
a few embodiments thereofas illustrated in the accompanying 
drawings. In the following description, numerous specific 
details are set forth in order to provide a thorough understand 
ing of this disclosure. However, this disclosure may be prac 
ticed without some or all of these specific details. In other 
instances, well known process steps and/or structures have 
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2 
not been described in detail in order not to unnecessarily 
obscure this disclosure. In addition, while the disclosure is 
described in conjunction with the particular embodiments, it 
should be understood that this description is not intended to 
limit the disclosure to the described embodiments. To the 
contrary, the description is intended to cover alternatives, 
modifications, and equivalents as may be included within the 
spirit and scope of the disclosure as defined by the appended 
claims. 
A mobile electronic device, such as a Smartphone, tablet or 

notebook, may have multiple operation states. For example, 
when a mobile device has not being used by its user for a 
period of time (e.g., a few seconds), it may enter into a 
power-saving state. At the power-saving state, the mobile 
device may operate at a lower power level in order to save 
energy and prolong battery life. The screen of the mobile 
device may be dim or dark. To bring the mobile device out of 
the power-saving state into the normal power state, the user 
may need to perform an action with the mobile device (e.g., 
pushing the powerbutton of the mobile device). In some cases 
(e.g., after the mobile device is in the power-saving state for a 
few seconds), the mobile device may also enter into an input 
lock state. At the input-lock state, the input component (e.g., 
keypad or touch-sensitive screen) of the mobile device may 
be locked to prevent accidental inputs causing unintentional 
operations. To unlock the keypad or screen of the mobile 
device, the user may need to perform another action with the 
mobile device. For example, if the mobile device has a key 
pad, the user may need to push a key. If the mobile device has 
a touch-sensitive screen, the user may need to press a control 
to power up the device and make a Swipe gesture on the 
screen. In addition, the mobile device may have a security 
lock state. At the security-lock state, the mobile device is 
password or PIN (Personal Identification Number) locked to 
prevent unauthorized access to and usage of the mobile 
device. To unlock the mobile device, the user may need to 
enter the appropriate password or PIN. When the mobile 
device is being actively used by its user, it may be in a normal 
operation state (e.g., operating at the full power level and 
ready to receive user inputs). In some cases, the mobile device 
may be in an operation state where its audio output is turned 
on, an operation state where its audio output is turned off, or 
an operation state where its audio output is in a specific mode 
(e.g., loud, quiet, vibrate, etc.). Other operation states may 
also be possible, and this disclosure contemplates any appli 
cable operation state. 
At any given time, a mobile device may be in any one of the 

operation states, depending on, for example, whether the user 
is currently using the mobile device, the amount of time 
passed since the user's last use of the mobile device, the 
location of the mobile device (e.g., in a carrying case, in the 
user's pocket or purse, etc.). 

For example, Suppose that the user has not used his mobile 
device (e.g., an Apple iPhone) for some time and the mobile 
device has been stored in the user's pocket. In this case, the 
mobile device is most likely in the power-saving state to save 
battery as well as the input-lock state to prevent accidental 
inputs. In addition, the mobile device may also be in the 
security-lock state to prevent unauthorized access to the 
mobile device. Further suppose that the user now wishes to 
use his mobile device. The user may need to: (1) take the 
mobile device out of his pocket; (2) push the power button to 
bring the mobile device out of the power-saving state; and (3) 
Swipe the touch screen to unlock the input component of the 
mobile device. In addition, if the mobile device is security 
locked as well, then the user also needs to enter the password 
or PIN to unlock the mobile device. At least, the user needs to 
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perform a few actions, which may take several seconds, 
before the mobile device is ready to be used. Considering that 
Such a sequence of actions may need to be performed several 
times a day (e.g., each time the user needs to use his mobile 
device after not using the mobile device for a period of time), 
it may become annoying. 

Therefore, particular embodiments may automatically 
adjust the current state of a mobile electronic device based on 
the intention of a user with respect to the mobile electronic 
device. In particular embodiments, a mobile electronic 
device. Such as a mobile device, may include various types of 
sensors, such as, for example and without limitation, touch 
sensors (disposed, for example, on a display of the device, the 
back of the device and/or one or more lateral edges of the 
device) for detecting a user touching the surface of the mobile 
electronic device (e.g., using one or more fingers), acceler 
ometer for detecting whether the mobile electronic device is 
moving and the speed of the movement, thermometer for 
measuring the temperature change near the mobile electronic 
device, proximity sensor for detecting the proximity of the 
mobile electronic device to another object (e.g., a hand, desk, 
or other object), light sensor for measuring the ambient light 
around the mobile electronic device, imaging sensor (e.g., 
camera) for capturing digital images of objects near the 
mobile electronic device, location sensors (e.g., Global Posi 
tioning System (GPS)) for determining the location (e.g., in 
terms of latitude and longitude) of the mobile electronic 
device, near field communication (NFC) sensors, Bluetooth 
sensors, etc. This disclosure contemplates that a mobile elec 
tronic device may include any applicable type of sensors. 
These sensors may provide various types of sensor data, 
which may be analyzed to determine the user's intention with 
respect to the mobile electronic device at a given time. 

FIG. 1 illustrates an example mobile electronic device 100. 
In particular embodiments, mobile electronic device 100 may 
include processor 110, memory 120, communication compo 
nent 130 (e.g., antenna and communication interface for wire 
less communications), and a number of sensors 150 of vari 
ous types (e.g., touch sensor, accelerometer, thermometer, 
proximity sensor, light sensor, imaging sensor, etc.). In par 
ticular embodiments, a sensors hub 140 may optionally be 
included in mobile device 100. Sensors 150 may be con 
nected to sensors hub 140, which may be a low power-con 
Suming processor that controls sensors 150, manages power 
for sensors 150, processes sensor inputs, aggregates sensor 
data, and performs certain sensor functions. In addition, in 
particular embodiments, some types of sensors 150 may be 
connected to a controller 160. In this case, sensors hub 140 
may be connected to controller 160, which in turn is con 
nected to sensor 150. Alternatively, in particular embodi 
ments, there may be a sensor monitor in place of sensors hub 
140 for managing sensors 150. 

In particular embodiments, mobile electronic device 100 
(e.g., a mobile device) may have a touchscreen as its input 
component. FIG. 2 illustrates the exterior of an example 
mobile device 200. Mobile device 200 has six sides: front, 
back, top, bottom, left, and right. Touch sensors may be 
placed anywhere on any of the six sides of mobile device 200. 
For example, in FIG. 2, a touchscreen incorporating touch 
sensors 210A is placed on the front of mobile device 200. The 
touchscreen may function as an input/output (IO) component 
for mobile device 200. In addition, touch sensors 210B and 
210C are placed on the left and right sides of mobile device 
200, respectively. Touch sensors 210B and 210C may detect 
a user's hand touching the sides of mobile device 200. In 
particular embodiments, touch sensors 210A, 210B, 210C 
may be implemented using resistive, capacitive, and/or 
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4 
inductive touch sensors. The electrodes of the touch sensors 
210A, 210B, 210C may be arranged on a thin solid piece of 
material or a thin wire mesh. In the case of capacitive touch 
sensors, there may be two types of electrodes: transmitting 
and receiving. These electrodes may be connected to a con 
troller (e.g., controller 160 illustrated in FIG. 1), which may 
be a microchip designed to drive the transmitting electrodes 
with electrical pulses and measure the changes in capacitance 
from the receiving electrodes caused by a users touches in 
order to detect the locations of the user touches. 
Of course, mobile device 200 is merely an example. In 

practice, a device may have any number of sides, and this 
disclosure contemplates devices with any number of sides. 
The touch sensors may be placed on any side of a device. 

In particular embodiments, mobile device 200 may have a 
proximity sensor 220 (e.g., an infrared LED (light-emitting 
diode)) placed on its back side. Proximity sensor 220 may be 
able to Supply sensor data for determining its proximity, and 
thus the proximity of mobile device 200, to another object. 

FIG. 3 illustrates an example method for automatically 
adjusting the current state of a mobile electronic device (e.g., 
mobile electronic device 100 illustrated in FIG. 1 or mobile 
device 200 illustrated in FIG. 2) based on a detected user 
intention. In particular embodiments, a mobile electronic 
device may include any number of sensors of various types. 
These sensors may provide various types of sensor data. Upon 
receiving sensor data from one or more such sensors, as 
illustrated in STEP310, the sensor data may be processed and 
analyzed to estimate or detect the current intention of a user 
with respect to the mobile electronic device, as illustrated in 
STEP 320. The current operation state of the mobile elec 
tronic device may be transitioned from one operation state to 
another operation state based on the estimated current inten 
tion of the user with respect to the mobile electronic device, as 
illustrated in STEP 330. In addition, optionally, the opera 
tions of some of the sensors may also be adjusted based on the 
current state of the mobile electronic device or the estimated 
current intention of the user with respect to the mobile elec 
tronic device, as illustrated in STEP340. The steps illustrated 
in FIG. 3 are explained in more detail using the following 
examples. 

For the first example, Suppose that a user has a mobile 
device. However, the user has not used the mobile device for 
some time and the mobile device is stored in the user's pocket. 
Thus, the mobile device is currently in the power-saving state 
(e.g., with its screen dim or dark), and the input (e.g., touch 
screen) of the mobile device is locked (i.e., in the input-lock 
state). Further suppose that the user desires to use the mobile 
device. Thus, the user may reach into his pocket, grab hold of 
the mobile device, and take it out of the pocket. In particular 
embodiments, while in the power-saving state, a processor of 
the device (such as a main CPU or a controller) may periodi 
cally wake up (for example, every 100 milliseconds) and poll 
one or more sensors to detect if a user has picked the device. 
Alternatively, in particular embodiments, the CPU may be 
waken up by other means without having to specifically poll 
the sensors. For example, the CPU may be waken up through 
an interrupt signal or event or by dumb circuit. 

In particular embodiments, in addition to the front side, the 
mobile device may have touch sensors on the left and right 
sides. Optionally, the mobile device may also have touch 
sensors on the back, top, or bottom side (e.g., mobile device 
200 illustrated in FIG. 2). Thus, as the users hand touches the 
mobile device to grab hold of it, the touch sensors may detect 
the user's fingers or palm touching the mobile device. The 
touch-sensor data may be analyzed to determine when and 
where the user has touched the mobile device. When the user 
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touches the mobile device, it may be an indication that the 
user may wish to use the mobile device. In particular embodi 
ments, upon detecting that the user has touched the mobile 
device, the mobile device may be brought out of the power 
saving state into normal operation state. The main CPU may 
be transitioned to a powered-up state, the screen of the mobile 
device may be turned on and lit up, and the input component 
(e.g., the keypad or touchscreen on the front side) of the 
mobile device may be unlocked automatically. As a result, by 
the time the user brings the mobile device out of his pocket 
and in front of his face, the mobile device is ready to receive 
user inputs and commence normal operations. 

In particular embodiments, the placement of touch sensors 
on the left, right, top, and/or bottom sides may indicate 
whether a user is touching both sides of the mobile device 
(i.e., the user is grasping the mobile device). Thus, the touch 
sensors can differentiate grasping the mobile device in addi 
tion to simply touching it. In particular embodiments, being 
able to detect that the user has grasped the mobile device may 
yield a more accurate, and thus better, indication of the user's 
intention. Using this intention, the mobile device may be 
brought out of the power-saving state into normal operation 
state. The main CPU may be transitioned to a powered-up 
state; the screen of the mobile device may be turned on and lit 
up; and the input component (e.g., the keypad or touchscreen 
on the front side) of the mobile device may be unlocked 
automatically. As a result, by the time the user brings the 
mobile device out of his pocket and in front of his face, the 
mobile device is ready to receive user inputs and commence 
normal operations. Nevertheless, it is possible to estimate the 
users intention using a single touch. 

Sometimes, the user may put his hand in the pocket where 
the mobile device is stored and thus touch the mobile device 
even when the user does not really intend to use the mobile 
device at that time. When the user touches the mobile device, 
as detected by the touch sensors of the mobile device, the 
mobile device may transition from the power-saving state to 
the normal operation state (e.g., the screen is lit up and the 
main processors are woken up) and the input component may 
be unlocked. However, in case that Such touch is accidental 
(i.e., the user does not really mean to take the mobile device 
out of his pocket and use it), in particular embodiments, there 
may be a time-out period, such that if, after some predefined 
time period, the user has not interacted with the mobile device 
(e.g., making inputs to the mobile device), the mobile device 
may transition back to the power-saving state (e.g., the Screen 
the is darkened and the main processors enter into sleep 
mode) and the input component (e.g., the touchscreen) may 
be locked again. 

Sometimes, the user may put his hand in the pocket where 
the mobile device is stored and thus touch the mobile device 
even when the user does not really intent to use the mobile 
device at that time. Such accidental touches usually last rela 
tively short time periods. When the user intermittently and 
accidentally touches the mobile device, in particular embodi 
ments, the device may interpret these intermittent touches as 
distinct from a continuous touch or grasp and not indicative of 
the users intent to use the device, allowing the mobile device 
to remain in a power-saving state. 

In particular embodiments, the mobile device may have an 
accelerometer in addition or instead of the touch sensors on 
the left and right sides. Again, sometimes, the user may put his 
hand in the pocket where the mobile device is stored and thus 
touch the mobile device even when the user does not intend to 
use the mobile device at that time. If the mobile device also 
has an accelerometer, the sensor data provided by the accel 
erometer may also be used to estimate whether the user 
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6 
intends to use the mobile device. When the mobile device is 
stored in the user's pocket, it may move as the user moves. 
However, such movements usually are relatively slow. On the 
other hand, when the user grabs hold of the mobile device and 
takes it out of the pocket to bring it in front of the user's face, 
there may be a relatively sudden increase in the movement 
speed of the mobile device. This change in the mobile 
device's movement speed may be detected based on the sen 
Sor data Supplied by the accelerometer. In particular embodi 
ments, upon detecting that there is a significant increase in the 
speed of the mobile device's movement, either by itself or in 
addition to detecting that the user has touched the mobile 
device, the mobile device may be brought out of the power 
saving state into normal operation State (e.g., turn on the 
screen of the mobile device) and the input component of the 
mobile device may be unlocked automatically. 

In particular embodiments, the mobile device may have a 
Gyrometer in addition or instead of the touch sensors on the 
left and right sides. A Gyrometer, also known as a gyroscope, 
is a device for measuring the orientation along one or more 
axis. In particular embodiments, a Gyrometer may be used to 
measure the orientation of the mobile device. When the 
mobile device is stored in the user's pocket, it may stay 
mostly in one orientation. However, when the user grabs hold 
of the mobile device and takes it out of the pocket to bring it 
in front of the user's face, there may be a relatively sudden 
change in the orientation of the mobile device. The orienta 
tion of the mobile device may be detected and measured by 
the gyrometer. If the orientation of the mobile device has 
changed significantly, it may be another indication that the 
user may have taken the device out of his pocket. 

In particular embodiments, the mobile device may have a 
light sensor. When the mobile device is stored in the user's 
pocket, it is relatively dark around the mobile device. On the 
other hand, when the user brings the mobile device out of his 
pocket, it may be relatively bright around the mobile device, 
especially during daytime or in well-lit areas. The sensor data 
Supplied by the light sensor may be analyzed to detect when 
a significant change in the ambient light level around the 
mobile device occurs. In particular embodiments, upon 
detecting that there is a significant increase in the ambient 
light level around the mobile device, either by itself or in 
addition to detecting that the user has touched the mobile 
device or in addition to detecting that there is a significant 
increase in the speed of the mobile device's movement, the 
mobile device may be brought out of the power-saving State 
into normal operation state and the input component of the 
mobile device may be unlocked automatically. 

In particular embodiments, the mobile device may have a 
proximity sensor. The sensor data Supplied by the proximity 
sensor may be analyzed to detect when the mobile device is in 
close proximity to a specific object, Such as the users hand. 
For example, as illustrated in FIG. 2, mobile device 200 may 
have an infrared LED 220 (i.e., proximity sensor) placed on 
its back side. When the user holds such a mobile device in his 
hand, the palm of the users hand may cover infrared LED 
220. As a result, infrared LED220 may detect when the user's 
hand is in close proximity to mobile device 200. In particular 
embodiments, upon detecting that the mobile device is in 
close proximity to the user's hand, either by itself or in com 
bination with other types of sensor indications, the mobile 
device may be brought out of the power-saving state into 
normal operation state and the input component of the mobile 
device may be unlocked automatically. 
A mobile device may have any number of sensors of vari 

ous types, and these sensors may supply different types of 
sensor data. Different combinations of the individual types of 
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sensor data may be used together to detect and estimate a 
user's current intention with respect to the mobile device 
(e.g., whether the user really means to take the mobile device 
out of his pocket and use it). Sometimes, using multiple types 
of sensor data in combination may yield a more accurate, and 
thus better, estimation of the users intention with respect to 
the mobile device at a given time than only using a single type 
of sensor data. Nevertheless, it is possible to estimate the 
users intention using a single type of sensor data (e.g., touch 
sensor data). 

In particular embodiments, to avoid having sensors inter 
fering with the normal operations (e.g., antenna signals) of a 
mobile device, when the mobile device is in the normal opera 
tion state, some of the sensors may be shut down. For 
example, Suppose that the mobile device has transitioned 
from the power-saving state to the normal operation state 
upon detected that the user has touched the mobile device. 
The screen of the mobile device is turned on (i.e., lit up), the 
input component (e.g., the touchscreen) of the mobile device 
is unlocked, and the main processors of the mobile device are 
awakened. If the user begins using the mobile device (e.g., by 
making input on the touchscreen) or if additional sensor data 
indicate that the user has held the mobile device for a suffi 
cient period of time, the touch sensors on the left and right 
sides of the mobile device may be shut down while the mobile 
device is in the normal operation state. On the other hand, 
these sensors may be turned on when the mobile device is in 
the power-saving state, so that they may provide sensor data 
for estimating user intentions with respect to the mobile 
device. 

For the second example, again Suppose that a user has a 
mobile device, and the user has not used the mobile device for 
some time. Thus, the mobile device is currently in the power 
saving State (e.g., with its screen dim or dark). In addition, the 
mobile device is security-locked to prevent unauthorized 
access and usage. Further Suppose that the user desires to use 
the mobile device. Thus, the user may grab hold of the mobile 
device (e.g., from his pocket or his bag where the mobile 
device has been stored) and bring it in front of his face. 

Similar to the previous example, in particular embodi 
ments, upon detecting that the user is grabbing hold of the 
mobile device based on one or more types of sensor data (e.g., 
touch, speed or light change, etc.), the mobile device may be 
brought out of the power-saving state into normal operation 
state. The screen of the mobile device may be powered up. 

In particular embodiments, the identity of the user cur 
rently handling the mobile device may be verified. If the user 
currently handling the mobile device is the true owner of the 
mobile device, the mobile device may be unlocked automati 
cally. On the other hand, if the identity of the user currently 
handling the mobile device cannot be verified satisfactorily, 
the user may be prompted and required to provide a password 
or PIN in order to unlock and use the mobile device. 

There may be various means to verify a user's identity. In 
particular embodiments, the mobile device may have an 
imaging sensor (e.g., a camera). As the user brings the mobile 
device in front of his face, the camera may analyze captured 
digital images of the objects in front of its lens in order to 
capture the user's face. These images may be analyzed using 
one or more Suitable facial recognition algorithms to locate 
and compare the user's face to the face of the owner of the 
mobile device (e.g., the face stored on file in connection with 
the mobile device). If there is a sufficient amount of similarity 
between the two faces (i.e., a match), then the user currently 
handling the mobile device may be verified as the actual 
owner of the mobile device, and the mobile device may be 
unlocked without asking the user to explicitly provide a pass 
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8 
word or PIN. The image representing the face of the owner of 
the mobile device may be stored on the mobile device itselfor 
elsewhere (e.g., on a server accessible to the mobile device). 

In particular embodiments, there may be a profile estab 
lished for the true owner of the mobile device. The profile may 
include characteristic information about the owner of the 
mobile device, such as, for example and without limitation, 
the distance the owner typically holds the mobile device from 
his face, the typical distance between the owner's pocket and 
the position where the owner typically holds the mobile 
device in front of his face (e.g., based on the owner's height 
and arm length), the specific times of the day when the owner 
typically uses the mobile device (e.g., the owner typically 
checks his emails and other messages three times a day, 
around 10:00 am in the morning, 3:00 pm in the afternoon, 
and 8:00pm in the evening), the specific locations (e.g., GPS) 
where the owner typically uses the mobile device (e.g., in his 
office or at home), whether there is an earpiece (e.g., a Blue 
tooth device) typically paired with the mobile device and if 
so, the identification of that Bluetooth device, and so on. The 
characteristic information of the user currently handling the 
mobile device, which may be determined by analyzing one or 
more types of sensor data (e.g., touch-sensor data to deter 
mine the placement positions of the user's fingers on the 
mobile device), may be compared to the characteristic infor 
mation of the owner of the mobile device stored on file. If 
there is a sufficient amount of similarly between the two sets 
of characteristic information, then the user currently handling 
the mobile device may be verified as the actual owner of the 
mobile device, and the mobile device may be unlocked with 
out asking the user to explicitly provide a password or PIN. 
For example, if, based on the profile information, the mobile 
device has a pairing Bluetooth earpiece and that particular 
Bluetooth earpiece is now present with the mobile device, it 
may be an indication that the user is the true owner of the 
mobile device, as the user possesses both the mobile device 
and the pairing Bluetooth earpiece. The characteristic infor 
mation of the owner of the mobile device may be stored on the 
mobile device itself or elsewhere (e.g., on a server accessible 
to the mobile device). 

In particular embodiments, a number of different means 
may be combined together to verify the identity of the user 
currently handling the mobile device. The results of one or 
more types of analysis may be combined to obtain a probabil 
ity that indicates the likelihood that the user currently han 
dling the mobile device is in fact the owner of the mobile 
device. In particular embodiments, there may be a predefined 
threshold (e.g., 80% probability). If the probability obtained 
from the analysis is at or above the threshold, the mobile 
device may be unlocked automatically (i.e., without asking 
the user to explicitly provide a password or PIN). Conversely, 
if the probability obtained from the analysis is below the 
threshold, the user may be asked to provide the correct pass 
word or PIN before the mobile device is unlocked. In particu 
lar embodiments, the owner of the mobile device may cus 
tomize the threshold, and thus control the level of security he 
prefers to place on his mobile device. For example, if the 
owner wishes to have a higher level of security placed on his 
mobile device, he may increase the threshold (e.g., possibly 
all the way up to 100%). In this case, the owner may be asked 
to provide a password or PIN to unlock his mobile device 
more often. On the other hand, if the owner does not wish to 
be bothered with providing a password or PIN often but 
prefers that the mobile device is automatically ready for use 
on most occasions, he may decrease the threshold (e.g., pos 
sibly all the way down to 0%). In this case, the owner may be 
asked to provide a password or PIN to unlock his mobile 
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device less often, but at the same time, there is a lower level of 
security placed on his mobile device. 

In particular embodiments, if a mobile device is security 
locked, then it may not need to be unlocked unless the user 
desires to perform certain actions or operations with the 
mobile device. For example, when the mobile device is idle, 
there may be certain information displayed on the screen of 
the mobile device, such as the current date and time, the 
battery meter, the current ring-tone profile, etc. When the user 
picks up the mobile device, he may only wish to check the 
current time. In this case, it is sufficient that the screen of the 
mobile device is lit up, and it may not be necessary to unlock 
the mobile device unless the user wishes to perform further 
actions (e.g., making a phone call, checking emails, sending 
messages, reading news feeds, etc.) with the mobile device. 
Thus, in particular embodiments, upon detecting that the user 
is grabbing or picking up the mobile device, the screen of the 
mobile device may be automatically lit up so that the user may 
read what is displayed on the screen. However, the mobile 
device may not be unlocked immediately until the user per 
forms a further action (e.g., tap the touchscreen or hit a key) 
with respect to the mobile device. For example, if the user 
wishes to make a phone call or send a message, the user may 
tap the touchscreen, at which time the mobile device may 
Verify the user's identity (e.g., as described above) and auto 
matically unlock the mobile device if the user's identify may 
be satisfactorily verified or prompt for a password or PIN if 
the user's identify cannot be verified successfully. 

For the third example, Suppose that a user has a mobile 
device and has been using his mobile device (e.g., making 
phone calls, sending messages, reading emails or news feeds, 
etc.). Thus, the mobile device is currently in the normal opera 
tion state (e.g., with the screen lit up and ready to receive user 
inputs). Further Suppose that the user has finished using his 
mobile device for the time being. Thus, the user may put the 
mobile device down (e.g., on a table or in his pocket). 

In particular embodiments, in addition to the front side, the 
mobile device may have touch sensors on the left, right, back, 
top, or bottom sides. As the users hand releases (i.e., no 
longer touches) the mobile device, the touch sensors may 
detect that there is nothing touching the surface of the mobile 
device. This may be an indication that the user is not using the 
mobile device. In particular embodiments, when the touch 
sensor data indicate that there is nothing touching the mobile 
device, the mobile device may transition into the power 
saving state. The screen may be darkened and optionally, the 
main processors may enterinto a sleep mode to save power. In 
addition, the input component of the mobile device may be 
locked (i.e., the mobile device is also put into the input-lock 
state) to prevent accidental inputs causing unintentional 
operations (e.g., accidentally dialing a phone number and 
making a phone call). In addition, the mobile device may be 
security locked (i.e., the mobile device is also put into the 
security-lock state) to prevent unauthorized access and usage 
of the mobile device. 

In particular embodiments, if some of the sensors have 
been shut down during the time when the mobile device has 
been in the normal operation state (e.g., to reduce interference 
to the normal operations of the mobile device, as described 
above), these sensors may be turned on again so that they may 
now Supply sensor data, which may be used to detect and 
estimate user intentions with respect to the mobile device 
(e.g., as described above). 

Similar as above, the mobile device may include multiple 
sensors of different types, and these sensors may supply dif 
ferent types of sensor data (e.g., sensor data with respect to 
speed, light, temperature, proximity to object, etc.). In par 
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10 
ticular embodiments, a combination of different types of sen 
Sor data may be used to estimate the users intentions (e.g., 
whether the user really has finished using his mobile device 
for the time being). For example, if the user has put the mobile 
device in his pocket or in a bag, the ambient light around the 
mobile device may decrease, which may be detected by the 
light sensor. This may be a further indication (e.g., in addition 
to the indication that the user is no longer holding the mobile 
device in his hand as indicated by the touch-sensor data) that 
the user has finished using his mobile device for the time 
being. Otherwise, if the user only temporarily puts down the 
mobile device and means to pick it up again Soon, the user 
may not store the mobile device in his pocket or in a bag. 
To briefly summarize the above examples, there may be 

multiple operation states (e.g., the power-saving state, the 
input-lock state, the security-lock State, or the normal opera 
tion state) for a mobile electronic device. At any given time, 
the mobile electronic device may be in a particular operation 
state. Note that multiple conditions of the mobile electronic 
device may be combined into a single state. For example, 
during one state, the mobile electronic device may be both in 
the power-saving mode (e.g., the screen is darkened and the 
main processors are in the sleep mode) and the input compo 
nent may be locked. In this case, the conditions of the power 
saving State and the input-lock state may be combined to form 
a single operation State. Similarly, during one state, the 
mobile electronic device may be both in the power-saving 
mode (e.g., the screenis darkened and the main processors are 
in the sleep mode) and security locked (i.e., password or PIN 
locked). In this case, the conditions of the power-saving state 
and the security-lock state may be combined to form another 
operation state. In other words, there may be any number of 
operation states for a mobile electronic device, and each 
operation state may have any number of conditions of various 
types. 
The mobile electronic device may have any number of 

sensors, which may supply different types of sensor data. One 
or more types of the sensor data may be collected and ana 
lyzed at a given time to estimate the user's current intention 
with respect to the mobile electronic device (e.g., whether the 
user desires to use the mobile electronic device). Based on the 
user's current intention with respect to the mobile electronic 
device, as estimated using the sensor data, the mobile elec 
tronic device may transition from its current state or states to 
another state or states. 

FIG. 4A illustrates an example state transition diagram that 
includes some of the transition cases. The diagram illustrated 
in FIG. 4A represents the example where a mobile device 
includes some hand sensors (e.g., on the left and right sides of 
the mobile device) for detecting a users hand touching the 
mobile device. The mobile device may also include some 
touch sensors (e.g., on the front of the mobile device, in the 
form of a touchscreen) for receiving inputs from the user. At 
state 410, the mobile device's screen is turned off (i.e., dark 
ened) and its input component (e.g., the touch screen) is 
locked. When the mobile device is at state 410, upon detecting 
the users hand touching the mobile device (e.g., the hand 
touch is detected by the hand sensors), the mobile device may 
transition from state 410 to state 420. 
At state 420, the mobile device's screenis turned on (i.e., lit 

up) and its input component (e.g., the touchscreen) is 
unlocked and ready to receive user inputs. When the mobile 
device is at state 420, if the user does not interact with the 
mobile device (e.g., providing inputs to the mobile device) for 
a period of time (i.e., time out) or no hand touching of the 
mobile device is detected, the mobile device may transition 
back to state 410 (i.e., turn offscreen, lockinput component). 
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On the other hand, if the user provides an input to the mobile 
device (e.g., by touching the touchscreen), the mobile device 
may transition to State 440. 

At state 440, the hand sensors for detecting the users hand 
touching the mobile device are turned off to save power and 
avoid interference to the normal operations of the mobile 
device. When the mobile device is at state 440, upon detecting 
that the user has put down the mobile device (e.g., in his 
pocket, a bag, or a carrying case, or on a table) or nothing has 
happened for a relatively short period of time (i.e., short time 
out), the mobile device may transition to state 430. For 
example, an accelerometer may be used to detect that the user 
has put down the mobile device. 

At state 430, the hand sensors for detecting the users hand 
touching are turned on so that they may detect whether the 
users hand touches the mobile device. When the mobile 
device is at State 430, upon detecting the user's hand touching 
the mobile device, the mobile device may transition back to 
state 440. On the other hand, if the users hand does not touch 
the mobile device (e.g., for a few seconds), the mobile device 
may transition to state 410 so that its screen may be shut down 
and its input component may be locked. 

States 430 and 440 are optional. They are for saving power 
and avoiding having the hand sensors interfere with the nor 
mal operations of the mobile device. FIG. 4B illustrates 
another example state transition diagram that only includes 
states 410 and 420. 

In particular embodiments, the sensors of a mobile device 
may be connected to a sensors hub (e.g., sensors hub 140 as 
illustrated in FIG. 1) or a sensor monitor. When the mobile 
device is in the power-saving state, the main processors (e.g., 
processor 110 as illustrated in FIG. 1) may enter into an idle 
or sleep mode to save power. However, the sensors hub or 
sensor monitor may be a low power-consuming processor 
that may remain operational while the mobile device is in the 
power-saving state. The sensors hub or sensor monitor may 
collect and analyze sensor data from various sensors, instead 
of the main processors, while the mobile device is in the 
power-saving state. When appropriate, the sensors hub or 
sensor monitor may wake up the main processors in order to 
bring the mobile device out of the power-saving state and into 
the normal operation state. 

In particular embodiments, the user of the mobile device 
may be a member of a social-networking system. A social 
network, in general, is a social structure made up of entities, 
Such as individuals or organizations, that are connected by 
one or more types of interdependency or relationships. Such 
as friendship, kinship, common interest, financial exchange, 
dislike, or relationships of beliefs, knowledge, or prestige. In 
more recent years, social networks have taken advantage of 
the Internet. There are social-networking systems existing on 
the Internet in the form of social-networking websites. Such 
social-networking websites enable their members, who are 
commonly referred to as website users, to perform various 
Social activities. For example, the Social-networking website 
operated by Facebook, Inc. at www.facebook.com enables its 
users to communicate with their friends via emails, instant 
messages, or blog postings, organize social events, share pho 
tos, receive news of their friends or interesting events, play 
games, etc. 
The user may have a profile with the social-networking 

system that includes information relevant to the user (e.g., 
demographic data, Social connections and activities, inter 
ests, hobbies, etc.). In particular embodiments, the informa 
tion found in the user's profile may also be used to help 
determine the users intention with respect to the mobile 
device at a given time or estimate the user's identity. For 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

12 
example, if, based on the user's calendar stored with the 
Social-networking system, it may be determined that the user 
is attending an event (e.g., a meeting), then the mobile device 
may be transitioned to a state where the screen is turned off 
and the input component is locked. As another example, it 
may be determined, based on the information available with 
the Social-networking system, that the user is with his Social 
connections (e.g., friends) at a given time and location. If the 
mobile device is in an atypical location for its owner, but at the 
same time, several of the owner's family members or friends 
are also there, this may suggest that the mobile device is with 
its true owner, in which case, the device may be unlocked 
without requiring a password or PIN. On the other hand, if the 
mobile device is in an atypical location and none of its own 
er's social connections is there, a password or PIN may be 
required to unlock the device to ensure that the user of the 
device is indeed its true owner. 

In particular embodiments, the true owner of the mobile 
device may be able to specify settings and indicate conditions 
for unlocking the device without requiring a password or PIN. 
For example, the owner may specify that when a number of 
his social connections (e.g., friends or family members) are 
detected near the device (e.g., using any suitable means. Such 
as NFC, Voice or face recognition, etc.), the phone may be 
unlocked without requiring a password or PIN or have a lower 
threshold for security, and vice versa. 

In particular embodiments, the user's status updates with 
the Social-networking system may be used as a signal to help 
authenticate the user. For example, the user's status update 
may indicate that the user is actually in a specific location, 
may be used to detect that the user's friends are nearby, or the 
user is tagged by a friend in a check-in, which in turn indicates 
that the user is at a specific location. 

In particular embodiments, the sensors included in the 
mobile device may be used to navigate within the Social 
networking system, including third-party applications (e.g., 
online games) provided through the Social-networking sys 
tem. 

Particular embodiments may be implemented on one or 
more computer systems. FIG. 5 illustrates an example com 
puter system 500. In particular embodiments, one or more 
computer systems 500 perform one or more steps of one or 
more methods described or illustrated herein. In particular 
embodiments, one or more computer systems 500 provide 
functionality described or illustrated herein. In particular 
embodiments, software running on one or more computer 
systems 500 performs one or more steps of one or more 
methods described or illustrated herein or provides function 
ality described or illustrated herein. Particular embodiments 
include one or more portions of one or more computer sys 
tems 500. 

This disclosure contemplates any Suitable number of com 
puter systems 500. This disclosure contemplates computer 
system 500 taking any suitable physical form. As example 
and not by way of limitation, computer system 500 may be an 
embedded computer system, a system-on-chip (SOC), a 
single-board computer system (SBC) (such as, for example, a 
computer-on-module (COM) or system-on-module (SOM)), 
a desktop computer system, a laptop or notebook computer 
system, an interactive kiosk, a mainframe, a mesh of com 
puter systems, a mobile device, a personal digital assistant 
(PDA), a server, a tool, a toy, an item of clothing, or a com 
bination of two or more of these. Where appropriate, com 
puter system 500 may include one or more computer systems 
500; be unitary or distributed; span multiple locations; span 
multiple machines; or reside in a cloud, which may include 
one or more cloud components in one or more networks. 
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Where appropriate, one or more computer systems 500 may 
perform without Substantial spatial or temporal limitation one 
or more steps of one or more methods described or illustrated 
herein. As an example and not by way of limitation, one or 
more computer systems 500 may perform in real time or in 
batch mode one or more steps of one or more methods 
described or illustrated herein. One or more computer sys 
tems 500 may perform at different times or at different loca 
tions one or more steps of one or more methods described or 
illustrated herein, where appropriate. 

In particular embodiments, computer system 500 includes 
a processor 502, memory 504, storage 506, an input/output 
(I/O) interface 508, a communication interface 510, and abus 
512. Although this disclosure describes and illustrates a par 
ticular computer system having a particular number of par 
ticular components in a particular arrangement, this disclo 
Sure contemplates any Suitable computer system having any 
Suitable number of any Suitable components in any Suitable 
arrangement. 

In particular embodiments, processor 502 includes hard 
ware for executing instructions, such as those making up a 
computer program. As an example and not by way of limita 
tion, to execute instructions, processor 502 may retrieve (or 
fetch) the instructions from an internal register, an internal 
cache, memory 504, or storage 506; decode and execute 
them; and then write one or more results to an internal regis 
ter, an internal cache, memory 504, or storage 506. In par 
ticular embodiments, processor 502 may include one or more 
internal caches for data, instructions, or addresses. This dis 
closure contemplates processor 502 including any Suitable 
number of any suitable internal caches, where appropriate. As 
an example and not by way of limitation, processor 502 may 
include one or more instruction caches, one or more data 
caches, and one or more translation lookaside buffers (TLBs). 
Instructions in the instruction caches may be copies of 
instructions in memory 504 or storage 506, and the instruc 
tion caches may speed up retrieval of those instructions by 
processor 502. Data in the data caches may be copies of data 
in memory 504 or storage 506 for instructions executing at 
processor 502 to operate on; the results of previous instruc 
tions executed at processor 502 for access by subsequent 
instructions executing at processor 502 or for writing to 
memory 504 or storage 506; or other suitable data. The data 
caches may speed up read or write operations by processor 
502. The TLBs may speed up virtual-address translation for 
processor 502. In particularembodiments, processor 502 may 
include one or more internal registers for data, instructions, or 
addresses. This disclosure contemplates processor 502 
including any suitable number of any Suitable internal regis 
ters, where appropriate. Where appropriate, processor 502 
may include one or more arithmetic logic units (ALUs); be a 
multi-core processor; or include one or more processors 502. 
Although this disclosure describes and illustrates a particular 
processor, this disclosure contemplates any suitable proces 
SO. 

In particular embodiments, memory 504 includes main 
memory for storing instructions for processor 502 to execute 
or data for processor 502 to operate on. As an example and not 
by way of limitation, computer system 500 may load instruc 
tions from storage 506 or another source (such as, for 
example, another computer system 500) to memory 504. 
Processor 502 may then load the instructions from memory 
504 to an internal register or internal cache. To execute the 
instructions, processor 502 may retrieve the instructions from 
the internal register or internal cache and decode them. Dur 
ing or after execution of the instructions, processor 502 may 
write one or more results (which may be intermediate or final 
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results) to the internal register or internal cache. Processor 
502 may then write one or more of those results to memory 
504. In particular embodiments, processor 502 executes only 
instructions in one or more internal registers or internal 
caches or in memory 504 (as opposed to storage 506 or 
elsewhere) and operates only on data in one or more internal 
registers or internal caches or in memory 504 (as opposed to 
storage 506 or elsewhere). One or more memory buses (which 
may each include an address bus and a data bus) may couple 
processor 502 to memory 504. Bus 512 may include one or 
more memory buses, as described below. In particular 
embodiments, one or more memory management units 
(MMUs) reside between processor 502 and memory 504 and 
facilitate accesses to memory 504 requested by processor 
502. In particular embodiments, memory 504 includes ran 
dom access memory (RAM). This RAM may be volatile 
memory, where appropriate. Where appropriate, this RAM 
may be dynamic RAM (DRAM) or static RAM (SRAM). 
Moreover, where appropriate, this RAM may be single 
ported or multi-ported RAM. This disclosure contemplates 
any suitable RAM. Memory 504 may include one or more 
memories 504, where appropriate. Although this disclosure 
describes and illustrates particular memory, this disclosure 
contemplates any Suitable memory. 

In particular embodiments, storage 506 includes mass stor 
age for data or instructions. As an example and not by way of 
limitation, storage 506 may include an HDD, a floppy disk 
drive, flash memory, an optical disc, a magneto-optical disc, 
magnetic tape, or a Universal Serial Bus (USB) drive or a 
combination of two or more of these. Storage 506 may 
include removable or non-removable (or fixed) media, where 
appropriate. Storage 506 may be internal or external to com 
puter system 500, where appropriate. In particular embodi 
ments, storage 506 is non-volatile, Solid-state memory. In 
particular embodiments, storage 506 includes read-only 
memory (ROM). Where appropriate, this ROM may be mask 
programmed ROM, programmable ROM (PROM), erasable 
PROM (EPROM), electrically erasable PROM (EEPROM), 
electrically alterable ROM (EAROM), or flash memory or a 
combination of two or more of these. This disclosure contem 
plates mass storage 506 taking any Suitable physical form. 
Storage 506 may include one or more storage control units 
facilitating communication between processor 502 and stor 
age 506, where appropriate. Where appropriate, storage 506 
may include one or more storages 506. Although this disclo 
Sure describes and illustrates particular storage, this disclo 
Sure contemplates any suitable storage. 

In particular embodiments, I/O interface 508 includes 
hardware, Software, or both providing one or more interfaces 
for communication between computer system 500 and one or 
more I/O devices. Computer system 500 may include one or 
more of these I/O devices, where appropriate. One or more of 
these I/O devices may enable communication between a per 
son and computer system 500. As an example and not by way 
of limitation, an I/O device may include a keyboard, keypad, 
microphone, monitor, mouse, printer, Scanner, speaker, still 
camera, stylus, tablet, touch screen, trackball, video camera, 
another suitable I/O device or a combination of two or more 
of these. An I/O device may include one or more sensors. This 
disclosure contemplates any Suitable I/O devices and any 
suitable I/O interfaces 508 for them. Where appropriate, I/O 
interface 508 may include one or more device or software 
drivers enabling processor 502 to drive one or more of these 
I/O devices. I/O interface 508 may include one or more I/O 
interfaces 508, where appropriate. Although this disclosure 
describes and illustrates a particular I/O interface, this disclo 
sure contemplates any suitable I/O interface. 
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In particular embodiments, communication interface 510 
includes hardware, Software, or both providing one or more 
interfaces for communication (such as, for example, packet 
based communication) between computer system 500 and 
one or more other computer systems 500 or one or more 
networks. As an example and not by way of limitation, com 
munication interface 510 may include a network interface 
controller (NIC) or network adapter for communicating with 
an Ethernet or other wire-based network or a wireless NIC 
(WNIC) or wireless adapter for communicating with a wire 
less network, such as a WI-FI network. This disclosure con 
templates any Suitable network and any Suitable communica 
tion interface 510 for it. As an example and not by way of 
limitation, computer system 500 may communicate with an 
ad hoc network, a personal area network (PAN), a local area 
network (LAN), a wide area network (WAN), a metropolitan 
area network (MAN), or one or more portions of the Internet 
or a combination of two or more of these. One or more 
portions of one or more of these networks may be wired or 
wireless. As an example, computer system 500 may commu 
nicate with a wireless PAN (WPAN) (such as, for example, a 
BLUETOOTH WPAN), a WI-FI network, a WI-MAX net 
work, a mobile device network (such as, for example, a Glo 
bal System for Mobile Communications (GSM) network), or 
other suitable wireless network or a combination of two or 
more of these. Computer system 500 may include any suit 
able communication interface 510 for any of these networks, 
where appropriate. Communication interface 510 may 
include one or more communication interfaces 510, where 
appropriate. Although this disclosure describes and illustrates 
a particular communication interface, this disclosure contem 
plates any suitable communication interface. 

In particular embodiments, bus 512 includes hardware, 
Software, or both coupling components of computer system 
500 to each other. As an example and not by way of limitation, 
bus 512 may include an Accelerated Graphics Port (AGP) or 
other graphics bus, an Enhanced Industry Standard Architec 
ture (EISA) bus, a front-side bus (FSB), a HYPERTRANS 
PORT (HT) interconnect, an Industry Standard Architecture 
(ISA) bus, an INFINIBAND interconnect, a low-pin-count 
(LPC) bus, a memory bus, a Micro Channel Architecture 
(MCA) bus, a Peripheral Component Interconnect (PCI) bus, 
a PCI-Express (PCI-X) bus, a serial advanced technology 
attachment (SATA) bus, a Video Electronics Standards Asso 
ciation local (VLB) bus, or another suitable bus or a combi 
nation of two or more of these. Bus 512 may include one or 
more buses 512, where appropriate. Although this disclosure 
describes and illustrates a particular bus, this disclosure con 
templates any Suitable bus or interconnect. 

Herein, reference to a computer-readable storage medium 
encompasses one or more non-transitory, tangible computer 
readable storage media possessing structure. As an example 
and not by way of limitation, a computer-readable storage 
medium may include a semiconductor-based or other inte 
grated circuit (IC) (such, as for example, a field-program 
mable gate array (FPGA) or an application-specific IC 
(ASIC)), a hard disk, an HDD, a hybrid hard drive (HHD), an 
optical disc, an optical disc drive (ODD), a magneto-optical 
disc, a magneto-optical drive, a floppy disk, a floppy disk 
drive (FDD), magnetic tape, a holographic storage medium, a 
solid-state drive (SSD), a RAM-drive, a SECURE DIGITAL 
card, a SECURE DIGITAL drive, or another suitable com 
puter-readable storage medium or a combination of two or 
more of these, where appropriate. Herein, reference to a com 
puter-readable storage medium excludes any medium that is 
not eligible for patent protection under 35 U.S.C. S 101. 
Herein, reference to a computer-readable storage medium 
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excludes transitory forms of signal transmission (such as a 
propagating electrical or electromagnetic signal perse) to the 
extent that they are not eligible for patent protection under 35 
U.S.C. S 101. A computer-readable non-transitory storage 
medium may be volatile, non-volatile, or a combination of 
Volatile and non-volatile, where appropriate. 

This disclosure contemplates one or more computer-read 
able storage media implementing any Suitable storage. In 
particular embodiments, a computer-readable storage 
medium implements one or more portions of processor 502 
(such as, for example, one or more internal registers or 
caches), one or more portions of memory 504, one or more 
portions of storage 506, or a combination of these, where 
appropriate. In particular embodiments, a computer-readable 
storage medium implements RAM or ROM. In particular 
embodiments, a computer-readable storage medium imple 
ments Volatile or persistent memory. In particular embodi 
ments, one or more computer-readable storage media 
embody software. Herein, reference to software may encom 
pass one or more applications, bytecode, one or more com 
puter programs, one or more executables, one or more 
instructions, logic, machine code, one or more Scripts, or 
Source code, and vice versa, where appropriate. In particular 
embodiments, software includes one or more application pro 
gramming interfaces (APIs). This disclosure contemplates 
any suitable software written or otherwise expressed in any 
Suitable programming language or combination of program 
ming languages. In particular embodiments, software is 
expressed as source code or object code. In particular 
embodiments, software is expressed in a higher-level pro 
gramming language. Such as, for example, C. Perl, or a Suit 
able extension thereof. In particular embodiments, software 
is expressed in a lower-level programming language. Such as 
assembly language (or machine code). In particular embodi 
ments, Software is expressed in JAVA, C, or C++. In particular 
embodiments, software is expressed in HyperTextMarkup 
Language (HTML), Extensible Markup Language (XML), or 
other Suitable markup language. 

Herein, 'or' is inclusive and not exclusive, unless 
expressly indicated otherwise or indicated otherwise by con 
text. Therefore, herein, “A or B' means "A, B, or both, unless 
expressly indicated otherwise or indicated otherwise by con 
text. Moreover, “and” is both joint and several, unless 
expressly indicated otherwise or indicated otherwise by con 
text. Therefore, herein, “A and B’ means “A and B, jointly or 
severally, unless expressly indicated otherwise or indicated 
otherwise by context. 

This disclosure encompasses all changes, Substitutions, 
variations, alterations, and modifications to the example 
embodiments herein that a person having ordinary skill in the 
art would comprehend. Similarly, where appropriate, the 
appended claims encompass all changes, Substitutions, varia 
tions, alterations, and modifications to the example embodi 
ments herein that a person having ordinary skill in the art 
would comprehend. Moreover, reference in the appended 
claims to an apparatus or system or a component of an appa 
ratus or system being adapted to, arranged to, capable of 
configured to, enabled to, operable to, or operative to perform 
a particular function encompasses that apparatus, system, 
component, whether or not it or that particular function is 
activated, turned on, or unlocked, as long as that apparatus, 
system, or component is so adapted, arranged, capable, con 
figured, enabled, operable, or operative. 
What is claimed is: 
1. A method comprising: 
by a mobile electronic device that is associated with a 
member of a social-networking system, receiving sensor 
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data, while the mobile electronic device is in a first 
operation state, from one or more sensors of the mobile 
electronic device; 

by the mobile electronic device, receiving, from the social 
networking system, characteristic information main 
tained by the Social-networking system, the Social-net 
working system being remote from the mobile 
electronic device; 

by the mobile electronic device, comparing the sensor data 
to characteristic information maintained by the Social 
networking system to estimate a current intention of a 
user with respect to the mobile electronic device, the 
characteristic information being associated with the 
member of the Social-networking system; 

based on the comparison of the sensor data to the charac 
teristic information maintained by the Social-network 
ing system, verifying the user as the member of the 
Social-networking system; and 

in response to verifying that the user of the mobile elec 
tronic device is the member of the social-networking 
system based on the comparison of the sensory data to 
the characteristic information maintained by the Social 
networking system, transitioning, by the mobile elec 
tronic device, from the first operation state to a second 
operation state based on the current intention of the user 
with respect to the mobile electronic device that was 
determined based on the sensor data and the information 
maintained by the Social-networking system. 

2. The method of claim 1, wherein: 
while in the first operation state, a screen of the mobile 

electronic device is turned on, an input component of the 
mobile electronic device is unlocked, and the one or 
more sensors are all turned on; and 

while in the second operation state, the screen of the mobile 
electronic device is turned on, the input component of 
the mobile electronic device is unlocked, and at least one 
of the one or more sensors is turned off. 

3. The method of claim 1, wherein: 
while in the first operation state, a screen of the mobile 

electronic device is turned off and the mobile electronic 
device is security locked; and 

analyzing the sensor data and information maintained by 
the Social-networking system to estimate the current 
intention of the user comprises comparing the sensor 
data to characteristic information stored in a profile 
associated with the user by the Social-networking sys 
tem; and 

while in the second operation state, the screen of the mobile 
electronic device is turned on and the mobile electronic 
device is security unlocked without requiring user input 
of a password. 

4. The method of claim 1, wherein: 
the sensor data comprise a plurality types of sensor data 

received from a plurality of sensors of the mobile elec 
tronic device; and 

the plurality types of sensor data together are used to esti 
mate the current intention of the user with respect to the 
mobile electronic device. 

5. The method of claim 1, wherein the sensor data com 
prises location data, and the method further comprises: 

determining, based on the location data and the informa 
tion maintained by the Social-networking system that the 
user of the mobile device is in an atypical location for the 
user of the mobile device. 

6. The method of claim 1, wherein the information main 
tained by the Social networking system comprises Social con 
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nection data indicating that the user of the mobile device is 
with one or more users with which the user has a social 
connection. 

7. The method of claim 1, wherein the information main 
tained by the Social networking system comprises calendar 
data and the mobile electronic device is transitioned to the 
second operation state based on the sensor data and the cal 
endar data maintained by the Social-networking system. 

8. The method of claim 1, wherein the information main 
tained by the Social-networking system comprises a status 
update associated with the user, and the method further com 
prises: 

determining that the user is at a specific location based on 
the sensor data and the status update associated with the 
USC. 

9. The method of claim 1, wherein: 
while in the first operation state, a screen of the mobile 

electronic device is turned on and an input component of 
the mobile electronic device is unlocked; and 

while in the second operation state, the screen of the mobile 
electronic device is turned off and the input component 
of the mobile electronic device is locked. 

10. The method of claim 9, wherein the sensor data com 
prises data selected from the group consisting of touch-sensor 
data indicating that the user is not touching the mobile elec 
tronic device with a hand, speed-sensor data indicating a 
decrease in speed of a movement of the mobile electronic 
device, and light-sensor data indicating a decrease in ambient 
light around the mobile electronic device. 

11. The method of claim 1, wherein: 
while in the first operation state, a screen of the mobile 

electronic device is turned off and an input component of 
the mobile electronic device is locked; and 

while in the second operation state, the screen of the mobile 
electronic device is turned on and the input component 
of the mobile electronic device is unlocked. 

12. The method of claim 11, wherein the sensor data com 
prises touch-sensor data indicating that the user is performing 
an action selected from the group consisting of touching the 
mobile electronic device with a hand, grasping the mobile 
electronic device with the hand, and touching the mobile 
electronic device with one or more fingers. 

13. The method of claim 11, wherein the sensor data com 
prises data selected from the group consisting of speed-sensor 
data indicating an increase in speed of a movement of the 
mobile electronic device and light-sensor data indicating an 
increase in ambient light around the mobile electronic device. 

14. The method of claim 11, further comprising transition 
ing from the second operation state back to the first operation 
state if the user has not further interacted with the mobile 
device for a predefined period of time. 

15. The system of claim 11, wherein the mobile electronic 
device is transitioned to the unlocked state based on the 
characteristic information identifying the user of the mobile 
electronic device as being the member of the social-network 
ing System. 

16. The system of claim 15, wherein the characteristic 
information associated with the member of the social-net 
working system comprises location information and the 
mobile electronic device is transitioned into the unlocked 
state in response to determining that the mobile electronic 
device is in an atypical location. 

17. The method of claim 1, wherein the sensor data com 
prises imaging data, and the method further comprises: 

determining, based on the imaging data and the informa 
tion maintained by the Social-networking system that the 
user is likely an owner of the mobile electronic device. 
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18. The method of claim 17, further comprising processing 
the image data to perform facial recognition with respect to 
the user and the owner of the mobile electronic device. 

19. The method of claim 18, further comprising, if the 
facial recognition with respect to the user and the owner of the 
mobile electronic device does not yield a satisfactory results, 
then requiring a password or Personal Identification Number 
from the user for transitioning from the first operation state to 
the second operation state. 

20. A system comprising: 
a memory comprising instructions executable by one or 
more processors; and 

the one or more processors coupled to the memory and 
operable to execute the instructions, the one or more 
processors being operable when executing the instruc 
tions to: 
receive sensor data, while a mobile electronic device is 

in a first operation state, from one or more sensors of 
the mobile electronic device; 

receive, from a social-networking system, characteristic 
information maintained by the Social-networking sys 
tem, the Social-networking system being remote from 
the mobile electronic device; 

compare the sensor data to characteristic information 
maintained by a Social-networking system to estimate 
a current intention of a user with respect to the mobile 
electronic device, the user comprising a member of 
the Social-networking system, the characteristic 
information being associated with the member of the 
Social-networking system; 

based on the comparison of the sensor data to the char 
acteristic information maintained by the social-net 
working system, Verifying the user as the member of 
the Social-networking system; and 

in response to verifying that the user of the mobile elec 
tronic device is the member of the social-networking 
system based on the comparison of the sensory data to 
the characteristic information maintained by the 
Social-networking system, transition from the first 
operation state to a second operation state based on 
the current intention of the user with respect to the 
mobile electronic device as determined based on the 
sensor data and the information maintained by the 
Social-networking system. 

21. The system of claim 20, wherein: 
while in the first operation state, a screen of the mobile 

electronic device is turned off and an input component of 
the mobile electronic device is locked; 

while in the second operation state, the screen of the mobile 
electronic device is turned on and the input component 
of the mobile electronic device is unlocked; and 

the sensor data comprise touch-sensor data indicating that 
the user is touching the mobile electronic device with a 
hand. 

22. The system of claim 20, wherein: 
while in the first operation state, a screen of the mobile 

electronic device is turned off and the mobile electronic 
device is security locked; 

while in the second operation state, the screen of the mobile 
electronic device is turned on and the mobile electronic 
device is security unlocked; and 

the sensor data comprise imaging data indicating that the 
user is likely an owner of the mobile electronic device. 

23. The system of claim 20, wherein: 
while in the first operation state, a screen of the mobile 

electronic device is turned on and an input component of 
the mobile electronic device is unlocked; 
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while in the second operation state, the screen of the mobile 

electronic device is turned off and the input component 
of the mobile electronic device is locked; and 

the sensor data comprise touch-sensor data indicating that 
the user is not touching the mobile electronic device with 
a hand. 

24. The system of claim 20, wherein the sensor data com 
prises location data, and the one or more processors being 
further operable when executed to: 

determine, based on the location data and the information 
maintained by the Social-networking system that the 
user of the mobile device is in an atypical location for the 
user of the mobile device. 

25. The system of claim 20, wherein the information main 
tained by the Social networking system comprises Social con 
nection data indicating that the user of the mobile device is 
with one or more users with which the user has a social 
connection. 

26. The system of claim 20, wherein the information main 
tained by the Social networking system comprises calendar 
data and the mobile electronic device is transitioned to the 
second operation state based on the sensor data and the cal 
endar data maintained by the Social-networking system. 

27. The system of claim 20, wherein the information main 
tained by the Social-networking system comprises a status 
update associated with the user, and the one or more proces 
sors being further operable when executed to: 

determine that the user is at a specific location based on the 
sensor data and the status update associated with the 
USC. 

28. One or more computer-readable non-transitory storage 
media embodying software operable when executed by a 
mobile electronic device to: 

receive sensor data, while the mobile electronic device is in 
a first operation state, from one or more sensors of the 
mobile electronic device; 

receive, from a social-networking system, characteristic 
information maintained by the Social-networking sys 
tem, the Social-networking system being remote from 
the mobile electronic device; 

compare the sensor data to characteristic information 
maintained by a social-networking system to estimate a 
current intention of a user with respect to the mobile 
electronic device, the mobile device being associated 
with a member of the Social-networking system, the 
characteristic information being associated with the 
member of the Social-networking system; 

based on the comparison of the sensor data to the charac 
teristic information maintained by the Social-network 
ing system, Verifying the user as the member of the 
Social-networking system; and 

in response to verifying that the user of the mobile elec 
tronic device is the member of the social-networking 
system based on the comparison of the sensory data to 
the characteristic information maintained by the Social 
networking system, transition from the first operation 
state to a second operation state based on the current 
intention of the user with respect to the mobile electronic 
device as determined based on the sensor data and the 
information maintained by the Social-networking sys 
tem. 

29. The computer-readable non-transitory storage media of 
claim 28, wherein the sensor data comprises location data, 
and the software is further operable when executed by the 
mobile electronic device to: 
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determine, based on the location data and the information 
maintained by the Social-networking system that the 
user of the mobile device is in an atypical location for the 
user of the mobile device. 

30. The computer-readable non-transitory storage media of 5 
claim 28, wherein the information maintained by the social 
networking system comprises social connection data indicat 
ing that the user of the mobile device is with one or more users 
with which the user has a Social connection. 

31. The computer-readable non-transitory storage media of 10 
claim 28, wherein the information maintained by the social 
networking system comprises calendar data and the mobile 
electronic device is transitioned to the second operation state 
based on the sensor data and the calendar data maintained by 
the Social-networking system. 15 

32. The computer-readable non-transitory storage media of 
claim 28, wherein the information maintained by the social 
networking system comprises a status update associated with 
the user, and the software is further operable when executed 
by the mobile electronic device to: 2O 

determine that the user is at a specific location based on the 
sensor data and the status update associated with the 
USC. 
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