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Fig. 4

400. Sending, as an initiator, a first security tunnel proposal to a peer
for establishing a first security tunnel with first inbound and outbound
security associations for a connection with the peer, such as an
internet key exchange security association request.

405. Receiving a second security tunnel proposal from the peer that
is acting as another initiator, for establishing a second security tunnel
with second inbound and outbound security associations for the
connection independent of the first inbound and outbound security
associations.

410. In the establishing of the first security tunnel, receiving from the
peer an internet key exchange security association response; and/or
sending to the peer an internet key exchange authentication request;
and/or receiving from the peer an internet key exchange
authentication response.

415. In the establishing of the second security tunnel, sending to the
peer an internet key exchange security association response; and/or
receiving from the peer an internet key exchange authentication
request; and/or sending to the peer an internet key exchange
authentication response.

420. Based on respective pairs of security index parameters,
deterministically accepting one of the first and second security
tunnels and at least partially rejecting the other one of the first and
second security tunnels.

425. Sending to the peer a deletion request configured to delete
inbound and outbound security associations of the at least partially
rejected security tunnel.

(57) Abstract: Method, apparatus, computer program and memory
medium carrying same, for sending by an apparatus, as an initiator, a
first security tunnel proposal to a peer for establishing a first security
tunnel with first inbound and outbound security associations for a con-
nection with the peer (400), receiving a second security tunnel proposal
from the peer that is acting as another initiator, for establishing a sec-
ond security tunnel with second inbound and outbound security associ-
ations for the connection independent of the first inbound and outbound
security associations (405); and based on respective security parameter
indexes, deterministically accepting one of the first and second security
tunnels (420) and at least partially rejecting the other one of the first and
second security tunnels (425).
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METHOD AND APPARATUS FOR REDUCING REDUNDANCY OF INTERNET
SECURITY

TECHNICAL FIELD
Various example embodiments relate to reducing redundancy of internet security.

BACKGROUND
This section illustrates useful background information without admission of any

technique described herein representative of the state of the art.

On the internet, data are exchanged using layered protocols. For internet security,
there are protocols such as the Internet Protocol Security (IPsec) running on the
network or internet layer and layer 2 transport protocol (L2TP). These protocols enable
forming virtual private network (VPN) connections with wide native support of

operating systems.

Like many internet protocols, IPsec is based on other protocols, such as internet key
exchange (IKE) that is used for performing mutual authentication and establishing and

maintaining security associations (SAs) between peers.

The internet communications are exploited in a tremendous scale. Unlike past, most
information transferred on the internet is encrypted. Any performance issues in this
scale get repeated at such a rate that even minute improvements may have significant

effects in total data throughput, energy consumption and session capacity.

SUMMARY

The scope of protection sought for various embodiments of the invention is set out by
the independent claims. The embodiments and features, if any, described in this
specification that do not fall under the scope of the independent claims are to be
interpreted as examples useful for understanding various embodiments of the

invention.

According to a first example aspect of the present invention, there is provided an
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apparatus, comprising:

at least one memory and processor configured to cause the apparatus to perform at
least:

sending, as an initiator, a first security tunnel proposal to a peer for establishing a first
security tunnel with first inbound and outbound security associations for a connection
with the peer;

receiving a second security tunnel proposal from the peer that is acting as another
initiator, for establishing a second security tunnel with second inbound and outbound
security associations for the connection independent of the first inbound and outbound
security associations; and

based on respective security parameter indexes, deterministically accepting one of the
first and second security tunnels and at least partially rejecting the other one of the
first and second security tunnels.

The connection may refer to a logical connection over which data can be transferred
between the apparatus and the peer. One or more security tunnels may be formed for
the connection before rejecting one of the first and second security tunnels.

The inbound security association may refer to a security association used for incoming
or ingress traffic of the apparatus. The outbound security association may refer to a
security association used for outgoing or egress traffic of the apparatus.

The first security tunnel proposal may be an internet key exchange security

association request.

The establishing of the first security tunnel may comprise receiving from the peer an
internet key exchange security association response.

The establishing of the first security tunnel may comprise sending to the peer an

internet key exchange authentication request.

The establishing of the first security tunnel may comprise receiving from the peer an
internet key exchange authentication response.
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The second security tunnel proposal may be an internet key exchange security

association request.

The establishing of the second security tunnel may comprise sending to the peer an

internet key exchange security association response.

The establishing of the second security tunnel may comprise receiving from the peer
an internet key exchange authentication request.

The establishing of the second security tunnel may comprise sending to the peer an
internet key exchange authentication response.

The establishing of the first security tunnel may temporally overlap with the
establishing of the second security tunnel.

The method may comprise sending to the peer a deletion request configured to delete
the inbound and outbound security associations of the rejected one of the first and
second security tunnels. The method may comprise sending to the peer a deletion
request configured to delete the inbound and outbound security associations of the
rejected one of the first and second security tunnels only if necessary to enable the
peer to delete redundant security associations. The method may comprise sending
the deletion request if the peer has not sent the deletion request within a given deletion
time. The method may comprise sending the deletion request if the accepted one of
the first and second security tunnels is the one for which the establishing of the security
tunnel has completed first. The method may comprise sending the deletion request if
the accepted one of the first and second security tunnels is the one for which the
establishing of the security tunnel has completed last. The method may comprise
sending the deletion request if the apparatus is configured to support removal of a
redundant security tunnel on creation of the connection. The method may comprise
waiting for a random period and not sending the deletion request if a deletion request

is received in the meanwhile from the peer.
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Alternatively, both peers may locally delete the rejected one of the first and second
security tunnels without either peer notifying the other one, when the remaining one of
the security tunnels will remain. The apparatus may locally delete the rejected one of
the first and second security tunnels without notifying the peer if the peer has indicated
support for implied deletion of the redundant security tunnel. The support for implied
deletion may be indicated by an internet key exchange message received from the
peer. The apparatus may keep count of local deletions of the security tunnel and only
once for one peer perform the local deletion within a given period of time. The given
period of time may be at least 5 ms; 10 ms; 20 ms; 50 ms; 100 ms; 1 s; 2 s; 10 s; 30
s; 1 min. The given period of time may be at most 10 ms; 20 ms; 50 ms; 100 ms; 1 s;
2s;10s; 30s; 1 min; or 2 min.

The first inbound and outbound security associations may be child security
associations resulting from a first security association request. The second inbound
and outbound security associations may be child security associations resulting from
a second security association request. The first inbound and outbound security
associations may be internet key exchange security associations. The second inbound
and outbound security associations may be internet key exchange associations. The
first security association request may be sent by one of the apparatus and the peer
and the second security association request may be sent by the remaining one of the
apparatus and the peer. The first security association request may be sent before or
after the second security association request. The first security association request
may be sent by one of the apparatus and the peer and the second security association
request may be sent by the remaining one of the apparatus and the peer. The first
security association request may be sent before or after the second security

association request.

The partial rejecting of a security tunnel may refer to deleting a portion of security
associations of the security tunnel. The portion of security associations may comprise

one or more child security associations.

The deterministic accepting may comprise combining security parameter indexes of
inbound and outbound security associations to a combination for each of the first and
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second security tunnels, respectively. The deterministic accepting may comprise
comparing the combinations according to a predefined rule. The combining may
comprise or be summing. The combining may comprise or be string concatenation.
The predefined rule may be accepting first one in an ascending order. The predefined
rule may be accepting first one in a descending order. The order may be numeric

order. The order may be alphabetic order.

According to a second example aspect of the present invention, there is provided a
method in an apparatus, comprising:

sending, as an initiator, a first security tunnel proposal to a peer for establishing a first
security tunnel with first inbound and outbound security associations for a connection
with the peer;

receiving a second security tunnel proposal from the peer that is acting as another
initiator, for establishing a second security tunnel with second inbound and outbound
security associations for the connection independent of the first inbound and outbound
security associations; and

based on respective security parameter indexes, deterministically accepting one of the
first and second security tunnels and at least partially rejecting the other one of the
first and second security tunnels.

According to a third example aspect of the present invention, there is provided a
computer program comprising computer executable program code configured to
execute the method of the second example aspect.

The computer program may be stored in a computer readable memory medium.

Any foregoing memory medium may comprise a digital data storage such as a data
disc or diskette, optical storage, magnetic storage, holographic storage, opto-magnetic
storage, phase-change memory, resistive random access memory, magnetic random
access memory, solid-electrolyte memory, ferroelectric random access memory,
organic memory or polymer memory. The memory medium may be formed into a
device without other substantial functions than storing memory or it may be formed as
part of a device with other functions, including but not limited to a memory of a
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computer, a chip set, and a sub assembly of an electronic device.

According to a fourth example aspect of the present invention, there is provided an
apparatus comprising means for performing the method of the second example

aspect.

Different non-binding example aspects and embodiments of the present invention
have been illustrated in the foregoing. The embodiments in the foregoing are used
merely to explain selected aspects or steps that may be utilized in implementations of
the present invention. Some embodiments may be presented only with reference to
certain example aspects of the invention. It should be appreciated that corresponding
embodiments may apply to other example aspects as well.

BRIEF DESCRIPTION OF THE DRAWINGS
For a more complete understanding of example embodiments of the present invention,

reference is now made to the following descriptions taken in connection with the
accompanying drawings in which:

Fig. 1 shows an architectural drawing of a system of an example embodiment;

Fig. 2 shows a signalling chart of a first process of an example embodiment;

Fig. 3 shows a signalling chart of a second process of an example embodiment;

Fig. 4 shows a flow chart of a process of an example embodiment;

Fig. 5 shows a flow chart of a process of an example embodiment; and

Fig. 6 shows a block diagram of an apparatus of an example embodiment.

DETAILED DESCRIPTON OF THE DRAWINGS

An example embodiment of the present invention and its potential advantages are

understood by referring to Figs. 1 through 6 of the drawings. In this document, like

reference signs denote like parts or steps.

Fig. 1 shows an architectural drawing of a system 100 of an example embodiment.
The system 100 comprises an apparatus 110 and a peer 120. Fig. 1 further shows a
data communication network 130 comprising one or more networks which enable

communication between the apparatus 110 and the peer 120 using internet protocols
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such as L2TP/IPsec.

The apparatus 110 is referred to as apparatus without intention to imply any particular
nature. The apparatus 110 can be a mobile phone, a tablet computer, an Internet of
Things device, a personal computer, a Linux server, a Windows® server, a network
element such as firewall, router, switch, gateway, security gateway, or service

function. Same applies to the peer 120.

In example embodiment, customer network topologies configure both peers as
Initiators to facilitate load balancing. In such cases, parallel security tunnels may
however result with different inbound and outbound security associations (SAs), while
the peer uses only one SA at a time. The other redundant SA pair or security tunnel
may then in vain occupy IPsec SA resources.

Fig. 2 shows a signalling chart of a first process of an example embodiment. Fig. 2
indicates one example of normal exchange of signals when two peers (apparatus and
peer) both operate as initiators for forming a security tunnel so ultimately forming two
security tunnels in parallel. In this case, one security tunnel is completed before

another one is formed.

Fig. 2 shows 200. sending a first security association initiation request from an
apparatus to a peer, such as an internet key exchange security association initiation
request, IKE_SA_INIT request. This initiation request may represent a first security
association proposal belonging to a first security tunnel forming process A. Signals
relating to this first security tunnel process are labelled in Fig. 3 with “A:”

Fig. 2 further shows 205. receiving by the apparatus a first security association
response from the peer, such as an IKE_SA_INIT response.

Fig. 2 further shows 210. sending a first security association authentication request
from the apparatus to the peer, such as an internet key exchange security association
authentication request, IKE_AUTH request.
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Fig. 2 further shows 215. receiving by the apparatus a first security association
authentication response from the peer, such as an internet key exchange security
association authentication response IKE_AUTH response.

Fig. 2 further shows 220. sending a second security association initiation request from
the peer to the apparatus, such as an internet key exchange security association
initiation request, IKE_SA INIT request. This initiation request may represent a
second security association proposal belonging to a second security tunnel forming
process B. Signals relating to this second security tunnel process are labelled in Fig.
3 with “B.”

Fig. 2 further shows 225. receiving by the peer a security association response from
the apparatus, such as an IKE_SA_INIT response.

Fig. 2 further shows 230. sending a second security association authentication request
from the peer to the apparatus, such as an internet key exchange security association
authentication request, IKE_AUTH request.

Fig. 2 further shows 235. receiving by the peer a security authentication response from
the apparatus, such as an internet key exchange security association authentication
response, IKE_AUTH response.

After completion of forming both the first and second security tunnels, there are first
inbound and outbound security associations formed for the apparatus and peer based
on the first security tunnel proposal initiated by the apparatus. Concurrently, there are
also second inbound and outbound security associations formed for the apparatus and
peer based on the second security tunnel proposal initiated by the peer.

The first inbound security association of the apparatus is correspondingly an outbound
security association at the peer. Likewise, the first inbound security association of the
peer is correspondingly an outbound security association at the apparatus. Each
security association is represented by a common security parameter index, SPI, at
both ends (the apparatus and peer). Each security tunnel may comprise inbound and
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outbound IKE security associations and child security associations, each represented
by a corresponding security parameter index. Both ends may have four security
parameter indexes for the first security tunnel and four security parameter indexes for
the second security tunnel. Both ends may have same SPls for each security
association so that there are four different SPIs for one security tunnel, two of which
SPls being parent or IKE security associations and other two being child security

associations.

In result of Fig. 2 process, there are two bi-directional security tunnels created one
after another (one SA pair created by a first message sequence denoted by A: and a
second message sequence denoted by B:). Ideally, both ends use same child SA pair
for inbound and outbound traffic as usually obtained by the latest one, and it is easy
to identify the redundant SA. In Fig. 2, SA initiated by a second message sequence
(B:)i.e., achild SPI pair such as <Oxc8cf556a,0xc1619f09> will be used for both peers
since it's the latest SA and the SA initiated by a first message sequence (A:) i.e., a
child SPI pair such as <0xcc8271c¢9, Oxc4eeb5061> will be redundant SA. It is to be
appreciated that alternatively or additionally the parent or IKE security associations
are used in some example embodiments to mutually identify one of plural concurrent

security tunnels for removal of redundancy.

Fig. 2 further shows 240. determining (e.g., at both the apparatus and the peer)
whether there is security association redundancy. If security association redundancy
is determined, then an information message is sent to the other end to instruct of
deleting determined redundant security associations. Also the determined redundant
associations are deleted when determined so these redundant security associations
will be deleted already on forming the security tunnel at both ends. The redundant
security associations include in an example embodiment IKE and child security
associations of the redundant security tunnel.

There are various implementations that will be further discussed in connection with
flow chart shown in Fig. 4. First, let us yet turn into Fig.3 to review another scenario in
which the forming of the two security tunnels become intertwined. This may happen,
for example, due to varying delays in data transmission, e.g., if routing of some packets
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changes or some other delay occurs, such as renewing a DHCP lease.

Fig. 3 shows a signalling chart of a second process of an example embodiment. The
second process corresponds to the first process except for the order of some signals
and events. Here, the apparatus receives 215 the first security association
authentication response from the peer after the second security tunnel has already
been established. Also the determination and deletion of security association
redundancy is postponed until completion of the incomplete first security tunnel by the
receiving 215 of the first security association authentication response.

In case of Fig. 2, the first security tunnel is first complete and then the second security
tunnel is completed. The apparatus would use the second security tunnel which is the
latest and would not use the first security tunnel at all. In case of Fig. 3, the forming of
the first security tunnel is partly completed, i.e., an outbound security association gets
established for the apparatus, while the inbound security association of that
connection is formed only after the second security tunnel is completed with its
inbound and outbound secure associations. Hence, the apparatus would normally use
after the second process in part the first security tunnel (outbound direction) and in
part the second security tunnel (inbound direction) and 50 % of the formed security
associations should be maintained while they are redundant.

In Fig. 3, the SPI <0xc8cf556a> from a child SA negotiated by a second message
sequence (B:) will be used for outbound traffic by the peer. An example SPI
<0xc4eeb5061> is used for outbound traffic by the apparatus from child SA negotiated
by the first message sequence (A:). Similarly, the peer uses an SPI <0xc4ee5061>
while the apparatus uses SPI <0xc8cf556a> for inbound traffic, i.e., SPIs of two
different SAs.

Normally, this would result in some technical problems:

- In case there are two security tunnels and both peers use different security
tunnels for communication, the system must maintain both security tunnels
even if the communication could have proceeded by using a single security
tunnel. It cannot delete one of the security tunnels during rekey as per the



10

15

20

25

30

WO 2022/112646 PCT/F12021/050725
11

standard implementation either the inbound or outbound security association
will be in use but not both of same security tunnel, as two security tunnels are
taken into use. Even in normal message sequence each of the security
associations must be maintained for their rekey lifetimes. So, in any case this
results in unnecessary resource consumption and affects system performance.

-  When the peer uses security associations of different security tunnels, one
node can err to delete the security associations of another security tunnel
assuming that as inactive if there is unidirectional traffic (e.g., in case of
predominantly downlink traffic) for the entire rekey lifetime. It will delete the idle
security association (or associations, when taking into account both IKE and
child SAs) under the assumption that no traffic is flowing though that security
association and in doing so will delete the security association from the peer as
well. When the peer decides to send uplink traffic it will have to form and switch
to using a new security association for the uplink traffic (so forming new IKE
and child SAs). Since there is no standard recommendation as to when to
switch between security associations, different implementations can do this at
different times leading to potential temporary traffic disruptions until both nodes
start using the same security association. Traffic loss may result until a new
security association is created.

- There is no universal manner to identify a redundant security tunnel since SPIs
of both security tunnels are in use and there is no difference in the roles of the
peers: both are initiators for one security association. So, both peers must keep
security associations of both security tunnels for inbound direction. Both peers
may also use different security associations for the outbound traffic from two
different security tunnels.

Let us next discuss in further detail how the redundancy in security associations is
addressed by some example embodiments of this document.

Fig. 4 shows a flow chart of a process of an example embodiment. The process
comprises 400. Sending, as an initiator, a first security tunnel proposal to a peer for
establishing first inbound and outbound security associations for a connection with the
peer, such as an internet key exchange security association request.
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Fig 4 further shows 405. Receiving a second security tunnel proposal from the peer
that is acting as another initiator, for establishing a second security tunnel with second
inbound and outbound security associations for the connection independent of the first
inbound and outbound security associations. In an example embodiment, the second

security tunnel proposal is an internet key exchange security association request.

Fig 4 further shows 410. In the establishing of the first security tunnel, receiving from
the peer an internet key exchange security association response; and/or sending to
the peer an internet key exchange authentication request; and/or receiving from the

peer an internet key exchange authentication response.

Fig 4 further shows 415. In the establishing of the second security tunnel, sending to
the peer an internet key exchange security association response; and/or receiving
from the peer an internet key exchange authentication request; and/or sending to the

peer an internet key exchange authentication response.

The establishing of the first security tunnel may temporally overlap with the

establishing of the second security tunnel.

Fig 4 further shows 420. Based on respective pairs of security parameter indexes,
deterministically accepting one of the first and second security tunnels and at least
partially rejecting the other one of the first and second security tunnels. In an example
embodiment, the pairs of security parameter indexes are obtained from any of the
security association initialisation or authentication messages. In an example
embodiment, the pairs of security parameter indexes are obtained from the internet
key exchange security association authentication request and response messages. In
an example embodiment, the deterministic accepting uses additional information on
top of the respective pairs of security parameter indexes. For example, security
parameter indexes may be used related to both the internet key exchange security
associations and the child security associations so that there are four security

parameter indexes used for the deterministic accepting.
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Fig 4 further shows 425. Sending to the peer a deletion request configured to delete
at least some or all security associations of the at least partially rejected security
tunnel. By sending the deletion request to the peer, the apparatus may cause the peer
to delete redundant security associations regardless of whether the peer itself is
capable to determining the redundant security associations. The deletion request may
be directed to the inbound and outbound internet key exchange security associations
of the redundant security tunnel for deleting both the IKE SAs and related child SAs at
the peer. This may be the case even if the deterministic accepting of one security
tunnel were performed using the SPIs of the child SAs. Alternatively, the deletion
request may be directed to only the inbound and outbound child security associations,
in which case the IKE SAs may be left alive. In an example embodiment, the deletion
request may be formed using the SPIs of the child SAs and still interpreted as a
deletion request for the entire security tunnel including the IKE SAs.

In an example embodiment, sending the deletion request is performed if the peer has
not sent the deletion request within a given deletion time. The process comprises in
an example embodiment sending the deletion request if the accepted one of the first
and second security tunnels is the one for which the establishing of the security tunnel
has completed first. In an embodiment, the process comprises sending the deletion
request if the accepted one of the first and second security tunnels is the one for which
the establishing of the (IKE or child) inbound and outbound security associations has
completed last. In an example embodiment, the process comprises waiting for a
random period and not sending the deletion request if a deletion request is received
in the meanwhile from the peer. In an embodiment, the apparatus attempts to
deterministically determine whether the apparatus or the peer is responsible for
sending the deletion request. The deterministic determination may be performed by
comparing identifiers such as internet addresses of the apparatus and the peer based
on a predetermined rule, such as ascending or descending numeric order of numeric
parts of the internet addresses or an alphabetic order of the identifiers. The
deterministic determination may be based on the deterministic accepting so that the
initiator or recipient of the accepted or at least partially rejected security tunnel

proposal is selected.
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In an example embodiment, the apparatus and the peer locally delete the at least
partially rejected one of the first and second security tunnels without notifying each
other. In an example embodiment, the apparatus locally deletes at least partially the
rejected one of the first and second security tunnels without notifying the peer if the
peer has indicated support for implied deletion of redundant security associations. In
an example embodiment, the support for implied deletion is indicated by an internet
key exchange message received from the peer. In an example embodiment, the
apparatus keeps count of local deletions of security associations and only once for
one peer perform the local deletion within a given period of time. In an example
embodiment, if the apparatus detects subsequent traffic from the peer based on the
security association that was determined by the apparatus to be redundant, the
apparatus falls back into sending the deletion request. In an example embodiment, the
given period of time is at least 5 ms; 10 ms; 20 ms; 50 ms; 100 ms; 1's; 2s; 10 s; 30
s; 1 min. In an example embodiment, the given period of time is at most 10 ms; 20 ms;

50ms; 100 ms; 1s;2s;10s; 30s; 1 min; or 2 min.

In an example embodiment, the first inbound and outbound security associations are
child security associations resulting from a first security association request. In an
example embodiment, the second inbound and outbound security associations are
child security associations resulting from a second security association request. In an
example embodiment, the first inbound and outbound security associations are parent
or internet key exchange security associations. In an example embodiment, the
second inbound and outbound security associations are parent or internet key
exchange associations. In an example embodiment, the first security association
request is sent by one of the apparatus and the peer and the second security
association request may be sent by the remaining one of the apparatus and the peer.
In an example embodiment, the first security association request is sent before or after

the second security association request.

In an example embodiment, the deterministic accepting comprises combining security
parameter indexes of inbound and outbound security associations to a combination
for each of the first and second security tunnels, respectively. For example, the
comparison may be based on the inbound IKE SA; and outbound IKE SA; on inbound
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child SA; and outbound child SA; or on inbound IKE SA; outbound IKE SA; inbound
child SA; and outbound child SA. In an example embodiment, the deterministic
accepting comprises comparing the combinations according to a predefined rule. In
an example embodiment, the combining comprises or is summing. In an example
embodiment, the combining comprises or is a string concatenation. In an example
embodiment, the predefined rule is accepting first one in an ascending order. In an
example embodiment, the predefined rule is accepting first one in a descending order.

In an example embodiment, the order is a numeric or alphabetic order.

Fig. 5 shows a flow chart of a process of an example embodiment, comprising:

500. Forming a child SA initiated from apparatus with an outbound SPI for secure
outbound communication with the peer;

505. Receiving a child SA response from the peer with an inbound SPI for secure
inbound communication with the peer as intended by the peer;

510. Checking if both inbound and outbound SAs are already present for a current
security policy (connection number, guiding rules for the traffic etc.) with the peer;
515. Deterministically selecting one of new and old SPIs to keep, and accordingly
proceeding to step 520 for keeping old or 525 to adopting new one;

520. Continuing to use the old SA, deleting new SA (optionally sending a deletion
message), and returning to step 500;

525. Adopting the new SA and deleting the old one;

530. Sending (in some embodiments) to the peer a deletion message for the old SA;
535. Adopting the new SA,;

540. In case the checking in 510 was negative, 540. adding the new SA and continuing
to 535.

Fig. 6 shows a block diagram of an apparatus of an example embodiment. The
apparatus 600 comprises a memory 640 including a persistent computer program
code 646. The apparatus 600 further comprises a processor 620 for controlling the
operation of the apparatus 600 using the computer program code 640, a
communication unit 610 for communicating with other nodes. The communication unit
610 comprises, for example, a local area network (LAN) port; a wireless local area
network (WLAN) unit; Bluetooth unit; cellular data communication unit; or satellite data
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communication unit. The processor 620 comprises, for example, any one or more of:
a master control unit (MCU); a microprocessor; a digital signal processor (DSP); an
application specific integrated circuit (ASIC); a field programmable gate array; and a

microcontroller.

As used in this application, the term “circuitry” may refer to one or more or all of the
following:
(a) hardware-only circuit implementations (such as implementations in only
analog and/or digital circuitry) and;
(b) combinations of hardware circuits and software, such as (as applicable):
(i) a combination of analog and/or digital hardware circuit(s) with
software/firmware; and
(i) any portions of hardware processor(s) with software (including
digital signal processor(s)), software, and memory(ies) that work together to
cause an apparatus, such as a mobile phone or server, to perform various
functions); and
(c) hardware circuit(s) and or processor(s), such as a microprocessor(s) or a
portion of a microprocessor(s), that requires software (e.g., firmware) for operation,
but the software may not be present when it is not needed for operation.

This definition of circuitry applies to all uses of this term in this application, including in
any claims. As a further example, as used in this application, the term circuitry also
covers an implementation of merely a hardware circuit or processor (or multiple
processors) or portion of a hardware circuit or processor and its (or their)
accompanying software and/or firmware. The term circuitry also covers, for example
and if applicable to the particular claim element, a baseband integrated circuit or
processor integrated circuit for a mobile device or a similar integrated circuit in server,

a cellular network device, or other computing or network device.

Without in any way limiting the scope, interpretation, or application of the claims
appearing below, a technical effect of one or more of the example embodiments
disclosed herein is that redundant security associations may be deleted without
waiting until next rekeying. Another technical effect of one or more of the example
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embodiments disclosed herein is that connection capacity of security association
count restricted network devices may be increased. Yet another technical effect of one
or more of the example embodiments disclosed herein is that redundant connections
with an apparatus with a peer that lacks support for detecting and deleting redundant

security associations on forming connections.

Embodiments of the present invention may be implemented in software, hardware,
application logic or a combination of software, hardware, and application logic. The
software, application logic and/or hardware may reside on the apparatus or peer. In
an example embodiment, the application logic, software, or an instruction set is
maintained on any one of various conventional computer-readable media. In the
context of this document, a “computer-readable medium” may be any non-transitory
media or means that can contain, store, communicate, propagate, or transport the
instructions for use by or in connection with an instruction execution system,
apparatus, or device, such as a computer, with one example of a computer described
and depicted in Fig. 6. A computer-readable medium may comprise a computer-
readable storage medium that may be any media or means that can contain or store
the instructions for use by or in connection with an instruction execution system,

apparatus, or device, such as a computer.

If desired, the different functions discussed herein may be performed in a different
order and/or concurrently with each other. Furthermore, if desired, one or more of the
before-described functions may be optional or may be combined.

Although various aspects of the invention are set out in the independent claims, other
aspects of the invention comprise other combinations of features from the described
embodiments and/or the dependent claims with the features of the independent
claims, and not solely the combinations explicitly set out in the claims.

It is also noted herein that while the foregoing describes example embodiments of the
invention, these descriptions should not be viewed in a limiting sense. Rather, there
are several variations and modifications which may be made without departing from

the scope of the present invention as defined in the appended claims. Moreover,
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example embodiments of the invention can be used in parallel or alternatively so that
in some circumstances, parallel security tunnels are formed. For example, quality of
service related needs may benefit from parallel security associations in which case
there may be two or more security associations for one direction between the
apparatus and peer. It is also possible to use some example embodiments to remove
redundant further security tunnels in case that N security associations are needed for
one pair of peers and N+1 unidirectional security associations are formed.
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CLAIMS
1. An apparatus, comprising:

at least one memory and processor configured to cause the apparatus to
perform at least:

sending, as an initiator, a first security tunnel proposal to a peer for establishing
first inbound and outbound security associations for a connection with the peer;

receiving a second security tunnel proposal from the peer that is acting as
another initiator, for establishing second inbound and outbound security associations
for the connection independent of the first inbound and outbound security
associations; and

based on respective security parameter indexes, deterministically accepting
one of the first and second security tunnels and at least partially rejecting the other
one of the first and second security tunnels.

2. The apparatus of claim 1, wherein the first security tunnel proposal is an internet
key exchange security association request and the establishing of the first security
tunnel comprises receiving from the peer an internet key exchange security

association response.

3. The apparatus of claim 1 or 2, wherein the second security tunnel proposal is
an internet key exchange security association request and the establishing of the
second security tunnel comprises sending to the peer an internet key exchange

security association response.

4. The apparatus of any one of preceding claims, wherein the at least one memory
and processor are further configured to cause the apparatus to perform at least
sending to the peer a deletion request configured to delete the at least partially rejected
one of the first and second security tunnels.

5. The apparatus of claim 4, wherein the at least one memory and processor are
further configured to cause the apparatus to perform at least sending the deletion
request only if necessary to enable the peer to delete redundant security associations.

6. The apparatus of any one of preceding claims, wherein the deterministic
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accepting comprises combining security parameter indexes of inbound and outbound
security associations to a combination for each of the first and second security tunnels,
respectively.

7. The apparatus of claim 6, wherein the deterministic accepting comprises
comparing the combination according to a predefined rule.

8. A method in an apparatus, comprising:

sending, as an initiator, a first security tunnel proposal to a peer for establishing
a first security tunnel with first inbound and outbound security associations for a
connection with the peer;

receiving a second security tunnel proposal from the peer that is acting as
another initiator, for establishing a second security tunnel with second inbound and
outbound security associations for the connection independent of the first inbound and
outbound security associations; and

based on respective security parameter indexes, deterministically accepting
one of the first and second security tunnels and at least partially rejecting the other
one of the first and second security tunnels.

9. The method of claim 8, wherein the first security tunnel proposal is an internet
key exchange security association request; and the establishing of the first inbound
and outbound security associations may comprise receiving from the peer an internet

key exchange security association response.

10. The method of claim 8 or 9, further comprising sending to the peer a deletion
request configured to delete inbound and outbound security associations of the at least
partially rejected security tunnel.

11.  The method of claim 8 or 9, further comprising sending to the peer a deletion
request configured to delete inbound and outbound security associations of the at least
partially rejected security tunnel only if necessary to enable the peer to delete

redundant security associations.

12.  The method of any one of claims 8 to 11, wherein the deterministic accepting
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comprises combining security parameter indexes of inbound and outbound security

associations to a combination for each of the first and security tunnels, respectively.

13. The method of claim 12, wherein deterministic accepting comprises comparing
the combinations according to a predefined rule.

14. A computer program comprising computer executable program code configured

to execute the method of any one of claims 8 to 13.

15. A computer-readable medium encoded with instructions that, when executed
by a computer, perform:

sending, as an initiator, a first security tunnel proposal to a peer for establishing
a first security tunnel with first inbound and outbound security associations for a
connection with the peer;

receiving a second security tunnel proposal from the peer that is acting as
another initiator, for establishing a second security tunnel with second inbound and
outbound security associations for the connection independent of the first inbound and
outbound security associations; and

based on respective security parameter indexes, deterministically accepting
one of the first and second security tunnels and at least partially rejecting the other

one of the first and second security tunnels.
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Fig. 4

400. Sending, as an initiator, a first security tunnel proposal to a peer
for establishing a first security tunnel with first inbound and outbound
security associations for a connection with the peer, such as an
internet key exchange security association request.

405. Receiving a second security tunnel proposal from the peer that
is acting as another initiator, for establishing a second security tunnel
with second inbound and outbound security associations for the
connection independent of the first inbound and outbound security
associations.

410. In the establishing of the first security tunnel, receiving from the
peer an internet key exchange security association response; and/or
sending to the peer an internet key exchange authentication request;
and/or receiving from the peer an internet key exchange
authentication response.

415. In the establishing of the second security tunnel, sending to the
peer an internet key exchange security association response; and/or
receiving from the peer an internet key exchange authentication
request; and/or sending to the peer an internet key exchange
authentication response.

420. Based on respective pairs of security index parameters,
deterministically accepting one of the first and second security
tunnels and at least partially rejecting the other one of the first and
second security tunnels.

425. Sending to the peer a deletion request configured to delete
inbound and outbound security associations of the at least partially
rejected security tunnel.
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