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(57) Abstract: The present invention relates to a method for check pointing
a global state of a distributed system with one or more distributed applica-
tions, wherein the one or more distributed applications are organized in a
directed acyclic graph topology, and wherein sources providing data to one
or more tasks each having one or more input channels and one or more out-
put channels for exchanging processed data between tasks and wherein a
task processes data received on its input channels and wherein processed
data is sent out on one or more of its output channels to other tasks, and
wherein one or more destinations collect processed data, comprising the
steps of * a) Upon receiving of a marker in an active input channel of a tagk
the active input channel is put on hold, ¢ b) Perform check pointing by sav-
ing the internal state of the task when all input channels are on hold, * ¢)
Forward the marker message via all output channels of the task to other
tasks, and * d) Reactive all the input channels of the task, wherein the global
state is the union of all internal states of the tasks after each task has been
check pointed.
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METHOD AND SYSTEM FOR CHECKPOINTING A GLOBAL STATE OF A DISTRIBUTED SYSTEM

The present invention relates to a method for check pointing a global state of a
distributed system with one or more distributed applications, wherein the one or
more distributed applications are organized in a directed acyclic graph topology,
and wherein sources providing data to one or more tasks each having one or more
input channels and one or more output channels for exchanging processed data
between tasks and wherein a task processes data received on its input channels
and wherein processed data is sent out on one or more of its output channels to
other tasks, and wherein one or more destinations collect processed data.

The present invention further relates to a distributed system with one or more
distributed applications on a plurality of nodes wherein the nodes are operable to
one or more distributed applications which are organized in a directed acyclic
graph topology, and wherein sources providing data to one or more tasks each
having one or more input channels and one or more output channels for
exchanging processed data between tasks and wherein a task processes data
received on its input channels and wherein processed data is sent out on one or
more of its output channels to other tasks, and wherein one or more destinations
collect processed data, preferably for performing with a method according to one
of the claims 1-5.

Check pointing techniques are used in distributed computing systems for recording
a consistent global state of an asynchronous system. When an application running
on such a system is composed of several processes or tasks each of them running
in parallel and exchanging messages between each other through connecting
channels check pointing takes a snap shot of each process at a given point in time
in terms of which messages the process is elaborating and the states of its internal
variables, for example the value of some counters and takes a snap shot of each
channel in terms of the messages sent but not yet received. The global state is
given by the union of the internal state of each process and of all the channels.
The execution of the application can be resumed from the latest snap shot in case
of a system failure.
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The time needed to complete the check pointing operation is in particular
important in real-time applications having usually a high message rate. Messages
coming into the system cannot be controlled but must be processed.

Conventional check pointing techniques have to serialize the state of each channel
resulting in a high message rate. One of the drawbacks is therefore that the
operation of serializing the state of each channel heavily slows down the entire
execution which might also lead to violate real-time requirements.

One of the conventional techniques for check pointing of applications running on
distributed computing systems is based on the so-called Chandy-Lamport
algorithm based on the non-patent literature of K. Mani Chandy and Leslie
Lamport. 1985, “Distributed snapshots: determining global states of distributed
systems”, ACM Trans. Comput Syst. 3, 1 (February 1985), 63-75.
DOI=10.1145/214451.214456, http://doi.acm.org/10.1145/214451.214456. The
algorithm uses marker messages and ensures that a consistent global state of a
distributed computing system can be saved under the following assumptions:

1. There are no failures and all messages arrive intact and only once.

2. The communication channels are unidirectional and First-In-First-Out
(FIFO) ordered.

3. There is a communication path between any two processes in the system

4. Any process may initiate the snapshot algorithm.

5. Each process in the system records its local state and the state of its
incoming channels.

The Chandy-Lamport algorithm has inter alia the drawback, that it requires to save
for each process both its internal state and the state of all its input channels.
Saving the state of the channels requires to (de)serialize messages slowing down
the execution and systems with high message rates, which is in particular typical
in stream applications.

It is therefore an objective of the present invention to provide a method for check
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pointing a global state of a system and a system which enables a fast and reliable
execution even with a high message rate.

It is a further objective of the present invention to provide a method for check
pointing a global state of a system and a system which saves computing and
memory resources.

It is an even further objective of the present invention to provide a method for
check pointing a global state of a system and a system which is more flexible in
terms of parallel execution of applications when check pointing.

The aforementioned objectives are accomplished by a method of claim 1 and a
system of claim 6.

In claim 1 a method for check pointing a global state of a distributed system with
one or more distributed applications is defined with one or more distributed
applications, wherein the one or more distributed applications are organized in a
directed acyclic graph topology, and wherein sources providing data to one or
more tasks each having one or more input channels and one or more output
channels for exchanging processed data between tasks and wherein a task
processes data received on its input channels and wherein processed data is sent
out on one or more of its output channels to other tasks, and wherein one or more
destinations collect processed data.

According to claim 1 the method is characterized by the steps of
a) Upon receiving of a marker in an active input channel of a task the
active input channel is put on hold,
b) Perform check pointing by saving the internal state of the task when
all input channels are on hold,
C) Forward the marker via all output channels of the task to other tasks,
and
d) Reactive all the input channels of the task,
wherein the global state is the union of all internal states of the tasks after each
task has been check pointed.
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In claim 6 a distributed system with one or more distributed applications on a
plurality of nodes is defined, wherein a system with one or more distributed
applications on a plurality of nodes wherein the nodes are operable to execute one
or more distributed applications which are organized in a directed acyclic graph
topology, and wherein sources providing data to one or more tasks each having
one or more input channels and one or more output channels for exchanging
processed data between tasks and wherein a task processes data received on its
input channels and wherein processed data is sent out on one or more of its
output channels to other tasks, and wherein one or more destinations collect
processed data, preferably for performing with a method according to one of the
claims 1-5.

According to claim 6 the system is characterized in that
a) put an active input channel of a task running on the node upon
receiving of a marker in the active input channel on hold,
b) perform check pointing by saving the internal state of the task when
all input channels are on hold,
C) forward the marker via all output channels of the task to other tasks,
and
d) to reactivate all the input channels of the task,
wherein the global state is the union of all internal states of the tasks after each
task has been check pointed.

According to the invention it has been recognized that serializing and saving
messages on the channels is not required to obtain a consistent global state.

According to the invention it has been further recognized that offloading the
process from serializing the messages on its channels saves computing and
memory resources.
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According to the invention it has been further recognized that a continued
execution of the applications is enabled while check pointing takes place on a
task.

According to the invention it has been further recognized that there is no need to
save the state of the channels.

Further features, advantages and preferred embodiments are described in the
following subclaims.

According to a preferred embodiment a marker is provided by the one or more
sources downstream along the processes of the directed acyclic graph topology.
This enables an easy implementation with the need to generate further markers by
intermediate nodes.

According to a further preferred embodiment the input and output channels are
unidirectional and/or messages in these channels are ordered according to the
first-in-first-out principle. This allows an easy handling of messages in channels.

According to a further preferred embodiment upon receiving further messages in
input channels on hold, these further messages are queued until the input channel
is reactivated. By queuing the messages reliable snap shot of the state of the
channel is provided without loosing messages to be processed in the future upon
reactivation.

According to a further preferred embodiment step b) and c¢) are swapped. This
enables to forward the marker to downstream tasks without having to wait for the
checkpointing operation to complete. Thus, parallelization is enabled.

There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end it is to be referred to the
patent claims subordinate to patent claim 1 on the one hand and to the following
explanation of preferred embodiments of the invention by way of example,
illustrated by the figure on the other hand. In connection with the explanation of the
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preferred embodiments of the invention by the aid of the figure, generally preferred
embodiments and further developments of the teaching will be explained. In the
drawings

Fig. 1 shows a system according to a first embodiment of the present invention;
and

Fig. 2  shows a flow diagram for a method according to a second embodiment of
the present invention.

Fig. 1 shows a system according to a first embodiment of the present invention.

In Fig. 1 distributed applications with a direct acyclic graph DAG topology are

shown. Sources source 1, source 2 inject data into the system and intermediate

tasks a, b, ¢, d, e, f process the data. A destination destination collects the process

data by the tasks task a-f and eventually exports it.

Fig. 2 shows a flow diagram for a method according to a second embodiment of
the present invention.

In Fig. 2 a flow chart of an embodiment of the present invention is shown.

A process or task listens for messages on its input channels in a first step S$1.

When a message is received on a channel i in a second step S2 it is determined in
a third step S3 if this channel i is on hold.

If yes then in a fourth step S4 the message is queued in the input channel i and
the steps S1-S3 are performed again.

If the channel i is not on hold then in a fifth step S5 it is checked whether the
message received on channel i is a marker message.
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If the received message is not a marker message then in a sixth step S6 the
message is processed and sent out via one or more output channels and steps
S1-S3 are performed again.

If the message received on channel i is a marker message then in a seventh step
S7 a counter of received markers is updated, i.e. incremented by +1.

Then in a eighth step S8 it is checked if all markers from all input channels have
been received.

If the counter of received markers is smaller than the number of input channels,
then in a ninth step S9 the channel i is put on hold and steps S1-S3 are performed
again.

If all markers have been received then in a tenth step S10 the state of the process
is saved. After that the markers are forwarded to all output channels of a process
in an eleventh step S11. In a final step S12 the input channels are released, i.e.
are reactivated and steps S1-S3 are performed again. To parallelize operations,
step S10 and S11 can be swapped.

In other words the action of saving the state of each process is postponed until the
process receives a marker from all its input channels.

In summary the present invention enables to check point the state of an
application which is composed of distributed processes exchanging messages in a
DAG topology, wherein only the internal state of the processes is check pointed
but not their channels. Further the present invention does not have to serialize and
save messages on the channels.

The present invention has inter alia the following advantages: The present
invention enables a fast check pointing even when the message rate for the
messages exchange is high. A further advantage is that computing and memory
resources are saved due to the offload of processes from serializing the messages
on its channels. An even further advantage is that an execution of applications is
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enabled to continue while the snap shot respectively the check pointing takes
place on a process or task.

Many modifications and other embodiments of the invention set forth herein will
come to mind the one skilled in the art to which the invention pertains having the
benefit of the teachings presented in the foregoing description and the associated
drawings. Therefore, it is to be understood that the invention is not to be limited to
the specific embodiments disclosed and that modifications and other embodiments
are intended to be included within the scope of the appended claims. Although
specific terms are employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.
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9
Claims
1. A method for check pointing a global state of a distributed system with one

or more distributed applications (source 1, source 2, task a-f, destination), wherein
the one or more distributed applications (source 1, source 2, task a-f, destination)
are organized in a directed acyclic graph (DAC) topology, and wherein sources
(source 1, source 2) providing data to one or more tasks (task a-f) each having
one or more input channels and one or more output channels for exchanging
processed data between tasks (task a-f) and wherein a task (task a-f) processes
data received on its input channels and wherein processed data is sent out on one
or more of its output channels to other tasks (task a-f), and wherein one or more
destinations (destination) collect processed data,
characterized by the steps of
a) Upon receiving of a marker in an active input channel of a task (task
a-f) the active input channel is put on hold,
b) Perform check pointing by saving the internal state of the task (task
a-f) when all input channels are on hold,
C) Forward the marker via all output channels of the task (task a-f) to
other tasks (task a-f), and
d) Reactive all the input channels of the task (task a-f),
wherein the global state is the union of all internal states of the tasks after each
task has been check pointed.

2. The method according to claim 1, characterized in that a marker is provided
by the one or more sources (source 1, source 2) downstream along the tasks
(tasks a-f) of the directed acyclic graph topology (DAG).

3. The method according to one of the claims 1-2, characterized in that the
input and output channels are unidirectional and/or messages in these channels
are ordered according to the first-in-first-out principle.



10

15

20

25

30

WO 2015/014394 PCT/EP2013/066040

10

4. The method according to one of the claims 1-3, characterized in that upon
receiving messages in input channels on hold, these messages are queued until
the input channel is reactivated.

5. The method according to one of the claims 1-4, characterized in that steps
b) and c¢) are swapped.

6. A distributed system with one or more distributed applications (source 1,
source 2, task a-f, destination) on a plurality of nodes wherein the nodes are
operable to execute one or more distributed applications which are organized in a
directed acyclic graph (DAG) topology, and wherein sources (source 1, source 2)
providing data to one or more tasks (task a-f) each having one or more input
channels and one or more output channels for exchanging processed data
between tasks (task a-f) and wherein a task (task a-f) processes data received on
its input channels and wherein processed data is sent out on one or more of its
output channels to other tasks (task a-f), and wherein one or more destinations
(destination) collect processed data, preferably for performing with a method
according to one of the claims 1-5
characterized in that a node is operable to
a) put an active input channel of a task (task a-f) running on the node
upon receiving of a marker in the active input channel on hold,
b) perform check pointing by saving the internal state of the task (task
a-f) when all input channels are on hold,
C) forward the marker via all output channels of the task (task a-f) to
other tasks (task a-f), and
d) to reactivate all the input channels of the task (task a-f),
wherein the global state is the union of all internal states of the tasks (task a-f)
after each task (task a-f) has been check pointed.
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