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BANDWIDTH MONITORING FOR DATA 
PLANS 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This application is a divisional of U.S. application 
Ser. No. 13/308,297, filed on Nov. 30, 2011, the content of 
which is incorporated herein by reference. 

BACKGROUND 

0002. As an increasing variety and amount of content is 
being made available over networks Such as the Internet, 
users are obtaining an increasing amount of their content 
over those networks. Users can access this content using any 
appropriate electronic device, including devices that utilize 
cellular-based networks or similar wireless connections to 
obtain the data. In many cases, providers of these network 
connections include a certain amount of data transmission or 
bandwidth with a monthly data plan, and any data transmis 
sion exceeding that amount can result in Substantial addi 
tional charges. Users typically have no way of knowing how 
much data is required for various tasks, which prevents users 
from managing their use of data to either avoid overage 
charges or have the ability to approve transmissions that will 
result in overage charges before the transmission occurs. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0003 Various embodiments in accordance with the pres 
ent disclosure will be described with reference to the draw 
ings, in which: 
0004 FIG. 1 illustrates an example environment in which 
various embodiments can be implemented; 
0005 FIGS. 2(a) and 2(b) illustrate example interfaces 
that can be provided to a user in accordance with various 
embodiments; 
0006 FIG. 3 illustrates an example interface that can 
enable a user to adjust bandwidth settings in accordance 
with various embodiments; 
0007 FIGS. 4(a), 4(b), and 4(c) illustrate example dis 
plays that can be provided to a user in accordance with 
various embodiments; 
0008 FIG. 5 illustrates a first example configuration that 
can be used to implement aspects in accordance with various 
embodiments; 
0009 FIG. 6 illustrates a second example configuration 
that can be used to implement aspects in accordance with 
various embodiments; 
0010 FIG. 7 illustrates an example process for monitor 
ing data transmission that can be used in accordance with 
various embodiments; and 
0011 FIG. 8 illustrates an example process for managing 
data transmission that can be used in accordance with 
various embodiments. 

DETAILED DESCRIPTION 

0012 Systems and methods in accordance with various 
embodiments of the present disclosure may overcome one or 
more of the aforementioned and other deficiencies experi 
enced in conventional approaches to managing bandwidth 
and data plan usage in an electronic environment. In par 
ticular, various approaches provide the monitoring of band 
width usage for various applications or other sources of data 
transmission, such that a user can be provided with infor 
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mation about that usage. A user able to view information 
about the amount of bandwidth needed for various applica 
tions or tasks can then adjust usage behavior accordingly. 
0013. In at least some embodiments, users, providers, or 
other authorized users can set limits or other thresholds or 
usage criteria for specific applications or types of transmis 
Sion. For example, a user might consider a certain applica 
tion to be relatively important such that the user wants to 
guarantee a minimum amount of bandwidth per billing or 
usage cycle. The user also might want to ensure other 
applications never use more than a certain amount of band 
width per cycle. The user can specify various actions to be 
taken for certain applications when those applications are 
approaching, at, or exceeding the specified limits. For 
example, a user might allow high priority applications to 
exceed the limits, but want to be notified of the overage. For 
medium priority applications, the user might want to be 
prompted to approve the overage before a transmission will 
be allowed. For lower priority applications, the user might 
want to block that application from transmitting data when 
that application reaches a certain bandwidth limit. Similar 
actions can be taken when the user is roaming or otherwise 
connected to a network for which additional fees apply. 
Various other actions and limits can be utilizes as well as 
discussed herein. 
0014 Various aspects of the monitoring and managing 
can be implemented on a client device or on a remote system 
or server. For example, a client device can include logic to 
monitor requests before those requests arrive at a network 
communication component, and can approve or deny the 
transmission based on various criteria. In other embodi 
ments, all transmissions might go to a remote system or 
server, such as a network service provider, whereby the 
provider can determine whether to allow the transmission, 
and in Some cases can have the ability to modify one or more 
aspects of the transmission. 
00.15 Various other functions and advantages are 
described and Suggested below as may be provided in 
accordance with the various embodiments. 

0016 FIG. 1 illustrates an example environment 100 in 
which aspects of various embodiments can be implemented. 
In this example, a user can utilize a computing device 102 
to access content from multiple places and providers across 
one or more networks 104. These networks can include, for 
example, the Internet, and Ethernet, a cellular network, a 
wireless data network, a local area network (LAN), a peer 
to-peer network, and the like. The user can utilize the 
network to access various types of content from various 
different sources, such as streaming video from a video-on 
demand provider 110, music from a streaming audio pro 
vider 112, and online gaming content from an online gaming 
provider 114. The user can also utilize the network to access 
and send email or other Such messages using an email 
provider 116 or other such entity, and can cause data and 
other information to be backed up to at least one remote data 
backup service 118. The user also can utilize the network to 
contact other personal computing devices 120. Such as to 
send text messages or instant messages. 
0017 For at least some of these networks, the user might 
have to subscribe to a data plan with at least one network 
service provider 106 to obtain network access. Conventional 
service providers can include, for example, an Internet 
service provider (ISP) or a cellular network provider. In 
many cases, a user Subscribing to a wired network connec 
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tion offered by an ISP might receive unlimited data band 
width per month, or another Such period or amount. A user 
Subscribing to a cellular data plan, on the other hand, might 
receive only a limited amount of bandwidth with a subscrip 
tion. When accessing various types of content from multiple 
Sources as illustrated, the user can quickly utilize a signifi 
cant amount of bandwidth, particularly for content such as 
streaming music, video on demand, and application down 
load. The service provider system 106 can monitor the usage 
of the network by the client device (and potentially any other 
devices associated with the same user or user account) and 
store usage information in at least one user data store 108, 
which can also include information Such as the amount of 
bandwidth per unit time that the user has as part of the 
Subscription. At the end of the month or another appropriate 
cycle, the service provider can determine the total amount of 
bandwidth used by the user in the previous cycle, can 
compare that amount against the allocated amount as part of 
the Subscription, and can determine any amount of overage. 
The service provider then can determine the amount the user 
owes for the overage, and charge the user the determined 
overage amount. 
0018. As discussed, however, conventional approaches to 
overage billing do not enable the user to determine how 
much each application, service, or other source of data 
transmission contributed to the overage. For example, FIG. 
2(a) illustrates an example electronic bill or usage Summary 
that could be presented to the user through a billing interface 
200 displayed on a client device. As illustrated, the user can 
view information 204 about the data subscription, such as 
the amount of bandwidth per month included with the 
Subscription, as well as the actual amount of bandwidth used 
with that subscription in the previous month. The user can 
also view the amount that the user is being billed for the 
amount of bandwidth used in excess of the allocated amount. 
This type of information is typical of conventional band 
width Summaries, as it does not indicate to the user any 
detailed information about the bandwidth usage. In this 
example, however, the user can select an option 206 to 
enable the user to obtain a breakdown of that usage, or 
otherwise obtain information related to the usage. 
0019 FIG. 2(b) illustrates an example interface display 
220 that can be presented to the user in response to a request 
for more detailed information. In this example, the user is 
able to view information 222 relating to the amount of 
bandwidth usage for the previous period that was attribut 
able to various sources of data transmission. For example, 
the user is able to view how much bandwidth was used for 
an email application, for audio streaming for one or more 
applications, gaming, texting, and Video streaming. As 
should be understood, the breakdown can be provided by 
any appropriate selection and/or categorization, as may 
include specific applications, types of applications, forms of 
data transmission, etc. 
0020 Such a display can be beneficial to a user for a 
variety of reasons. For example, a user can determine which 
how much bandwidth each application generally requires 
per month, based on user activity levels. In this example, a 
user can see that the usage for video streaming alone is 
almost twice the monthly allocation. The user can also 
determine that certain applications that the user needs, Such 
as email and texting, require well under the allocated 
amount, such that the user can make adjustments to less 
essential applications if the user wants to avoid overage 
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charges. Similarly, if the user does not want to reduce the 
amount of monthly online gaming, the user can determine 
how much of the allocation can be dedicated to other 
applications, and can attempt to adjust usage of those 
applications accordingly. 

0021 Approaches in accordance with various embodi 
ments can also provide functionality to assist the user in 
adjusting usage of various applications or other sources of 
data transmission. For example, the interface display 220 of 
FIG. 2(b) includes an option 224 enabling the user to set one 
or more filters for the transmission of data using the respec 
tive provider network. An example of an interface 300 
enabling a user to specify such filters is illustrated in FIG. 3. 
In this example, the user is able to view information 302 
about the network Subscription, such as the amount of 
bandwidth included with the subscription and the cost of any 
data overage. The user is also able to view information 304 
for various sources of data transmission using the data 
network. In this example, the user is able to view the average 
monthly bandwidth usage for a number of different appli 
cations, as well as the range or standard deviation of usage 
for previous months. The user can also set use limits for each 
of these applications, as well as an action or approach to be 
taken when the user is at, near, or over the usage limit for a 
particular application. 

0022. For example, in this example the user has set a 
usage limit for a particular email application ("A-mail') to 
have a limit of 25 megabytes (25 MB) per billing cycle, 
which is just above the average usage amount for that 
application. The user has also indicated that the user would 
like to be notified if the user is going to go over the limit for 
that application in a given month. Using Such an approach, 
the user can allow for a little more than the average usage 
before being notified, but since email might be relatively 
important to the user, the user has selected to be notified 
when the user is at or near the limit for that application. In 
this way, the user can continue to use the email application, 
but can be aware that the user might want to adjust usage of 
that application to prevent significant overage fees. In this 
example a similar approach has been selected for text 
messaging, which a user might use to communicate with 
friends, family, co-workers, or other persons, and thus 
should be available to the user in case of emergency, 
important messages, etc. 
0023. In this example, the user has been able to determine 
that the user is dedicating a significant amount of bandwidth 
to online gaming. The user might not have realized the 
amount of bandwidth required, or simply might want to cut 
back on the amount of gaming in order to reduce monthly 
overage charges. Accordingly, the user has set a usage limit 
for online gaming (whether from a specific site or source, or 
applications of that type in general, etc.) that is significantly 
less than the average usage for that type of application. The 
user has also indicated that bandwidth for online gaming 
should be blocked when the user reaches the set limit. The 
user might view online gaming as recreational, but is not 
willing to pay overage fees for that activity. Accordingly, the 
user can allow up to a set amount per month, but block usage 
after that point until the next cycle starts. Such an approach 
can also be useful for family plans or other such situations 
where one user might get a certain allocation for a given 
activity, Such as gaming, but is not allowed to further limit 
bandwidth usage for others on the plan. 
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0024. The user has similarly set a limit for video stream 
ing that is less than the average amount for the application. 
Instead of blocking further usage, however, the user has 
specified that the application can adjust the transmission 
and/or type of data, Such as to utilize a slower connection or 
a lower quality video stream, such as 2D instead of 3D video 
or standard definition instead of high definition, etc. The user 
might want to continue to be able to view video during a 
current cycle, but might want to utilize a lower quality 
stream when the user will have to pay extra for that content. 
Various other adjustments, filters, and settings can be made 
as well within the scope of the various embodiments. 
0025 Based at least in part upon the configurations or 
settings specified by the user (or another Such entity), 
various types of notifications can be provided to the user 
when the user (or application or device, etc.) attempts to 
initiate a data transfer of a type that will result in the 
exceeding of a specified bandwidth limit. For example, FIG. 
4(a) illustrates an example device display 400 that can be 
provided in response to a user requesting to start a video 
stream that is determined to cause the user to go over the 
monthly limit for video streaming if allowed. In this 
example, the notification provides information 402 indicat 
ing the type of overage that will be triggered and the cost to 
the user for the overage. The user then can provide input by 
selecting a option 404 to proceed with, or cancel, the stream 
request. 
0026 FIG. 4(b) illustrates another example device dis 
play 420 wherein the user has specified that transmissions of 
streaming data be blocked after the user reaches the speci 
fied limit for that type of data. The notification information 
422 indicates that the user cannot obtain that stream because 
the type of feed has been blocked through the data settings. 
In this example, the user can select an option to update the 
settings if the user would like to enable the feed or otherwise 
change the way in which the particular type of content is 
managed. 
0027 FIG. 4(c) illustrates another example interface dis 
play 440 that can be presented when a user has selected to 
adjust the video feed when the transmission will cause the 
user to go over the specified limit. In this example, the 
device can first notify the user that the video stream will be 
presented in a lower quality format, such that the user can 
decide whether to proceed with the stream, particularly 
where the user has to pay for the video stream. Various other 
notifications can be provided as well as should be apparent. 
0028 FIG. 5 illustrates a first example configuration 500 
that can be used to provide for content filtering and/or 
bandwidth management in accordance with various embodi 
ments. In this example, the management is performed at 
least in part using a monitoring component 510, imple 
mented in hardware and/or Software, on the computing 
device 502 of the user. In this example, the monitoring 
component sits on a path (physical or logical) between a 
processor 512 of the device, which can be executing one or 
more applications attempting to transfer data over a network 
connection 518, and a modem 508 or other communication 
component operable to transmit data and/or a request for 
data over the network connection. In some embodiments 
there can be multiple possible network connections. Such as 
a cellular network connection and a Wi-Fi connection, and 
one or more monitoring components can be used to monitor 
bandwidth on any connection where the amount of data used 
can be of interest to the user or another such party. 
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0029. In this example, the processor can store informa 
tion Such as usage limits and current usage amounts in one 
or more storage devices 516, such as hard drives or flash 
drives in the device. In other embodiments, the computing 
device might cause at least some of this information to be 
stored remote to the device, such as by a remote data service 
or through the network provider. Instructions, limits, and/or 
other such information can be loaded in memory 514 on the 
device such that when an application executing on the 
computing device attempts to cause data to be transmitted 
across the network connection by the modem 508, the 
monitoring module 510 can first analyze the request to be 
transmitted in order to determine whether the request itself 
will exceed any specified limits, or if the data to be trans 
mitted in response to the request (e.g., received from a 
content provider) will violate any such limit(s). The moni 
toring component can then perform an analysis to determine 
whether to enable the request to pass to the modem and out 
onto the network, based at least in part upon the current data 
Settings. 
0030. In at least some embodiments the monitoring logic 
can be built into the network Stack layer on the computing 
device 502, such that a request to be sent out on a particular 
network can be analyzed to determine information Such as 
the size of the request, the destination of the request, and the 
application or associated with the request. As an example, 
the monitoring logic might analyze a request before that 
request hits the modem (or other network interface device) 
and determine that the request originated from an applica 
tion on the device that is associated with streaming audio 
(e.g., Pandora R, iHeartRadio(R), or Slacker(R). If the user has 
already exceeded the limit for streaming audio, the moni 
toring component can determine the action to be taken in 
Such an instance, as may be configured by the user, and take 
an appropriate action. For example, the monitoring compo 
nent can cause a message to be displayed to the user that the 
content is being blocked or requires confirmation, as dis 
cussed elsewhere herein. In some embodiments, the moni 
toring component could instead delete the request and cause 
an error to be displayed on the device. Various other options 
can be utilized as well as should be apparent in light of the 
present disclosure. 
0031) If, instead, the user is not yet at the limit but is 
approaching the limit, the monitoring logic can be config 
ured to perform any of a number of actions. In some 
embodiments, the monitoring logic can allow the request to 
pass to the modem and out across the network 504 to an 
appropriate content provider 506. In other embodiments, the 
monitoring module might cause a notification to be dis 
played to the user indicating that the user is close to the limit, 
or prompting the user to confirm the stream even though the 
stream may cause the user to go over the limit. For example, 
a message can be provided indicating that the user will likely 
go over the limit and providing an estimated cost for the 
overage. In other embodiments, a message might indicate 
how long a user can likely continue streaming before hitting 
the set limit. In some embodiments, a timer or bandwidth 
monitor might be displayed when the user is nearing, at, or 
over the bandwidth limit (or at all times, if desired) enabling 
the user to determine how much time the user has left for a 
particular activity and/or how much additional cost the user 
is incurring through a particular activity. 
0032. In at least some embodiments, the monitoring 
component can provide an interface that the user can access 
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to view information about network traffic across the respec 
tive network connection 518. For example, the user can view 
how much data has been utilized so far for each of a plurality 
of applications, data types, or actions. The user can also view 
as how much bandwidth is left before going over one or 
more set limits, how much overage has occurred, a likely 
projected usage based on current and/or historical rate, an 
estimate of overage charges, and/or other such information. 
Such an interface can include information Such as that 
illustrated in FIG.3 as well, as may enable the user to adjust 
settings for the current month, current settings for the 
account in general, or other such information. In some 
embodiments a user can shift allocations for the current 
billing cycle. For example, if a user is near the limit for one 
application but 20 MB below the limit for another applica 
tion, the user can shift all or part of that 20 MB to enable the 
user to be able to continue to use one or both of those 
applications for the remainder of the billing cycle. In some 
embodiments, the monitoring module might prompt the user 
when the user is near a limit for one application but under 
the limit for another application, asking whether the user 
would like to adjust the limits for the current cycle. The 
monitoring component can also track this actual usage over 
time, and can recommend or in Some instances automati 
cally adjust the limits for various applications based at least 
in part upon actual usage rates. 
0033. In some embodiments, the monitoring module 510 
can also select an appropriate connection speed for a par 
ticular request. For example, a network provider or carrier 
might offer pipes or connections with different transmission 
speeds. In some embodiments, a user might be able to use 
the fastest connection, socket, or “pipe” (included in the 
Subscription or data plan) when the user is sufficiently under 
the monthly limit overall, or at least for any specific appli 
cation. When the user approaches a limit for an application, 
or a portion of the limit as may be specified by the user, the 
monitoring module 510 can cause the request to be trans 
mitted and/or response from the content provider (or other 
party) to be transmitted using a lower speed pipe or trans 
mission rate. The change in transmission speed can be 
application- or data type-specific in at least some embodi 
ments, as certain types of data might not work well with 
lower data speeds. For example, email or text messaging 
might be able to work relatively well using a lower speed 
connection, while high definition video streaming or online 
gaming might not provide acceptable performance using a 
lower speed connection. When the network traffic arrives at 
the network Stack in at least some embodiments there can be 
a callback from the respective application, which can be 
used to determine the respective application and the type of 
connection to be requested. 
0034. A user in some embodiments can specify different 
speeds to be used for different applications or data types, 
regardless of the current amount of bandwidth usage. For 
example, a user might select to user a lower speed connec 
tion for applications such as email, Web browsing, text 
messaging, and data backup, where a fast connection may 
not be required for a particular user, and the user in at least 
Some cases might get a discount or lower cost plan for using 
a slower connection speed. The user might also set particular 
applications, such as streaming media and online gaming, to 
higher speed connections to ensure adequate performance. 
Other users might set slower speed connections for media 
and gaming applications, in order to reduce the amount of 
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data that can be transmitted for what might be considered to 
be lower-priority tasks. In some embodiments, a user might 
be willing to pay a surcharge for the higher speed connec 
tion, and may be prompted or set limits using approaches 
similar to those discussed elsewhere herein. In some 
embodiments, the carrier might also provide certain limits or 
speed adjustments as part of the data plan, such as where the 
speed for any or all traffic decreases after the user reaches a 
certain amount of data usage, etc. 
0035. While having a monitoring module on a computing 
device can provide for adequate bandwidth management for 
situations where a user has a single device associated with 
a specific data plan, there can be other situations where Such 
an implementation might not be an optimal solution. For 
example, the user might have multiple devices associated 
with a particular data plan, such as a family plan or employer 
plan. While a central location might be able to routinely poll 
each device for information, such an approach itself can 
utilize a significant amount of bandwidth to remain current. 
Further, portable computing devices typically have limited 
resources (e.g., processing and storage capacity, as well as 
battery life), such that it can be preferable in at least some 
situations to place the monitoring functionality at a (logi 
cally) centralized location. 
0036 FIG. 6 illustrates another example configuration 
600 that can be used to provide for content filtering and/or 
bandwidth management in accordance with various embodi 
ments. In this example, the management is performed at 
least in part by a service provider system 606 (or bandwidth 
monitoring service, etc.) that is configured to receive 
requests for content from a computing device 602 associated 
with a data plan offered by that service provider. One or 
more components of the service provider system can act like 
a proxy or firewall for the computing device, whereby any 
traffic passing through a data connection 612 for at least one 
network 604, the data connection being provided by that 
provider and part of a data plan, can pass through those 
provider components. Such an approach enables the moni 
toring logic to be provided by the service provider system 
614, or “in the cloud, as opposed to being stored and 
executed on the user's computing device 602. 
0037. Instead of requests for content passing from the 
computing device 602 through the network 604 to the 
appropriate content providers 610 for various types of 
content, the request will follow a logical path 614 whereby 
the request is directed to the service provider system 606, 
which can determine whether to forward the request (or a 
related request) to the appropriate content provider 610. For 
example, a streaming audio application might request a 
Socket in which to obtain streaming audio data from a 
particular audio provider. The service provider system 606 
can determine whether to accept or deny the request based 
on various criteria discussed and Suggested herein. If the 
request is denied, the service provider system can send a 
response to the computing device 602 indicating that the 
request was denied, and providing information relating to 
the denial. If the request requires approval. Such as where the 
user is over or approaching a data limit, the service provider 
can send a request to the client device for the user to approve 
or reject the transmission. 
0038. When the user is under the limit or the request has 
been otherwise approved, the request (or a similar request) 
can be sent from the service provider system 606 to the 
appropriate content provider 610, or other such recipient. 
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The service provider can configure the request Such that the 
content that is returned will pass back through the content 
provider system 606, along a path similar to the path 614 of 
the request. Such an approach enables the content provider 
system to monitor the amount of data being transmitted and 
potentially halt the transmission before it goes on to the 
computing device 602, which can help to prevent an over 
age. In some embodiments, the content providers can pro 
vide data to the service provider System using a very fast 
connection, and the service provider can forward the data to 
the client using a slower connection appropriate for the 
computing device under the Subscription. In other embodi 
ments, the service provider system 606 can configure the 
request Such that the content returned in response goes 
“directly' to the computing device 602 without passing 
through the service provider system 606. Such an approach 
can potentially provide the service provider with less control 
over the transmission, but can reduce the amount of traffic 
that must be handled by the service provider system, and can 
reduce delays experienced by the user of the computing 
device. In some embodiments, the service provider system 
might indicate to the content provider that the content can be 
sent directly to the computing device, but might provide 
Some restrictions or guidelines, such as a connection speed 
or maximum amount of data that can be transmitted, etc. 
0039. In at least some embodiments, the service provider 
can have the ability to adjust the content or data before being 
transmitted to the computing device. For example, the 
content provider might be able to perform various types of 
compression on documents, images, audio, video, or other 
such content that might be undetectable to the user. The 
ability to compress the data, however, enables the user to 
receive “more' content under the data plan, at least from the 
perception of the user. For example, a user might be able to 
stream fifteen movies in standard format but can stream 
seventeen movies after compression, even though the 
amount of data transmitted might be relatively similar. In 
Some embodiments, the service provider might also be a 
content provider, where the service provider hosts content 
that the service provider can process to minimize the amount 
of data that must be transmitted. In some embodiments the 
service provider might not be a cellular provider, for 
example, but might be an entity having a relationship with 
a cellular provider or other network provider, and can 
manage data usage on a plan offered by the cellular provider 
or service provider, etc. Various processing of the data also 
can be performed “in the cloud' by the service provider 
system, Such as to render images or perform other process 
ing or manipulation, in order to further reduce the amount of 
data that must be transmitted and/or reduce the perceived 
response time for the user by taking advantage of faster 
and/or additional processing capacity of the provider sys 
tem. In at least Some embodiments, software can be installed 
on the computing device to also perform compression where 
possible and/or practical. 
0040. In some embodiments where the service provider 
hosts or provides one or more types of content, the provider 
can potentially offer discounted transmission rates or addi 
tional bandwidth allocations when the user purchases, rents, 
downloads, or otherwise obtains content from the provider. 
In some embodiments, content purchased from the provider 
might not count against the user's data plan limits. For 
example, if the provider offers streaming movies for a fee, 
the user can obtain a movie for the determined fee without 
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also having to have the bandwidth for obtaining the movie 
count against the user's bandwidth allocation. If the provider 
offers content such as an electronic marketplace where users 
can browse for, and purchase, various items, the provider 
might enable the user to access that marketplace using the 
connection without the access counting against the user's 
data plan, at least when the user makes a purchase in a 
current session, etc. In some embodiments, each purchase 
might earn the user additional bandwidth allocation. Simi 
larly, users who have specific types of accounts with the 
provider might get additional bandwidth allocations or dif 
ferent pricing structures, etc. In some embodiments, a ser 
vice provider might purchase a large block of bandwidth 
from a data network provider and divide that bandwidth up 
among customers of the service provider at rates and/or 
allocations determined by the service provider. In some 
embodiments, certain types of customers might get a 
monthly data allocation at no additional cost to those cus 
tomers, at a significant discount, etc. In some embodiments, 
the user might not be charged for the data plan but might 
only have access to content provided by the service provider, 
where the user can obtain movies, music, and other content 
from the service provider. Content from other providers 
might be accessible for an additional fee. Such as where a 
customer also wants to be able to browse the Web, or 
perform other such actions. Various other options or incen 
tives can be used as well within the scope of the various 
embodiments. 

0041 FIG. 7 illustrates an example process 700 for 
monitoring bandwidth usage for a data connection that can 
be utilized in accordance with various embodiments. It 
should be understood for this and other processes disclosed 
herein that there can be additional, fewer, or alternative steps 
performed in similar or alternative orders, or in parallel, 
within the scope of the various embodiments unless other 
wise stated. In this example, a system, service, or component 
(such as a monitoring component) obtains 702 information 
for a user data plan for a specified connection. This can 
include at least determining that a certain connection (e.g., 
a cellular data connection) has a type of limit attached for 
which usage can advantageously be monitored, and can also 
include information such as the amount of bandwidth 
included in a billing cycle, the timing of the billing cycle, the 
availability and cost of overages, and other Such informa 
tion. The traffic on that connection then can be monitored 
704, and at least a portion of the traffic can be associated 706 
with a respective application, or other source of the request 
or transmission, etc. The data usage and/or other Such 
information can be determined 708 for at least a selection of 
applications, such as may include common applications, 
frequently accessed applications, or applications for which 
monitoring was selected. The application-specific usage 
information for the current billing cycle, previous billing 
cycles, lifetime amounts or averages, and/or other Such 
information then can be provided 710 to the user. As 
discussed, such information can help the user determine how 
much each type of usage contributes to the overall amount 
of usage, and make adjustments in the users behavior as 
appropriate. In at least some embodiments, a monitoring 
module, service provider interface, network console, or 
other such component can enable 712 the user to set appli 
cation-specific limits, or other Such thresholds or criteria, 
based at least in part upon the provided usage information. 
As discussed, the user can set one or more usage limits, and 
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specify how the transmissions are to be handled when the 
user is at, near, and/or over a specified threshold. 
0042 FIG. 8 illustrates an example process 800 for 
managing data transmissions or bandwidth usage that can be 
utilized in accordance with various embodiments. In this 
example, limit information is obtained 802 for a user data 
connection. As discussed above, this can include data plan 
limits as well as limits specified by a user for one or more 
applications or types of data transmission, among other Such 
limits or criteria. A system, service, or module configured to 
manage data transmissions for a connection can receive 804 
a request to transmit data over the data connection. This can 
include, for example, a request from an application to open 
a socket to transmit data for that application. The received 
request can be analyzed to determine the type of request, the 
corresponding application or source, or other such informa 
tion to determine 806 whether the request may cause the user 
to exceed a data limit for the connection, if the connection 
is not already exceeded. If not, a similar determination 808 
can be made as to whether this request will cause the user to 
exceed a specified limit for a type of application, data, or 
Source, for example, if not already exceeded. If the request 
is determined to be at, or over, the limit in either case, an 
appropriate action can be determined 810. Such as to deny 
the request or prompt the user whether to allow the trans 
mission. If the determined action is not to ask but to deny 
such action, the request can be denied 814. If the determined 
action involves asking 812 the user, the user can be asked 
and if permission is not received the request can be denied. 
If permission is received 816, or if the request is determined 
not to cause the user to be at risk for exceeding a specified 
limit, the transmission can be allowed 818. If permission is 
granted to exceed the limit, the limit might be adjusted or 
ignored for that transmission Such that a Subsequent deter 
mination of overage will not result in a similar prompt or 
other Such action. Various other actions for approaching or 
exceeding limits can be used as well as discussed and 
Suggested elsewhere herein. If the transmission completes 
820, the process with respect to at least the current request 
can end 822. If the transmission has not yet completed, in at 
least some embodiments the management process can con 
tinue and Subsequent determinations made as to whether the 
transmission is approaching, at, or over a specified limit. 
Such an approach can be advantageous for a transmission 
Such as an audio stream, which might not be predicted to 
cause an overage initially but after an extended period of 
listening can become likely to exceed a specified limit. If the 
transmission approaches such a limit, similar actions can be 
determined 810 and taken as discussed elsewhere herein. 

0043. As part of the monitoring and management pro 
cess, certain embodiments enable a management system to 
Suggest or automatically adjust limits based on user prefer 
ences or user behavior, among other Such factors. For 
example, if the user has a limit to only allow 20% of the data 
allocation for email but the user consistently uses 50% of the 
allocation for email, which results in overage charges, the 
system could potentially adjust the limit to guarantee 50% of 
the allocation for email, such that the user can have limits 
that reflect actual usage and then determine whether to 
exceed the limit for other activities that are not used as 
consistently, etc. In some embodiments, the system can 
analyze past behavior, such as by analyzing a user's email 
account for past traffic information, to predict an initial 
amount that should be allocated to a particular application. 
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The system can then adjust these limits automatically as 
more information is gathered in order to make more accurate 
predictions. The values also can be weighted and/or decayed 
such that more recent activity will be reflected more heavily 
in the predictions. For example, a user who recently Sub 
scribed to a music service and is streaming more audio data 
can have an audio data limit increased accordingly. In Such 
an embodiment, the user might be able to specify a percent 
age of usage as a limit on a specific application. For 
example, instead of using fixed limits the user might want 
the system to track the average usage of a particular appli 
cation and notify the user when the user is at a particular 
percentage of the average usage, such as 80%, 90%, 100%, 
110%, or another such value. In some embodiments, a user 
can set temporary limits for when the user goes on vacation, 
is working out of town, or is otherwise engaging in an 
activity that may have significantly different data usage, but 
the user does not want to have to adjust the typical settings, 
and then adjust them back after the activity. 
0044. In some embodiments, a user also can add certain 
applications to a “white list” or otherwise designate that 
these applications should never be blocked even if the usage 
will result in an overage. For example, if the user uses a 
Smart phone to receive work email then the user may not 
want that application or type of data to ever be blocked. 
Similarly, a provider can place applications on a white list 
where the provider provides those applications or otherwise 
is willing to provide that data free of charge to the user. In 
some embodiments, a user can specify that an application is 
to always get at least a guaranteed amount of bandwidth 
regardless of other usage. For example, a user might want to 
make Sure to have a minimum amount of bandwidth for a 
certain application, but might not want to grant unlimited 
access to that application. Various other settings can be 
specified as well as discussed and suggested elsewhere 
herein. 

0045. A user also can specify the types of notifications 
that will be received. In some embodiments, the user can 
select a default type of notification for the device, such as a 
notification for a Smartphone that a voice mail message has 
been received or a notification for a tablet computer that an 
update is available for a downloaded application. In other 
embodiments, the user can specify the type of notification, 
Such as a ring tone or specific message when the user is to 
go over the data limit, etc. 
0046. As discussed, a user also can have the option to 
allow a compression of data, a decrease in transmission 
speed, or a reduction in the quality or resolution of the 
content to be received when the user is at, near, or over a 
limit. Providers can specify similar options. In at least some 
embodiments, however, the provider might not want to 
degrade the customer experience, particular to shift to a 
lower resolution video stream in the middle of a movie, and 
as such might not allow for Such degradation in service, 
except where compression or transmission speed will not 
affect the user experience, etc. 
0047. As discussed above with respect to FIG. 6, the 
ability to determine whether to allow a transmission of data 
for a specific application across a specified network con 
nection enables a monitoring component, or similar system 
or service, to effectively function as a reverse firewall for a 
computing device. While discussed above with respect to 
conventional data plans and data limits, it should be under 
stood that other aspects of a network connection can be 
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utilized as well. Such as roaming charges (imposed when 
accessing a network outside the scope of coverage of the 
provider), International data transmission charges, addi 
tional data transmission charges (when connected to a pre 
mium or pay-as-you-go network), or other Such information. 
For example, a user might be willing to pay overage charges 
on a domestic data plan, but might not be willing to pay 
International roaming charges, which can be significantly 
more expensive. In other cases, a user might want to limit 
the amount of data transmission while in a state such as 
roaming or using a connection with additional charges, 
might only allow certain applications or types of transmis 
sions to be allowed while roaming, etc. 
0048. Approaches in accordance with various embodi 
ments can enable users to specify various limits and actions 
to be applied to specific networks, or types of connection or 
coverage, among various other network aspects. For 
example, a user might allow a streaming audio application 
to exceed a specified limit for a domestic network, but might 
block that application when roaming or on a premium 
connection, as streaming applications can utilize a signifi 
cant amount of bandwidth, which can result in Substantial 
roaming charges and/or additional fees. Further, certain 
applications might periodically transmit data searching for 
updates, new messages, additional content, or other Such 
information. A user might also decide to block these rela 
tively small (but potentially frequent) transmissions, which 
over time can accumulate to significant overage and/or 
roaming charges. 
0049. In some embodiments, a user might be able to cap 
the amount of bandwidth or number of these "hidden' 
requests that an application can make over a given period of 
time. For example, an email application might be configured 
to check for new messages every 30 seconds, or some other 
Such period. In order to reduce roaming charges, a user 
might configure a monitoring component such that an email 
application is only allowed one outgoing transmission every 
five to ten minutes, or some other much less frequent option. 
In some embodiments, the monitoring module can automati 
cally allow outgoing messages to be transmitted when 
indicated by the user, or can hold those outgoing messages 
until the next allowed transmission. Various other configu 
ration options can be utilized as well within the scope of the 
various embodiments. 

0050. As will be appreciated, although a Web-based 
environment is often used herein for purposes of explana 
tion, different environments may be used, as appropriate, to 
implement various embodiments. For example, a user can 
utilize a client device that can include any appropriate 
device operable to send and receive requests, messages, or 
information over an appropriate network and convey infor 
mation back to a user of the device. Examples of such client 
devices include personal computers, cell phones, handheld 
messaging devices, laptop computers, set-top boxes, per 
Sonal data assistants, electronic book readers, and the like. 
The network can include any appropriate network, including 
an intranet, the Internet, a cellular network, a local area 
network, or any other such network or combination thereof. 
Components used for Such a system can depend at least in 
part upon the type of network and/or environment selected. 
Protocols and components for communicating via Such a 
network are well known and will not be discussed herein in 
detail. Communication over the network can be enabled by 
wired or wireless connections, and combinations thereof. In 
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one example, the network includes the Internet, as the 
environment includes a Web server for receiving requests 
and serving content in response thereto, although for other 
networks an alternative device serving a similar purpose 
could be used as would be apparent to one of ordinary skill 
in the art. The illustrative environment also includes at least 
one application server and data store. It should be under 
stood that there can be several application servers, layers, or 
other elements, processes, or components, which may be 
chained or otherwise configured, which can interact to 
perform tasks Such as obtaining data from an appropriate 
data store. As used herein the term “data store' refers to any 
device or combination of devices capable of storing, access 
ing, and retrieving data, which may include any combination 
and number of data servers, databases, data storage devices, 
and data storage media, in any standard, distributed, or 
clustered environment. The application server can include 
any appropriate hardware and software for integrating with 
the data store as needed to execute aspects of one or more 
applications for the client device, handling a majority of the 
data access and business logic for an application. The 
application server provides access control services in coop 
eration with the data store, and is able to generate content 
Such as text, graphics, audio, and/or video to be transferred 
to the user, which may be served to the user by the Web 
server in the form of HTML, XML, or another appropriate 
structured language in this example. The handling of all 
requests and responses, as well as the delivery of content 
between the client device and the application server, can be 
handled by the Web server. It should be understood that the 
Web and application servers are not required and are merely 
example components, as structured code discussed herein 
can be executed on any appropriate device or host machine 
as discussed elsewhere herein. 

0051 Each server typically will include an operating 
system that provides executable program instructions for the 
general administration and operation of that server, and 
typically will include a computer-readable medium storing 
instructions that, when executed by a processor of the server, 
allow the server to perform its intended functions. Suitable 
implementations for the operating system and general func 
tionality of the servers are known or commercially available, 
and are readily implemented by persons having ordinary 
skill in the art, particularly in light of the disclosure herein. 
0052. The environment in one embodiment is a distrib 
uted computing environment utilizing several computer sys 
tems and components that are interconnected via commu 
nication links, using one or more computer networks or 
direct connections. However, it will be appreciated by those 
of ordinary skill in the art that such a system could operate 
equally well in a system having fewer or a greater number 
of components than are illustrated in FIG. 1. Thus, the 
depiction of the system 100 in FIG. 1 should be taken as 
being illustrative in nature, and not limiting to the scope of 
the disclosure. 

0053 Various aspects also can be implemented as part of 
at least one service or Web service, such as may be part of 
a service-oriented architecture. Services such as Web ser 
vices can communicate using any appropriate type of mes 
saging. Such as by using messages in extensible markup 
language (XML) format and exchanged using an appropriate 
protocol such as SOAP (derived from the "Simple Object 
Access Protocol). Processes provided or executed by such 
services can be written in any appropriate language. Such as 
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the Web Services Description Language (WSDL). Using a 
language such as WSDL allows for functionality such as the 
automated generation of client-side code in various SOAP 
frameworks. 

0054 Most embodiments utilize at least one network that 
would be familiar to those skilled in the art for supporting 
communications using any of a variety of commercially 
available protocols, such as TCP/IP. OSI, FTP, UPnP, NFS, 
CIFS, and AppleTalk. The network can be, for example, a 
local area network, a wide-area network, a virtual private 
network, the Internet, an intranet, an extranet, a public 
switched telephone network, an infrared network, a wireless 
network, and any combination thereof. 
0055. In embodiments utilizing a Web server, the Web 
server can run any of a variety of server or mid-tier appli 
cations, including HTTP servers, FTP servers, CGI servers, 
data servers, Java servers, and business application servers. 
The server(s) also may be capable of executing programs or 
Scripts in response requests from user devices, such as by 
executing one or more Web applications that may be imple 
mented as one or more scripts or programs written in any 
programming language, such as Java R., C, C# or C++, or any 
Scripting language. Such as Perl, Python, or TCL, as well as 
combinations thereof. The server(s) may also include data 
base servers, including without limitation those commer 
cially available from Oracle(R), Microsoft(R), Sybase R, and 
IBMCR). 

0056. The environment can include a variety of data 
stores and other memory and storage media as discussed 
above. These can reside in a variety of locations, such as on 
a storage medium local to (and/or resident in) one or more 
of the computers or remote from any or all of the computers 
across the network. In a particular set of embodiments, the 
information may reside in a storage-area network ("SAN) 
familiar to those skilled in the art. Similarly, any necessary 
files for performing the functions attributed to the comput 
ers, servers, or other network devices may be stored locally 
and/or remotely, as appropriate. Where a system includes 
computerized devices, each Such device can include hard 
ware elements that may be electrically coupled via a bus, the 
elements including, for example, at least one central pro 
cessing unit (CPU), at least one input device (e.g., a mouse, 
keyboard, controller, touch screen, or keypad), and at least 
one output device (e.g., a display device, printer, or speaker). 
Such a system may also include one or more storage devices, 
Such as disk drives, optical storage devices, and Solid-state 
storage devices Such as random access memory (RAM) or 
read-only memory (“ROM), as well as removable media 
devices, memory cards, flash cards, etc. 
0057 Such devices also can include a computer-readable 
storage media reader, a communications device (e.g., a 
modem, a network card (wireless or wired), an infrared 
communication device, etc.), and working memory as 
described above. The computer-readable storage media 
reader can be connected with, or configured to receive, a 
computer-readable storage medium, representing remote, 
local, fixed, and/or removable storage devices as well as 
storage media for temporarily and/or more permanently 
containing, storing, transmitting, and retrieving computer 
readable information. The system and various devices also 
typically will include a number of Software applications, 
modules, services, or other elements located within at least 
one working memory device, including an operating system 
and application programs, such as a client application or 
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Web browser. It should be appreciated that alternate embodi 
ments may have numerous variations from that described 
above. For example, customized hardware might also be 
used and/or particular elements might be implemented in 
hardware, Software (including portable Software. Such as 
applets), or both. Further, connection to other computing 
devices such as network input/output devices may be 
employed. 
0.058 Storage media and computer readable media for 
containing code, or portions of code, can include any 
appropriate media known or used in the art, including 
storage media and communication media, such as but not 
limited to volatile and non-volatile, removable and non 
removable media implemented in any method or technology 
for storage and/or transmission of information Such as 
computer readable instructions, data structures, program 
modules, or other data, including RAM, ROM, EEPROM, 
flash memory or other memory technology, CD-ROM, digi 
tal versatile disk (DVD) or other optical storage, magnetic 
cassettes, magnetic tape, magnetic disk storage or other 
magnetic storage devices, or any other medium which can be 
used to store the desired information and which can be 
accessed by the a system device. Based on the disclosure and 
teachings provided herein, a person of ordinary skill in the 
art will appreciate other ways and/or methods to implement 
the various embodiments. 
0059. The specification and drawings are, accordingly, to 
be regarded in an illustrative rather than a restrictive sense. 
It will, however, be evident that various modifications and 
changes may be made thereunto without departing from the 
broader spirit and scope of the invention as set forth in the 
claims. 

What is claimed is: 
1. A computer-implemented method of monitoring band 

width usage, comprising: 
under control of one or more computer systems config 

ured with executable instructions, 
monitoring data transmissions for a computing device 

over a network connection, the network connection 
having a bandwidth limit for the data transmissions 
over a first period of time; 

determining a first application of a plurality of appli 
cations executing on the computing device, the first 
application corresponding to at least a first portion of 
the data transmissions; 

determining a second application of the plurality of 
applications, the second application corresponding 
to at least a second portion of the data transmissions; 

determining, for the first application, a first amount of 
bandwidth usage over a second period of time; 

determining, for the second application, a second 
amount of bandwidth usage over the second period 
of time; 

displaying the first amount of bandwidth usage; and 
displaying the second amount of bandwidth usage. 

2. The computer-implemented method of claim 1, 
wherein the plurality of applications includes at least one of 
a streaming audio application, a streaming video application, 
a data backup application, an email application, a gaming 
application, and a messaging application. 

3. The computer-implemented method of claim 1, further 
comprising: 
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providing, an amount of overage charges associated with 
at least one of the first application or the second 
application. 

4. The computer-implemented method of claim 1, further 
comprising: 

displaying an average amount of bandwidth usage for at 
least a Subset of the plurality of applications over a 
previous period of time. 

5. The computer-implemented method of claim 1, further 
comprising: 

displaying a range of amounts of bandwidth usage for at 
least a Subset of the plurality of applications over a 
previous period of time. 

6. The computer-implemented method of claim 1, further 
comprising: 

receiving a limit on an amount of bandwidth usage for at 
least one of the plurality of applications for an upcom 
ing period of time. 

7. The computer-implemented method of claim 1, further 
comprising: 

receiving an action to be taken for the first application for 
an upcoming period of time when the first application 
approaches, reaches, or exceeds a specified bandwidth 
limit. 

8. The computer-implemented method of claim 1, further 
comprising: 

receiving a connection speed to be used for at least one of 
the plurality of applications. 

9. The computer-implemented method of claim 1, further 
comprising: 

receiving an instruction to block any data transmission 
over the network connection for at least one of the 
plurality of applications. 

10. The computer-implemented method of claim 1, fur 
ther comprising: 

identifying one or more applications on a white list, 
wherein transmission of data associated with applica 
tions on the white list is allowed independent of a 
bandwidth limit. 

11. A non-transitory computer-readable storage medium 
including instructions for managing data transmission, the 
instructions when executed by at least one processor of a 
computing device causing the computing device to: 

monitor data transmissions for the computing device over 
a network connection, the network connection having a 
bandwidth limit for the data transmissions over a first 
period of time; 

determine a first application of a plurality of applications 
executing on the computing device, the first application 
corresponding to at least a first portion of the data 
transmissions; 

determine a second application of the plurality of appli 
cations, the second application corresponding to at least 
a second portion of the data transmissions; 

determine, for the first application, a first amount of 
bandwidth usage over a second period of time; 

determine, for the second application, a second amount of 
bandwidth usage over the second period of time; 

display the first amount of bandwidth usage; 
display the second amount of bandwidth usage; 
receive a first limit on an amount of bandwidth usage for 

the first application for an upcoming period of time; 
and 
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receive an action to be taken for the first application for 
the upcoming period of time when the amount of 
bandwidth usage for the first application for the upcom 
ing period of time reaches the first limit. 

12. The non-transitory computer-readable storage 
medium of claim 11, wherein the instructions when executed 
further cause the computing device to: 

add one or more applications to a white list, transmission 
of data associated with applications on the white list 
being allowed independent of the bandwidth limit. 

13. The non-transitory computer-readable storage 
medium of claim 11, wherein the instructions when executed 
further cause the computing device to: 

display a denial notification, prompt approval of the data 
transmission, or prompt approval of a modified version 
of the data transmission. 

14. The non-transitory computer-readable storage 
medium of claim 13, wherein the modified version of the 
data transmission includes at least one of use of a slower 
data connection, transmission of a different type of data, or 
compression of data to be transmitted. 

15. The non-transitory computer-readable storage 
medium of claim 11, wherein the instructions when executed 
further cause the computing device to: 

display an amount of overage charges associated with at 
least one of the first application or the second applica 
tion. 

16. The non-transitory computer-readable storage 
medium of claim 11, wherein the instructions when executed 
further cause the computing device to: 

display an average amount of bandwidth usage for at least 
a portion of the plurality of applications over a previous 
period of time. 

17. The non-transitory computer-readable storage 
medium of claim 11, wherein the instructions when executed 
further cause the computing device to: 

display a range of amounts of bandwidth usage for at least 
a portion of the plurality of applications over a previous 
period of time. 

18. The non-transitory computer-readable storage 
medium of claim 11, wherein the instructions when executed 
further cause the computing device to: 

receive a limit on an amount of bandwidth usage for at 
least one of the plurality of applications for an upcom 
ing period of time. 

19. The non-transitory computer-readable storage 
medium of claim 11, wherein the instructions when executed 
further cause the computing device to: 

receive an action to be taken for the first application for 
an upcoming period of time when the first application 
approaches, reaches, or exceeds a specified limit. 

20. The non-transitory computer-readable storage 
medium of claim 11, wherein the instructions when executed 
further cause the computing device to: 

receive a connection speed to be used for at least one of 
the plurality of applications. 

21. The non-transitory computer-readable storage 
medium of claim 11, wherein the instructions when executed 
further cause the computing device to: 

receive an instruction to block any data transmission over 
the network connection for at least one of the plurality 
of applications. 


