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A METHOD FOR LOAD BALANCING OF REQUESTS' PROCESSING OF

DIAMETER SERVERS

RELATED APPLICATION

[0001] The present application claims the benefit of priority based on United States

Provisional Patent Application Serial No. 61/457,691, filed on May 16, 201 1, in the name

of inventors Leonid Ridel & Valentin Tumarkin, entitled "Diameter Based Method For

Multi Diameter Agent Cross Network Updates", which is hereby incorporated by

reference in its entirety.

FIELD

[0002] The present disclosure generally relates to systems and methods for load

balancing of requests processing between two or more Diameter network devices via a

signal controller.

BACKGROUND

[0003] Mobile network operators are empowering their networks with Internet

Protocol (IP) Fourth generation (4G) technologies such as IP Multimedia Subsystem

(IMS), Long Term Evolution (LTE) and the like. These technologies require systems to

communicate with each other using a signaling protocol that can support millions of

subscribers accessing the Internet via their mobile devices.

[0004] One particular signaling protocol using in the mobile telecommunication

industry is the Diameter protocol, which enables operators the support of 4G services. The

Diameter protocol is a flexible signaling protocol that can be dynamically customized and

adjusted to the specified needs of the system, such as the addition of Attribute Value Pairs

(AVP's) or types of Diameter server messages. The Diameter protocol is also capable of

managing a constant flow of core network signaling in a complex environment with

multiple network elements. Additionally, considering that the network operators mainly

manage data traffic, voice traffic has become secondary in priority. Such data traffic may

include World Wide Web (www), video, Short Messaging Services (SMS), Multimedia

Messaging Services (MMS), video chat, video/audio streaming and Voice over IP (VoIP).



[0005] Mobile network operators may require: (i) configuration of Diameter protocol

solutions such as gateways to connect new elements in the mobile network to old elements

in the mobile network; (ii) scalability of load balancers for allowing the network to grow

smoothly; and (iii) ensuring that routers route messages from each subscriber to go to the

correct destination.

[0006] However, in existing systems, each of these network entities operates

independently with no information about: (i) the activity rate of other Diameter servers,

either in its own network or in an interconnected network; (ii) internal configuration data;

(iii) routing considerations of the Diameter servers; (iv) states of connected Diameter

clients or servers; and (v) existing sessions' status.

[0007] Current Diameter agents in mobile network deployments lack a number of

network related capabilities. Such capabilities include, but are not limited to: available

means to share configuration information of Diameter agents across the network such that

unified network configuration and optimized delivery can be enabled; means to share

information about the state of particular Diameter clients and servers to enable network

wide optimized delivery; means of sharing capacity capabilities, and current capacity

utilization of Diameter network devices; means to share information between Diameter

agents; and means for utilizing network wide reliability mechanisms and security

mechanisms.

SUMMARY

[0008] In an aspect, a method of load balancing of requests between Diameter-enabled

network devices is disclosed. The method comprises processing, at a signal controller in

communication with a first Diameter-enabled network device and a second Diameter-

enabled network device, request handling capacity of at least the second Diameter-enabled

network device. The method comprises allocating, at the signal controller, one or more

tokens for inbound requests from the first Diameter-enabled network device to the second

Diameter-enabled network device. The method comprises notifying the second Diameter-

enabled network device of the one or more allocated tokens for handling a corresponding

number of requests from the first Diameter-enabled network device. The method



comprises coordinating, at the signal controller, transmission of the corresponding number

of requests from the first Diameter-enabled network device to the second Diameter-

enabled network device via the signal controller.

[0009] In an aspect, a non-transitory computer readable medium having stored thereon

instructions for load balancing of requests between Diameter-enabled network devices,

comprising machine executable code which when executed by at least one processor in a

signal controller in communication with a first Diameter-enabled network device and a

second Diameter-enabled network device is disclosed. The processor is configured to

determine request handling capacity of at least the second Diameter-enabled network

device. The processor is configured to allocate one or more tokens for inbound requests

from the first Diameter-enabled network device to the second Diameter-enabled network

device. The processor is configured to notify the second Diameter-enabled network device

of the one or more allocated tokens for handling a corresponding number of requests from

the first Diameter-enabled network device. The processor is configured to coordinate

transmission of the corresponding number of requests from the first Diameter-enabled

network device to the second Diameter-enabled network device.

[0010] In an aspect, a signal controller in communication with a first Diameter-enabled

network device and a second Diameter-enabled network device is disclosed. The signal

controller comprises a network interface configured to be capable of receiving and

transmitting network data packets over one or more networks. The signal controller

comprises a memory configured to store executable programming instructions. The signal

controller comprises a processor configured executing the stored programming

instructions, which when executed result in actions being performed that include

processing request handling capacity of at least the second Diameter-enabled network

device; allocating one or more tokens for inbound requests from the first Diameter-enabled

network device to the second Diameter-enabled network device; notifying the second

Diameter-enabled network device of the one or more allocated tokens for handling a

corresponding number of requests from the first Diameter-enabled network device; and

coordinating transmission of the corresponding number of requests from the first

Diameter-enabled network device to the second Diameter-enabled network device.



[0011] In one or more of the above aspects, token allocation is prioritized between the

first and second Diameter-enabled network device. In one or more of the above aspects,

the request handling capacity further comprises current and projected capacity of the

second Diameter-enabled network device. In one or more of the above aspects, the signal

controller allocates the one or more tokens at a refill rate based on current and projected

capacity of the second Diameter-enabled network device. In one or more of the above

aspects, the allocated tokens are available for a predetermined period of time. In one or

more of the above aspects, a notification is received from the second Diameter-enabled

network device that has detected an overload condition, the notification indicating to

allocate zero tokens to the first Diameter-enabled network device. Accordingly, no further

requests from the first Diameter-enabled network device to the second Diameter-enabled

network device via the signal controller.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Figure 1 illustrates a general computing environment involving signal

controllers in communication with Diameter enabled network devices over a network in

accordance with an aspect of the present disclosure;

[0013] Figure 2A is a block diagram of an example signal controller in accordance

with an aspect of the present disclosure;

[0014] Figure 2B illustrates a block diagram of an exemplary signal controller in

accordance with an aspect of the present disclosure;

[0015] Figure 3 illustrates a flowchart representative of the method of creating and

using token pools between two Diameter-enabled network devices in accordance with an

aspect of the present disclosure;

[0016] Figure 4 illustrates a flowchart of using a signaling controller with a Diameter

Routing Agent (DRA) to manage allocation of tokens between Diameter network devices

in accordance with an aspect of the present disclosure;

[0017] Figure 5A illustrates a flowchart representing interactions between two

Diameter network devices supporting token-based throttling in accordance with an aspect

of the present disclosure;



[0018] Figure 5B, illustrates a flowchart representing interactions between a plurality

of Diameter-enabled network devices supporting token-based throttling process in

accordance to an aspect of the present disclosure;

[0019] Figure 5C illustrates a flowchart representing the managing an internal overload

condition (error) in accordance with an aspect of the present disclosure; and

[0020] Figure 5D illustrates a flowchart representative of the throttling process by

estimating performance of a remote Diameter network device in accordance with an aspect

of the present disclosure.

DETAILED DESCRIPTION

[0021] In general, the present disclosure is directed to methods and systems for load

balancing of request processing among network device utilizing the Diameter protocol.

The method may share configuration and Diameter protocol traffic updates to optimize

network wide Diameter protocol based message routing while considering reliability

constraints such as failover of routers. The present system and method optimizes Diameter

based traffic inside service provider's networks and across different service provider's

networks.

[0022] The present disclosure may extend Diameter basic protocol and add new

commands and Diameter AVP's to the Diameter signaling between different Diameter

agents, which allows information to be shared between different Diameter agents. This

information that may be stored in the Diameter AVP's may be used for sharing

information between multiple Diameter agents, for unified, optimized and synchronized

Diameter protocol signaling handling between multiple Diameter agents.

[0023] According to some aspects of the present disclosure, a token-based mechanism

is used as means for a Diameter network device to notify other connected network devices

about its current capacity capabilities and the amount of resources that may be allocated to

process its requests. The token-based mechanism may be utilized for balancing the

Outbound Diameter network device traffic according to the capacity of the Remote

Diameter network device. Capacity of Diameter network devices may fluctuate based on

current load, type of requests, amount of cached information, and performance of

connected Diameter network devices.



[0024] Figure 1 illustrates a general computing environment involving signal

controllers in communication with Diameter enabled network devices over a network in

accordance with an aspect of the present disclosure. As shown in Figure 1, the

environment 100 includes one or more signal controller data centers 104, 106 in which

each signal controller center 104, 106 includes one or more signal controllers 110A, 110B,

110A', HOB' (referred to generally as 110). Additionally, one or more signal controllers

110 communicate with one or more Diameter enabled network devices 102 over a wide

area network, mobile network, local area network and the like. The controller centers 104,

106 communicate and synchronize data with one another to allow effective and efficient

communications with one or more Diameter enabled network devices 102 in normal use or

in the event of a failover of one or more signal controllers 110.

[0025] As shown in Figure 1, one or more Diameter network devices may have an

Inbound Traffic Token Pool 120 and an Outbound Traffic Token Pool 115, wherein each

Token Pool contains one or more tokens that are used for authentication procedures. In an

aspect, every request or response can be transmitted between Diameter network devices

after a token is granted for that request or response. Thus, tokens in the Inbound Traffic

Token Pool 120 are allocated for processing inbound requests from another Diameter

network device 130. As will be discussed in more detail below, the maximum size and/or

refill rate of the Inbound Token pool 120 may be configured to correspond to the current

and/or projected capacity of the Diameter network device 110.

[0026] In an aspect, the Diameter network device 110 includes an Outbound Traffic

Token pool 115 which contains tokens that represent the capacity of the Remote Diameter

network device 130 to process outbound requests from Diameter network device 110. As

will be discussed in more detail below, the size of the Outbound Traffic Token pool 115

may be configured to correspond to the current and/or projected capacity of the Remote

Diameter network device 130, or another remote Diameter network device.

[0027] According to some aspects of the present disclosure, one or more methods may

be used to add tokens to the token pools 115, 120 in the Diameter network device 110. In

one aspect, there may be a fixed rate allocation in which new tokens are added at a



specified rate to the token pool (e.g. adding Xtoken(s) per second). In another aspect,

either/both token pools 115, 120 may be refilled with tokens based on the number of

tokens granted by Diameter network devices 110, 130. In one example, as the Inbound

Traffic token pool 115 grants most of the tokens, it may be refilled using tokens that were

granted by Outbound Traffic token pool in the Diameter network device 130.

[0028] In an aspect, tokens may be added to token pools 115, 120 by utilizing an

allocation management algorithm. In another aspect, tokens may be added to the token

pools 115, 120 of the Diameter network device 110 based on the performance of the

Diameter network device 130. In this aspect, the performance of the Diameter network

device 130 is measured by the remote Diameter network device 130 and communicated to

the Diameter network device 110 over connection 140. In an aspect, such measurements

may be associated with the number of outbound requests received at Diameter network

device 130, although other appropriate measurements are contemplated.

[0029] In an aspect, the allocation of one or more tokens by Diameter network device

110 may be performed on a periodic basis as set by a network administrator (e.g. every

second); upon request by another remote Diameter network device 130; and/or upon a

change of state of the Diameter network device 110 allocating the tokens (e.g. overload of

the token pool).

[0030] In an aspect, the Diameter network device 110, upon allocating the one or more

tokens, is configured to communicate with or otherwise notify one or more other remote

Diameter network devices 130 as to the amount of tokens that the Diameter network device

110 has just allocated. The notification may be carried out using the existing connection

140 between Diameter network devices 110, 130. These communications can be encoded

as a Diameter-based message or appended to an existing Diameter Protocol message, such

as Diameter Watchdog Request (DWR) / Diameter Watchdog Answer (DWA), and the

like.

[0031] In an aspect, the notification may include a time period specification generated

by the Diameter network device 110 which limits the duration for which the allocated

token(s) is valid. In an aspect, it is contemplated that the Diameter network device 110



may specify in the notification, or in a separate message, that the allocation is valid only

for a specific type of request. Such types of requests include, but are not limited to,

requests to a specific Diameter Realm, new allocations overriding any existing allocations,

and the like.

[0032] As shown in Figure 1, one or more signal controllers 110 include a Diameter

Routing Agent (DRA) 210, which allows the signal controller 110 to perform as a relay

between two or more Diameter network devices 102. In an aspect, the signal controller

110 may be positioned at a gateway to a local area network (LAN) 104 such that the signal

controller 110 receives Diameter-based requests from Diameter network devices 102

external to the LAN, as shown in Figure 1. The signal controller 110 forwards the requests

to one or more Diameter network devices 102A, 102B via the LAN 104. The signal

controller 110 may control and regulate incoming traffic based on available and allocated

tokens of the one or more internal Diameter network devices 102A, 102B. In an aspect, as

will be discussed in more detail below, the signal controller 110 may perform the

allocation of tokens on behalf of the Diameter network device 102A, 102B.

[0033] Figure 2A is a block diagram of an example signal controller in accordance

with an aspect of the present disclosure. As shown in Figure 2A, the example signal

controller includes one or more device processors 200, one or more device I/O interfaces

202, one or more network interfaces 204, one or more device memories 206, and one or

more token pools 115, 120 all of which are coupled together via bus 208. It should be

noted that the device 110 could include other types and numbers of components. As

shown in Figure 2A, the signal controller includes a Diameter Routing Agent (DRA) 210

which is stored in the memory 206 or in another memory remote from the signaling

delivery controller.

[0034] Device processor 200 comprises one or more microprocessors configured to

execute computer/machine readable and executable instructions stored in device memory

206. Such instructions implement network traffic management related functions, such as

load balancing and routing, as well as general operation of the signal controller. In

addition, the processor 200, upon executing the software instructions in the memory 206,



will perform one or more portions of the processes described below in accordance with the

present disclosure.

[0035] Device I/O interfaces 202 comprise one or more user input and output device

interface mechanisms. The interface may include a computer keyboard, mouse, touch

screen, display device, and the corresponding physical ports and underlying supporting

hardware and software to enable the signal controller to communicate with the outside

environment. Such communications may include accepting user data input and to provide

user output, although other types and numbers of user input and output devices may be

used. Additionally or alternatively, as will be described in connection with network

interface 204 below, the signal controller may communicate with the outside environment

for certain types of operations (e.g., configuration) via a network management port.

[0036] Network interface 204 comprises one or more mechanisms that enable the

signal controller to engage in network communications using one or more network

protocols (e.g. HTTP) over LAN 104 and network 108. However, it is contemplated that

the network interface 204 may be constructed for use with other communication protocols

and types of networks. Network interface 204 is sometimes referred to as a transceiver,

transceiving device, or network interface card (NIC), which transmits and receives network

data packets to one or more networks, such as LAN 104 and network 108. In an example

where the signal controller includes more than one device processor 200 (or a processor

200 has more than one core), wherein each processor 200 (and/or core) may use the same

single network interface 204 or a plurality of network interfaces 204. Further, the network

interface 204 may include one or more physical ports, such as Ethernet ports, to couple the

signal controller with other network devices, such as Diameter servers 102. Moreover, the

interface 204 may include certain physical ports dedicated to receiving and/or transmitting

certain types of network data, such as device management related data for configuring the

signal controller.

[0037] Bus 208 may comprise one or more internal device component communication

buses, links, bridges and supporting components, such as bus controllers and/or arbiters.

The bus enable the various components of the signal controller, such as the processor 200,

device I/O interfaces 202, network interface 204, DRA 210 and device memory 206, to



communicate with one another. However, it is contemplated that the bus may enable one

or more components of the Diameter network device 110 to communicate with

components in other devices as well. Example buses include HyperTransport, PCI, PCI

Express, InfiniBand, USB, Firewire, Serial ATA (SATA), SCSI, IDE and AGP buses.

However, it is contemplated that other types and numbers of buses may be used, whereby

the particular types and arrangement of buses will depend on the particular configuration

of the signal controller.

[0038] Device memory 206 comprises non-transitory computer readable media,

namely computer readable or processor readable storage media, which are examples of

machine-readable storage media. Computer readable storage/machine-readable storage

media may include volatile, nonvolatile, removable, and non-removable media

implemented in any method or technology for storage of information. Examples of

computer readable storage media include RAM, BIOS, ROM, EEPROM, flash/firmware

memory or other memory technology, CD-ROM, digital versatile disks (DVD) or other

optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic

storage devices, or any other medium which can be used to store the desired information.

Such desired information includes data and/or computer/machine-executable instructions

and which can be accessed by one or more processors 200 of the signal controller.

[0039] Such storage media contains computer readable/machine-executable

instructions, data structures, program modules, or other data, which may be obtained

and/or executed by one or more processors, such as device processor 200. Such

instructions allow the processor to perform actions, including implementing an operating

system for controlling the general operation of signal controller to manage network traffic

as well as allocate tokens as described in more detail herein.

[0040] As shown in Figure 2A, the signal controller 110 includes a Diameter Routing

Agent (DRA) which comprises non-transitory executable software code that allows the

signal controller to perform the functions described in the present disclosure. In an aspect,

the DRA is configured to allow the signal controller 110 to determine a number of tokens

to allocate to one or more remote Diameter network devices 102. In an aspect, the DRA is

configured to allocate tokens for inbound and/or outbound traffic associated with a



Diameter network device 102 based on information representative of current and projected

capacity of that device or another Diameter network device. In an aspect, the number of

tokens to be allocated is based on the classification of the Diameter network device. In an

aspect, the DRA is configured to allow the signal controller 110 to acknowledge the

allocation of tokens by another Diameter network device 102. In an aspect, the DRA is

configured to allow the signal controller 110 to coordinate the transmissions of requests

between Diameter network devices based on the number of allocated tokens.

[0041] Figure 2B illustrates a block diagram of an exemplary signal controller in

accordance with an aspect of the present disclosure. As shown in Figure 2B, the signal

controller 110 may include High Availability module 212 to allow recovery in the case of a

failover at a data center 104, 106 (Figure 1). Additionally, the signal controller 110 may

have network capabilities such as routing, load balancing, gateway functions, security and

network visibility solutions. The signal controller 110 has OAM functionality as well as

rules/policy based enforcement, configuration handling as well as infrastructure utilization.

Although the signal controller 110 (as well as the network devices 102) are described

herein in the context of the Diameter protocol, other protocols are contemplated for use

including, but not limited to, RADIUS, JMS, SS7, SIP, LDAP, SQL, DNS, ASN.l, ABNF,

HTTP, SOAP, XML, RPC, Web services and Binary protocols. The signal controller 110

may include an API for interface functionality with other software and/or hardware

components. The signal controller 110 handles flow management as well as health

monitoring of itself as well as other signal controllers (such as in a data center 104, 106)

and/or network devices 102, 102'. In one aspect, the signal controller 110 is able to

estimate the capacity of one or more network devices 102, 102' to handle requests from

other peer network devices.

[0042] The DRA provides a Diameter protocol based interface that is used to connect

different Diameter agents, such as Diameter network devices (also referred to as "agents")

102 and signal controllers 110 and enable them to share information. The information

shared between the Diameter agents will be used for network optimization, configuration

updates and security enforcement.



[0043] Information that is distributed includes, but is not limited to, configuration

information; Diameter Routing Tables; Load-Balancing configuration (e.g.: Load-

Balancing Peer selection algorithm); Diameter Dictionary (e.g. Diameter Message and

Attribute Code to Name mapping); Maximum load supported by the particular Diameter

network device (e.g. maximum supported for messages per second, established sessions,

subscribers, Diameter connections); Access Lists; Policy and management configuration

related information and the like. State information may also be shared such as Peer (e.g.

clients, signal controllers and servers) link states; Current peer load metrics and KPIs (e.g.

counters for messages per second, established sessions, subscribers) and the like.

[0044] The above information can be provided Directly by the Diameter Agents; by the

Diameter Agents aggregating information for its corresponding Diameter Agents, in a

high-availability cluster; and/or by a "front-end" Diameter Agent, on behalf on other peer

or group of peers. Considering that the Diameter protocol is a flexible signaling protocol

and can be dynamically customized and adjusted by the user, Vendor Specific Attribute

Value Pairs (AVP's) or Diameter message types can be utilized by the system.

Accordingly, the system extends the Diameter base protocol and adds new Commands and

Diameter AVP's to the Diameter signaling between different Diameter agents, which will

include information that will be shared between different Diameter agents. This

information stored in the Diameter AVP's will be used for sharing information between

multiple Diameter agents, for unified, optimized and synchronized Diameter protocol

signaling handling between multiple Diameter agents.

[0045] Figure 3 illustrates a flowchart representative of the method of creating and

using token pools between two Diameter-enabled network devices in accordance with an

aspect of the present disclosure. In particular, a first Diameter network device 102 may

create an Inbound Traffic Token Pool for processing requests from one or more other

Diameter network devices 102' in accordance with a current and/or projected capacity of

the first Diameter network device 102 (stage 302). Optionally, an Outbound Traffic Token

Pool may be created with capacity of at least one remote Diameter network device 102'

that may process outbound requests from Diameter network device 102.



[0046] In an aspect, the Diameter network device 102 may thereafter allocate tokens

for the remote Diameter network device 102' (stage 304). Following, the Diameter

network device 102 may provide information to the remote Diameter network device 102'

of the tokens that were allocated (stage 306). Based on the information received in the

notification, the remote Diameter network device 102' may send a corresponding number

of requests to the network device 102 based on the number of tokens that device 102 had

allocated (stage 308). The Diameter network device 102 then receives and processes those

requests from remote Diameter network device 102', wherein each received request has a

corresponding allocated token (stage 310).

[0047] Figure 4 illustrates a flowchart of using a signaling controller with a Diameter

Routing Agent (DRA) to manage allocation of tokens between Diameter network devices

in accordance with an aspect of the present disclosure. As shown in Figure 4, the Diameter

network device 102 may estimate current and projected capacity of requests that it may

process (stage 402). The Diameter network device 102 may then send its estimated current

and projected capacity to the signal controller 110 (stage 404).

[0048] Upon receiving network device's 102 estimated current and projected capacity

information, the signal controller 110 may operate its own an Inbound Traffic Token Pool

for allocating tokens and processing requests from other remote Diameter network

device(s) based on the capacity information of Diameter network device 102 (stage 406).

[0049] As shown in Figure 4, the signal controller 110 may allocate one or more

tokens associated with processing requests from a remote Diameter network device 102'

on behalf of Diameter network device 102 (stage 408). Once the signal controller 110 has

allocated the one or more tokens, the signal controller 110 notifies the remote Diameter

network device 102' regarding the number of tokens that the signal controller 110 has

allocated (stage 410).

[0050] Upon receiving the notification, the Diameter network device 102' may send to

one or more requests to the Diameter network device 102, in which the number of requests

sent corresponds to the number of tokens allocated by the signal controller 110 (stage 412).

The Diameter network device 102 then receives and processes the received requests from



Diameter network device 102' in which each received request has a corresponding

allocated token (stage 414).

[0051] Figure 5A illustrates a flowchart representing interactions between two

Diameter network devices supporting token-based throttling in accordance with an aspect

of the present disclosure. With respect to Figure 5A, Diameter network device "A" 102

may send a token allocation request to Diameter network device "B" 102' (stage 502). In

response, Diameter network device "B" 102' may allocate N tokens and sends the N tokens

to Diameter network device "A" 102 (stage 504). It should be noted that N tokens can be

one or more tokens, although N tokens may appear herein as being plural in nature.

[0052] Diameter network device "A" 102 may send 'N' number of Diameter-based

requests to Diameter network device "B" 102' based on the number of N allotted tokens

(stage 506). Next, Diameter network device "B" 102' may send a Diameter protocol

response to Diameter network device "A" 102 for each received request (stage 508). The

Diameter network device "A" 102 thereafter receives the Diameter protocol response

(stage 510).

[0053] Figure 5B, illustrates a flowchart representing interactions between a plurality

of Diameter-enabled network devices supporting token-based throttling process in

accordance to an aspect of the present disclosure. As shown in Figure 5B, Diameter

network device "A" 102 may send a token allocation request for M tokens to Diameter

network device "B" 102' via the signal controller 110 which is executing the DRA 210

(stage 512). It should be noted that M tokens can be one or more requested tokens to be

allocated.

[0054] The signal controller 110, upon receiving the token allocation request from

network device "A" 102, forwards the request to Diameter network device "B" 102' (stage

514). Diameter network device "B" 102' then allocates M number of tokens based on the

request and sends a message regarding the same to the signal controller 110 (stage 516).

[0055] Upon receiving a message from Diameter network device "B" 102', the signal

controller 110 allocates N number tokens and send information of the allocated N number



of tokens to Diameter network device "A" 102, whereby the value of N may be equal to or

smaller than the value of M (stage 518).

[0056] In an aspect, as shown in Figure 5B, while there are still tokens that are

available, Diameter network device "A" 102 may send a Diameter protocol request, per

token, to Diameter network device "B" 102' via the signal controller 110 (stage 520).

[0057] The signal controller 110 may then send a proxy'd diameter protocol request to

Diameter network device "B" 102' (stage 522). In an aspect, the signal controller 110 may

modify the request from the device "A" 102 before sending the proxy'd request to device

"B" 102'. As a response, Diameter network device "B" 102' may send an answer to the

proxy'd Diameter protocol request (stage 524). Next, the signal controller 110 may send a

Diameter protocol answer to Diameter network device "A" 102 (stage 526). The Diameter

protocol answer is then received at Diameter network device "A" 102 (stage 528).

[0058] Figure 5C illustrates a flowchart representing the managing an internal overload

condition (error) in accordance with an aspect of the present disclosure. As will be

explained in more detail below, one or more network devices 102, 102' and/or signal

controller 110 may detect an internal overload condition (error) and may accordingly take

back all the tokens it previously allocated.

[0059] With respect to Figure 5C, Diameter network device "A" 102 may send a token

allocation request to Diameter network device "B" 102' via the signal controller 110 (stage

530). In response, the signal controller 110 may forward the allocation request to Diameter

network device "B" 102' (stage 532). Next, Diameter network device "B" 102' may

allocate M number tokens and generate a message including information regarding the

allocation to the signal controller 110 (stage 534). Upon receiving the notification from

Diameter network device "B" 102', the signal controller 110 may allocate N number of

tokens and send a corresponding notification to Diameter network device "A" 102 (stage

536). It should be noted that the value of N may be equal to or smaller than the value of

M.



[0060] In the event that one or more tokens are available (and no new tokens have been

allocated), Diameter network device "A" 102 may send a Diameter protocol request, per

token, to Diameter network device "B" 102' via the signal controller 110 (stage 538).

Upon receiving the request, the signal controller 110 may generate and send a proxy'd

Diameter protocol request to Diameter network device "B" 102' (stage 540). As a

response, Diameter network device "B" 102' may send an answer to the proxy'd Diameter

protocol request (stage 542). Next, the signal controller 110 receives the answer from

network device "B" 102' and sends the Diameter protocol answer to Diameter network

device "A" 102 (stage 544).

[0061] In the example shown in Figure 5C, Diameter network device "B" 102' may

detect an overload condition, which signifies that Diameter network device "B" 102' has

reached its capacity and may not take additional requests from another Diameter network

device (stage 548). In response, Diameter network device "B" 102' may send a zero '0'

token allocation message to the signal controller 110 (stage 550). Upon receiving the zero

token allocation message from network device "B" 102', the signal controller 110 stores

the notification and does not send a response to network device "A" 102 (stage 552).

[0062] Figure 5D illustrates a flowchart representative of the throttling process by

estimating performance of a remote Diameter network device in accordance with an aspect

of the present disclosure. In an aspect, the signal controller 110 may estimate the

performance of one or more Diameter network devices and may correspondingly throttle

requests to and/or from the one or more Diameter network devices, thereby relinquishing

the throttling process from the one or more Diameter network devices. According to some

aspects of the present disclosure, multiple token pools may be implemented in the signal

controller 110 (e.g.: signal controller may maintain a token pool for network devices A and

B, B', etc).

[0063] As shown in Figure 5D, Diameter network device "A" 102 may send a token

allocation request to the signal controller 110 (stage 554). In response, the signal

controller 110 may allocate a set number of tokens for network device "A" 102 (stage 556).

In an aspect, the signal controller 110 may send a message back to network device "A" 102

confirming that tokens have been allocated as well as providing any other appropriate



information to network device "A" 102. Diameter network device "A" 102 may thereafter

send a Diameter protocol request, per token, to Diameter network device "B" 102' via the

signal controller 110 (stage 558). As a result, the signal controller 110 may send a proxy'd

Diameter protocol request to Diameter network device "B" 102' (stage 560). Next,

Diameter network device "B" 102' may send an answer to the proxy'd Diameter protocol

request back to the signal controller 110 (stage 562). Over time, the signal controller 110

may monitor and record Diameter network device's 102'request processing rate (stage

564). Next, the signal controller 110 may send a Diameter protocol answer to Diameter

network device "A" 102 (stage 566). Thereafter, Diameter network device "A" 102 may

send a token allocation request to the signal controller 110 (stage 568). In response, the

signal controller 110 may allocate one or more tokens based on the monitored request

processing rate of Diameter network device "B" 102' (stage 570).

[0064] Having thus described the basic concepts, it will be rather apparent to those

skilled in the art that the foregoing detailed disclosure is intended to be presented by way

of example only, and is not limiting. Various alterations, improvements, and modifications

will occur and are intended to those skilled in the art, though not expressly stated herein.

These alterations, improvements, and modifications are intended to be suggested hereby,

and are within the spirit and scope of the examples. Additionally, the recited order of

processing elements or sequences, or the use of numbers, letters, or other designations

therefore, is not intended to limit the claimed processes to any order except as may be

specified in the claims. Accordingly, the invention is limited only by the following claims

and equivalents thereto.



CLAIMS

What is claimed is:

1. A method of load balancing of requests between Diameter-enabled network

devices, the method comprising:

processing, at a signal controller in communication with a first Diameter-enabled

network device and a second Diameter-enabled network device, request handling capacity

of at least the second Diameter-enabled network device;

allocating, at the signal controller, one or more tokens for inbound requests from

the first Diameter-enabled network device to the second Diameter-enabled network device;

notifying the second Diameter-enabled network device of the one or more allocated

tokens for handling a corresponding number of requests from the first Diameter-enabled

network device; and

coordinating, at the signal controller, transmission of the corresponding number of

requests from the first Diameter-enabled network device to the second Diameter-enabled

network device via the signal controller.

2. The method according to claim 1, wherein the signal controller is configured to

prioritize token allocation between the first and second Diameter-enabled network device.

3. The method according to claim 1, wherein the request handling capacity further

comprises current and projected capacity of the second Diameter-enabled network device.

4. The method according to claim 1, further comprising the signal controller

allocating the one or more tokens at a refill rate based on current and projected capacity of

the second Diameter-enabled network device.

5. The method according to claim 1, wherein the allocated tokens are available for a

predetermined period of time.

6. The method according to claim 1, further comprising:

detecting, at the second Diameter-enabled network device, an overload condition in

the second Diameter-enabled network device; and



notifying the signal controller to allocate zero tokens to the second Diameter-

enabled network device, wherein the signal controller does not send any further requests to

the second Diameter-enabled network device.

7. A non-transitory computer readable medium having stored thereon instructions for

load balancing of requests between Diameter-enabled network devices, comprising

machine executable code which when executed by at least one processor in a signal

controller in communication with a first Diameter-enabled network device and a second

Diameter-enabled network device, causes the processor to:

determine request handling capacity of at least the second Diameter-enabled

network device;

allocate one or more tokens for inbound requests from the first Diameter-enabled

network device to the second Diameter-enabled network device;

notify the second Diameter-enabled network device of the one or more allocated

tokens for handling a corresponding number of requests from the first Diameter-enabled

network device; and

coordinate transmission of the corresponding number of requests from the first

Diameter-enabled network device to the second Diameter-enabled network device.

8. The computer readable medium according to claim 7, wherein the processor is

configured to prioritize token allocation between the first and second Diameter-enabled

network device.

9. The computer readable medium according to claim 7, wherein the request handling

capacity further comprises current and projected capacity of the second Diameter-enabled

network device.

10. The computer readable medium according to claim 7, wherein the processor is

further configured to allocate the one or more tokens at a refill rate based on current and

projected capacity of the second Diameter-enabled network device.



11. The computer readable medium according to claim 7, wherein the allocated tokens

are available for a predetermined period of time.

12. The computer readable medium according to claim 7, wherein the processor is

further configured to:

receive a notification from the second Diameter-enabled network device that has

detected an overload condition, the notification indicating to allocate zero tokens to the

first Diameter-enabled network device; and

not sending any further requests from the first Diameter-enabled network device to

the second Diameter-enabled network device.

13. A signal controller in communication with a first Diameter-enabled network device

and a second Diameter-enabled network device, the signal controller comprising:

a network interface configured to be capable of receiving and transmitting network

data packets over one or more networks;

a memory configured to store executable programming instructions; and

a processor configured executing the stored programming instructions, which when

executed result in actions being performed that include:

processing request handling capacity of at least the second Diameter-

enabled network device;

allocating one or more tokens for inbound requests from the first Diameter-

enabled network device to the second Diameter-enabled network device;

notifying the second Diameter-enabled network device of the one or more

allocated tokens for handling a corresponding number of requests from the first

Diameter-enabled network device; and

coordinating transmission of the corresponding number of requests from the

first Diameter-enabled network device to the second Diameter-enabled network

device.

14. The signal controller according to claim 13, wherein the signal controller is

configured to prioritize token allocation between the first and second Diameter-enabled

network device.



15. The signal controller according to claim 13, wherein the request handling capacity

further comprises current and projected capacity of the second Diameter-enabled network

device.

16. The signal controller according to claim 13, wherein the signal controller allocates

the one or more tokens at a refill rate based on current and projected capacity of the second

Diameter-enabled network device.

17. The signal controller according to claim 13, wherein the allocated tokens are

available for a predetermined period of time.

18. The signal controller according to claim 13, wherein the signal controller receives a

notification from the second Diameter-enabled network device that has detected an

overload condition, the notification indicating to allocate zero tokens to the first Diameter-

enabled network device; and does not send any further requests from the first Diameter-

enabled network device to the second Diameter-enabled network device.
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