wo 2013/126759 A3 || I NN OO0 A R

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property

—~

Organization
International Bureau
9 (10) International Publication Number
(43) International Publication Date ./ WO 201 3 /1 26759 A3
29 August 2013 (29.08.2013) WIPO|PCT
(51) International Patent Classification: 61/717,964 24 October 2012 (24.10.2012) Us
HO4L 29/06 (2006.01) HO4W 84/22 (2009.01) 61/728,677 20 November 2012 (20.11.2012) Us
HO4W 12/02 (2009.01) G06Q 30/02 (2012.01) 61/745,395 21 December 2012 (21.12.2012) Us
HO04L 9/18 (2006.01) HO041 29/08 (2006.01) 61/745,308 21 December 2012 (21.12.2012) Us
G01S 1/02 (2010.01) 13/773,336 21 February 2013 (21.02.2013) Us

(21) International Application Number:

(22) International Filing Date:

(25) Filing Language:

(26) Publication Language:

(30) Priority Data:

61/601,620
61/637,834
61/670,226
61/693,169
61/701,457
61/713,239
61/716,373

(71) Applicant: QUALCOMM INCORPORATED [US/US];

PCT/US2013/027409 Attn: International Ip Administration, 5775 Morehouse

Drive, San Diego, California 92121 (US).

22 February 2013 (22.02.2013) (72) Inventors: WURSTER, Charles S.; 5775 Morchouse

22 February 2012 (22.02.2012)
24 April 2012 (24.04.2012)

11 July 2012 (11.07.2012)

24 August 2012 (24.08.2012)

14 September 2012 (14.09.2012)
12 October 2012 (12.10.2012)
19 October 2012 (19.10.2012)

. Drive, San Diego, California 92121 (US). SHANG, Ning;
English 5775 Morehouse Drive, San Diego, California 92121 (US).
English THOMAS, Panos; 5775 Morehouse Drive, San Diego,

California 92121 (US). SPRIGG, Stephen A.; 5775 More-
house Drive, San Diego, California 92121 (US).

uUs HOHLFELD, Matthew; 5775 Morchouse Drive, San
Us Diego, California 92121 (US). MCLEAN, Ivan Hugh;
gg 5775 Morehouse Drive, San Diego, California 92121 (US).
US (74) Agent: JOYCE, Gerald P.III; 5775 Morchouse Drive,
Us San Diego, California 92121 (US).

Us

[Continued on next page]

(54) Title: METHOD AND DEVICES FOR OBSCURING DEVICE IDENTIFIER

120

104

Central Server

105

106

Data OA &M Developer Portal
Warehouse Portal Registration
~Po r
S -Scripts -Acct Mgmt
-Tools -Alert Mgmt
Long-term
-
107 108 109
Rolling ID Core User Portal
Resolver - Rogi
-Alert Engine -Acct Mgmt
S _APls -Search
Factory
=

FIG. 1

—100

(57) Abstract: Methods, systems and devices enable synchronizing obscured
identification information between a wireless identity transmitter (110) and a
central server (120) to support one-way communication of the obscured
identification information to the central server. The wireless identity trans-
mitter (110) may be a compact device configured to broadcast messages,
such as through Bluetooth ® advertisements, including an obscured identifi-
er for receipt and relay to the central server (120) by proximate proximity
broadcast receivers (138, 142) via sighting messages that may also include
location information. The central server (120) may decode received identific-
ation codes to identify the wireless identity transmitter. The wireless identity
transmitter may create message data by concatenating identifying informa-
tion with an incrementing nonce, encrypting the concatenated information,
and truncating the encrypted information. Alternatively, concatenated identi-
fication information may be encrypted with a pseudo-random function and a
secret key known by the central server. The central server that may compare
received data to pre-calculated encrypted data.
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