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nial of Service attacks is disclosed in which a low-cost anomaly detection
mechanism is first used to collect coarse data, such as may be obtained from
Simple Network Management Protocol (SNMP) data flows. Such data is
analyzed to detect volume anomalies that could possibly be indicative of a
DDoS attack. If such an anomaly is suspected, incident reports are then
generated and used to trigger the collection and analysis of fine grained
data, such as that available in Netflow data flows. Both types of collec-
tion and analysis are illustratively conducted at edge routers within the ser-
vice provider network that interface customers and customer networks to the
service provider. Once records of the more detailed information have been
retrieved, they are examined to determine whether the anomaly represents a
distributed denial of service attack, at which point an alarm is generated.
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TITLE OF THE INVENTION

Method and Apparatus for Large-Scale Automated Distributed Denial of Service Attack

Detection

[0001] This application claims the benefit of U.S. Provisional Application No.

60/810,497, filed on June 2, 2006, which is incorporated herein by reference

BACKGROUND OF THE INVENTION

[0002] The present invention relates generally to the detection and prevention of
malicious attacks over computer networks and, more particularly, to the automatic
detection of large-scale denial of service attacks.

[0003] As computer networks have increased in number, size and complexity, the
number of attacks directed toward those networks has also increased. One such type
of attack, known as a denial of service (DoS) attack is an attack on a computer network
that may cause a loss of service to users, typically by consuming the bandwidth of a
network or by overloading the computational resources of the network. In these attacks,
a target network is typically flooded with an overwhelming number of packets to saturate
the network connections and/or to deplete network resources. A common way of
initiating such attacks is via Distributed Denial of Service (DDo0S), which typically uses a
widely-distributed network of computers that have been compromised (e.g., via viruses,
Trojan horse or other well-known means) to permit an attacker to control the computers
remotely. Then, at a time of the attacker’s choosing, these compromised computers

attack the target simultaneously and flood that target with packets.
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[0004]) As a result of the threat posed by DDoS attacks, attempts have been
made to detect such attacks and, ultimately, to prevent them. Such prior detection
techniques generally used either coarse-grained detection techniques or, alternatively,
fine-grained detection techniques to identify anomalies that could indicate a DDoS
attack was underway. As used herein, the term coarse-grained data is defined as data
from which only a high-level overview of the flow of data, such as time series trends,
may be obtained. Analysis of such coarse-grained data to detect DDoS attacks typically
Involves time-series forecasting and signal processing to detect larger, more significant
events that could indicate a DDoS attack. On the other hand, the term fine-grained data
Is defined as data from which a detailed analysis of individual elements of clusters of
elements of data can be obtained. Analysis of fine grained data, for example, enables
the analysis of flow or packet-header data to detect much more subtle events indicative
of a DDoS attack. In some implementations, such techniques are deployed in
monitoring systems within the core of the service provider network. However,
implementing such monitoring systems in the traffic-heavy core network using either
technigue makes it difficult to detect the relatively subtle indications of some attacks
that, while possibly smali relative to the aggregate traffic in the core network, could still
overwhelm a targeted network. Additionally, fine-grained detection techniques usually
are not suitable for such traffic-intensive monitoring for the additional reason that these
techniques require significant processing capabilities and/or time to detect such subtie
anomalies and, as a result, are relatively more expensive to implement.

[0005] Other detection methods have been developed for use by an end user

(.e., a customer of a service provider) to detect DDoS attacks. However, such methods
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are typically ineffective at detecting the DDoS attacks prior to loss of service. This is
becaUse, once a DDosS attack begins, the bandwidth capacity of the access link
connecting the user to a service provider may quickly become consumed and/or fhe
packet handling capacity of routers of the service provider or user can be quickly
overloaded. Thus, once this occurs, there is little that the target of the attack can do

iIndependently to alleviate the loss of service.

SUMMARY OF THE INVENTION

[0006] The present inventors have recognized that there is a need for a more
effective method for detecting and, ultimately, stopping DDoS attacks. Therefore, the
presént inventors have invented a new multi-staged framework for detecting and

diagnosing Denial of Service attacks. According to this framework, a low-cost anomaly
detection mechanism is first used to céllect and analyze coarse data, such as that
present in Simple Network Management Protocol (SNMP) data flows, to detect volume
anomalies that could possibly be indicative of a DDoS attack. If such an anomaly is
detected, incident reports are then generated and used to trigger the collection and
analysis of fine grained data, such as that available in Netflow data flows. One skilled in
the art will recognize that both fine grained and coarse grained data may alternatively
be obtained from the same data flow. Both types of collection and analysis are
iustratively conducted at edge routers Within the service provider network that interface
customers and customer networks to the service provider; Both SNMP and Netflow
information are readily available at these edge routers. Once records of the more

detailed information have been retrieved, they are examined to determine whether the
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anomaly represents a distributed denial of service attack. An alarm is generated if it is
determined that the anomaly is in fact such an attack.

[0007) Accordingly, more expensive and time consuming fine-grained detection
techniques are used only when a trigger is generated based on a less expensive
coarser granularity detection. These and other advantages of the invention will be
apparent to those of ordinary skill in the art by reference to the folliowing detailed

description and the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 shows block diagram of a service provider network:

[0009] FIG. 2 is a flow diagram representing a high-level method in accordance
with an embodiment of the present invention;

(0010} FIG. 3 is a flow diagram of an illustrative lightweight anomaly detection
method in accordance with an embodiment of the present invention;

[0011] FIGs. 4A, 4B and 4C are algorithms for performing the illustrative
lightweight anomaly detection method of FIG. 3;

[0012]) FIG. 56 is a flow diagram of an illustrative focused anomaly detection
method in accordance with an embodiment of the present invention;

[0013] FIG. 6 is an algorithm for performing the illustrative focused anomaly
detection method of FIG. 5; and

[0014] FIG. 7 shows a schematic diagram of a computer adapted to perform the
steps of a computer program adapted to perform the steps of a DDoS monitoring and

detection system in accordance with an embodiment of the present invention.
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DETAILED DESCRIPTION

[0015]) FIG. 1 shows an illustrative service provider network useful in providing
voice and/or data telecommunication services to customers. Referring to that figure,
network 100 has, for example, service provider backbone network 105 having
llustrative core routers 106 for routing communication traffic across the network.
Backbone network 105 typically also has, for example, computer servers and other
functionality (not shown) for providing various services and applications to different
communication sessions from different customers. Backbone network 105 uses
illustrative edge routers 104 and 107 to interface with external networks and/or entities.
Specifically, in FIG. 1, backbone network 105 uses customer-provider edge routers 104
to interface with customer networks 101 via, for example, customer edge routers 102.
Network 105 also uses peering provider edge routers 107 for interfacing, for example,
with peer service provider networks 109 via peering provider edge routers 108. One
skilled in the art will recognize that edge routers and the methods for using such routers
to interface various networks are extremely weli-known in the art. Accordingly, such
edge routers will not be discussed herein other than as is necessary for understanding
the principles of the present invention.

[0016] As discussed previously, prior DDoS detection schemes are typically
implemented in the core routers 106 or in the provider peering edge routers 107 of
backbone network 105. This is typically because traffic tended to converge at these
locations and, as a result, a relatively high volume of traffic is capable of being

monitored at fewer locations in the network. Thus, the cost associated with
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implementing such aymonitoring scheme is relatively low. However, as also discussed
above, the large volume of traffic in the backbone network at these locations tends to

provide less than optimal detection results.

[0017] Therefore, in accordance with an embodiment of the present invention, a

two-stage detection framework for detecting DDoS attacks Is iImplemented at customer

provider edge routers 104. Locating such a detection framework at customer provider
edge routers is advantageous in that the traffic bétween the customers connected to
any one such router is significantly less than the traffic in the core network or that
experienced at peering provider edge routers. Thus, the more subtle indications that a
DDoS attack is occurring are easier to detect. Additionally, in the event a valid DDoS
attack does occur, steps can be taken in the service provider network to either block the
aﬁacking data or, alternatively, to reroute the customer in order to avoid the attack
altogether. In one embodiment, two successive stages of detection are used at routers
In the network, such as edge routers 104. FIG. 2 shows an illustrative high-level flow
diagram illustrating such a two stage detection‘ scheme. Referring to that figure, at step
201 coarse grained data, discussed herein below, is collected and. at step 202, trends
within the coarse data are monitored at a coarse anomaly detection function, referred to
herein as a lightweight anomaly detection function, aiso discussed further herein below.
At step 203, if any anomalies possibly indicating the presence of a DDoS attack are
detected by this coarse detection function, then one or more tnggers are generated at
step 204. If not, then monitoring of the coarse-grained data flow continues. Such

triggers are used at step 205 to initiate a collection of fine-grained data 204, once again

discussed in further detail herein below. One skilled in the art will recognize that both
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the fine grained data and coarse grained data may be obtained from a single flow of
data or, alternatively, may be obtained from separate data flows. This fine grained data
is filtered at step 206 and is analyzed at step 207 via a focused anomaly detection

technique that is applied to the fine grained data. If anomalies are detected and/or

verified at step 208 then, at step 209, alarms are generated. Otherwise, monitoring of

coarse-grained data continues at step 201.

[0018]) FIG. 3 shows a high-level flow of the first stage of detection, referred to
herein as the lightweight anomaly detection stage. It is desirable to use such a
detection technique to detect suspected anomalies in large volumes of data in order
to reduce the cost of an anomaly detection system, since such a system will typically
require a relatively low amount of processing resources. At step 301, a prediction
model is generated based on training data, as discussed herein below. Then, at step
302, real time data is collected from, for example, Simple Network Managemént
Protocol (SNMP) traffic. As one skilled in the art will recognize, SNMP is a very well
known protocol used in IP networks to monitor and control network devices. as well as
to manage configurations, statistics collection, berformance, and security in the
network. Among other information, devices (e.g., routers) in a network using SNMP
may collect high level information such as MAC address of the respective device, as
well as link utilization data, such as the total transmitted bytes, total transmitted
packets, total received packets, packets received per second, and packets
transmitted per second at that device. The present inventor has recognized that
DDoS attacks are typically most visible via packet count statistics over the egress

links of the customers under attack (i.e., links from the service provider to the
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customer). Therefore, in accordance with an embodiment of the. present invention,
flows are collected and monitored only on these egress links in order to reduce the
collection volumes and the associated computational requirements of detecting
anomalies in the collected flow data. Once this flow data is collected, at step 303
anomaly detection is performed, also discussed further herein below. Then, at step
304, these anomalies are clustered into events corresponding to potential DDoS
attacks. Finally, at step 305, the clustered anomalies are filtered to remove any
anomalies that occur for known reasons or can otherwise be discarded as not being
refated to DDoS attacks.

[0019] As discussed previously, one reason prior attempts implemented DDoS
detection solutions in the core network or peering provider edge routers of the
network was to reduce resource costs. In accordance with an embodiment of the
present invention, in order to keep operational, storage and computation resource
costs low In the lightweight anomaly detection stage discussed above, a simple trigger
algorithm is used to generate a trigger to initiate a more detailed flow analysis.
lllustratively, this trigger algorithm uses a prediction model which indicates an
expected mean and an expected vanance for the traffic time series (e.g., the number
of packets received per unit time) and assigns a deviation score,; in terms of the
number of standard deviations away from the mean of this time series, that a given
collected observation is found to be. Such a traffic time series is, illustratively,

denoted by T(t) and is, for example, defined by the equation:

T(t) = P(t) + V(1) + A(t) (Equation 1)
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where P(t) represents a predicted mean traffic rate (e.g., predicted average
packets per second from the network to the customer); V(t) represents a stochastic
noise that is expected for the traffic; and A(t) is a component representing an anomaly
associated with a DDoS attack.

[0020] FIGs. 4A, 4B and 4C show algorithms for detecting DDoS attacks and
generating alarms in response to such a detection. Specifically, for each customer
interface between a provider customer edge router, a period of time is selected such
as, for example, a period of W weeks. Then, an empirical mean-variance model is
built using the last W weeks period by simple averaging over a basic time periodicity

of, illustratively, one week. For example, in order to estimate the expected traffic over
the customer interface for the 5 minute interval of Friday, 9:00 am - 9:05 am, at step
401 the W past Fridays are measured and the mean of the traffic during this time
period on Fridays over the past W weeks is calculated. This period over the past W
Fridays‘; is referred to herein as the set (TS) of training data. As one skilled in the art
will recognize, as this set of training data could contain DDoS attacks and is finite in
size a de-noising step is desirable. Such a de-noising step 402 is, illustratively,
performed using a Fourier transform. As one skilled in the art will recognize, a Fourier
transform converts a time-series signal in the time domain into its constituent
frequency components in the frequency domain. By considering the top-k frequency
components the high-energy components of the time series signal are gaptured, the
low-energy/less-dominant possibly stochastic components are ignored and possibly

anomalous observations are eliminated. One skilled in the art will also recognize that
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applying Fourier transforms to reduce noise in such a time series is extremely well
known. Thus, one skilled in the art will fully appreciate, in light of the foregoing
description, how to apply such a Fourier transform for these purposes. Once this de-
noising step has been performed then, at step 403, the algonthm determines the
variance over the last W observed data points (e.g., the last W Fridays during 9:00 —~
9:05 am) corresponding to the de-noised mean model. Once the de-noised mean P’
of the traffic during the identiﬂed time period (i.e., 9:00 — 9:05 am on Fridays over the
past W weeks) and the variance V of that mean over the last W observed data points
are calculated, then anomaly detecﬁon is performed over the specified time period
according to the algorithms of FIGs. 4B and 4C.

[0021] Specifically, FIGs. 4B and 4C show an algorithm for performing such
anomaly detection’in real-time. Ata hig'h level, the estimated mean and the vanation

obtained in the algorithm of FIG. 4A are input at step 404 and are used to obtain

deviation scores D(i) at step 405 for new observations. This deviation score D(i) is

defined by the equation:

D(@) = (T(i) - P(i))V(i)) (Equation 2)

where the variables are defined as discussed herein above and | is the observed data
point. The deviation score of Equation 2 represents the nhumber of standard
deviations that the observed data point is away from the predicted data point. Once
the deviation scores have been computed, a clustering procedure is performed at step

406 to cluster anomalous incidents into discrete events. Such clustering is useful to

10
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reduce the load on the collection mechanism by reducing the number of queries
necessary to retrieve from the database the flow data for anomaly detection purposes.
Such a load reduction may be significant given the relative long time over which some
DDoS attacks may occur. FIG. 4C shows an algorithm for clustering in accordance
with one embodiment of the present invention. Referring to that figure, a clustering
method operates based on two pre-defined deviation score thresholds, referred to
herein as an event trigger threshold, agigger and an event extension threshold, a,qq4, as
well as a time duration denoted as “keepalive” during which anomalous detected
observations will be classified as a single event. Specifically, when data possibly
corresponding to a DDoS event is observed, at step 407 the clustering procedure of
FIG. 4C attempts to classify new anomalous events as being within a currently active
event if the new observation has a deviation score that exceeds the event extension
threshold aa.qg, and if at step 408 the observation is determined to be within the time
duration of keepalive, since the start of the event. As one skilled in the art will
recognize, the parameter keepalive is a tunable parameter that is illustratively set to a
15 minute interval which illustratively corresponds to three SNMP observations. If

there is no active ongoing event, at step 409 the algorithm creates a new event if the

observed deviation score D(i) is higher than the event trigger threshold ayigger-
Accordingly, once the algorithm of FIG. 4C has been performed, at step 410 the
output is one or more alarms representing possible DDoS attacks, along with an

- associated score representing the deviation from the expected value of the measured
charactenstic (e.g., number of packets per second over a given time period).

[0022] Once these alarms have been generated then, referring once again to

11
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FIG. 4B, at step 411 the alarms are filtered to remove or discard anomalies that

occurred for known reasons. Some illustrative rules that may be used for this purpose
Include, in one embodiment, an absolute volume threshold used to remove all alarms

which do not have an average bandwidth of more than a pre-defined threshold. As
one skilled in the art will recognize, this allows the operator of the monitoring system
to specify a minimum attack rate of interest, to reduce the overall workioad for the
montitoring and detection system. Other rules may include, for example, a rule to
remove anomalies in the SNMP data caused by router resets and SNMP
implementation faults. In particular, as one skilled in the art will recognize, it may be
desirable to remove the first SNMP counters after a system reset as well as
measurements which indicate a bandwidth utilization of more than the physical

bandwidth; which are obvio.usly erroneous.

[0023) The result of the foregoing algorithms of FIGs. 4A, 4B and 4C therefore,
is a set of alarms in response to data flows across the egress interface from the
service provider to a customer on which unexplained anomalies rising above a
predetermined threshold were observed, as well as start and end timestamps

corresponding to those suspected anomalies. These alarms are then used to trigger

a fine-grained analysis function for the detailed collection and analysis of the alarm

events.

[0024] FIG. 5 shows the illustrative steps of a method for the aforementioned
fine-grained analysis of alarm events. In particular, this fine-grained data can be

obtained from well-known Netflow data that is collected and analyzed for each of the

alarm events. As one skilled in the art will recognize, Netflow is an open standard for

12
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collecting detailed Internet Protocol traffic information: Routers with Netflow
functionality enabled generate Netflow records, which are typically exported from th;a
router in packets and sent to a Netflow collector, which is typically a program operating
on a computer that is adapted to receive, store in a database and analyze the
information to detect the existence of various conditions. Referring to FIG. 5, at step
501 the SNMP alarms generated by the algorithms of FIGs. 4A, 4B and 4C are
received. Then, at step 502, all Netflow flows Hlustratively obtained from a Netflow

collector and corresponding to the egress interface for the time periods identified in the

alarms are collected from the database, which may be a database on the router
providing the egress interface to the customer or may be a database stored at a central
location. Next, at step 503, Netﬂow record sets are created. One skilled in the art will

recognize that many such record sets méy be build from data collected via Netflow.
However, in accérdance with an illustrative embodiment of the present invention, three
such sets are buiit from records containing fine-grained information that are the most
closely related to the sources of DDoS attacks: records where the TCP SYN flag is set;
records where the TCP RST flag is set; and records for the ICMP protocol, referred to
herein as SYN set, RST set and ICMP set. respectively. One skilled in the art will
recognize that this embodiment is merely illustrative and that any parameters potentially
indicative of flow anomalies may be used to build these record sets.

[0025] As one skilled in the art will recognize, the TCP SYN flag is a flag that is
set by a sender of data when it is desired to synchronize the TCP stacks of the sender
and the recipient. As is also well-known, one method of accomplishing a DDoS attack

Is to set this flag for TCP connection requests in packets originating from randomly-

13
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generated source addresses (e.g., from a remotely controlled network of compromised
computers, as discussed above) and then to send those TCP connection requests
faster .than the target machine can process them. The target computer responds to
each of the IP addresses’originating a request and then .waits for confirmation to the
response that never arrives (e.g., typically waits about 3 minutes). During this time, the
connecﬁon table of a target computer fills up and, after this table fills up, all new
connections from, for example, legitimate users, are ignored, thus resulting in a DoS
condition.

[0026] The TCP RST flag is a flag that may also be used by DDoS attackers to
initiate an attack known in the art as a reset attack. A reset attack is an attack on a
connection between a source computer and a destination computer in which a third
party sends a packet by using the legitimate source address of the legitimate source
computer and the destination address of the destination computer. The third party sets
the TCP reset bit in the packet and, as a result, falsely terminates the established TCP

connection between the source and destination computers. This results in a denial of

service until the connection can be reestablished.

[0027] The well-known Internet Cc;ntrol Message Protocol (ICMP) is a protocol
that generates messages,- delivered in IP packets, that are used for out-of-band
messages related to network operation. As is also well known, ICMP contains various
flaws that can be exploited by an attacker to initiate a DDoS attack. Thus, for the
foregoing reasons, records with the TCP SYN flag set, records witH the TCP RST flag

set, and records where ICMP is used are useful in verifying the SNMP alarms

generated as discussed above.
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[0028] Next, at step 504, for each of the set reports collected above, a
clustering algorithm is applied to the traffic volumes for all destination prefixes
with a prefix length larger than a predetermined value. Such a clustering algorithm is
shown in FIG. 6. Referring to that figure, there are two general steps involved in such
an algorithm: an aggregation step 601 and a reporting step 602. The‘aggregation
step 601 counts the total traffic volume received by each distinct destination prefix that
Is larger than a minimum prefix-range size, denoted in FIG. 6 by the variable MinPrefix.
Since, as discussed previously, DDoS attacks on customer egress links are typically
the easiest to detect, aggregation can be performed on only the smaller prefix ranges
corresponding to these links. Accordingly, the compute and memory overhead
required for the aggregation step 601 will be reduced. Then, at the reporting step 602,
aggregated counters are used to determine whether to report a particulér prefix range
as being a potential attack target. Reports are generated on larger prefixes if they

carry substantially more traffic than a previously reported smaller prefix range and if they

are above the absolute volume threshold. This absolute volume threshold is
determined accord ing to the size of the prefix range by a specificity parameter that
determines an appropriate scaling factor corresponding to this size.

[0029} Referring once again to FIG. 5, once the aggregation of FIG. 6 has been
performed, a final bandwidth attack alarm is generated at step 505 if the set of data
corresponding to all flows indicates the traffic in those flows exceeds a predetermined
configurable Bandwidth Attack Threshold. Additionally, a final SYN/ICMP/RST alarm
will be generated if the corresponding SYN/ICMP/RST flow data indicates an IP prefix

range that cames more traffic than a desired configurable SYN/ICMP/RST threshoid.
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Instead of using a fixed rate threshold across all alarms, a duration-adaptive rate
threshold is illustratively used that attempts to balance the sehsitivity‘between
high intensity low duration attacks, and relatively lower intensity but higher duration
attacks. This can be achieved by using a simple depreciation approach, so that the
rate threshold is a monotonically decreasing function of the alarm duration.

Ilustratively, a geometrically decreasing depreciation function may be used for

this purpose, generated according to the following formula:

Rate(Duration) = Rate(BaseDuration) * DecreaseFactor-Vration/BaseDuration

where, in one illustrative embodiment, the BaseDuration is 300 ,secon.ds, and
the DecreaseFactor is set to 0.95.

[0030] FIG. 7 shows a block diagram of an illustrative router, such as a customer
provider edge router that is adapted to perform the steps of an algorithm for collecting
data and monitoring data and performing the steps of the various algorithms as
described herein above. Referring to FIG. 7, router 707 may be implemented on any
suitable computer adapted to receive, store and transmit data such as the
aforementioned algonthm calculations. lllustrative system 707 may have, for example,
a processor 702 (or multiple processors) which controls the overall operation of the
system 707. Such operation is defined by computer program instructions stored in a
memory 703 and executed by processor 702. The merhory 703 may be any type of
computer readable medium, including without limitation electronic, magnetic, or optical

media. Further, while one memory unit 703 is shown in FIG. 7, it is to be understood

that memory unit 703 could comprise multiple memory units, with such memory units
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comprising any type of memory. System 707 also comprises illustrative network
interface 704 for use in, among other functions, collecting traffic flow data for use with
the DDoS attack detection algorithms described herein above. System 707 also
illustratively comprises a storage medium, such as a computer hard disk drive 705 for
storing, for example, data and computer programs adapted for use in accordance with
the principles of the present invention as described hereinabove. One skilled in the art

will recognize that flash memory may preferably be used in some implementations in

place of hard disk drive 705. Finally, system 707 may also have illustrative terminal 706
having, illustratively, keyboard 708 and monitor 709 for inputting information and
displaying results of the foregoing calculations. One skilled in-the art will recognize that
system 707 .is merely illustrative in nature and that various hardware and software
components may be adapted for equailly .advantageous use in é computer in
accordance with the principles of the present invention.

[0031] The foregoing Détailed Description is to be understood as being in every
respect illustrative and exemplary, but not restrictive, and the scope of the invention
disclosed herein is not to be determined from the Detailed Description, but rather from
the claims as interpreted according to the full breadth permitted by the patent laws. ltis
to be understood that the embodiments shown and described herein are only illustrative
of the principles of the present invention and that various modifications may be
implemented by those skilled in the art without departing from the scope and spinit of the
invention. Those skilled in the art could implement various other feature combinations

without departing from the scope and spirit of the invention.
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CLAIMS:

1. A method for detecting a distributed denial of service attack comprising:

collecting a first set of data associated with a first data flow at a router in a

service provider network:

detecting whether an anomaly is present in said first data flow, said anomaly

comprising at least a first deviation from a predicted model of said first data flow:

INn response to the detection of an anomaly in said first data flow, receiving a

second set of data associated with a second data flow:;

analyzing at least a portion of said second set of data to determine whether said

anomaly represents an attack on a computer network: and

generating an alarm if it is determined that said anomaly represents an attack.

2. The method of claim 1 wherein said router comprises a customer provider

edge router in said service provider network.

4. The method of claim 1 wherein said attack on a computer network comprises

a distributed denial of service attack.
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S. The method of claim 1 wherein said first data flow comprises a Simple

Network Management Protocol data fiow.

6. The method of claim 1 wherein said first data flow comprises the number of

packets transmitted to a customer network over a predetermined period of time.

7. The method of claim 6 wherein said predicted model is generated as a

function of historical data collected at said router.

8. The method of claim 7 wherein said predicted model comprises an average
of a value of at least a first characteristic of said first data flow over said

predetermined period of time.

9. The method of claim 8 further comprising removing noise from said average

value by applying at least a Fourier transform to said average.

10. The method of claim 9 further comprising determining a variance of said

first data flow over said predetermined period of time.

11. The method of claim 8 wherein said step of detecting an anomaly

comprises the steps of:

calculating a deviation score associated with an observed value of said at least

a first characteristic:

if said deviation score is above a predetermined value, identifying said
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observed value as an anomaly;
determining whether said anomaly is a new anomaly; and

if said anomaly is not a new anomaly, clustering said anomaly as a part of an

existing event, said event comprising a plurality of anomalies.

12. The method of claim 11 wherein said deviation score is calculated

according to the equation:

D(i) = (T() = P())/V(1))

where D is the deviation score, T is the time series of said at least a first

characteristic, P is the airerage of said at least a first characteristic over a
predetermined period of time; and V is the variance model of said at least a first

characternistic over a predetermined period of time.

13. The method of claim 1 wherein said first data flow comprises said second

data flow.

14. The method of claim 1 wherein said second data flow comprises at least a

first Netflow record.

15. The method of claim 14 wherein said at least a first Netflow record

comprises all Netflow records generated over a predetermined period of time.
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16. The method of claim 14 wherein said at least a first Netflow record

comprises all Netflow records wherein the Transfer Control Protocol SYN flag is set.

17. The method of claim 14 wherein said at least a first Netflow record

comprises all records where the Transfer Control Protocol RST flag is set.

18. The method of claim 14 wherein said first Netflow record comprises all

Netflow records generated by an Intemnet Control Management Protocol.

19. The method of claim 14 wherein said step of analyzing comprises

clustering said at least a first Netflow record as a function of a portion of a destination

address of said Netflow record.

20. The method of claim 19 further comprising;
determining whether an actual number of said at least a first Netflow record
associated with said portion of said destination address exceeds by a predetermined

threshold a predicted number of said Netflow records associated with said portion of

said destination address: and

if said actual number exceeds said predicted volume by at least said

predetermined threshold, generating said alarm.
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21. An apparatus for detecting a distributed denial of service attack COMPrising:

means for collecting a first set of data associated with a first data flow at a router

IN a service provider network:

means for detecting whether an anomaly is present in said first data flow, said
anomaly comprising at least a first deviation from a predicted model of said first data
flow:

means for receiving a second set of data associated with a second data flow in
response to the detection of an anomaly in said first data flow:

means for analyzing at least a portion of éaid second set of data to determine
whether said anomaly represents an attack on a computer network; and

means for generating an alarm if it is determined that said anomaly represents an

attack.

22. The apparatus of claim 21 wherein said router comprises a customer

provider edge router in said service provider network.

23. The apparatus of claim 21 wherein said customer provider edge router

comprises a router for interfacing a customer network to said service provider network.

24. The apparatus of claim 21 wherein said attack on a computer network

comprises a distributed denial of service attack.
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25. The apparatus of claim 21 wherein said first data flow comprises a Simple

Network Management Protocol data flow.

26. The apparatus of claim 21 wherein said first data flow comprises the humber

of packets transmitted to a customer network over a predetermined period of time.

27. The apparatus of claim 26 wherein said predicted model is generated as a

function of historical data collected at said router.

28. The apparatus of claim 27 wherein said predicted model comprises an

average of a value of at least a first characteristic of said first data flow over said

predetermined 'pe'riod'of time.

29. The apparatus of cléim 28 further comprising means for removing noise

from said average value by applying at least a Fourier transform to said average.

30. The apparatus of claim 27 further comprising means for determining a

variance of said first data flow over said predetermined period of time.

31. The apparatus of claim 28 wherein said means for detecting an anomaly
COMPIrises:
means for calculating a deviation score associated with an observed value of

said at least a first characteristic;
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means for identifying said observed value as an anomaly if said deviation score

is above a predetermined value:

means for determining whether said anomaly is a new anomaly; and

means for clustering said anomaly as a part of an existing event if said

anomaly is not a new anomaly, said event comprising a plurality of anomalies.

32. The apparatus of claim 31 wherein said means for calculating said

deviation score comprises means for calculating said score according to the equation:
D@) = (T(1) - P())/V(i))
where D is the deviation score, T is the time series of said at least a first

characteristic, P is the average of said at least a first characteristic 6ver a

predetermined period of time; and V is the variance model of said at least a first

characteristic over a predetermined period of time.

33. The apparatus of claim 21 wherein said first data flow comprises said

second data flow.

34. The apparatus of claim 21 wherein said second data flow comprises at

least a first Netflow record.

35. The apparatus of claim 34 wherein said at least a first Netflow record
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comprises all Netflow records generated over a predetermined period of time.

36. The apparatus of claim 34 wherein said at least a first Netflow record

comprises all Netflow records wherein the Transfer Control Protocol SYN flag is set.

37. The apparatus of claim 34 wherein said at least a first Netflow record

comprises all records where the Transfer Control Protocol RST flag is set.

38. The apparatus of claim 34 wherein said first Netflow record comprises all

Netflow records generated by an Intermnet Control Management Protocol.

39. The apparatus of claim 34 wherein said means for analyzing comprises

means for clustering said at least a first Netflow record as a function of a portion of a

destination address of said Netflow record.

40. The apparatus of claim 39 further comprising:

means for determining whether an actual number of said at least a first Netflow
record associated with said portion of said destination address exceeds by a
predetermined threshold a predicted number of said Netflow records associated with

said portion of said destination address; and

means for generating said alarm if said actual number exceeds said predicted

volume by at least said predetermined threshold.
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FIG. 2
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FIG. 3
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FIG. 44
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FIG. 4B
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FIG. 4C
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FIG. 5
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