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METHOD OF DELAYING CHECKPOINTS BY INSPECTING NETWORK
PACKETS

RELATED APPLICATIONS

[0001] This application claims priority to U.S. provisional patent application
61/921,720 filed on December 30, 2013 and owned by the assignee of the
current application, the contents of which are herein incorporated by reference

in their entirety.

FIELD OF THE INVENTION

[0002] The invention relates generally to the field of fault tolerant computing

and more specifically to checkpointing, networking and virtualization systems.

BACKGROUND OF THE INVENTION

[0003] There are a variety of ways to achieve fault tolerant computing.
Specifically, fault tolerant hardware and fault tolerant software may be used
either alone or together. As an example, it is possible to connect two (or
more) computers, such that one computer, the active computer or host,
actively makes calculations while the other computer (or computers) is idle or
on standby in case the active computer, or hardware or software component
thereon, experiences some type of failure. In these systems, the information
about the state of the active computer must be saved periodically to the
standby computer so that the standby computer can substantially take over
from the previously active computer at the point in the calculations where
active computer experienced a failure. This function can be extended for use
with the modern day practice of using a virtualized environment as part of a

cloud or other computing system.
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[0004] Virtualization is used in many fields to reduce the number of servers or
other resources needed for a particular project or organization. Present day
virtual machine computer systems utilize virtual machines (VM) operating as
guests within a physical host computer. Each virtual machine includes its own
virtual operating system and operates under the control of a managing
operating system or hypervisor executing on the host physical machine. Each
virtual machine executes one or more applications and accesses physical
data storage and computer networks as required by the applications. In
addition, each virtual machine may in turn act as the host computer system for

another virtual machine.

[0005] Multiple virtual machines may be configured as a group to execute one
or more of the same programs. Typically, one virtual machine in the group is
the primary or active virtual machine, and the remaining virtual machines are
the secondary or standby virtual machines. If something goes wrong with the
primary virtual machine, one of the secondary virtual machines can take over
and assume its role in the fault tolerant computing system. This redundancy
allows the group of virtual machines to operate as a fault tolerant computing
system. The primary virtual machine executes applications, receives and
sends network data, and reads and writes to data storage while performing
automated or user-initiated tasks or interactions. The secondary virtual
machines have the same capabilities as the primary virtual machine, but do
not take over the relevant tasks and activities until the primary virtual machine

fails or is affected by an error.

[0006] For such a collection of virtual machines to function as a fault tolerant
system, the operating state, which defines memory and data storage contents
of a secondary virtual machine, should be equivalent to the operating state
that is memory and data storage contents of the primary virtual machine. If
this condition is met, the secondary virtual machine may take over for the
primary virtual machine without a loss of any data. To assure that the state of
the secondary machine and its memory is equivalent to the state of the

primary machine and its memory, it is necessary for the primary virtual
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machine periodically to transfer its state and memory contents to the

secondary virtual machine.

[0007] The periodic transfer of data to maintain synchrony between the states
of the virtual machines is termed checkpointing. A checkpoint defines a point
in time when the data is to be transferred. During a checkpoint, the
processing on the primary virtual machine is paused, so that the final state of
the virtual machine and associated memory is not changed during the
checkpoint interval and once the relevant data is transferred, both the primary
and secondary virtual machines are in the same state. The primary virtual
machine is then resumed and continues to run the application until the next

checkpoint, when the process repeats.

[0008] Checkpoints can be determined by either the passage of a fixed
amount of elapsed time from the last checkpoint or by the occurrence of some
event, such as: the number of memory accesses (termed dirty pages); the
occurrence of a network event (such as network acknowledgement that is
output from the primary virtual machine); or the occurrence of excessive
buffering on the secondary virtual machine (as compared to available
memory), during the execution of the application. Elapsed time checkpointing
is considered fixed checkpointing, while event based checkpointing is

considered dynamic or variable-rate checkpointing.

[0009] Excessive checkpointing can lead to performance degradation of the
primary virtual machine. In turn, this performance degradation can result in
delays and data loss, which can compromise the fault tolerant nature of the
system. Triggering checkpoints in response to network traffic can be

particularly taxing for a checkpointing system.

[0010] Therefore, a need exists for ways to reduce overhead in the system

without reducing the reliability of the system.

[0011] Embodiments of the invention address this need and others.
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SUMMARY OF THE INVENTION

[0012] In one aspect, the invention relates to a method for delaying
checkpointing in a virtual machine system. In one embodiment, the method
includes the steps of determining if a frame is deferrable; and if the frame is a
deferrable frame delaying a checkpoint associated with the frame. In another
embodiment the frame is examined to determine if it is a deferrable frame. In
yet another embodiment the deferrable frame is a packet tagged with one or
more of: not being the last data fragment of a multi-fragment message; a data
segment that does not indicate a flush of the send buffer; and a segment that
only serves as an acknowledge of some prior message. In still another
embodiment the deferrable frame is an IP packet tagged with one or more of:
a ‘more fragments’ attribute; a TCP data segment that lacks the PSH flag and
that carries no flags other than ‘ACK’; and a TCP segment that contains no
data and carries only the ‘ACK’ flag. In still yet another embodiment the

deferrable frame is identified by the protocol in use.

[0013] In one embodiment, the deferrable frame is identified by the session-
state of the protocol in use. In another embodiment, the deferrable frame is
identified by port number. In yet another embodiment, the port number is a
source port number. In still another embodiment, the port number is a
destination port number. In still yet another embodiment, the deferrable frame
is identified by network address. In one embodiment, the network address is
a source network address. In another embodiment, the network address is a

destination network address.

[0014] In one embodiment, the method includes the step of concatenating the
checkpoint delays due to a plurality of deferrable frames. In another
embodiment, the method includes the step of setting an upper limit to the
amount of delay that can be generated. In yet another embodiment, the

frame is determined to be deferrable based on the network interface in use.
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[0015] In another aspect, the invention relates to a fault tolerant computing
system. In one embodiment, the fault tolerant computer system includes a
first computing device comprising a primary virtual machine; and a second
computing device comprising a secondary virtual machine, wherein the first
computing device and the second computing device are networked, wherein
the primary virtual machine comprises a first checkpointing engine and a first
network interface, wherein the secondary virtual machine comprises a second
checkpointing engine and a second network interface, and wherein the first
checkpointing engine delays a checkpoint for one or more deferrable frames
of data. In another embodiment, the first checkpoint engine pauses the
primary virtual machine when a checkpoint is declared. In yet another
embodiment, the first checkpoint engine adds an additional delay before
declaring a subsequent checkpoint. In still yet another embodiment, the first
checkpoint engine captures the state of the primary virtual machine while the

primary virtual machine is paused.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] The structure and function of the invention can be best understood
from the description herein in conjunction with the accompanying figures. The
figures are not necessarily to scale, emphasis instead generally being placed
upon illustrative principles. The figures are to be considered illustrative in all
aspects and are not intended to limit the invention, the scope of which is

defined only by the claims.

[0017] Fig. 1 is a block diagram of an embodiment of a checkpointing engine

in a virtual machine constructed in accordance with the invention.

[0018] Fig. 2 (a) and (b) are timing diagrams known to the prior art for an

embodiment of a virtual machine and a checkpointing engine, respectively.
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[0019] Fig. 3 (a) and (b) are timing diagrams for an embodiment of a virtual
machine and a checkpointing engine, respectively, constructed in accordance

with the invention.

ESCRIPTION OF A PREFERRED EMBODIMENT

[0020] Detailed embodiments of the invention are disclosed herein, however,
it is to be understood that the disclosed embodiments are merely exemplary
of the invention, which may be embodied in various forms. Therefore, specific
functional details disclosed herein are not to be interpreted as limiting, but
merely as a basis for the claims and as a representative basis for teaching
one skilled in the art to variously employ the invention in virtually any

appropriately detailed embodiment.

[0021] In a variable-rate checkpoint system, an excessive checkpoint rate can
occur when checkpoint cycles are initiated on the primary virtual machine in
response to the occurrence of an event on the primary virtual machine such
as outbound network data transmission or traffic. Normally, such outbound
network traffic causes an immediate checkpoint cycle to ensure the
occurrence of lower-latency exchanges between the primary virtual machine
and the computer on the network receiving the transmission from the virtual
machine. This is indeed the case for file-level operations such as folder
enumeration, file deletion, attribute manipulation, and even single-threaded

transaction exchanges.

[0022] Under these types of latency-sensitive exchanges, it is desirable to
have a rapid and responsive checkpoint rate. Latency-sensitive exchanges
such as certain client requests and server responses benefit from a very
responsive checkpoint mechanism.

However, other exchanges, such as certain communication protocol flags and
parameters, between a client and server are “housekeeping” in nature.

Communications of this housekeeping or procedural-type activity produce
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outbound traffic from the primary virtual machine that results in excessive
checkpoint activity. This excessive checkpoint activity is detrimental to
application efficiency and requires substantial processing and inter-host

communication overhead to handle.

[0023] An example of a network exchange of data that is housekeeping in
nature is a simple TCP acknowledge packet or ‘ACK’. When a client is
transferring a file to the guest virtual machine using TCP protocol, the guest
virtual machine’s TCP stack typically responds to each message/segment
with an ‘ACK’. Hundreds of such rapid ‘ACKs’ can be generated as this
incoming stream of segments is underway. The computer receiving the ACK
is not dependent on the ACK in order to continue to operate or handle other
necessary processing tasks. Further, with few exceptions, it is not necessary
that the client computer receive these ‘ACKs’ in real time. Performing an
immediate checkpoint cycle for each such ‘ACK’ would interfere greatly with
the incoming message/segment flow of client frames while providing little or

no benefit.

[0024] Another example of such a housekeeping network exchange of data is
an IP packet tagged with the IP_MF flag, indicating that more data packet
fragments are coming. These types of outbound frames increase the
checkpoint rate and associated system overhead, thereby resulting in lower
overall system efficiency. As a result, the checkpoints that arise from these
types of network data exchanges are not critical and can be deferred for
processing at a later time.

[0025] According to one embodiment, outbound network traffic and
operational parameters can be monitored to detect data such as frames that
can be categorized as deferrable. By deferrable, it is meant that the computer
receiving the data, such as an ACK, is not typically waiting for the specific
frame in order to continue processing or otherwise operating. Deferrable data
examples include: IP packets tagged with the ‘more fragments’ attribute; TCP

data segments that lack the PSH flag (push) and carry no flags other than
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‘ACK’; and TCP segments that contain no data and only the ‘ACK’ flag. Other

candidate frames and data types may exist and are handled similarly.

[0026] The above embodiments describe TCP/IP specific packets and field
definitions that can be generalized to almost any network protocol.
Housekeeping only packets such as IP specific "ACK" are candidates for
deferrable packets. Fragmented packets such as those identified in IP with
IP_MF are candidates for deferrable packets. Likewise, packets that contain
no data and are not part of a send buffer flush (as in the TCP PSH flag), are
also candidates for deferrable packets. Many other packet types and
conditions can be identified depending on the specific protocol being used.
There are hundreds of registered network protocols, each of which has its
own behavior characteristics. Every packet in a given protocol may be

deferrable.

[0027] Referring to Fig. 1, components of a checkpointing engine 122 with a
virtual machine 100 are shown. The virtual machine 100 would typically be
connected to a second virtual machine (not shown) to achieve a fault tolerant
computing system. The virtual machine 100 includes a checkpoint module
101. The checkpoint module 101 buffers network data 109 in an input/output
module (I/O) 110 and a notification event 112 alerts the checkpointing engine
122. Storage data (referred to generically as block-10) is allowed to move
138 more freely between input/output module (I/O) 110 and the block
interface 114. The checkpointing engine 122 is in communication with a
memory tracking module 126 and a buffer cache 130. When the
checkpointing engine 122 is idle, network data (if any) remains in a buffered
state by input/output module (I/0) 110, and will only be released by signal 113
to input/output module (I/O) 110 after the next checkpoint reaches its
commit/release stage. At that time, network data (if any) is transferred 134
from the input/output module (1/0) 110 to the network interface 118. When a
checkpoint is declared, the virtual machine 100 is paused and the dirty page
data is processed by the checkpointing engine 122. In the case of the present

invention, when a checkpoint is declared, for example by an ACK frame being

8
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received by the 1/0O module 110, the frame is made available to the checkpoint

engine 122 for inspection.

[0028] In more detail and referring to Fig. 2(a), a timing diagram of events and
methods occurring in sequence for a primary virtual machine is shown for a
checkpoint system known to the prior art. The primary virtual machine is
either running (executing the application) 210, 210’ or paused 214. The
checkpointing engine includes additional timing conditions as shown in Fig.
2(b). The checkpointing engine may be idle 220 until a checkpoint (P) occurs
224 at which time the checkpointing engine causes 226 the primary virtual
machine to pause 214. While the primary virtual machine is paused 214, the
state of the primary virtual machine is captured 228 by the checkpoint engine.
Capture is a page-copying stage that allows the virtual machine to be

resumed and executed in parallel with checkpoint ‘transfer’ and ‘ACK-wait’.

[0029] In another embodiment, page-copying is avoided all together and
pages are just transferred as they are. In this case, the guest remains paused
during the transfer and ACK-wait stages. Combinations of these two
approaches may also be used. Once the state data is captured 228, the
checkpointing engine resumes 232 the primary virtual machine which again

executes 210’ the application.

[0030] The captured state data is then transferred 236 to the secondary virtual
machine. Once the data has been transferred, the checkpointing engine waits
for an acknowledgement (ACK) to be received 240 from the secondary virtual
machine, indicating that the data has been received. At this point, the
checkpoint cycle is committed and the buffered network data released 244 to
the network. At this point the checkpointing engine enters an idle state 220’

until the next checkpoint 224’ occurs.

[0031] When certain triggering events occur, which are not deferrable, a
checkpoint is declared. Some non-limiting examples of checkpoint triggering

events are as follows: a timer initiating a checkpoint period, a network event

9
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such as an ACK reply being required from the primary virtual machine to
another computer on the network, and a write operation to a memory page
occurring. Even though a checkpoint is declared, until the virtual machine is
paused by the checkpointing engine, additional checkpoint generating events
may occur. Thus, many checkpoints may be queued with each requiring
action by the checkpointing engine. For example, each subsequent
checkpoint will, at a minimum, require a pausing and restarting of the virtual
machine, contributing to the time overhead of the system in which the primary

virtual machine is not doing useful work.

[0032] When a deferrable frame or other deferrable data such as an ACK is
detected, the system causes a checkpoint to be time-scheduled at some near
point in the future, rather than being generated immediately. In some
embodiments, subsequent deferrable frames can modify the timer, as
appropriate, to extend, shorten, or cancel the delay to the scheduled
checkpoint cycle. The delay timer is automatically cancelled when non-
deferrable data is detected, or another triggering event for a checkpoint
occurs (which overrides the delay of a checkpoint), thereby reverting to

normal checkpoint initiation policy at that instant.

[0033] The amount of deferrable frame delay can be fixed or calculated based
on other inputs, but should be sufficiently large to allow the system to
aggregate other deferrable data frames likely to appear within the delay.
However, the delay should also be sufficiently short to avoid problems in the
event that a frame deemed as deferrable is, for some reason, time-sensitive
to the receiving computer. In one embodiment, a delay of from about 5 to

about 10 milliseconds is suitable.

[0034] Referring to Fig. 3(a), the timing of the virtual machine is shown for a
checkpoint system according to the present invention. In this embodiment,
the primary virtual machine is either running (executing one or more
applications) 310, 310’ or paused 314. The checkpointing engine operates

under the timing conditions as shown in Fig. 3(b). A number of checkpointing

10



WO 2015/102874 PCT/US2014/070456

engine timing transitions are the same as shown in Fig. 2(b). For example,
the checkpointing engine may be idle 320 until a checkpoint (P) occurs 324, at
which time the checkpointing engine causes 326 the primary virtual machine
to pause 314. While the primary virtual machine is paused 314, the state of
the primary virtual machine is captured 328 by the checkpoint engine. Once
the state data is captured 328, the checkpointing engine resumes 332 the

primary virtual machine which again executes 310" one or more applications.

[0035] The captured state data is then transferred 336 to the secondary virtual
machine. Once the data has been transferred, the checkpointing engine waits
for an acknowledgement (ACK) 340 to be received from the secondary virtual
machine, indicating that the data has been received. At this point, the
checkpoint data is committed 344, for example by releasing one or more

frames of data to the network.

[0036] The checkpointing engine then enters an idle state 348 but in this
embodiment, the idle state includes an additional delay period if the events
generating a subsequent checkpoint are deferrable. If the events are
deferrable, a delay is added to the idle period before the next checkpoint 324’
is declared. This increased delay permits additional checkpoint events to be
qgueued prior to a checkpoint being declared, thus allowing multiple checkpoint
events to be covered by one set of checkpoint operations. This reduces the

overhead per event for handling a checkpoint.

[0037] The method for determining the existence of a deferrable frame should
be applied easily and quickly, without the need to track the history of a
connection/session. In this sense, the test for a deferrable frame is stateless
with regard to the ongoing dialogue between the virtual machine and the other
computer on the network. Some exemplary characteristics of implementing a
checkpoint delay and deferrable data-based method are: acting on the most
commonly used transport protocols (but the method can also be adapted to

custom protocols); not causing frames to be dropped or re-ordered as a

11
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means of improving checkpoint performance; and controlling selectivity by

applying different rules to various deferrable frame types.

[0038] Additionally, the checkpoint delay can be applied not only according to
whether the frame itself is deferrable, but also whether the frame is directed to
or originating from specific network (MAC, IP, etc.) addresses and/or port
numbers, some of which are typically used by convention for certain
applications. Thus, the system can be set to defer any packet (or prevent the
deferral and checkpoint delay of any packet) originating from/destined to a
specific network address and/or port number (e.g. port 89) based on
convention or rules provided to the checkpointing engine. Various special
handling of data which is important to a networked computer can be used to
override deferrable checkpoints and checkpoint delays or to more

aggressively cause delays for selected network addresses and/or ports.

[0039] In another embodiment, the virtual machine has multiple network
interfaces. The network traffic on a specific network interface may be of a
nature such that all of its packets are deferrable. It is also possible that a

specific network interface only carries non-deferrable packets.

[0040] An example of special case handling in the checkpoint context is TCP
ACKs known as ‘window updates’. These ACKs provide specific information
about the sender’'s TCP send window, and delaying these may occasionally
cause the sender (the client) to pause its transmission. Accurately detecting
when ‘window update’ information is important to the sender is difficult and
adds little improvement to the general approach of deferrable frame
management, especially when the send window size reaches a full 64KB

(typical) or larger (window scaling) size.

[0041] However, such send-window stalls may still occur, which is an
important reason for keeping the deferrable delay from getting too large.
Thus, it is important to limit the amount of delay that can be generated so as

not to allow the delay to affect other functions of the virtual machine. It is also

12
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acceptable for partial or full session-state tracking to be used to selectively

avoid delaying a “window update” packet

[0042] Unless specifically stated otherwise as apparent from the following
discussion, it is appreciated that throughout the description, discussions
utilizing terms such as "processing" or "computing” or "calculating" or
“‘delaying” or “comparing”, “generating” or "determining" or “deferring” or
‘committing” or “checkpointing” or “interrupting” or “handling” or “receiving” or
“buffering” or “allocating” or "displaying" or “flagging” or Boolean logic or other
set related operations or the like, refer to the action and processes of a
computer system, or electronic device, that manipulates and transforms data
represented as physical (electronic) quantities within the computer system's or
electronic devices’ registers and memories into other data similarly
represented as physical quantities within electronic memories or registers or

other such information storage, transmission or display devices.

[0043] The algorithms presented herein are not inherently related to any
particular computer or other apparatus. Various general purpose systems
may be used with programs in accordance with the teachings herein, or it may
prove convenient to construct a more specialized apparatus to perform the
required method steps. The required structure for a variety of these systems
will be understood from the description above. In addition, the present
invention is not described with reference to any particular programming
language, and various embodiments may thus be implemented using a variety

of programming languages.

[0044] The aspects, embodiments, features, and examples of the invention
are to be considered illustrative in all respects and are not intended to limit the
invention, the scope of which is defined only by the claims. Other
embodiments, modifications, and usages will be apparent to those skilled in

the art without departing from the spirit and scope of the claimed invention.

13
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[0045] In the application, where an element or component is said to be
included in and/or selected from a list of recited elements or components, it
should be understood that the element or component can be any one of the
recited elements or components and can be selected from a group consisting
of two or more of the recited elements or components. Further, it should be
understood that elements and/or features of a composition, an apparatus, or a
method described herein can be combined in a variety of ways without
departing from the spirit and scope of the present teachings, whether explicit
or implicit herein.

LI ANTH

[0046] The use of the terms “include,” “includes,” “including,” “have,” “has,” or
“having” should be generally understood as open-ended and non-limiting

unless specifically stated otherwise.

[0047] It should be understood that the order of steps or order for performing
certain actions is immaterial so long as the present teachings remain
operable. Moreover, two or more steps or actions may be conducted

simultaneously.

[0048] It is to be understood that the figures and descriptions of the invention
have been simplified to illustrate elements that are relevant for a clear
understanding of the invention, while eliminating, for purposes of clarity, other
elements. Those of ordinary skill in the art will recognize, however, that these
and other elements may be desirable. However, because such elements are
well known in the art, and because they do not facilitate a better
understanding of the invention, a discussion of such elements is not provided
herein. It should be appreciated that the figures are presented for illustrative
purposes and not as construction drawings. Omitted details and modifications
or alternative embodiments are within the purview of persons of ordinary skill

in the art.

[0049] The invention may be embodied in other specific forms without

departing from the spirit or essential characteristics thereof. The foregoing

14
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embodiments are therefore to be considered in all respects illustrative rather
than limiting on the invention described herein. Scope of the invention is thus
indicated by the appended claims rather than by the foregoing description,
and all changes which come within the meaning and range of equivalency of

the claims are intended to be embraced therein.

[0050] What is claimed is:

15
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CLAIMS

1. A method of delaying checkpointing in a virtual machine system
comprising the steps of:
determining if a frame is a deferrable frame; and
if the frame is a deferrable frame, delaying a checkpoint

associated with the frame.

2. The method of claim 1 wherein the frame is examined to determine if it

is a deferrable frame.

3. The method of claim 2 wherein the deferrable frame is a packet tagged
with one or more of:

not being the last data fragment of a multi-fragment message;

a data segment that does not indicate a flush of the send buffer; and

a segment that only serves as an acknowledgment of some prior

message.

4. The method of claim 2 wherein the deferrable frame is an IP packet
tagged with one or more of:

a ‘more fragments’ attribute;

a TCP data segment that lacks the PSH flag and that carries no flags
other than ‘ACK’; and

a TCP segment that contains no data and carries only the ‘ACK’ flag.

5. The method of claim 2 wherein the deferrable frame is identified by the

protocol in use.

6. The method of claim 5 wherein the deferrable frame is identified by the

session-state of the protocol in use.

7. The method of claim 2 wherein the deferrable frame is identified by port

number.

16



WO 2015/102874 PCT/US2014/070456

8. The method of claim 7 wherein the port number is a source port

number.

9. The method of claim 7 wherein the port number is a destination port

number.

10. The method of claim 2 wherein the deferrable frame is identified by

network address.

11. The method of claim 10 wherein the network address is a source

network address.

12. The method of claim 10 wherein the network address is a destination

network address.

13. The method of claim 1 further comprising the step of concatenating the

checkpoint delays due to a plurality of deferrable frames.

14.The method of claim 13 further comprising the step of setting an upper

limit to the amount of delay that can be generated.

15.The method of claim 1 wherein the frame is determined to be

deferrable based on the network interface in use.

16. A fault tolerant computing system comprising:
a first computing device comprising a primary virtual machine; and

a second computing device comprising a secondary virtual

machine,

wherein the first computing device and the second computing

device are networked,

wherein the primary virtual machine comprises a first

checkpointing engine and a first network interface,

17
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wherein the secondary virtual machine comprises a second
checkpointing engine and a second network interface, and
wherein the first checkpointing engine delays a checkpoint for

one or more deferrable frames of data.

17.The fault tolerant computing system of claim 16 wherein the first
checkpoint engine pauses the primary virtual machine when a

checkpoint is declared.

18.The fault tolerant computing system of claim 17 wherein the first
checkpoint engine adds an additional delay before declaring a

subsequent checkpoint.

19.The fault tolerant computing system 16 wherein the first checkpoint
engine captures the state of the primary virtual machine while the

primary virtual machine is paused.
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