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(57) Abstract

A method and system of this invention that provides for profiling
a user of the Internet according to predefined categories of interest is
described herein (Figure 5). This invention includes scanning content
information (Figures 5, 14) of an Internet user to generate unknown
data (42) and processing unknown data to determine its relevance
to predefined categories of interest (Figures 5, 60). This relevance
is indicated in a matching rating system (Figures 5, 56), analyzing
attributes such as length of time reviewing content information,
frequency of encounter, recency, strength and closeness (Figures 6,
7 and 8).
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METHOD AND SYSTEM FOR DERIVING
COMPUTER USERS' PERSONAL INTERESTS

Field of the Invention

This invention relates to the Internet and more particularly to a method and
system for monitoring the use of the Internet by users and generating profile data for

use in targeting users according to their interests.

Background of the Inventidn

Users of Internet services ("Users") now include families, children, business
people, students, hobbyists and enthusiasts of all types. They use the Internet from
home, work and school.

Users of Internet services ("Services") are rapidly becoming familiar with (and
are beginning to expect) new Services for "free." These "free" systems and Services
are able to provide low-cost applications and services by supporting their
infrastructures through the use of, and exploitation of, large audiences. The Services
provide an infrastructure into which marketing and advertising companies
("Advertisers") market their products and services through the placement of on-line
promotional offers and on-line advertisements ("Offers"). This model is similar to
the ubiquitous network TV model of free programming, with commercial breaks.
Even paid-for Services on the Internet have begun "mining" this source of value,
through placing advertisements in key locations. Offers have begun to take on a

variety of forms, including Web-based banner ads, e-mails, pop-up screens and video



10

15

20

25

30

WO 00/08573 PCT/US99/17654

interstitials. Additionally, Services have begun to use more traditional means to

target Offers, including print campaigns, radio and direct mail.

Examples of these Services on the Internet include "free" search engines and
directories such as Yahoo and Infoseek, "free" e-mail systems such as HotMail,
"free" instant messaging systems such as ICQ and "free" information broadcast
systems such as PointCast Network.

The revenue generated by these Services in 1997 was nearly $1 billion and
was in large part generated by charging Advertisers on a "thousands of impressions"
model. This is commonly understood in the advertising industry as selling
advertisements by "CPM" - a measure of 1,000 "impressions." Impressions are
counted as one impression for each time a potential customer of the Advertiser's
product sees the Offer. This is commonly understood in the Internet industry as
"page views." Common "page view" prices currently range from $10 to $400 per
1,000 CPM (one million page views).

The CPM price varies widely, based on the appropriateness (or demographic
match) of the User to the Offer. For example, the CPM price for an Internet search
service that caters to the broadest categories of Users may command a very low CPM
such as $20. The CPM price for a highly targeted audience, such as a rriembership~
based medical information Web site that has a well-known group of subscribers
suffering from a specific disease, may run as high as $450. The economics of these
models work to drive specific Advertisers to specific Services. For example, drug
and health product Advertisers can justify paying $450 per CPM on health-specific
sites, because they are able to reach highly targeted audiences that have a great match
and affinity to their Offer.

However, the economic model presented by many Services to Advertisers is
highly inefficient. Advertising on Services such as Web sites generally generate
between a 1% and 10% response rate, with 2% as a typical response rate. There are
numerous reasons for poor response rates such as 2%, including poor or unappealing
designs of the Offer, but one of the main reasons for poor response rates is simply

that an Offer is tendered to Users who have no interest in the product, service and/or
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subject matter. For example, Advertisers of golfing equipment or luxury automobiles

‘have little assurance that placing Offers on Services such as CNN.com or Time

Warner's pathfinder.com will result in their messages reaching a high percentage of

their target audiences.

Services can provide extremely attractive mediums for Advertisers by
improving the match between the subject of the Offer and a User's interests. A small
improvement in response rate for Advertisers, even as small as 2%, can substantially
improve the economics of placing Offers in Services. Thus Advertisers and Services
have great interest in techniques of measuring and improving the match of Offer to
User. These techniques are known as "Offer targeting." With improved Offer
targeting, Services can profit dramatically by sharing in the improved performance by
increasing the CPM price for their systems.

Some Services have attempted to improve the efficiency of their Offer
targeting through manual means. These have included manual organization of
Services into known topic areas that Advertisers may select to place offers into. This
strategy works somewhat when the content delivered by Services is well known and
easily classed into categories or is static in nature. This approach does not work well
for a dynamic medium with huge sets of rapidly changing content and the content is
out of the control of the Service — which are attributes of the World Wide Web.

Other targeting techniques include requiring Users to specify their interest
categories manually. These systems may work for small numbers of well-understood
information content areas but are not practical for Services that span the breadth of
the Internet. Furthermore, manual systems of specifying preferences are cumbersome
for Users, which they subsequently abandon. This results in inaccurate preferences,
misleading preferences or obsolete preferences, causing a mismatch between actual

User interests and the information captured in manual preferences systems.
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Summary of the Invention

In view of the foregoing background, one object of the present invention is to

improve the match between User interests and Advertisers' messages by transparently

assessing the type of information that a User reviews over time.

Another object of the invention is to create a "profile" of interests of the User,
which may be used to subsequently direct Offers.

A further object of the invention is to target Offers to individuals who have
indirectly expressed interest in specific subject matter.

A more general object of this invention is to provide a higher User response
rate per CPM.

According to one aspect of the invention, a method and system of this
invention provides for profiling a User of the Internet according to predefined
categories of interest that includes the following steps: First, content information of
an Internet User is scanned to generate unknown data. This step takes place at any
number of locations: the client's server, the client's computer or at an Internet hub.
Next, the unknown data are processed to determine their relevance to predefined
categories of interest. These categories include, for example, sports, games,
business, investing, health, hobbies, technology, arts, politics, social issues, weather
and news. Moreover, the relevance is indicated in a matching rating system,
analyzing attributes such as length of time reviewing content information, frequency
of encounter, recency, strength and closeness. With comparisons such as these, the
method generates a match of the unknown data with the predefined categories to form
a profile of the User.

To form a "recognizer" for use in profiling Internet User interests, the method
and system of this invention includes collecting representative data sets of major areas
of interests and processing the data sets by algorithms and weighted rules to form a
recognizer. The above-described profiling may occur in real time or be delayed and
may occur on the client's installation or remotely, for example, on a server

installation.
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Therefore, the objects of this invention are accomplished through a method

system that scans information content and automatically and transparently assesses its

_subject matter. Over time, this invention accumulates a "profile" of interests of the

User, which can be used to subsequently direct Offers.

An advantage of this invention is that it enables Services to target offers to
individuals who have indirectly expressed interest in specific subject matter. For
example, this will enable Services to automatically and transparently determine which
Users have an interest in topics such as golf, luxury cars, medical information, sports
equipment, music, etc. These topics are merely illustrative and not limiting. Once
the Service has determined these preferences, it may then direct appropriate and
matching advertising Offers to those Users.

Another advantage of this invention will be a higher response rate per CPM,
i.e., golf advertisements will be shown only to those Service Users who have a strong
interest in golf, as determined in the profile generated by Petitioner's technology.

Additional objects and advantages of this invention will be apparent from the
following detailed description of preferred embodiments thereof, which proceeds with

reference to the accompanying drawings.

Brief Description of the Drawings
Fig. 1 shows the relationship between the Recognizers, the User and the

Profiler according to this invention in connection with e-mail, Web and Push data
streams.

Fig. 2 shows the relationship between the Data Sets, Neural Net Processing
and the Recognizers of this invention.

Fig. 3 is a flow chart of the operation to form a User profile of this invention.

Fig. 4 shows the relationship between the Recognizers, the User, the Profiler
and other components of the system and method of this invention.

Fig. 5 is a flow diagram illustrating operation of a process for blocking
display of a web page or other digital dataset that contains a particular type of content

such as pornography.
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Fig. 6 is a simplified block diagram of a modified neural network architecture

for creating a weighted list of regular expressions useful in analyzing content of a

 digital dataset.

Fig. 7 is a simplified diagram illustrating a process for forming a target
attribute set having terms that are indicative of a particular type of content, based on a
group of training datasets.

Fig. 8 is a flow diagram illustrating a neural network based adaptive training
process for developing a weighted list of terms useful for analyzing content of web

pages or other digital datasets.

Detailed Description of a Preferred Embodiment of the Invention
This invention dynamically and transparently improves the targeting of Offers

consisting of three major components. These three components work in conjunction
with technologies of Services to target Offers to Users. Two of these components,
scanning and handling various kinds of digital information content, are described
below beginning at page 12 and in FIGS. 5-8. Referring to FIG. 1, the scanning and
analyzing capabilities extend to any type of digital content in systems such as the Web
Browsers 11, E-mail Clients/Servers 12, UseNet Clients/Servers 13, Personal 14 and
Server-based Search Engines 16.

The two modules, scanning and analyzing, named in the above-referenced
patent application are capable of determining the relevance of unknown data to a
known data set through efficient analytic models. These modules are used in real
time to assess the incoming data from Services to the Users of the Services for their
relevance to the common (or specific) predefined categories of interest to Advertisers.
Referring to FIG. 2, this is accomplished through collecting representative data sets
of major areas of interest, the Data Sets 21, and using a developed set of algorithms
and weighted rules necessary to analyze the unknown content for a match with Data
Sets 21. The development of these algorithms and weighted rules is accomplished
through the use of a three-tier feed-forward artificial neural network, a Neural

Net 22, with a learning algorithm as described in the above-referenced patent
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application. Various artificial neural networks are commercially available that could

‘be used for this purpose. The output from Neural Net 22 is algorithms and rules, the

‘Recognizers 23, which in essence "recognize" a match of incoming, unknown data

with Data Sets 21.

Recognizers 23 for common areas of interest to Advertisers include, but are
not limited to, data sets related to sports, games, business, investing, health, hobbies,
technology, arts, politics, social issues, weather and news. In addition, because
Recognizers 23 are very small and compact, dynamically generated Recognizers 23
are used for electronic distribution and updates.

Recognizers are executed against incoming unknown data requested by Users.
Again referring to FIG. 1, the statistical output from Recognizers 23 indicate whether
a given set of unknown data received or sent through the Internet 18 has a good match
to the installed Recognizers 23. For example, if a golfing Recognizer 23 is loaded
and the User views golf-related Web Pages 13a, E-mail 12a, User Groups 16a or
other digital content, the golfing Recognizer 23 returns a positive match for that Data
Set 21.

Another element of this invention is the Profiler 26 that receives the output
from the real-time analysis of Recognizers 23. Profiler 26 tracks and builds an
aggregate statistical model, "Profile," of the User including quantitative analysis of
the match, frequency, duration, age and other factors between unknown content
reviewed by the User and the set of installed Recognizers 23.

The aggregate result of generating Profiler 26 is a prioritized and rated set of
interest categories that is automatically generated for each User through the
transparent and dynamic analysis of the frequency and time spent by the Users
reviewing content that has a good statistical match with known Data Sets 21. The
Profile generated by the system for each User is the output from the system and can
subsequently be used to make highly targeted Offers.

Referring to FIG. 3, the Offer-managing software can use an aggregate of the

interest ratings generated by Profiler 26 for each User, along with statistics generated
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by the Offer-managing software, to report the level of targeted Offers back to the

- Advertiser.

The method and system of this invention employs methods for scanning,
analyzing and handling digital information content, described below beginning
at page 12 and in FIGS. 5-8 to assess the match between known Data Sets 21 of
subject matter and newly encountered information.

Referring to FIG. 3, each discrete unit of information newly encountered by
Users is analyzed by Recognizers 23 against a set of known Data Sets 21 such as
sports, news, heath information, etc. The return value of the analysis is a matching
rating indicating the "strength" or "closeness" of the newly encountered data to
known Data Sets 21. This analysis is done for each known Data Set 21 (or subject
matter) of interest to the Service and Advertiser.

Additional information is captured regarding the use of such data by the User.
Information including a frequency of encounter 31, a length of time reviewing 32 and
a statistical measure of how recently the matching information was reviewed, along
with an aging algorithm 33, among other criteria 34, is used to generate a "level of
recent interest" rating 36 for each known Data Set 21. Optionally, a history may be
recorded, including the location of the newly encountered information, for use in
subsequent validation of results.

The aggregate of this collected data, on a per data set basis, is mathematically
combined to a single rating of "interest" level for each Data Set 21 for each User.
These ratings can be sorted by highest "interest" first, through data sets of "No"
interest at step 37. Referring to FIG. 4, this sorting can be done in real time to
generate a profile 38 and reported out of the "Tracker" module incorporated with or
in communication with the offer manager 41 into other modules responsible for
delivering the Offers 42 that match the subject matter of highest interests.

Still referring to FIG. 4, the Services 13, 16 incorporating Profiler 38 and 41
identify which User is using the system. Profiles are preferably generated on a
per-User basis. Typical installations require Users to "log in" to the Service, thereby

allowing the Service to notify the "Tracker" which User Profile to update.
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Services 13, 16 pass the discrete pieces of data into Recognizer 23 for the

System to generate the appropriate rating data. Services 13, 16 may "tap" into the

~data at many different sources, including both realtime and delayed. Services 13, 16

may intercept communications traffic at the protocol or file layer of client and server
platforms.

Profiles generated by Profiler 38 describe a graph of interest for each User.
These are stored either on the client installation or the server installation and may or
not be encrypted, depending upon the desires and privacy policies set by Services 13,
16 using the information. Additionally, personal information such as a user name,
address, phone number, and other various forms of personal identification may be
stripped from the profile to protect the user’s anonymity. Full copies of the graphs
are available for use by Services 13, 16, but privacy policies may dictate that only
aggregate Profile rating is made available.

Users may have some options to review the history and aggregate results and
may have the option to explicitly turn off tracking of specific subject matter. For
example, Users may wish to disallow any reporting on frequency of use and may also
flush the histories and graphs to reset the profiling functions.

The following is a sample list of applications for which the system and method
of this invention are used:

1. E-mail Client/Server Systems - Analyzing and building Profiles from e-mail
information. According to this invention, e-mail systems generate revenue through
Offers by analyzing sent and received e-mail information and building Profiles based
upon its content.

Analysis and Profile building can be accomplished at either the Client or
Server location within an e-mail system.

E-mail systems include LANs, WANs, VPNs and ISPs that deploy e-mail
information in any form of e-mail data standard such as SMTP, POP3, IMAP4, etc.

Clients refers to any software loaded on desktop PCS, set top boxes and end-

user display devices that display e-mail.



10

15

20

25

30

WO 00/08573 PCT/US99/17654

10

Proxies and servers refer to any centralized computer system responsible for

-serving, routing, filtering and/or caching e-mail content.

2. Web Client/Proxy and Server - Analyzing and building Profiles from Web

pages. This invention operates in conjunction with Web-based systems to generate
revenue through Offers by analyzing viewed Web pages and building Profiles based
upon their content.

Web systems include LANs, WANSs, VPNs and ISPs that deploy Web
information in the form of HTML, XML and other Web data standards.

Clients refers to any software loaded on desktop PCS, set top boxes and end-
user display devices that display HTML, XML and other Web data.

Proxies and servers refer to any centralized computer system responsible for
serving, routing, filtering and/or caching Web content.
3. Chat Client/Proxy and Server - Analyzing and building Profiles from chat
streams. This invention can also be used in conjunction with chat-based systems to
generate revenue through Offers by analyzing chat discussions and building Profiles
based upon their content.

Chat systems include LANs, WANs, VPNs and ISPs that deploy chat
information in the form of HTML, Java, TCP/IP, IRC or UDP chat protocols.

Clients refers to any software loaded on desktop PCS, set top boxes and end-
user display devices that display chat conversations.

Proxies and servers refer to any centralized computer system responsible for
serving, routing, filtering and/or caching chat content.
4. UseNet Client/Proxy and Server - Analyzing and building Profiles from
UseNet information. Another example of an application of this invention is in
conjunction with UseNet-based systems to generate revenue through Offers by
analyzing viewed UseNet postings and building Profiles based upon their content.

UseNet systems include LANs, WANs, VPNs and ISPs that deploy UseNet
information in the form of NNTP.

Clients refers to any software loaded on desktop PCS, set top boxes and end-

user display devices that display UseNet data.
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Proxies and servers refer to any centralized computer system responsible for

serving, routing, filtering and/or caching UseNet content.

5. "Push" Client and Server - Analyzing and building Profiles from "Push"

information. Push-based systems can be used in conjunction with this invention to
generate revenue through Offers by analyzing viewed Push information and building
Profiles based upon its content.

Push systems include LANs, WANs, VPNs and ISPs that deploy Push
information in the form of channels, typically utilizing HTML or TCP/IP protocols.

Clients refers to any software loaded on desktop PCS, set top boxes and end-
user display devices that display HTML, XML, "ticker" and other Push data.

Proxies and servers refer to any centralized computer system responsible for
serving, routing, filtering and/or caching Push content.

6. "Portal" Client and Server - Analyzing and building Profiles from Web page
information. Also, Web-based "Portal" or "Community" systems can be used in
conjunction with this invention to generate revenue through Offers by analyzing
viewed Web pages and building Profiles based upon their content.

Portal systems include LANs, WANs, VPNs and ISPs that deploy Web
information in the form of HTML, XMI and other Web data standards, for the
purpose of organizing and directing the Web experience for the User.

Clients refers to any software loaded on desktop PCS, set top boxes and end-
user display devices that display HTML, XML and other Web data.

Proxies and servers refer to any centralized computer system responsible for
serving, routing, filtering and/or caching Portal content.

7. Search Engine Client and Server - Analyzing and building Profiles from Web
page information. Additionally, this invention can be used in conjunction with search
engine systems to generate revenue through Offers by analyzing viewed search
queries and results and building Profiles based upon their content.

Search engine systems include LANs, WANs, VPNs and ISPs that deploy
search queries and results in the form of HTML, XML and other Web data standards.
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Clients refers to any software loaded on desktop PCS, set top boxes and end-

user display devices that display HTML, XML and other Web data related to search

queries and results.

Proxies and servers refer to any centralized computer system responsible for
serving, routing, filtering and/or caching search queries and results.

It will be apparent to those having skill in the art that many changes may be
made to the details of the above-described embodiment of this invention without
departing from the underlying principles thereof. The scope of the present invention

should, therefore, be determined by the claims.

METHOD FOR SCANNING, ANALYZING AND HANDLING
VARIOUS KINDS OF DIGITAL INFORMATION CONTENT

The technology is useful for a variety of applications, including but not limited
to blocking digital content, especially world-wide web pages, from being displayed
when the content is unsuitable or potentially harmful to the user, or for any other
reason that one might want to identify particular web pages based on their content.

According to one aspect of the technology, a method for controlling access to
potentially offensive or harmful web pages includes the following steps: First, in
conjunc;ion with a web browser client program executing on a digital computer,
examining a downloaded web page before the web page is displayed to the user. This
examining step includes identifying and analyzing the web page natural language
content relative to a predetermined database of words -- or more broadly regular
expressions -- to form a rating. The database or “weighting list” includes a list of
expressions previously associated with potentially offensive or harmful web pages,
for example pornographic pages, and the database includes a relative weighting
assigned to each word in the list for use in forming the rating.

The next step is comparing the rating of the downloaded web page to a
predetermined threshold rating. The threshold rating can be by default, or can be

selected, for example based on the age or maturity of the user, or other
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“categorization” of the user, as indicated by a parent or other administrator. If the

rating indicates that the downloaded web page is more likely to be offensive or

“harmful than a web page having the threshold rating, the method calls for blocking

the downloaded web page from being displayed to the user. In a presently preferred
embodiment, if the downloaded web page is blocked, the method further calls for
displaying an alternative web page to the user. The alternative web page can be
generated or selected responsive to a predetermined categorization of the user like the
threshold rating. The alternative web page displayed preferably includes an
indication of the reason that the downloaded web page was blocked, and it can also
include one or more links to other web pages selected as age-appropriate in view of
the categorization of the user. User login and password procedures are used to
establish the appropriate protection settings.

Of course the technology is fully applicable to digital records or datasets other
than web pages, for example files, directories and email messages. Screening
pornographic web pages is described to illustrate the technology and it reflects a
commercially available embodiment of the technology.

Another aspect of the technology is a computer program. It includes first
means for identifying natural language textual portions of a web page and forming a
list of words or other regular expressions that appear in the web page; a database of
predetermined words that are associated with the selected characteristic; second
means for querying the database to determine which of the list of words has a match
in the database; third means for acquiring a corresponding weight from the database
for each such word having a match in the database so as to form a weighted set of
terms; and fourth means for calculating a rating for the web page responsive to the
weighted set of terms, the calculating means including means for determining and
taking into account a total number of natural language words that appear in the
identified natural language textual portions of the web page.

As alluded to above, statistical analysis of a web page according to the
technology requires a database or attribute set, compiled from words that appear in

know “bad” -- e.g. pornographic, hate-mongering, racist, terrorist, etc. -- web pages.
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The appearance of such words in a downloaded page under examination does not

‘necessarily indicate that the page is “bad”, but it increases the probability that such is

_the case. The statistical analysis requires a”weighting” be provided for each word or

phrase in a word list. The weightings are relative to some neutral value so the -
absolute values are unimportant. Preferably, positive weightings are assigned to
words or phrases that are more likely to (or even uniquely) appear in the selected type
of page such as a pornographic page, while negative weightings are assigned to words
or phrases that appear in non-pornographic pages. Thus, when the weightings are
summed in calculating a rating of a page, the higher the value the more likely the
page meets the selected criterion. If the rating exceeds a selected threshold, the page
can be blocked.

A further aspect of the technology is directed to building a database or target
attribute set. Briefly, a set of “training datasets” such as web pages are analyzed to
form a list of regular expressions. Pages selected as “good” (non-pornographic, for
example) and pages selected as “bad” (pornographic) are analyzed, and rate of
occurrence data is statistically analyzed to identify the expressions (e.g. natural
language words or phrases) that are helpful in discriminating the content to be
recognized. These expressions form the target attribute set.

Then, a neural network approach is used to assign weightings to each of the
listed expressions. This process uses the experience of thousands of examples, like
web pages, which are manually designated simply as “yes” or “no” as further
explained later.

Additional objects and advantages of this technology will be apparent from the
following detailed description of preferred embodiments thereof which proceeds with

reference to the accompanying drawings.

Brief Description of the Drawings

Fig. 5 is a flow diagram illustrating operation of a process according to the
present technology for blocking display of a web page or other digital dataset that

contains a particular type of content such as pornography.
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Fig. 6 is a simplified block diagram of a modified neural network architecture

_ for creating a weighted list of regular expressions useful in analyzing content of a

digital dataset.

Fig. 7 is a simplified diagram illustrating a process for forming a target
attribute set having terms that are indicative of a particular type of content, based on a
group of training datasets.

FIG. 8 is a flow diagram illustrating a neural network based adaptive training
process for developing a weighted list of terms useful for analyzing content of web

pages or other digital datasets.

Detailed Description of a Preferred Embodiment

FIG. 5 is a flow diagram illustrating operation of a process for blocking
display of a web page (or other digital record) that contains a particular type of
content. As will become apparent from the following description, the methods and
techniques of the present technology can be applied for analyzing web pages to detect
any specific type of selected content. For example, the technology could be applied
to detect content about a particular religion or a particular book; it can be used to
detect web pages that contain neo-Nazi propaganda; it can be used to detect web
pages that contain racist content, etc. The presently preferred embodiment and the
commercial embodiment of the technology are directed to detecting pornographic
content of web pages. The following discussions will focus on analyzing and
detecting pornographic content for the purpose of illustrating the technology.

In one embodiment, the technology is incorporated into a computer program
for use in conjunction with a web browser client program for the purpose of rating
web pages relative to a selected characteristic—pornographic content, for
example—and potentially blocking display of that web page on the user’s computer if
the content is determined pornographic. In FIG. 5, the software includes a proxy
server 10 that works upstream of and in cooperation with the web browser software

to receive a web page and analyze it before it is displayed on the user’s display
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screen. The proxy server thus provides an HTML page 12 as input for analysis. The

first analysis step 14 calls for scanning the page to identify the regular expressions,

~such as natural language textual portions of the page. For each expression, the

software queries a pre-existing database 30 to determine whether or not the
expression appears in the database. The database 30, further described later,
comprises expressions that are useful in discriminating a specific category of
information such as pornography. This query is illustrated in FIG. 5 by flow path 32,
and the result, indicating a match or no match, is shown at path 34. The result is
formation of a “match list” 20 containing all expressions in the page 12 that also
appear in the database 30. For each expression in the match list, the software reads a
corresponding weight from the database 30, step 40, and uses this information,
together with the match list 20, to form a weighted list of expressions 42. This
weighted list of terms is tabulated in step 44 to determine a score or rating in

accordance with the following formula:

rating = (nf‘r.(xpwp)) /c
In the above formula, “n” is a modifier or scale factor which can be provided based
on user history. Each term x;, w, is one of the terms from the weighted list 42. As
shown in the formula, these terms are summed together in the tabulation step 44, and
the resulting sum is divided by a total word count provided via path 16 from the
initial page scanning step 14. The total score or rating is provided as an output at 46.
Turning now to operation of the program from the end-user’s perspective,
again referring to FIG. 5, the user interacts with a conventional web browser program
by providing user input 50. Examples of well-known web-browser programs include
Microsoft Internet Explorer and Netscape. The browser displays information through
the browser display or window 52, such as a conventional PC monitor screen. When
the user launches the browser program, the user logs-in for present purposes by
providing a password at step 54. The user I.D. and password are used to look up

applicable threshold values in step 56.
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In general, threshold values are used to influence the decision of whether or

not a particular digital dataset should be deemed to contain the selected category of

_information content. In the example at hand, threshold values are used in the

determination of whether or not any particular web page should be blocked or,
conversely, displayed to the user. The software can simply select a default threshold
value that is thought to be reasonable for screening pornography from the average
user. In a preferred embodiment, the software includes means for a parent, guardian
or other administrator to set up one or more user accounts and select appropriate
threshold values for each user. Typically, these will be based on the user’s age,
maturity, level of experience and the administrator’s good judgment. The interface
can be relatively simple, calling for a selection of a screening level -- such as low,
medium and high -- or user age groups. The software can then translate these
selections into corresponding rating numbers.

Operation.

In operation, the user first logs-in with a user I.D. and password, as noted,
and then interacts with the browser software in the conventional manner to “surf the
web” or access any selected web site or page, for example, using a search engine or a
predetermined URL. When a target page is downloaded to the user’s computer, it is
essentially “intercepted” by the proxy server 10, and the HTML page 12 is then
analyzed as described above, to determine a rating score shown at path 46 in FIG. 5.
In step 60, the software then compares the downloaded page rating to the threshold
values applicable to the present user. In a preferred embodiment, the higher the
rating the more likely the page contains pornographic content. In other words, a
higher frequency of occurrence of “naughty” words (those with positive weights)
drives the ratings score higher in a positive direction. Conversely, the presence of
other terms having negative weights drives the score lower.

If the rating of the present page exceeds the applicable threshold or range of
values for the current user, a control signal shown at path 62 controls a gate 64 so as

to prevent the present page from being displayed at the browser display 52.
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Optionally, an alternative or substitute page 66 can be displayed to the user in lieu of

the downloaded web page. The alternative web page can be a single, fixed page of

content stored in the software. Preferably, two or more alternative web pages are

available, and an age-appropriate alternative web page is selected, based on the user
L.D. and threshold values. The alternative web page can explain why the downloaded
web page has been blocked, and it can provide links to direct the user to web pages
having more appropriate content. The control signal 62 could also be used to take
any other action based on the detection of a pornographic page, such as sending
notification to the administrator. The administrator can review the page and,
essentially, overrule the software by adding the URL to a “do not block” list
maintained by the software.

Formulating Weighted Lists of Words and Phrases.

FIG. 6 is a simplified block diagram of a neural-network architecture for
developing lists of words and weightings according to the present technology. Here,
training data 70 can be any digital record or dataset, such as database records,
e-mails, HTML or other web pages, use-net postings, etc. In each of these cases, the
records include at least some text, i.e., strings of ASCII characters, that can be
identified to form regular expressions, words or phrases. We illustrate the
technology by describing in greater detail its application for detecting pornographic
content of web pages. This description should be sufficient for one skilled in the art
to apply the principles of the technology to other types of digital information.

In FIG. 6, a simplified block diagram of a neural-network shows training
data 70, such as a collection of web pages. A series of words, phrases or other
regular expressions is extracted from each web page and input to a neural-network
72. Each of the terms in the list is initially assigned a weight at random, reflected in
a weighted list 78. The network analyzes the content of the training data, as further
explained below, using the initial weighting values. The resulting ratings are
compared to the predetermined designation of each sample as “yes” or “no,” i.e.

>

pornographic or not pornographic, and error data is accumulated. The error
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information thus accumulated over a large set of training data, say 10,000 web pages,

s then used to incrementally adjust the weightings. This process is repeated in an

interactive fashion to arrive at a set of weightings that are highly predictive of the

selected type of content.

FIG. 7 is a flow diagram that illustrates the process for formulating weighted
lists of expressions -- also called target attribute set -- in greater detail. Referring to
FIG. 7, a collection of “training pages” 82 is assembled which, again, can be any
type of digital content that includes ASCII words but for illustration is identified as a
web page. The “training” process for developing a weighted list of terms requires a
substantial number of samples or “training pages” in the illustrated embodiment. As
the number of training pages increases, the accuracy of the weighting data improves,
but the processing time for the training process increases non-linerally. A reasonable
tradeoff, therefore, must be selected, and the inventors have found in the presently
preferred embodiment that the number of training pages (web pages) used for this
purpose should be at least about 10 times the size of the word list. Since a typical
web page contains on the order of 1,000 natural language words, a useful quantity of
training pages is on the order of 10,000 web pages.

Five thousand web pages 84 should be selected as examples of “good” (i.e.,
not pornographic) content and another 5,000 web pages 86 selected to exemplify
“bad” (i.e., pornographic) content The next step in the process is to create, for each
training page, a list of unique words and phrases (regular expressions). Data
reflecting the frequency of occurrence of each such expression in the training pages is
statistically analyzed 90 in order to identify those expressions that are useful for
discriminating the pertinent type of content. Thus, the target attribute set is a set of
attributes that are indicative of a particular type of content, as well as attributes that
indicate the content is NOT of the target type. These attributes are then ranked in
order of frequency of appearance in the “good” pages and the “bad” pages.

The attributes are also submitted to a Correlation Engine which searches for

correlations between attributes across content sets. For example, the word “breast”
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appears in both content sets, but the phrases “chicken breast” and “breast cancer”

appear only in the Anti-Target (“good”) Content Set. Attributes that appear

frequently in both sets without a mitigating correlation are discarded. The remaining

attributes constitute the Target Attribute Set.

FIG. 8 illustrates a process for assigning weights to the target attribute set,
based on the training data discussed above. In Figure 4, the weight database 110
essentially comprises the target attribute set of expressions, together with a weight
value assigned to each expression or term. Initially, to begin the adaptive training
process, these weights are random values. (Techniques are known in computer
science for generating random—or at least good quality, pseudo-random—numbers.)
These weighting values will be adjusted as described below, and the final values are
stored in the database for inclusion in a software product implementation of the
technology. Updated or different weighting databases can be provided, for example
via the web.

The process for developing appropriate weightings proceeds as follows. For
each training page, similar to FIG. 5, the page is scanned to identify regular
expressions, and these are checked against the database 110 to form a match list 114.
For the expressions that have a match in database 110, the corresponding weight is
downloaded from the database and combined with the list of expressions to form a
weighted list 120. This process is repeated so that weighted lists 120 are formed for
all of the training pages 100 in a given set.

Next, a threshold value is selected—for example, low, medium or high
value—corresponding to various levels of selectivity. For example, if a relatively low
threshold value is used, the system will be more conservative and, consequently, will
block more pages as having potentially pornographic content. This may be useful for
young children, even though some non-pornographic pages may be excluded. Based
upon the selected threshold level 122, each of the training pages 100 is designated as
simply “good” or “bad” for training purposes. This information is stored in the rated

lists at 124 in FIG. 8 for each of the training pages.
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A neural-network 130 receives the page ratings (good or bad) via path 132

from the lists 124 and the weighted lists 120. It also accesses the weight database

'110. The neural-network then executes a series of equations for analyzing the entire

set of training pages (for example, 10,000 web pages) using the set of weightings
(database 110) which initially are set to random values. The network processes this
data and takes into account the correct answer for each page—good or bad—from the
list 124 and determines an error value. This error term is then applied to adjust the
list of weights, incrementally up or down, in the direction that will improve the
accuracy of the rating. This is known as a feed-forward or back-propagation
technique, indicated at path 134 in the drawing. This type of neural-network training
arrangement is known in prior art for other applications. For example, a neural-
network software packaged called “SNNS” is available on the internet for

downloading from the University of Stuttgart.

Following are a few entries from an illustrative list of regular expressions

along with neural-net assigned weights:

18[\W]?years[\W]?0f[\W]?age[\W] 500
adults[\W]?only[\W] 500
bestiality[\W] 250
chicken[\W]breasts?[\W] -500
sexually[\W]?(oriented | explicit)[\W] 500

Other Applications.

As mentioned above, the principles of the present technology can be applied to
various applications other than web-browser client software. For example, the
present technology can be implemented as a software product for personal computers
to automatically detect and act upon the content of web pages as they are viewed and
automatically “file,” i.e., create records comprising meta-content references to that

web-page content in a user-modifiable, organizational and presentation schema.
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Another application of the technology is implementation in a software product

for automatically detecting and acting upon the content of computer files and

~directories. The software can be arranged to automatically create and record meta-

content references to such files and directories in a user-modifiable, organizational
and presentation schema. Thus, the technology can be applied to help end users
quickly locate files and directories more effectively and efficiently than conventional
directory-name and key-word searching.

Another application of the technology is e-mail client software for controlling
pornographic and other potentially harmful or undesired content and e-mail. In this
application, a computer program for personal computers is arranged to automatically
detect and act upon e-mail content—for example, pornographic e-mails or unwanted
commercial solicitations. The program can take actions as appropriate in response to
the content, such as deleting the e-mail or responding to the sender with a request that
the user’s name be deleted from the mailing list.

The present technology can also be applied to e-mail client software for
categorizing and organizing information for convenient retrieval. Thus, the system
can be applied to automatically detect and act upon the content of e-mails as they are
viewed and automatically file meta-content references to the content of such e-mails,
preferably in a user-modifiable, organizational and presentation schema.

A further application of the technology for controlling pornographic or other
undesired content appearing in UseNet news group postings and, like e-mail, the
principles of the present technology can be applied to a software product for
automatically detecting and acting upon the content of UseNet postings as they are
received and automatically filing meta-content references to the UseNet postings in a

user-modifiable, organizational and presentation schema.
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Claims

1. A method for profiling a user of the Internet according to predefined
categories of interest, comprising the steps of:

scanning content information of an Internet user to generate unknown data;

processing the unknown data to determine its relevance to predefined
categories of interest; and

generating a match of the unknown data with the predefined categories to form
a profile of the user.

2. A method as recited in Claim 1 wherein the profile of the user provides a.
level of interest in the predefined category.

3. A method as recited in Claim 1 wherein the relevance of unknown data to
predefined categories is measured in a matching rating system.

4. A method as recited in Claim 3 wherein the matching rating system
analyzes the unknown data according to length of time reviewing the content
information.

5. A method as recited in Claim 3 wherein the matching rating system
analyzes the unknown data according to frequency of encounter.

6. A method as recited in Claim 3 wherein the matching rating system
analyzes the unknown data according to a statistical measure of how recently the
matching information was reviewed.

7. A method as recited in Claim 3 wherein the matching rating system
analyzes the unknown data according to an aging algorithm.

8. A method as recited in Claim 3 wherein the matching rate indicates
strength of the unknown data with respect to the predefined categories.

9. A method as recited in Claim 3 wherein the matching rate indicates

closeness of the unknown data with respect to the predefined categories.
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10. A method as recited in Claim 1 wherein one of the predefined categories

is related to one of sports, games, business, investing, health, hobbies, technology,

arts, politics, social issues, weather and news.

11. A method as recited in Claim 1 wherein the content information is in the
form of e-mail.

12. A method as recited in Claim 1 wherein the content information is in the
form of Web pages.

13. A method as recited in Claim 1 wherein the content information is in the
form of chat streams.

14. A method as recited in Claim 1 wherein the content information is in the
form of UseNet information.

15. A method as recited in Claim 1 wherein the content information is in the
form of push information.

16. A method as recited in Claim 1 wherein the method is carried out by an
Internet Service Provider.

17. A method as recited in Claim 1 wherein the user has an Internet
communication device and the method is carried out on the user's Internet
communication device.

18. A method as recited in Claim 1 wherein the user communicates on the
Internet through an Internet hub and the method is carried out at the hub.

19. A method as recited in Claim 1 further comprising reporting the profile to
a tracker that operates in conjunction with an offer manager to prepare and dispense
offers to the user based upon the user profile.

20. A method of forming a recognizer for use in profiling Internet user
interests, comprising the steps of:

collecting representative data sets of major areas of interests; and

processing the data sets by algorithms and weighted rules to form a

recognizer.
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21. A method of using the recognizer formed as recited in claim 20 in

furtherance of forming a profile of the Internet user, comprising the steps of:

scanning content information responsive to the use by an Internet user to form

unknown data;

processing the unknown data against a recognizer; and

generating a match of the unknown data with the recognizer to form a profile
of the user.

22. A method as recited in claim 20 wherein a plurality of recognizers are
formed.

23. A method as recited in claim 20 wherein the recognizer is related to one
of sports, games, business, investing, health, hobbies, technology, arts, politics,
social issues, weather and news.

24. A method as recited in claim 21 wherein the processing step comprises:

breaking down the content information into discrete pieces of data; and

passing the discrete pieces of data into the recognizer.

25. A method as recited in claim 21 wherein the processing step occurs in
real time.

26. A method as recited in claim 21 wherein the processing step is delayed.

27. A method as recited in claim 21 wherein the profile is stored on the client
installation.

28. A method as recited in claim 21 wherein the profile is stored on the
server installation.

29. A method as recited in claim 21 wherein the processing of unknown data
is circumventable by the .user.

30. A system for profiling a user of the Internet according to predefined
categories of interest, comprising:

a processor configured to scan content information of an Internet user to

generate unknown data;
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a processor configured to process the unknown data to determine its relevance

to predefined categories of interest; and

a processor configured to generate a match of the unknown data with the
predefined categories to form a profile of the user.

31. A system for forming a recognizer for use in profiling Internet user
interests, comprising:

a processor configured to collect representative data sets of major areas of
interests to form data sets; and

a processor configured to process the data sets by algorithms and weighted
rules to form a recognizer.

32. A system as recited in claim 31 using the recognizer in furtherance of
forming a profile of the Internet user, comprising:

a processor configured to scan content information responsive to the use of
such content by an Internet user to generate unknown data;

a processor configured to process the unknown data against a recognizer; and

a processor configured to generate a match of the unknown data with the
recognizer to form a profile of the user.

33. A system for profiling a user of the Internet according to predefined
categories of interest, comprising:

a processor configured to scan content information of an Internet user to
generate unknown data;

a processor configured to process the unknown data to determine its relevance
to predefined categories of interest;

a processor configured to generate a match of the unknown data with the
predefined categories to form a profile of the user; and

a processor configured to report the profile to a tracker that operates in
conjunction with an offer manager to prepare and dispense offers to the user based

upon the user profile.
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34. A system as recited in Claim 33, wherein the offers dispensed to the user

-are delivered via the Internet.
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