w0 2023/129281 A1 | N0 0000 AR 0 0 0O 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
06 July 2023 (06.07.2023)

(10) International Publication Number

WO 2023/129281 Al

WIPO I PCT

(51) International Patent Classification:
GI10L 17/10 (2013.01)

(21) International Application Number:
PCT/US2022/049273

(22) International Filing Date:
08 November 2022 (08.11.2022)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

17/562,546 27 December 2021 (27.12.2021) US
(71) Applicant: MASTERCARD INTERNATIONAL IN-

CORPORATED [US/US]; 2000 Purchase Street, Pur-

chase, NY 10577 (US).

(72) Inventors: PINNAMANENI, Venkata Satya, Sivajee;
1221 Leighton Estates Court, Dardenne Prairie, MO 63368
(US). SINGH, Sachin, Kumar; F1-701, Nyati Elan Westl
Near JSPM College, Bakori Road, Pune, Maharashtra
412207 (IN). SHETTY, Kaushal; 4/A, Nand Apartment
Near Gurukul Society, Thane (W) - Maharashtra, Maha-
rashtra 400602 (IN).

(74) Agent: KLOCINSKI, Steven; Mastercard International
Incorporated, 2000 Purchase Street, Purchase, NY 10577

(US).
@81

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CV, CZ,DE, DJ, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IQ, IR, IS, IT, JM, JO, JP, KE,
KG, KH, KN, KP, KR, KW,KZ, LA, LC,LK,LR, LS, LU,

(54) Title: METHODS AND SYSTEMS FOR VOICE COMMAND TRANSACTION AUTHENTICATION

-

St
-
S

INTERCHANGE NETWORK

| DATABASE 26

VIRTUAL DEVICE
AUTHENTICATION
SYSTEM 46

‘:-—---w-eav.-——n

/ ACOUIRER
METWORK
20
FIG. 1 CARD IBSUER

(57) Abstract: The disclosure describes techniques for authenticating a voice command transaction initiated by a consumer at a voice-
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data associated with the device. The system analyzes the proximity score, motion score, voice differentiation score, and rank score using
a voice command authentication model. Based on the analysis, the system determines an authentication score for the voice command

transaction request.
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METHODS AND SYSTEMS FOR VUOICE
COMMAND TRANSACTION AUTHENTICATION

CROSS REFERENCE TORELATED APPLICATION
This application claims the benefit of Untied States Patent Application
Ne. 17/562 546, which was filed on December 27, 2021, the entire contents of which

are hereby mcorporated by reference for all puiposes.

FIELD OF THE DISCLOSURE
The field of the disclosure relates generally to authenticating
transactions, and, more particulatly, to authenticating veoice commuand fransactions

perforined on a voiCe-achivated digital assistant.

BACKGROUND QF THE DISCLOSURE

There 15 mcreasing nse of connected devices, such as voice-activated
digital assistants, for financial tansactions by consumers, With the increase of voice
and human interaction with these devices, there 1s a need for a secure/dedicated
channel to prevent nususe and/or fraudulent use, such as man-m-the-mddle attacks or
electronic voice conmmand injection, for example, i form of audio files. Current
voice-activated digital assistants, for example, only provide single factor
authentication via voice command. With a lack of voice vertfication, there 18 no level
of differentiation for a comnmand spoken live by a consumer or presented to the deviee

as git audio file.

BRIEF DESCRIPTION OF THE DISCLOSURE

This brief descrtption is provided to introduce a selection of concepts
m a simphified form that are fether described m the defailed descuiption below. This
brief description is not intended o identify key features or essential features of the
claymed subject matter, not 1s it mntended {o be used to lmit the scope of the claimed
subject matter. Other aspects and advantages of the present disclosure will be
apparent from the following detailed description of the embodiments and the
accompanying figures.

T one aspect, a system is provided. The system inchudes a database, a
memory device, and a processer. The proeessor 1s cornmuntcatively coupled {o the

database and the memory device. The memory device stores computer-executable
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nstrnctions that, when executed by the processor, cause the processor to perform
operations mcluding recetving & voice conunand transaction request from a voice-
activated computmg device associated with a consunser. The processor alse performs
the operation of determining a first proxuuty score for a first cousumer device. The
first proximity seore 1s based on a distance between the first consumer device and the
voice-activated computing device. The processor funther performs operations of
detecting motion indicating the presence of a person proximate the voice-activated
corpputing device based on wireless signal data received from the voice-activated
computing device, and based on the motion defection, defermining a motion score.
Furthenmore, the processor performs operations wchiding receiving voice data from
the voice-activated compitting device and deterinining a vorce differentiation score
Based on the voice data. Yet further, the processor performs an operation inchiding
determining a first rank score for the first consuner device. The first rank score is
based on historical transaction data assoctated with the first consumer device. The
processor analyzes, using a voice conunand anthentication model, the frst and second
proxinuty scores, the motion score, the voice differentiation score, and the first and
second rank scores. The voice command suthentication model mnelndes a machine
learning program stored in the memory deviee. In addition, the processer defernunes,
based on the analysis, an authentication score for the voice command transaction
reguest.

In another aspect, a method is provided. The method inchudes
recetving, by a virtnal device authentication systern, a voice conmand fransaction
reguest from a voice-activated computing deviee assoctated with a consuner. The
method alse includes deternuning, by the vutual device authentication system, a fivst
proximuty score for a first consumer device. The first proxinuty score is based on a
distance between the first consumer device and the veice-activated computing device.
The miethed includes detecting, by the virtual device authentication systen:, mntion
mlicating the presence of a person proximate the voice-activated computing device
based on wireless signal data received from the voice-activated computing device.
Furthermore, the method meludes derernyining, based on the motion detection, a
niotion score by the wirtual device authentication systent. Yet further, the method
mcludes receiving, by the virtual device authentication system, voice dafa from the
voice-activated computing device and determunng a voice differentiation score based

on the voice data. In addition, the method mchades determinng, by the virhual deviee
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avthentication system, a first rank scove for the first consmmer device. The first rank
score is based on historical ransaction data associated with the first consuiner device,
The method includes analyzing, by the virtual device authentication system using a
voice conunand authentication model, the st and second proximity scores, the
motion score, the voice differcnhiation score, and the first and second rank scoves. The
voice command authentication model mcludes a machiie learung program stored m a
memeory device. Additionally, the method mcludes determiming, based on the analvsis,
an antheniication score for the votce conunand transaciion.

A variely of additional aspects will be sef forth ui the detailed
description that follows. These aspects can relate to individual featwes and to
combinations of {eafures. Advanfages of these and other aspects will become more
apparent to those skilled in the art from the following description of the exemplary
embodiments which have been shown and descrtbed by way of tHlustration, As wall be
realized, the present aspects described herein may be capable of other and different
aspects, and their details are capable of modification in various respects. Accordingly,
the figures and description are to be regarded as lustrative in nature and not as

restrictive.

BRIEF DESRCRIPTION OF THE DRAWINGS

The figures described below depict various aspects of svstems and
methods disclosed therein. It should be understood that each figure depicts an
embodiment of & particular aspect of the distlosed systems and methods, and that
each of the figwes 15 intended to accord with a possible embodinent thereof. Further,
wherever possible, the followinig description refers to the reference numerals included
in the following figwres, in which features depieted in nuitiple figuires are designated
with consistent reference pumerals.

FIG. 1 is a block diagram of an example mulfi-party paviment network
system, in accordance with one embodiment of the present disclosure;

FIG. 2 15 a sunplified block diagram of an exatople paynient network
svsteny, such as the payvment petwork system shown i FRG. 1, including a plurality of
computg devices and a virtual device authentication systemy;

FIG. 3 1s an example configuration of 3 computing system for use m

the pavment network svstems shown m FIG. 1;

LS ]
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FIG. 4 15 an example configuration of a user computing system for use
i the pavment netwotk system shows m FIG, 1;

FIG. 5 1s an example configuration of a server system for use m the
pavaent network system shown m FIG. 1

FIG. 6 15 a flowchart illustrating an exemplary computer-implemented
method for registering a conswner for a virtual device authentication service, m
accordance with one embodiment of the present disclosure; and

FIG. 7 15 a flowchart slhstraiing an exemplary computer-mmplemented
method for authenticating & vorce command transaction request from a voice-
activated computing device, W accordance with one embodiment of the present
disclosure.

Unless otherwise indicated, the figures provided herein are meant to
illustrate features of embodiments of this disclosure. These features are believed fo be
applicable in a wide variety of systems comprising one of more embodments of this
disclosure. As such, the figures are not meant to mclade all conventional features
known by those of ordigary skill in the art to be requived for the practice of the

ambodiments disclosed herein.

DETAILED DESCRIPTION OF THE DISCLOSURE

The fellowing detailed description of embodiments of the wvention
references the secompanying figures. The embodiments are intended to describe
aspects of the mwention m sufficient detail fo enable those with ordinary skall in the
art to practice the mvention. The embodiments of the invention are thustrated by way
of example and not by way of limifation. Other embodiments may be utilized, and
changes may be made without departing from the scope of the claims. The following
description 15, therefore, not lnmiting. The scope of the present mvention 1s defined
only by the appended claims, along with the full scope of equivalents to which such
claims are entitled.

As used herein, the tetm “database™ inchudes exther a body of data, a
relational database management systemn (RDBMS), or both. As used herem, a
datsbase includes, for example, and without himitation, a collection of data wcluding
hierarchical databases, relational databases, tlat file databases, object-relational
databases, object oniented databases, and any other structured collection of records or

data that 15 stored m a computer system. Examples of RDBMS s mclude, for example,
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and withont liniitation, Oracle®™ Database (Oracle is a registered trademark of Oracle
Corporation, Redwood Shores, Calif ), MySQL., IBM® DB2 {IBM is a registered
trademark of International Business Machines Corporation, Armonl, NY ),
Microsoft® SQL Server (Microsoft is a registered frademark of Microsot
Corporation, Redmond, Wash.), Sybase™ (Svbase is a registered frademark of Svbase,
Dublin, Calif ), and PostgreSQLY (PostgreSQL is a vegistered trademark of
PostgreSQL Community Association of Canada, Torouto, Canada). However, any
database niay be used that enables the systerss and methods to operate as described
herein.

Asnsed herewn, the terms “payvinent card,” “transaction card.” and
“financial transaction card,” may include any suitable fransaction card, suchas a
credit card, a debit card, a charge card, a menbership card, a prometional card, an
identification card, a prepaid card, a gift card, and/or any other card-type device that
may hold pavment account information. Each type of transaction card can be used as
a method of pavinent for perfornung a transaction,

Futhennore, as used heremn, the ferm “real-time” mcludes at least one
of the times of cocurrence of the associated events, the time of collection of data, the
fime o process the data, and the time of a system response to the events and the
environment. For the activities and the events in the embodiments described herein as
occurring m real-time, it should be assumed that they pceur substantially

istantaneonshy

PAYMENT NETWORK SYSTEMK

FIG. 1 15 a block diagram of an example multi-pasty payment network
system 10. The pavment network systemn 10 factlitates providing mterchange network
services pifered by an mterchange network 14, In addition, the payvinent network
system 18 enables voice-initiated, contactless payment fransactions, for example, by a
vowe-activated computing device 40 (such as a voice-activated digital assistant}, in
which merchanis 12, acquurers 14, andfor issuers 18 do not need to have a one-fo-one
relationship. Althongh parts of the payvment network system 10 are presented in one
artangement, other embodunents may mclade the same or different parts arranged
otherwise, depending, for examyple, oty authorization processes for purchase
fransactions, comnmucation befween computing devices, etc. As used herein, the

term “interchange network™ includes an electionic network that exchanges data
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relating to the value of card account sales and credits among the issuers 18 and the
acquirers 14 {e gz networks maintained, for example, by Mastercard®). (Mastercard is
a registered trademsrk of Mastercard International Incorporated.)

In the exemplary embodiment, the voice-activated computing device
40 {e.g., a voice-activated digital assistant or other voice-activated computing dJevice
used by a consumer 22} includes a voice conmand mterface {(not labelled) that
facilitates user inferaction with the respective vorce-activated computing device 40.
For example, and without limitation, the voice command interface enables the
constuner 22 to input mformation {e.g., via voice conunands) to the voice-activated
computing device 46, and the voice-activated computing device 46 to output
information to the conswmer 22 {e g, via audio signals). The voree-activated
computing device 48 includes, for example, a digital wallet application 42 (broadly, a
digital wallet), which is linked to a digttal wallet service and/or installed on the voice-
activated computing deviee 40. It is contemplated that more than one digital wallet
may be associated with the voice-activated conyputing device 40 and accessible by the
voice connnand mterface, where each digital wallet is associated with at least one
financial institution {such as the issuer 1K)

The voice-activated computing device 40 can be any computing device
capalile of interconnecting o the network 20, such as the Internet, meluding a voice-
activated digital assistant, web-based device, smariphone, PDA, or other web-based
connectable equipment. The voice-activated computing device 49 is preferably
mterconnected to the Infernet through one or more nterfaces mehiding a wireless
networly, such as 8 wireless modem or router. In addition, in the example
embodiment, the voice-activated computing device 44 15 configured {o comnmmicate
with other user computing devices and/or merchant point-of-sale (POS) systems 32
using varous forms of communication inchuding, for example, radio frequency
conumunication, near field conmimunication INFC), network-based comnmnication,
and the like.

Inn the example embodiment, the pavment nefwork systemn 10 generally
mclndes the merchants 12, the acqurers 14, the interchange aetwork 16, and the
issuers 18 coupled m comumuucation via a netiwork 20, The network 20 weludes, for
example amd without imifation, one or more of a local area network (LAN}, a wide
area network (WAN) (2.g.. the Internet, ete.), a mobile petwork, a virfual network,

atrd/or any other suitable pablic andfor private network capable of facilitating
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commmnication among the merchants 12, the acquirers 14, the mterchange network
16, andfor the ssuers 18, In some embediments, the network 20 may mclude more
than one type of network, such as a private payment transaction network provided by
the mterchange network 16 fo the acquirers 14 andior the tssuers 18, and, separately,
the public Internet, which may facilifate communication between the merchants 12,
the mterchange network 16, the acquirers 14, and consumers 22, ete.

Embodiments described herein may relate to a tansaction card system,
such as a credit card pavment system using the Mastercard mterchange network. The
Mastercard mterchange network 1s & set of proprietary connnunicaiions standards
promulgated by Mastercard for the exchange of financial transaction data and the
settlerpent of funds between Hnancial mstitutions that are members of Mastercard, Ax
used herein, financial ransaction data inclndes a wargue account number associated
with an account holder using a pavment card wssned by an issuer, purchase data
representing a purchase made by the consumer, inclading a type of merchant, amount
of purchase, date of purchase, and other data, which may be transmitied between any
parties of multi-party payment network systen 1

In & transaction card system as desertbed herein, a financial mstitution
called the “issuer”™ issues a payinent card account {not shown) to a cardholder or
consumet 22, who uses the payvment card account to tender payment for a parchase
from the merchant 12. In the example embodinzent, the merchant 12 s fvpically
associated with products, for example, and without limitation, goods andior services,
which are offered for sale and are sold to the conswmers 22. The merchant 12
includes, for examyple, a physical location and/er a virtual location. A physical
tocation michudes, for exainple, a brick-and-imortar store, ete., and a virtual location
imeludes, for example, an Internet-based store-front.

To accept payment with the payment card account, the merchant 12
nwst normally establish an acconnt with a firancial stifution that s part of the
payment network svstem 10 This financial institution is usually called the “merchant
bank,” the “acquuing bank,” or the acquuer 14, When the consumer 22 provides
payment for a purchase with the payment card account {e.g., via a pavment card or
digital wallet), the merchant 12 requests authorization from the scquirer 14 for the
purchase amount. The request may be performed over the telephone but is nsually
perforimed using a point-of-sale (POS} terminal, such as the POS terminal 32, that

wirelessiy coimeets 1o the voice-activated computing device 40 and reads the
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consumer’s payinent account information, such as a pavinent token 44 (broadly,
digital wallet data) tied to a primary account number (PAN), froms § memory device
of the voice-activated computing device 40 and conmuunicates electronically with the
fransaction processiag coniputers of the acguirer 14 Altematively, the acquurer 14
may authorize a third party to perform transaction processing on s behalf, In this
case, the POS ternunal 32 will be configured to communicate with the third party.
Such a third party is usually called a “nmyerchant processor,” an “acquiring processor,”
or a “third party processor.”

Using the mierchange network 16, coniputers of the acquiver 14 or
merchant processor will conwnunicate with computers of the 1ssuer 18 to determmine
whether the consuniet’s acconnt 1s in good standing and whether the purchase 1s
covered by the conswmer s available credit hne. Based on these determmations, the
request for anthorization will be declined or accepted. If the request is accepted, an
authorization code 1s issued to the merchant 12

When a request for authorization is accepted, the available eredit line
of the consumer s account is decreased. Nomnally, a charge for a payment card
transaction is not posted ummediately to the constumer’s account because bankcard
assoctations, such as Mastercard, have promulgated mies that do not allow the
merchart 12 to charge, or “capture,” a fransaction until the purchased goods are
shupped or the purchased services are delivered. However, with respect to at least
some debif card ransactions, acharge may be posted at the time of the transaction.
When the merchant 12 ships or delivers the goods orservices, the merchant 12
captures the transaction by, for example, appropriate data entry procedures on the
POS termunal 32. This may wmclude bundhng of approved transactions daily for
standard retal purchases. If the consumer 22 cancels a transaction before it is
captured, a “vaid” is generated. If the consumer 22 returns gonds afler the transaction
has been captured, a “credit” i generated. The mterchange network 16 and/or the
issuer 18 stores the transaction data, such as, and without Iimitation, the PAN, a type
of merchant, a merchant identifier, a location whete the transaction was completed, an
armnowt of purchase, a merchant category code, a date and tume of the transaction,
products purchased and related descripiions or identifiers, efc., m a transaction
database 28

After a purchase has been made, a clearing process oceurs o {ransfer

additional fransaction data related to the purchase among the parties to the fransaction,

(9l
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such as the acquirer 14, the interchange network 16, and the issuer 18, Muore
specitically, duting and/or after the clearing process, additional data, such as a tume of
purchase, a merchant name, a type of merchant, purchase information, consumer
account mformation, a type of frausaction, ihinerary wiformation, ndormation
regarding the purchased item and/or service, andior other suifable mformation, 1§
associated with a transaction and iransmitted between the parties to the transaction as
transaction data, and nxay be stored by any of the parties to the transaction.

After a transaction 1s authorized and cleared, the iransaction s settled
arpong the merchant 12, the scquirer 14, and the wssuer 18, Seitlement refers o the
transfer of fmancial data or funds among the merchant 12, the acquirer 14, and the
wssner 18 related fo the transaction. Usnally, transachions are captured and
accumulated inte a “batch,” which 15 settled as a group. Move specifically, a
fransaction is typically seftled between the issuer 18 and the uderchange network 16,
andd then between the interchange network 16 and the acquirer 14, and then between
the acquirer 14 and the merchant 12. It should be appreciated that more or less
iforniation related to transactions, as part of either anthorization, clearing; and/or
settlement, may be incladed m the transaction data and stored within the trausaction
database 26, at the merchant 12, the acquirer 14, the pavment network 16, andior the
issuer 18 Fuither, transaction data, unrelated to a particular pavment accoutit, may be
collected by a variety of techuuques, and sinularty stored within the fransaction
database 26.

In some embodiments, consumers 22 mvolved 1 the frapsactions
described herein are prompied to agree to legal terms associated with their payment
accounds, for example, during enrolbment in such payment accounts, ete. As such, the
consnmer 22 may vohuttarily agree to allow the merchants 12, the issners 1§, the
interchange network 16, ete., to utilize data collected during enrollment andfor
collected relating to processuig the transactions, subsequently for one or more of ithe
purposes described herein.

As deseribed above, the paynient token 44 andfor the consuiner™s PAN
is passed from the voce-activated computing device 40 to the merchant 12, for
example, via the POS termunal 32, In nianyv instances, the payvment token 44 andfor
the PAN and the associated expiry date nray be saved to various databases, such as the
database 206, Contactless digtial wallet transactions are generally performed 1w EMV

mode. Contactless EMV tnode 1s miore secure than traditional mag-stiipe tnode {e.g.,

g
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for use with physical pavment cards) amd includes a unigue cryptogram for the
specitic transaction. Digial wallet transactions yutiated by the vowce-activated
computing device 40 at the POS terminal 32 typically mclude tokenized account data
{such data meluding, for example, the PAN and the expury date). As avesuli, the
possibility of the actnal PAN and expny date of a payinent card acconnt 1o be exposed
to fraudsters, for example, via a dafa breach, 1s substantially decreased.

Thus, referving back to FIG. 1, the interchange network 16 includes a
virtual device authentication system 46 {e.g., a computing system) that is configured
o analvze varieus dsta asscciated with the conswmer 22, such as voice and location
data, and the voice-activated computing device 40, such as Wi-Fi and location data, to
awthenticaie a user of the voice-sctivated computing device 40 before perfornung a
transaction. In particular, in the example embodiment, the virtual devige
authentication system 46 15 a specially programmed computer svstem that enables the
mterchange network 16 to implement an awtomated process to identify and
anthenticate the consumer 22 whe may be performing a fransaction via a voice
command, and as such, who may be unable to be authenticated via a typical
authentication process.

Tn the example embodiment, the virtual device authentication system
46 15 programmed to cominumcate with one or more consumer devices, such as the
voice-sctivated computing device 40 and/or consumer devices 28, 1o receive
acconnt registration infornwation {not shows in FIG. 1} to facilitate establishing an
account that 1s not already registered with the virtual device authentication system 46
In particular, the account registration proeess ereafes a constiner account and
associated transaction credentials for nse with the virtual device authentication systeni
46 andior the digttal wallet application 42, The consumer 22 enters the account
registration information for transnuission to the virtual device authentication systent
44. The acconnt registration wfonmation may melude, for example, and without
hinutation, payment accotnt data (e.g., the PAN, a virtual payoent number, Hinited
use number, etc.), identification data of the voice-activated computing device 40 {e.g..
an Electronic Serial Number {ESN) and the like}, andior associated consumer device
data associated with other devices (such as the consnmerf devices 28} of the
conswmer 22, as described herein. Furthermore, the account registration information
may mchide consumer consent for the sharing of voice dafa and location data by the

voice-activated computing device 40. There s preferably no sharing of data fron the
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voice-activated computing device 40 without the consuiner’s consent. Account
configuration and conswmer opé-ut ay be carrzed out via the viriual device
authentication computing systemn 46, The account registration mformation may be
stored 111 a database, such as the dafabase 26. The virtual device autheniicalion system
40 generates a consumer account from the account registration mformation for the
consumer 22,

To authenfieate the consumer 22, 1 the example embodiment, the
virtual device authentication system 46 is programmed tO recerve Wi-Fi based real
fime mwotion detection mivrmation from the voice-activated computing device 40,
location or geolocation data from one or more of the consumer devices 28, voice
data from the voice-activated computing device 40, and hustorical fransaction data
associated with the consumer devices 28,.. As used herein, the consumer devices 28.-
« wclude, for example, the consumer’s other elecironic pavinient devices, such as a
smarfphone, smartwateh, laptop, table computing device, computer, and the hike, used
to perform electronie transactions, such as fimancial frapsactions. Each of the data are
used to detenmine a confidence score, The scores are combined and compared to a
predetermined threshold andior one or more rules to determine whether to anthorize a
voice command transaction request or decline the transaction.

While only one merchant 12, acquurer 14, interchange network 186, and
issner 18 are shown i FIG. 1 ({or ease of reference), i should be appreciated that a
variety of other embodiments may inchude multiple ones of these parties in various
combinations,

FIG. 2 15 a simplified bloek diagram of an example pavoent network
systent, such as the pavment network system 10, inclhuding a plurality of computting
devices and the virtual device authentication system 46. In the example embodunent,
the plarality of computing devices inchude, forexample, a processing svstem 200
having a server systent 30, a POS ternunal 32 located at a merchant, such as the
merchant 12 (shown m FIG. 1), a client system 34 (e.g., contactless ATMs,
computers, efe.) associated with a merchant, merchant bank, paviaent network, andfor
issner bank (e.g., the 1ssuer 18 (shown in FIG. 1)), the conswuner devices 28,2, and the
computing device 40 associated with the consumer 22 {shown m FIG. 1), In one
embodiment, the payvment network system 10 unplemients a process for authenticating

the consumer 22 during a voice command transaction mitiated by the consumer 22.
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In the exemplary embodiment, as described above, the processing
system 200 wmchudes the server systent 30 of, for example, the terchange network 16
{shown in FIG. 1) coupled m conununication with the POS termuinal 32, the client
system 34 {alse woludes chient sub-systems), the consumer devices 28, .. and the
voicg-activated computing device 40. In one embodiment, the chient system 34 and
the consumer devices 28 are computers that include a web browser, such that the
server svstem 30 is accessible to the elient system 34 and the consumer devices 28,
using the Internel. The chient svstem 34, the consurer devices 28, ., and the voice-
activated computing device 40 are tnferconnected to the Internet fhrongh any one or
more of many iferfaces ieluding, for example, 8 Wi-Fi netwerk, such as a LAN or
WAN, Wi-Fi modems or routers, and/or special lngh-speed Iutegrated Services
Dhgital Network (ISDN) hnes. The celient systein 34 and the consumer devices 28,
can each be any device capable of interconnecting to the Internet, including an
Infernet connected phone, a PDA, or any othey switable web-based connectable
equipment. As described herein, the voice-activated computing device 40 canbe a
votce-activated digital assistant,

The POS ternunal 32 may be connected to the chent system 34 or may
be comnected to the server systern 30, The POS terminal 32 may be interconnected to
the Internet {or any other network that allows the POS fermuinal 32 to communicats as
described herein) through any one or more of many possible mterfaces nclading a
network, such as a local area network (LANY or a wide area network {WAN). dial-in-
consniections, cable modems, wireless moderns, and special hugh-speed ISDN lines.
The POS terminal 32 1s any device capable of mterconnecting to the Internet and
micluding ap imnpat device capable of reading nformation from a consurner’s financial
pavment card. In sone embodiments, the POS ternunal 32 may bea consumer’s
comgputing device, such as when conducting an online purchase through the Iuternet.
As used herem, the terms POS device, POS termunal, and pomt of interaction devige
are used broadly, generally, and mterchangeably to refer to any device with which the
consumer 22 interacts with o complete a digital wallet fransaction.

A database server 36 1s connected to the database 26. The database 36
1s configuyed fo store mformation ot a variely of matters, mehding, for example,
voice dafa, lecation data, consumer profiles/accounts, consumer consents data,
tokentzation data corresponding o the consamer 22, identification data assoctated

with the consumer devices 28, andfor the volce-activated computing device 44, and
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the like, as is described herein in greater detail. In one emnbodiment, the database 26 4s
a centralized database stored on the server svstem 30. The database 26 may be
accessed by potential nsers at the chient svstem 34 by logging onto the server svstem
30 through the cliend svstem 34, In an alternative exsboditent, the database 26 18
stored remotely from the server system 36 and may be a distributed or non-cenfralized
database.

In one example embodiment, the database 26 may include a single
database having separated sections or parfitions or may include muliiple databases,
each bemg separate fiom each other. The database 26 may store fransaction dafa
generated as part of sales activities conducted over the processing network, melnding
data relating to merchants, account holders or custoniers, issuers, acquirers, savings
amounts, savings account information, and/or prrchases made. The database 26 may
also store account data wichuding af least one of a conswier nanie, a consumer
address, an account nuntber, aind other account identifiers that relate the vorce-
activated computing device 40 to the consumer 22. The database 26 may also store
merchant data including a merchant identifier that identifies each merchant registered
to use the network. The merchant data may also include instructions for authenticating
consumers and performing and settling transactions, imchuding merchant bank account
information. The database 26 mayv also store authorization request data, such as,
motion data, location data, voice data, identifiers, etc.

In the exemplary embodiment, the client system 34 niay be assoctated
with the acguirer 14 (shown 1o FIG. 1) while another chient svsiem 34 may be
assoctated with the msper 18 Shown m FIG. 1} The POS terminal 32 may be
associated with the merchant 12 (showo m FIG. 1) or may be a computer systen used
by the consumer 22 {shown mt FIG. 1} when making a voice-mtiated on-hine purchase
or pavmment. The server svsteni 30 may be associated with the mterchange network 16
or another psyment processor. In the example embodument, the server system 30 18
associated with a financial transaction processing network, such as the interchange
network 16, and may be referred to as an uterchange computer system. The server
system 30 may be nsed for processing fransaction data. In addition, the chient systems
34 and the POS temunal 32 may melude a conputer systent associated with at least
one of a merchant, an onlive bank, a bill pavinent eutsourcer, an acquirer bank, an

acquirer processor, an issuer bank assoctated with a payment card, an issuer
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processor, a remofe pavinent processing system, a third-party aggregator, and/or a
biller,

In the example embrodument, the processing system 200 is in
cerrpurgcation with the virtual device authentication system 46, The virtual device
authentication system 46 may be assoctiated with the interchange network 16 or with
an outside thud party m a confractual velationshup with the mierchange network 16, In
some embodunents, the viriual device authentication syvsteny 46 1s i conmmuncation
with the server system 30 and may be a coniponent of the server system 30 ora
separate copputing device. In the example embodiment, the virtual device
authentication system 40 processes fransaction requests and authenticates a consumer
based on Wi-Fi based veal tirme motion defection data recerved from the voice-
activated computing device 40, location data recetved from one or more of the
consummer devices 285, voice data received from the volce-activated computing
device 40, and historical trabsaction data associated with the consumer devices 28;<
{retrieved, for example, from the database 26}, As such, the virtual device
authentication system 46 is configured to receive/provide various data from/'to one or
more parties invelved i the anthentication reguest. It 1s noted that the payment
network 10 may inchide more, fewer, or alternative components and/or perforn morve,

fewer, or alternative actions, mcluding those discussed elsewhere herem.

EXEMPLARY COMPUTER SYSTEMS

FHG. 315 an exatople configuration of a computing svstem 300
operated by a user 301, In some embodinents, the computing svsten 300 is the voice-
activated computing device 40, a merchant POS terminal 32, a client systen: 34,
andior a contactless ATM, for example. In the example embodiment, the computing
svstem 300 includes a processer 302 for executing mstructions. In some
embodiments, executable istructions are stored in a menwory device 304, The
processor 302 includes one or more processing wts, for example, 1 a multi-core
processor configuration. The memwory device 304 18 any device allowing mformation
suchras executable mstructions and/or written works to be stored and retrieved. The
memory device 304 mncludes one or more computer readable media.

In the example embodiment, the processor 302 may be inplemented as
oie of more cryvplograpliuc processors. A eryptograpluc processor may nclude, for

example, dedicated circuitry and hardware such as one or more oryptographic
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arithunetic logic units (not shown) that are optimized o perforny compuntationally
miensive cryptographic funchions, A cryptographic processot may be a deducated
microprocessor for canying ont eryptographic operations, embedded in a packaging
with maltiple physical security measures, which facilitate providing a degree of
tanyper resistance. A crvptographic processor factlitates providing a tamper-proof boet
and/or operating environment, and persistent and volatile storage encryption to
facilitate secure, encrypted fransactions.

Because the computing system 300 mav be widely deployed, it may be
mpractical to manually update software for each computing systein 300, Theretfore,
the systent 14 may, in some embodiments, provide a mechanisim for automatically
updating the software on the compuiing svstem 300. For example, an updating
mechanism may be used to awromatically update any nwmber of components and their
drivers, both network and non-nefwork components, wcloding system level {08}
software components. In some embodiments, the components of the computing
svstem 300 are dvnamically loadable and unloadable; thus, they way be replaced m
operation without having to reboot the OS.

The compating system 300 also mchades at feast one media ontput
component 306 for presenting information to the user 341, The media ontput
component 306 is any component capable of conveving information to the user 301,
I some embodiments, the media cutput conmponent 306 wcludes an output adapter
such as an audio adapter and/or a video adapter. An output adapter is operatively
coupled to the processor 302 and operatively conniectable 1o an oufput device, such as;
{1} an audio output device inclading, for example, a speaker or headphones; and/or (i1)
a display device micluding, for example, a liquid crysial display (LCD), orgasic Iight
emitimg diode (OLED) displayv, or “electronic ink™ display.

I some embediments, the computing systerm 300 inchudes an input
device 308 for recerving mput fron the user 301, The mput device 308 may mclude,
for example, an audio input device, such as a microphone. In some embodiments, the
mput device 308 may include, for example, one or more of a touch sensitive panel, a
touch pad, a touch screen, a stylus, a position detector, a kevboard, a pomnting device,
and a mouse. A smgle component, such as a touch screen, may function as both an
output device of the media output component 306 and the input devics 308,

The compating systeny 300 may also melude a communication

iterface 310, which 13 compumicatively connectable to a remote device such as a
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wireless modem/router 24 (broadly, a wireless access pomt}, the network 20 (shown
m FIG. 1), and/or the server system 30 (shown o FIG. 2). The conupuncation
interface 310 may include, for example, & wireless or wired network adapter ora
wireless data fransceiver for use with Wi-Fi {e.g., nuplemenimg the Institute of
Eleetrical and Eleetronics/IEEE 802,11 fanuly of standards), Bluetooth
comnmnication, radio frequency (RFE) communmcation, near field conununication
{NFC}, and/or with a mobile phone network, Global System for Mobile
comrncations {GSM), 3G, or other mobile data network, and/or Wotldwide
Interoperability for Microwave Access (Wibax) and the hike,

Tn one embodintent, stored in the memory device 304 are, for example,
compitter readable mistructions for providing a voitce command mnferface to the user
301 via the media output component 306 and, optionally, receiving and proceéssing
input from the input device 308, A voice commiand interface may include, among
other possibilitiex, the digital wallet application 42 (shown in FIG. 1). The digital
wallet application 42 allows the consumer 22 o intersct, Tor example, with the POS
terminal 32 (shown ix FIG. 2) and/or the merchant 12 to perform electrome
transactions.

FIG. 4 15 an example configuration of a user computing system 400,
such as a consumer device 28; ¢ (shown i FIG. 1), that may be operated by a user,
such as the consumer 22 (showa 1w FIG. 1). In the exemplary ernbodirpent, the
compiting system 400 1s a computing device configured to connect 1o one or nwre of
the nierchant 12, the inferchange network 16, the 1ssuer 18, the network 20, a POS
ternunal 32, and any other computing devices, such as other consumer computing
devices {riot shown).

In the exemplary embodiment, the computing svstemn 400 generally
meludes a processor 406, a nemory device 412, a franscerver 418 {or a wireless
coprpucation device), and a photographic element 424, In addition. the computing
svstem 400 includes an integrated Wi-Fi component 402 (e.g.. implementing the
Institute of Electrical and Electronics/TIEEE 802.11 fanuly of standards), an mpui
device 404, a display 420, and an andio modole 422, Moreover, the computing yystain
400 optionally wicludes an ternal power supply 410 {e.g., a battery or other self-
contaed power source) to recetve power, or alternatively, in some embodiments, the
computing system 400 mway melude an external power sowrce 408, Ophionally, the

computing systein 400 may mclude 3 otion sensor 438,
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The processor 406 includes one or more processing units (e.g.. ina
multi-core configuration) specially programmed for executing computer readable
instructions. The instructions may be executed within a vanety of different operating
systems {08} on the consumer device 28; ¢, such as UNIX, LINUX, Microseft
Windows®, ete. More specifically, the instrctions may cause various data
manipulations on data stored i the memory device 412 {e.g., create, read, update, and
delete procedures). It shiould also be appreciated that upon nutiation of a computer-
based method, various mstructions may be executed during mitialization. Some
operations may be requited to perform one or mwore praocesses described herein, wlile
other operations may be more general and/or specific to a programmng langnage
{e.g.. C, C&, C++, Java, or other suitable programmung languages, etc.). The nemoty
device 412 18 any device allowing information such as digital wallet data 426, the
executable instructions, andfor wiittenn works fo be stored and refrieved. The memory
device 412 mchdes one or more computer readable media.

i the example embodiment, the processor 406 may be implemented as
one or more eryptographic processors. A cryptographic processor may include, for
example, dedicated ctreuitry and hardware such as one or more cryptographic
arithunetic logic units (oot shown) that are optimized to perform computationally
mtensive crypfographic functions. A cryptographic processor may be a dedicated
microprocesser for carrving out cryptographic operations, embedded 1 a packaging
with multiple physical secutity measures, which facilitate providing a degree of
famper resistance. A cryptographic processor facilitates providing a tamper-proof boot
andfor operating environment, and persistent and volatile storage encryption to
facilitate secure, encrvpled fransactions.

Because the computing svstein 400 may be widelyv deploved, if may be
inpractical to manually update software for each computing svstem 400. Therefore,
the network systern 100 provides g mechansm for antomatically updatiug the
software on the computing system 400, For example, an updating mechamism may be
used to autorpatically update any number of components and ther drivers, both
network and non-network components, inchuding svstem level (OS) software
components. In some embodnnents, the computing systers 400 components are
dynamically loadable and unloadable; thus, they mav be replaced in operation without

having to reboot the O8.
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A location of the computing system 400 can be obtained through
conventional methaods, such as a location service (e.g., global positioning system
{GPS) service) in the computing system 400, “ping” data that includes geotemporal
data, from cell Jocation register information held by a teleconununications provider to
which the computing system 400 is connected, and the like. For example, i one
suitable embodiment, an optional GPS chip 428 can be part of ot separate from the
processor 406 to enable the location of the computing system 400 to be deternuned.

Stored in the memory device 412 are, for example, computer readable
mstructions for providing a user wterface to the user via the display 420 and,
optionally, receiving and processing input front the mput device 404, A user mierface
may mchide, among other possibidities, a web browser and a chent application. Web
browsers enable users, such as the consumer 22, to display and interact with media
ard other mformation typically enbedded on a web page or a website, A chent
application allows the consumer 22 fo uvteract with a server application, for example,
associated with a merchant.

The photographic element 424 may include a camera or other optical
sensor and lens combination capable of generating a video signal and capturing an
image, wis sean, and the like. Tn vanous embodiments, the photographic element 424
may be integrated in a housing or bady, such as a housing 414, of the computing
svstem 400, When the photograpluc element 424 capiures an unage or otherwise
generates inage data (e.g., video data), the photographic elenent 424 nay store the
image data in a data file, either in a raw or compressed format, in the wemory device
412,

In some embodmments, the motion sensor 438 may clude one of more
sensor elements that facihitate detecting a person’s presence. For example, if the
computing systern 400 15 operating as a consuner deviee 18, .. the motion sensor 438
detects when the consumer 22 moves or raises the consumer device. Upon detection
of such motion, the photographic element 424 may begin capturing images {e.g., still
or viden inages), the transceiver 418 may be activated, and/or the audio module 422
ey begin capturing andio, The motion sensor 438 may be operatively coupled fo the
photographic element 424 such that the consumner’s presence may be defected by
detecting motion using the photographic element 424, The motion sensor 438 may
meclude, for example, and without hnutation, sengor elements such as a passive

infrared sensor, an ambient hight sensor, and the hike.
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T the example embodiment, the display 420 can inclnde, for example,
and without linutation, a hqoud crystal display (LCD), an organuc hght emutiing diode
{OLED) display, or an “electronic ink™ display. In some embodiments, a single
ceriponent such as a touch screen may function as both an ontput device {e.g., the
display 420} and the mput device 404, As such, the display 420 may optionally
mcelude a touch controller for support of touch capability. In such embodupents, the
computing svstemn 400 may detect a user’s presence by detecting that the user has
touched the display 420 of the computing system 400,

The audio module 422 may inclode, for example, and withont
hnuitation, a speaker and related components capable of broadcasting streaming
and/or recorded andio and may alko melude 8 mutcropbone. The nucrophone faciliates
capturing audio through the computing system 400,

In the example embodiment, the computing systein 400 meludes the
housing 414 af least partly {and morve preferably, af least substantially or entirely)
enclosing the components described above. In addition, the computing svstem 400
melundes circuitry 430 configpured fo conununicate with the network 20 (shown in FIG.
1y and/or other computing devices {e.g., other user computing devices 28, the POS
ternunal 32, the interchange network 16, ete ). The eircuitry 430 may include, for
example, leads, connectors, NFC-enabled cirenitry, Wi-Fi-enabled civcwitry, and
photographic element circuitry, The honsing 414 s preferably configured to seal the
civentry 430, which is susceptitile to degradation from the ambient environment. In
one embodiment, the ercwitry 430 is hermetically sealed n the housmg 414, For
example, m one embodiment, the circuifry 430 is completely and permanently
encased within the housing 414. Io other words, the housing 414 and the circutry 430
are intended to vemain as g single, mseparable wt throughont the life of the
cornputing system 400, It s understood that the housing 414 can be formed separately
from the circutiry 430 and that the cirenitry 430 can be placed o and sealed within
the housing 414 i a separate operation. It is alse understood that the housing 414 can
be aversized with respect to the cireuibry 430 so that the circuitry 430 can be placed
loosely mio the housing 414. Inn another embodiment, the curowitry 430 van be
selectively, sealingly enclosed within the housing 414, where the honsing 414
mcludes a closure 416 removably attached fo a body of the housing 414,

The housing 414 15 fabrnicated front a sutably selected matenal that

facilitates mhibiting the effect the material has on the signal bewng emitted from, for
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example, the transceiver 418 andfor the Wi-Fi component 402 and passing through
the housing material, For example, and without Tumstation, sutlable materials from
which the housing 414 may be fabricated include polvethylene. propylene, isoprene,
and butvlenes {1.e., polvolefins). In other embodiments, the housing 414 1s fabricated
from any matetial that enables the computing svstem 400 to Rmction as described
heretn, such as metals, eic.

In one embodiment, the transcerver 418 includes an antenna 432. The
antenna 432 mchudes a looped wire configured to transnut radio sigiials when current
flows through the looped wire. The antenna 432 is any size, shape, and configuration
that 13 suitable for ransnutting signals as desertbed heremn. For example, the antenna
432 18 a tuned cireust configtred {o transinif radio signals m any radio-based
comimumcation system including, but not limited to, Radio Frequency Identification
(RFID}. Wireless Local Area Network {WLAN), and Wireless Personal Area
Network { WPAN} systems. In the example embodiment, the antenna 432 senerates a
magnetic field when it vibrates af a selecied frequency. Spectfically, the antenna 432
is configured to vibrate at a frequency of abont 13.56 MHz, which 1s snitable for use
i a near field conpunication (NFC) system.

Tn the example embodiment, the antenia 432 transmits radio signals to
and receives radio signals from other wireless-enabled compting devices, for
example, another user computme device, merchant POS ternunal 32, and/or any other
components used m wireless systems. In NFC systems, for example, at least one NFC
coyaponent generates a magoetic feld to mductively transfer currents and, thereby,
exchange signals and information with other NFC components postiioned within the
magnetic fiekl In one example embodiment, the antenna 432 fimctions as an NFC
componert to send and recetve signals. The antenna 432 is configured to transmit
radio signals to NFC components positipned witlun the magnetic field of the antenna
432, such as when the consumer device 28 1s located within a predetermined
distance of the POS terminal 32, Therefore, the magnetic field generated by the
anterma 432 defines the active rauge of the computing system 400. Additionally, the
antenna 432 recetves radio signals from NFC components when the antenna 432 18
positioned within the magaetic field of the NFC components.

The transceiver 418 also includes a radio frequency (RF) interface 434
and an NFC device controller 436, The RE mterface 434 and the NFC device

controller 436 are powered by the power source 408, and i some embodiments, the
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mternal power supply 41€ and/or the display 420, In addition, the processor 406 and
the memory device 412 are powered 1t the same manner. The RE mterface 434 15
cortfigwred 1o recetve and transmit RF signals throngh the antenna 432, The NEC
device controller 436 is configured fo process the recetved RF signals and to generate
sigials to be transnntted by the RY wterface 434, The memory device 412 13
configured {o store data associated with iransnutting and receiving the RY signals.
The NFC device controller 436 15 coupled n conunumication with the processor 406.

I some embediments, the computing system 400 may be connected to
one of mote peripheral devices (not showny. That is, the computing system 400 may
commnmunicate venonus data with one or move peripheral devices. For example, the
compitimg system 400 muay comiununcate with one or more peripheral devices
through the Wi-Fi component 402, the transceiver 418, or other suitable means.

FIG. § 15 an exaniple conliguration of a server system 500, such as the
server aystern 30 (shown iy FIG. 2). The server system 300 includes, buit is not laited
to, the transaction database 26 (shown i FIG. 1) and the virtual device anthentication
system 46 {shown m FIG. 1}, In the example embodiment, the server system 5040
ineludes a processor 302 for execnting mstructions. The mstructions may be stored
amemory area 304, for exanple. The processor 362 inchudes one or more processing
units {e.g., in a nulti-core configuration) for execnting the instructions. The
mstructions mav be executed withun a varety of dilferent operating svstems on the
server system 500, such as UNIX, LINUX, Microsoft Windows®, efc. More
specifically, the instructions may cause varous data mantpulations on data stored ina
storage device 5310 {e.g., create, read, update, and delete procedures). It should also be
appreciated that Upon mtation of a computer-based method, varions mstractions may
be executed during autialization. Some operations may be requured to perforn: one or
mere processes described herein, while other operations may be more general and/or
specific to a progranuning langnage (e.g., C, C#, C++, Java, or other suitable
progranuning languages, ete.). In the example embodiment, the processor 502 may be
implemented as one or more cryptographic processors, as described above with
respect to the user system S04,

The processor 302 15 operatively coupled o a communication mferface
506 such that the server svstem 500 can comnunicate with a remote device such as &
computing system 300 {shown in FIG. 3}, a user compuling svstem 400 {(shown m

FIG. 4}, andfor another server systein. For example, the comnrmication mnterface 306
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mav receive comunrmications from a POX ternuinal 32, a client system 34, one of the
consumer devices 28, andfor a voice-activated coniputing device 40 via the Infernet,

The processor 502 is operatively coupled to the storage device 310,
The storage device 510 is any computer-operated hardware suttable for storng and/or
refrieving data. In some embodiments, the storage device 510 13 mtegrated i the
server system 300, In other embodunents, the storage device 310 15 external to the
server svstem 500 and is sinular to the fransaction database 26. For example, the
server system 300 may mclude one or more hard disk drives as the storage device
510, In other embodiments, the siorage device 310 1s external to the server system 500
and n1ay be accessed by a plurality of server systems 300. For example, the storage
device 310 mav melude multiple storage uiuts such as hard disks or sohid-state disks
w a redundant array of mexpensive disks (RAID) configuration. The storage device
510 may mclude a storage area network (SAN) and/or a network attached storage
(NAS) systeny

I some embodunents, the processor 502 is operatively coupled to the
storage device 510 via a storage interface M8, The storage interface 508 15 any
component capable of providing the processor 302 with access to the storage device
516, The storage interface S08 may inchade, for example, an Advanced Technology
Attachment (ATA) adapter, a Serial ATA (SATA) adapter, a Small Computer System
Intertace {SCST) adapter, a RAID controller, a SAN adapter, a network adapter,
and/or any component providing the processor 332 with access to the storage device
510,

The memory area 504 inchades, but is not Hmited to, random access
memory {(RAM) such as dynammic RAM (DRAM} or static RAM {(SRAM), read-only
memory {ROM), erasable progranuable read-only memory (EPROM), electrically
erasable programmable read-only memory (EEPROM), and non-volatile RAM
{NVRAM)}. The above memory types are exemplary ondy and are thus not linuting as

to the types of memory usable for storage of a computer pregram.

EXEMPLARY COMPUTER-IMPLEMENTED METHODS

FIG. 6 15 a flowchant dlustrating an exemplary computer-implemented
method 600 for registering a consumeyr for a virtual device authentication setvice, m
accordance with one embodunent of the present disclosure. The operations desenibed

heremn may be performed in the order shown in FIG. 6 or may be performed in a
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different order. Furthermore, soine operations may be performed concnrently as
opposed to sequentially, In addifion, some operations mayv be optional.

The computer-implemented method 608 is described below, for ease of
reference, as being execuied by exemplary devices and coniponents troduced with
the embodiments illustrated 1n Figures 1-5. Ty one embodunent, the method 600 may
be nuplemented by the pavment card petwork system 10 (shown in FIG. 1}. In the
exemplary embeodiment, the methiod 600 relates to the receiving of consumer
regisiration information from the conswmer 22, for example, via a consumer device
283 {shown m FIG. 1) upon registration for the virtual device authentication service,
While operations within the method 600 are described below regarding a consumer
devite 285, the method 600 may be implemented on othier such compuiing devices
and/or svstems throush the utihization of processors, transcervers, hardware, software,
finnware, or combinations thereof. However, a person having ordinary skl will
appreciate that responsibility for all or some of such actions may be distributed
differently among such devices or other computing devices without departing fron
the spitit of the present disclosure.

One or more computer-readable medinm(s) may also be provided. The
computer-readable medinm{s) may include one or more executable programs stored
therson, wherein the program{s) instract one oF MIOTE ProCessors O Processing unis (o
perform all or certain of the steps outlined herein. The prograru(s) stored on the
compiter-readable mediuny(s} may instruct the processor or processing mnifs to
perform additional, fewer, or alternative achions, inchuding those discussed elsewhere
herem.

Referring to operation 602, the consumer 22 conunedts to the virmal
device authentication svsten 46, for example, via a web browser. At operation 604,
the consumer 22 is presented with an option to create a virtual device authentication
service account. For example, the consamer 22 enrolls for the virtual device
authentication service via the virtual device authentication service. Such envellment 15
preferably accomplished through a suifable webpage of the virtual device
authentication system 46 using, for example, a consumer device 28, It should be
understood that the consumer 22 may register with the virtual device anthentication
service m any of several ways, including wiilizing the consumer device 28, to avcess
the virtual device awthentication svstem 46 via the Internet and providing required

account mformation
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During consurer erroliment, the conswmer 22 may provide emrolliment
dats mecluding basic mformation sbout hunselt or herself {e.g.. vame, address, phone
mumiber, ete.), and, in some embodiments, provide information regarding the
custonier s copnpuling devices, such as the voice-achivated computing device 40 and
the consumer devices 28, {for example, by providing an electronic identifier and/or a
mobile telephone number and/or other device identtfier). In addition, the phvsical
loeation {such as an address or geolocation) for the voice-activated computing device
40 1s provided as part of the enrollment data. This enables the virtual device
authentication system 46 to mateh a location of the consumner 22, for example, via
iocation data of one or more of the consumer devices 28, .. to the location of the
voice-activated computiig device 40 during & vorce command transaction.

Furthenmore, the enrollment data or account registration information
may wmechide a voice recording, which may be stored as saniple voice data. This
enables the virtual device authentication system 46 to match a consnmer’s voice
commaid to sample voice data to authenticate the consumer. The enrollment data
may also mclnde consumer consent for the sharmg of voice data ad location data by
the voice-activated computing device 40, There 15 preferably no sharmng of data from
the voice-activated compuhing device 40 without the conswner’s clear consent.

The consumer 22 may provide information and/or preferences
concerning one of more family members, such as a spouse and/or chiddren to form a
“Household"” virtual device authenfication service acconnt. It is noted that the virtual
device authentication service accounit can be linked to other Mastercard services if the
consunter 22 is already signed up for other worelated services. Inn some embodiments,
the mformation ebtamed from the consumer 22 dwig the envolliment process
meludes product andfor service preferences, and/or other mformation.

At operation 606, the consumer 22 may also provide information
concenung his or her pavment card, e.g., bank credit card account, debit card aceowt,
loyalty card account, and/or gift card issued to or held by hun or her. At operation
608, the virinal device authentication system 46 determines whether the issner 18 of
the pavment card has opted-n to the virtual device authentication servige. If the issuer
18 clivoses fo opt-n to the virtual device anthentication service, at operation 610 the
issuer 18 authenticates the consumer 22 in real-time. For example, and withowt
hinutation, the 1ssuer 18 may anthenticate the consumer 22 via a oue-tume code sent to

the consuner 22 via Short Message Serviee {SMS), e-mal, through an issuer mobile
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application, throngh a call center conununication, and the hike. In the exemplary
embodiment, 1ssuer authentication s the prefetred method for anthenticaling the
consunmer 22, as the issuer IR and the consumer 22 have a direct relationship.

I the 1ssuer 18 s not opled-in fo the virtual device anthentication
service and therefore does not participate in the envollment process, at operation 612,
the virtual device anthentication svstem 46 authenticates the consumier 22, For
example, and withowt Lnvitation, the conswmer 22 may be asked to mput a string of
characters mdicating a code prinfed on the signature panel of the consumer’s payment
card. For example, the signature panel code may be a card verification code (CV(Q)
value. The values entered by the consumer 22 may be nsed by the virtual device
authentication svstem 46 fo authenticate the consumer 22 prior to setimg up the
virtual device anthentication service acconnt and associating the consumer 22 and the
consuner’s payment card with the account. For examyple, the virtual device
aunthentication system 48 compares the entered valnes to the valnes associated with
the pavipent card stored 1 a database {e.g., the database 26 shown m FIG, 1). If the
entered values match the stored values, the consumer 22 18 auwthenficated. While this
method allows the consumer to be authenticated, 1t may not be as strong of an
authentication or verification available through the issuer 18, As such, subsequent
voice command transactions performed by the consumer 22 in the virtual device
anthentication service may not be afforded the lughest confidence level.

Optionally, the method 600 may inclide an additional operation for
authenticating the consumer 22 offhine. This mayv factlitate increasing the confidence
tevel of the constmer’s voice commaxd transactions received by the virtual device
awthentication service {particulatly if the 1ssuer IR is not opted-m o the servige). For
example, and withowt Hnvitation, the virtual device authentication system 46 may
provide an offline PIN to the consumer 22 via mail.

Al operation 614, the virtual device authentication system 46 asks the
consumer 22 whether the consumer has additional payment cards he or she wishes to
associate with the consumer’s virtual device authentication service account. If the
consumer has additional payvment cards to enfer, at operation 616, the virtual device
authentication system 46 receives the payment card details from the consumer 22 and
refurns to operafion 606. If the consumer does not have any additional payment cards

to enter, the method confinues to operation 618,
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At operation 618, m some embodiments, the virtual device
anthentication svstem 46 requests that the consumer 22 sef up a step-up authentication
methed, te., two-factor awthentication. For example, and without limitation. in one
embodiment, the consumer 22 1s requested to esfablish account access credentials,
e.g.. to select a username and password or PIN {personal wdentification pumber) tobe
used for securilty purposes, and/or for use by the consumer 22 to login and change one
or more preference andfor requitenent settings, for examyple. In addition to the
password or PIN, the consunier 15 requesied to sef up a second anthentication factor,
mcluding, for example, and without lnnitation, providing a biometric sample that is 1o
be assoctated with the other registration information provided.

Biometnic samples melude, without limitation, a fingerpruyt undge, a
voice recording, a retinal image, facial recogmition, pali print #nage, 1wis recognition,
ared the like. The biometric sample 15 unigne to the consummer 22 and difficult to
duplicate and/or forge by an unanthorized nser. The biometric sample is stored and
asspciated with a biomsetric wentifier, for example, by the virtual device
authentication system 46 {e.g.. i the database 26, ete.). Additionally, the biometric
identifier 18 associated with the stored registration mformation and facilitates secure
authorization of the consumer 22. A biometric mpwt device i comnmnication with
the consumer device 28, may be used for the consumer 22 o enter the biometiie
sample. For example, the conswmber device 28 may mclude an mfegral fingerprint or
palin reader/scammer, vetinal or uis reader/scanner, andfor voice reader/tecorder.

In other suitable embodiments, the second facior may mclude, for
example, and without himiutation, SMS two-factor authentication (where a one-time
use short code 1s sent to the cousnmer’s mobile device via SMS), Time-Based Oue
Tine Password {TOTP) anthentication {where an authenticator application provides a
short code as a second factor), push-based two-factor authentication {where a prompt
15 sent to the consumer’s mobile device), or any other two-factor suthentication
method that enables the miethod 600 to operate as described herein.

At operation 420, the virtual device anthentication system 46 generates
the virtual device authentication service acconunt for the consmmer 22, associating the
consumer’s ope o nore pavment cards with the account along with the conswner”™s
account access credentials,

FIG. 7 15 a flowchant dlustrating an exemplary computer-implemented

method 700 for apthenticating a volce command fransaction request from a voice-
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activated computing device, i accordance with one embodiment of the present
disclosure. The operations described herenn may be performed m the order shown in
FIG. 6 or may be performed in a different ovder. Furthermore, sone operations may
be perforined concurrently as opposed 1o sequentially. In addition, sonie operations
may be optional.

The compater-implemented method 700 is described below, for ease of
reference, as being executed by exemplary devices and components mfroduced with
the embodiments ilusirated m Figures 1-5. In one embodiment, the method 700 may
be mplemented by the payment card network system 10 (shown i FIG. 1) Inthe
exemplary enbodiment, the method 700 relates to a voice-initiated transaction
perforined by a user, such as the consumer 22, of a digital assistant, such as the voice-
activated computmg device 40, While operations within the method 700 ave describad
below regarding a consumer device 28, .. the method 700 nway be mnplentented on
other such computing devices and/or systems through the ntilization of processors,
transceivers, hardware, software, firmware, or combinations thereof However, a
person having ordinary skill will appreciate that responsibility for all or some of such
actions may be distributed differently among such devices or other computing devices
without departing from the spirit of the present disclosure.

One or more computer-readable medium(s) nwy also be provided. The
computer-readable medivm{s) may melude one or more executable prograns stoved
thereon, wherein the program{s} imstract one Or Nore Processors Of Processing unis to
perfornt all ot certain ef the steps cuthined herein. The progeanys) stored on the
compufer-readable medinm{s) may mstruct the processor of processing wits o
perforin additional, fewer, or alternative actrons, mcluding those discussed elsewhere
herem.

At operation 702, the consurner 22 places a voice comnmand transaction
request with the volce-activaled compuimg device 40, and the request 1s received by
the virtal device authentication system 46, For example, the conswner 22 ay issue
a voiee command fo the voice-activated computing device 40 to perform a
fransaction. In one embodunent, the voice command transaction may be mitiated
order to pay for an item or service from a merchant (e g, the merchant 12). The voice
commzand transaction request includes, for example, a transaction amount (i.e., a value
of the tlerns or services purchased), transaciion localion, a merchant category code

(RO for the merchant, and a transaction time.
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Once the voice command transaction is mitiated, at operation 704, the
virmal device authentication system 46 receives a location {e.g., a geolocation) of
each of the consumer’s devices 28, and the voice-activated computing device 44,
Forexatuple, the vitual device anthentication svstem 46 may retrieve a location of
the vorce-activated computing device 40 from the database 26, and more particularly,
the virtual device anthentication service account. In addition, the virtual device
authentication system 46 may identify the consmmer devices 28, . listed in the virtual
device authentication service account, and establish commuuications with each fo
request each device’s geolocation data, for example, via one or meore AP calls, For
example, the virtual device authentication systent 46 may receive a first device
tocation fora first consutner device 28, and a secoud location for a second consuiuer
deviee 28y, etc.

At operation 700, the virtual device authentication system 44 compares
the location of each of the comsumer devices 28; . to the location of the voice-
activated computing device 40. At operation 708, a proxumuty score, based on a
determined distance befween a respective consutner device 28, . and the voice-
activated computing device 40, may be determined by the virtual device
authentication system 40, I the score for a respective consuner device 28, meets or
exceeds a predetermined threshold value, the virtual device authentication system 46
deterimes that respective device is near the physical location of the voice-activated
computing device 40, The proxinuty score of each consumer device 28; - may be
mcdicative of the conswmer’s location, and as such, is used as ove parameter for
authenticating the veice command transaction.

At operatton 710, the virtual device anthentication system 46 recerves
wirgless signal data fromn the voice-activated computing device 40, which 13
wirelessly coupled fo the wireless modemrouter 24 {ie., the wireless access pomnt).
At operation 712, the wireless signal dafa is used to defect motion, and nwore
particularly, motion indicating the presence of a person proximate the voice-activated
computing device 40, More particularly, in the example embodinent, human
detection is based on monitoring the channel state information (CSI) of a channel
used by the vowce-achivated computing device 40 and wireless modenviouter 24,
wharein the channel is, for example, in the consunyer’s home Wi-Fi network. CSI may
be used {o charaeterize the channel state properties of Wi-Fy sigoals. Wi-Fi standards,

such as IEEE 802 11n/ac, rely on the orthogonal frequency division mulfiplexing
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{QOFDM) technigue. The OFDM divides a channel info multiple subcarriers and use
multiple-tnput/multiple-ouipul (MIMO} technology o boeost wireless data
transpussion speed. Bach CSI valne represents a subearrier’s channel quality (e,
chaunel frequency response} for each mput-ouiput channel.

The mathematical defimtion of the CSI value 13 presented below, with
¥; betng the Ny dunensional transnutted signal and v bemng the N dinzenstonal
received signal in subcarnier number 7. For each subcarrier 7, the €SI information H;
can be obtamned based on the following equation:

¥ = HiXy + 1y,

where 1y, tepresents a notse vector. Without considering the noise, it
can be known from the O8] value equation that the matrsx H; transfers the myput signal
vector X; to the output signal vector ve. This provides the mtuition about why the
channel mformation is encoded in {and hence represented by} the matrix H;.
Commodity Wi-Fi devices can record thousands of CST values per second from
numerous OFDM subcarriers. Therefore, even for subtle TSI vartations caused by
motion, the O8I values can still provide descripiive information.

In the example embodunent, a multi-path effect process 1w used for
hunian motion detection. The mmltipath effect refers to the signal propagation
phenotnenon that a wireless signal reaches a receiving antenna along two or more
paths. In an example, a receiver {RX) receives multiple copies from a common signal
along multiple paths, a hine-of-sight (LoS) patly, a reflection from the human within a
Lo8 of RX, and a reflection from furnitare mn a Lo8S of RX. Different lengths of the
paths along which the Wi-Fi signals ave sent result in phase changes of the signals,
thereby leadinig to varions OS5I vatues. Therefore, human motion can change the paths
of Wi-F1 signals and further cause the CST values to change. For example, when the
human moves from a first location to a second location, the new signal reflection path
1s being substituted for the ongnial one. The move can thus distost the OST values
observed at RX.

Inn the exemplary embodirpent, the virinal device authentication sysiem
46 detects human motions using a real-tume hyvper-ellipsotdal outlier deteetion method
over non-stationary CSI data streams, It yuproves dcouracy over the typeal movig
average method, which detects an anomaly based on a thresheld of the distance

between current value and the average of old values, from two aspects. First, the
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method emplovs a new distance metric, e, Mahalanobis distonce, which is more
accurate. Second, the method explotis exponential moving average (EMA) to npdate
the previous sample mean. This detection method can be mathematically described as
follows. Let X;, = {xy, -+, xp ) be the first k samples of CSI readings. Each samuple is a
d X 1 vector, where # 15 the number of chosen compounents. The sample mean s and

sample covanance Spare given by

&
e o 1
}?zk_étzxi’ R k-1

=

The Mabhalanobis distanice of a sample readmg » from the Xp s defined

&

(3 — 1) o — )’
=1

] o
D{r. Xy} = \{f{? —mp )T S —myd

By using Mahalanobis distance, the virtual device authentication
system 46 cousiders the reading » as an anomaly if D{r, 53 > 1, where ris a
predetermined threshold parameter. All of the points boundad by D{, \3) < rare
considered as normal readings.

When the Mahalanobis distance 1s applied to the non-stationary €51
strearns, the sample mean s updated by

My = amy + {1 — alxeyy

where ¢ € {0, 1) denotes a forgetting factor. The closer the receiving
of a CSI value reading 1s, the larger weight it has to defernune the next sample nwan.

The vutual device sutheutication system 46 then applies the
Butterworth low-pass filter to filter out high frequency CKL since human motions
cammiot be generated too fast. Specifically, the CSI variations caused by human
motions typically happen in the low frequency domain (L., less than 100 Hz). Given
a proper cut-off frequency {e.g., about 100 Hz), hugh frequency noise can be removed
by the filter,

At operation 714, a motion scove, based on result of the motion
detection process, may be determined by the virtual device authentication svstem 46,
If the motion score meets or exceeds a predetermined threshold value, the virtual
device anthentication system 46 deternnnies that human motion 1s detected proximate

the physical location of the voice-activated computing device 40, The motion score
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mayv be mdicative of the conswmer’s location. and as such, is used as another
parameter for authenticating the vowe convnand fransaction,

At operation 716, the virtual device authenhication system 46 recerves
voice data from the voice-activated computing device 40, More particularly, the
virtual device authentication systein 46 receives voice data covesponding to the voice
command issued by the consumer 22,

At operation 718, the voice data 1s used to determine whether the voice
data 1s mdicative of a conumand spokent live by the consumer 22 o the voice-activated
computing device 40 or an elecironic recording of the consumer’s voice presented to
the voice-activated computing device 40. Speech eriginating from an organic speaker
i¢ defined by a fundamental frequency that exists i the bass region, leaving the sub-
bass region devoid of energy. In contrast, audio created by an electronic speaker will
have move energy ui the sub-bass region due to the resonance of the enclosure. Aw
coming from the vocal cords of a man passes through the laryax, which generates
the fundamental frequency of hunan voice. This sound then passes thirongh the mouth
where articulators firther refine the speech. The lips, teeth, tongue, and nasal cavity
make up the articulators. By detecting the relative amount of energy in the sub-bass
region, the viriual device anthentication svsteny 46 can differentiate between
electronic and organic speakers.

The simplest way to check for sub-bass over-excitation s through
inspection of a voige command’s Fast Fourier Transform (FFT). The FFT s an
algoritbm that divides a stgnal uo s different frequency components and thew
amplitudes. Once again, sub-bass over-excitation is the presence of a driven
compouent m the sub-bass region of a voice command. Wlile orgamc speakers {e.g.,
the conswner 22} handamentaily lack driven sub-bass components, an electronic
speaker produces them due to enclosure resonance. The virtual device anthentication
system 46 calculates the FFT of the voice dats received from the voice-activated
comptiting device 40 (Le., the voice command). The sub-bass region in voice data
played through an elecironic speaker has a higher mtensity than the same region in the
spoken conumand.

The virtual device avthentication svstem 46 crops the FFT down o
contain only frequencies between twenty Hertz (20 Hz) and two hundred and fifty
Hertz (230 Hz). By cropping the FFT, the sub-bass region becomes a larger portion of

the total energy represented. This neans that smaltler changes i the amount of
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spectral energy in the sub-bass region will result in larger changes to the normalize
energy balance. Additionally, the FET cropping allows the virfual device
authentication system 46 to identify a second phenomenon that is common with small
and low end speakers: such speakers struggle to reproduce bass frequencies. This
means that electronie speakers produce too much energy i the sub-bass region, wlhile
sunultanecusly having too hittle energy 1o the bass region. This causes the energy
curve from an electronie speaker to further deviate from that of an organic speaker.

At operation 720, a vowce ditferentiation score, based on a result of the
voice determmnation process, may be determined by the virtual device anthentication
svsteny 40, H the voice differentiation scote meets or exceeds a predetermined
threshold value, the vutual device authentication system 46 deternunies that the voice
data was produced by a spoken command, rather than a recorded command. The voice
differentiation score, in some embodiments, may be indicative of a confidence that the
voice data ix produced by a live voice rather than an electronie recording.

At operation 722, the vutual device anthentication svstem 46 receives
historical transaction data associated with the consumer devices 28... In particular,
the virtual device authentication system 46 retrieves the historical transaction data
from the database 26. Each transaction m the historical transaction data is associated
with a particular payment device, such as one of the consumer devices 284

At operation 724, the vutual device anthentication svstem 46 sotts, or
ranks, the consumer devices 28, based on the number of transactions associated with
each. This rankmg {e.g., stack ranking) wdentifies the conswmer’s most preferred
device, among the consumer devices 28y, for performing transactions. For example,
the consnmer device with the most associated iransactions, mav be consudered the
consumer’s preferred device, as it is used mnost often. A rank score, based on the rank
position of the respective device, may be deternuned by the virtual device
authentication system 46 for each of the consumer devices 28, al operation 726. The
rank score of each consumer device 28; ¢ is used as an additional parameter for
anthenticating the voice comnmand frausaction.

At operation 72§, the virtual device anthentication system 46 apphies
the proxmty score of each consumer device 28, ., the motion score, the voice
differentiation score, and the rank score of each consumer device 28, together to a
voice commaryd authentication program or madel for analvsis o determine whether to

awthenficate the voice command transaction. The voice conymand authentication
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program may comprise a machine leaming program or technigue. The program may
scrutinize the mput data using one or more machine learung techniques to generste
one of more correlations or other relational observations. The program andior
machine learning programys) may therefore recognize or detfermine whether a
conswmer, such as the consnumer 22, has placed a spoken voice commuand transaction
request with hus or her voice-activated computing device 40. The machine learning
techniques or programs may inchude graph-based techniques, curve fitting, regression
madel butlders, convolutional or deep learmung neural networks, combined deep
{earning, patiern recognifion, or the like. Based upon this data analysis, the program
anddor machine learning program(s) may be configured to authenticate voiee
conmmand trapsachions, as discussed m more detail below.

In supervised machine learning, the voice command authentication
progran: roay be provided with example toputs (Le., sample data relating fo the
fransaction data, voice data, and/or motion detection data variables) and their
asspciated outputs, and may seek to discover a general rule thal maps mputs {o
cutputs, so that when subsequent novel inputs are provided the processor may, based
upen the discovered rule, accurately predict the correct output. In unsupervised
machine learning, the program inay be required to find its owa structure i mnlabeled
example inputs.

I the example embodiment, the voice conunand autheniication
program combines the scores based on the transaction data. As discussed above, the
fransaction data meludes at least a transaction amount, transaction location,
fransaction time, and an MCC for the merchant,

At operation 730, the virtual device anthentication svstem 46
determines an authentication score for the voice command transaction. If the
authentication score meets ar excgeds a predeternuned tuweshold value, the virtual
device authentication system 40 authenticates the transaction request, at operation
732

Based upon the recetved voice command tfransaction and assoctated
transaction authorization request, the transaction data (broadly, transaction
parameters) 1s used to decide which score should be of the highest priority. The
highest priority score is placed in the center of a spantung tree. The virtual device
anthentication system 46 determines the priotity of the scores, for example, based on

predetermmed factors for each tansaction paraineter. For example, for the transaction
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anzount, a factor or threshold may be set, for example, by the ssuer 18 or the
consumer 22, A transaction amount that meets or exceeds the threshold may mdicate
that the voice differentiation score is the highest priority score. For the transaction
lecation, if the transaction 1s ocourring fron a rerole location that is not very
freguent or from ontside the consumer’s hotne country, and the transaction amount
does not exceed the threshokld, the proxinmty score may be assigned the hughest
priorty. Likewise, for MCC for the merchant, tvpically used MCC’s for the consnmer
22 will have a lower precedence than, for example, a riskier merchant, such as a
casitio MCC, Where the MOC 15 defermined to-have a risk value above a
predetermined threshold, the voice differentiation score may be the highest priority
score. Swularly, for the transaction fiue, where a trancaction 18 uutiated at an
unconpon e {e.g., between 12:00 am and 5:00 any), the vorce differentiation score
niay be the hughest priotity score. As noted, the predetermuned factors for each
transaction parameter are adjustable and ave issuer/consumer dependeait,

After the highest priority score has been deternuned and placed at the
center of the spanning tree, the rematiing scores are placed on the nodes of the
spanning tree. The pairwise distance between the center and the respective nodes is
calenlated and the variance, g, is calculated o determine the degree of spread in the
spanning tree. The closer the nodes are o the center, the smaller the defined spanning
tree. A small spanning bree denoles all parameters are scortng lugh anthentictiv. As
such, the resultng authentication score 1s high, thereby indicating that the transaction
may be authenticated.

For example, in one embodiment, when the nodes are initially plotted,
each will have s pre-defined 100% value, and the spanning tree will be g small narrow
tree. As the various scoves are deternuned by the virtual device authentication system
46, the pairwise distance of the node will start increasing from the center node and its
confidence score percenfage will start decreasing. A lower confidence score {e.g.. the
targer the panrwise distance) indicates reduced confidence on the node. However, if
the lughest priorily node has a 100% confidence score (e.g., accuracy), the voice
commmand transaction request will be authenticated and approved, even if the other
nodes score less.

In one example embodunent, a threshold value for each node miay be
predeternumed, for example, by the ssuer 18 or the consumer 22, If the lughest

priority scove {1.e., the center node) 15 less than the predeternined threshold value for
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that score, the voice command authentication programy will analvze the next highest
priotify score to determune whether 1t nigets ot exceeds the predeternuned threshold
for that score. The voice command anthentication program will anthenticate the voice
corntmand fransaction request when it identifies a score that exceeds the
predeternuned threchold. The transaction is declined 1f the scores do not meet or
exceed the predeternuned threshold values.

At operation 734, based on authenticating the voice comnand
trausaction, the virtual device authentication systen 46 fransmits the authentication
request message to the mterchange network 16, The fransaction 1s processed business-
as-usnal {(BATU) by the interchange network 16 by transmitting the payinent

awthorization request message to the ssuer 18,

ADDITIONAL CONSIDERATIONS
In this description, references to “one embodiment,” “an embodiment,”
or “embodiments” mean thal the feature or features bemg referred to are included m at

L.

least one embodiment of the technology. Separate references to “one embodunent,”
“an embodiment.” or “embodintents”™ w this description do not necessanly refer tothe
sante entbodiment and are alse not mutually exelusive unless so stated anddor except
as will be readily apparent to those skilled i the art from the descnption. For
example, a feature, stiucture, act, efc. described 1n one enbodinient may also be
included in other enmbodiments but is not necessarily ncluded. Thus, the current
techniology can melude a vanety of comnbinations andfor mtegrations of the
amnbodiments descnibed herein.

Although the present application sets forth a detailed description of
pummerons different embodiments, 1t should be understood that the legal scope of the
description 1s defined by the words of the claims and equivalent language. The
detatled description is to be constried as exemplary only and Joes not describe every
possible embodiment because describing every possible embodiment would be
mapractical. Nunierous alfemative embodiments may be implemented, using etther
current technology or technology developed after the filing date of this patent, which
wonld still fall withio the scope of the clauus.

Throughont this specification, phural mstances may unplement
components, operations, ot structures described as a smgle wmstance. Although

mdividual operations of one or more methods are iHlustrated and described as separate

[F3]
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operations, one or more of the mdividual operations may be performed concurrently,
and nothmg requires that the operations be performed in the order recited or
lustrated. Stmctures and functionality presented as separate components 1n exanple
configurations may be inplemented as a combined stmcture or component. Suilarly,
structures and functionality presented as a single component may be tmplemented as
separate components. These and other vanations, modifications, additions, and
unprovernents fall within the scope of the subject matter berewn. The foregoing
statements it this paragraph shall applv uniess so stated in the description andfor
except as will be readily apparent to those skilled 1o the art from the description.

Certain embodiments are described herein as including logic or a
nwnber of routines, subroutines, applications, or mstruchions. These may constifute
either sofhware {e.g., code embodied on a machine-readable medinm or i a
fransnussion signal) or hardware. In hardware, the routines, efc., are tangmble nuoiis
capalile of performung certain operations and may be configured or arranged in a
ceriain manner. In example embodiments, one or more computer systems {e.g., a
standalone, client or server computer system} or one or miore hardware modules of a
computer system {g.2., & processor or a group of processors) may be configured by
software {e.g., an application or application portion) as computer hardware that
operates to perform certain operations as described herein.

I various embodiments, computer hardware, such as a processor, may
be miplemented as speetal purpose or as general purpose. For example, the processor
may conmprise dedicated curcuitry or logic that is permanently configured, such as an
application-specitic integrated civcuit (ASIC), or mdefinitely configured, such as a
field-progtamniable gate array (FPGA), to perform certar operations. The processor
Wy also comprise programmable logic or carenifry (e.g., as encoampassed within a
general-purpose processor or ofher programmable processor) that s tenporandy
conhigured by seftware to perform cerfain operations. It will be appreciated that the
deciston to implement the processor as spectal purpose, iy dedicated and permanently
configured cirouliyy, ot as general purpose {e.g., configured by software) may be
driven by cost and fime considerations.

Accordingly, the termn “processor” or equuvalents should be understond
o encompass a tangible entity, be that an entity that is physically constructed,
permanently configured {e.g., hardwired), or femporarily configured {e.g.,

programmed) to operate b a certain manner of to perform certain operations
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deseribed herein. Considering embodiments i which the processor is temporarily
configured (e.g.. programmed), each of the processors need not be coufigured or
mstantiated at any one mstance in time. For examiple, where the processor comprises a
general-purpose processor configured using software, the general-prupose pracessor
may be configured as respective different processors at different timies. Software may
accordingly configure the processor to constifute a particular hardware configuration
at one instance of thne and to constitute a different bardware configuration at a
different instance of time.

Conputer hardware components, such as trapscerver elenents,
memaory elements, processors, and the lke, nay provide infornmiation to, and receive
information from, other computer hardware components. Accordingly, the described
computer hardware components may be regarded as being conununicatively coupled.
Where multiple of such computer bardware components exist contemporaneously,
communications may be achieved through signal transmission {e.g., over appropriate
ctrcuits and buses) that connect the computer hardware components. In embodunents
iy which nmitiple computer hardware components are configired or mstantiated at
different times, communications between such computer hardware components may
be achieved, for example, through the storage and refrieval of mformation i memory
structnres to which the multiple computer hardware components have access. For
example, one computer bardwsre coniponent may perform an operation and store the
cutput of that operation in a memory device to which it 1s commmnicatively coupled.
A further computer hardware compouent may then, at a Iafer fine, access the memory
device to refrieve and process the stored output. Computer havdware components may
also mutiafe contmuiications with mput or cutput devices, and way operste ona
resouree (e.g., a collection of information).

The various operations of exarnple methods described heretn may be
performed, at least pariially, by one or more processors that are temporarily
configured (e.g., by softvare) or permanently configured to perform the relevant
operations. Whether tenporardy ot permanently configured, such processors piay
constitute processor-implemented modules that operate to perform one or more
operations ot functions, The niodules refetred {o hereut may, i some example
entbodiments, conprise processor-implemented modules.

Smmularly, the methods or routines described herein may be at least

partially processor-mmpleinented. For example, af least some of the operations of a
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method may be performed by one or more processors of processor-implemented
havdware modules. The performance of certam of the operations may be distributed
among the one or more processors, not only residing within a single machine, but
deploved across a number of maclunes. In some example embodiments, the
processors may be located 1 a single location {e.g.. within a honwe environment, an
office enviromment or as a server farm}, while m other embodiments the processors
nwy be distributed across a nunber of locations.

Unless specifically stated otherwise, discussions heremn using words
such as “processing,” “computing.” “calculating,” “determuining,” “presenting,”
“displaving,” or the like may refer to actions or processes of a machine {e.g. a
compitter with a processor and othier compuier hardware componenis) that
manipalates or transforms data represented as physical {e.g., electronic, magnetic, or
opiical} quantiiies within one or more memories {e.g,, volatile menwry, von-volatile
memory, of a combmation thereol), registers, of other machine components that

receive, store, transnut, or display information.

e RN

comprises,” “comprising,

e

As used heren, the terms mnelndes,”

“nchuding” “has,” “having™ or any other variation thereof, are mtended to cover a
non-exelusive inclusion. For example, a process, method, article, or apparatus that
comprises a list of elements s not necessarily himited to only those clements but may
mclude other elements not expressiv Listed or mherent to such process, method,
article, or apparatus.

Although the disclostire has been described with reference to the
enbodiments ithustrated in the attached figures, it is noted that equivalents may be
emploved, and substitutions made herem, without departing from the scope of the
disclosure a5 recited 1 the claims.

Having thus deseribed various embodiments of the disclosure. what 15

clamnied as new and desited fo be protected by Letfers Patent mchdes the following:
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WHAT IS CLAIMED IS:

i A system comprising:
a database;
a memory device; and
a processer commmnicatively coupled to the database and the niemory device,
the memory device storing computer-executable mstructions, that when execnted by
the processor, cause the processor to perform operations comprising:
receiving a voice command transaction request from a voice-activated
computing device associated with a consumer;
deternuning a fiest proximaty score for a fiust conswmey device, the first
proximity score based ona distance between the first consumer device and the voice-
activated computing device;
detecting motion indicating the presence of a person proximate the
votce-aciivated computing device based on wireless signal data recetved from the
voice-activated computing device;
hased on the motion detection, determinunig a modion score;
receiving voice data from the voice-activated computing device;
deternuning a voice differentiation score based on the voice data;
defernuming a fivst rank score for the first consumer device, the first
rank score based on historical transaction data associated with the first consmmner
device;
analyzing, using a voice command aunthentication model, the first
proxmiity score, the motion score, the vorce differentiation score, and the first rank
score, the voice command mithentication model comprising a machine learning
program stored i the memory device; and
based on the analysis, defermning an authentication score for the voics

command transaction request.

2. The svstem in accordance with claim 1,
said corpputer-execufable msiructions cause the processor to perform

operations comprising:

=)
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determining a second proxinty score for a second consmner deviee,
the second proximify score based on a distance between the second consuimer device
and the voice-activated computing device;

recerving, from the first consumer device, a fust location of the frst
consuner device;

recerving, from the second consumer deviee, a second location of the
second consumer device: and

refrieving a third lecation of the veice-activated computing device

from the database.

L4d

. The system i accordance with clanm 2,

sard operation of determining the first proxinuty score comprising the
operation of comparing the first location to the third location to deternune the distance
between the first consumer device and the voice-activated computing device, and

saud operation of deternuning the second proxumity score comprising the
operation of comparing the second location to the third location to determuine the
distance between the second consumer device and the voice-activated computing

device,

4. The system n accordance with claun 1, wherem the wiveless signal
data received from the voice-activated computing device comprizes channel state

mfermation {CSI).

& The system m accordance with clann 4,
satd operation of deteching motion comprising using real-time hvper-

ellipsordal outhier detection technigue on the OSL

B. The systemn according fo claim §,
saud operation of detecting motion further comprising applving a Butterworth
low-pass filter to filter out high frequency CSI from the €SI, the low-pass filter

having a cut-off frequency of about 100 Hz.
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7. The system in agcordance with claim 1,

satd computer-executable msiructions cause the processar to perform an
operation of determining whether the voice data i3 indicative of a command spoken
live by the consumer fo the vorce-activated compuling device or an electronic

recording of the constmer presented (o the voice-activated computing device,

&, The system i accordance with clamn 7,
said operafion of defermining whether the voice data 1s mdicative of a
coprpand speken hive comprising applving a Fast Fourter Transform (FFT) algorithin

1o the voice data to caleulate the FEFT of the voice data.

8. The system mn accordance with claim §,
said operaiion of defermuining whether the voice data 1s mdicative of a
comniaiid spoken hive firther comprising cropping the FFT of the voice data to

contain frequencies between abonf 20 Hz and 250 Hz

10, The system in accordance with claim 1,

satd computer-executable mstructions cause the processor to perform an
operation of determining a second rank score for the second consumer device, the
second rank score based on historical fransaction data sssoctated with the second
consumer device,

said operation of deterinining the frst rank score comprising the operation of
retrieving, front the database, the historieal fransaction data associated with the first
consumer device, and

said operation of determining the second rank score comprising the operation
of retrieving, from the database, the historical transaction data associated with the

secomd consumer device.

10, The system m accordance with clana 10,
said computer-execntable mstmctions canse the processor to perfonn an
operation of ranking the fivst and second consumer devices based on the nuniber of

transactions associated with each respective consuniey device.

41



WO 2023/129281 PCT/US2022/049273

id

P
N

it The system in agcordance with claim 1,
satd computer-execuytable mstructions cause the processoar to perform
operations comprising:
determimug that the anthentication score meets or exceads a
predetermined threshold value; and
based on the deternunation, transmitiing the volce command

transaction request to an mterchange network.

12 A method comprising:

receiving, by a vivtual device anthentication system, a voice conmmmeand
transaciion request from a votce-activated computing device associated with a
Conspmer;

deternuining, by the virtual device authentication systeny, a first proximity
score for a first consumer device, the first proximity score based on a distance
between the frst consnmer device and the voice-activated computing device;

detecting, by the virmal device authertication svsteny, motion indicating the
presence of a person proximate the voice-activated compnting device based on
wireless signal data received from the voice-activated computing device;

based on the motion detection, detenmining a motion score by the virtual
device anthentication system;

receiving, by the virtual device anthentication system, voice data from the
voice-activated computing device;

determining, by the virtual device authentication system, a voice
differentiation score based og the voice data:

deternuning, by the virtual device authentication system, a fivst rauk score for
the first consumer device, the frst rank score based on lustorical transaction data
associated with the first consnmier devive;

analyzing, by the virtal device authentication system using a veice command
anthentication model, the first proxinmty score, the motion score, the voice
differentiation score, and the first rank score, the voice command authentication
ntodel comprising & machine learnig program sfored in & memoyy device; and

based on the analysis, detenmining, by the virfual device authentication

svstent, an anthentication score for the voice conumand transachion reguest.
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13. The method in accordance with elaim 12, further comprising:

determinmg, by the virtual device authentication system, a second proxinuty
score for a second consumer device, the second proximity score based on a distance
between the secoud consumer device and the voice-activated computing device;

receiving, by the virtual device authentication system from the first consumey
device, a fust location of the first consumer device,;

receiving, by the virtual device authentication system from the second
consumer device, a second location of the second consumer device; and

retrieving, by the vutual device authentication system, a thurd lecation of the

voice-activated computing device from a database.

14 The method i accordance with claim 13,

said operafion of defermuining the frst proximity score comprising the
operation of comparing, by the virtual device authentication system, the first location
to the third location fo deternune the distance belween the first consumer device and
the voice-activated computing device, and

said operation of determining the second proximity score compristing the
operation of comparing, by the virtual device authentication system, the second
tocation to the third location to determine the distaice between the second consumer

device and the voice-activated computing device,

15, The method mn accordance with claim 12, wheremn the wireless signal
data received from the voice-activated computing device comprises channel state

miormation (O8I}

ia. The method m accordance with elaim 15,
said operation of detecting motivon further comprising:
using real-time hyper-ellipsoidal outlier detection fechnique on the
CSL and
applying a Butterworth low-pass filter to filter out high frequency CSI

from the OS], the low-pass filier baving a cut-off frequency of aboni 100 Hz.

17, The method m accordance with claim 12, fucther comprising

determuning, by the virtual device authentication system, whether the voice data 13

4
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indicative of a command spoken live by the corsummer to the veice-activated
computing device or an electromc recording of the consumer presented to the voice-

activated computing device.

iR The method in accordancewith claim 17,
sard eperation of deternuyung whether the voree data is mdicative of a
cornand spoken hive comprising:
applying a Fast Fourier Transform (FFT} algorithm to the voice data o
caloulate the FFT of the voree dafa: and
cropping the FFT of the voice data to contain frequencies between

about 20 Hz and 230 Hz

19, The method i agcordance with clanm 12, further compising:

detenmning, by the virtual device authentication system, a second rank score
for the second consumer device, the second rank score based on lustorical transaction
data asseciated with the second consumer device; and

rankmg, by the virtual device anthentication svsten, the first and second
consumer devices based on the nimber of transactions associated with each respective
consumer device,

saud operation of deternunung the fivst rank score comprising the operation of
retrieving, by the virtual device authentication system from a database, the lustorical
fransaction data sssoctated with the first consumier device,

said operation of deternining the second rank score comprising the operation
of retrieving, by the virtual device authentication system from the database, the

historical transaction data associated with the second consumer device, and

20, The method in accordance with claim 12, further comprising:

determining, by the virtual device authentication system, that the
anthentication score meets or exceeids a predeternuned threshold value; and

based on the determination, trausmitting, by the virtual device authentication

system, the voice command fransaction request to an inferchange network,
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