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Xidg, 1dp, K. pS_Idg, PC.
Xidy. Idy. Ky, info

isearch Kgg with Xldg from DB
if(Kgg is matched)
Uxmm Ex R (Mgl Il gl IXcr | [ Xcg
else halt;

search Xld; with Xldg from DB
if(Xld; is matched)
search Id;, Ky with Xld; from DB
(Idy isn’'t matched) halt:
Else
search Xld; from DB
if(XId; isn’t matched) halt:

HXOA@:QQL _Jv
HXOm@:A_Qm_ __‘mv

if(cg==cg & cg=cy)
m'=h _QA___\AA__F_:A__OB__O._.

if(Myeq == Mo from tag)
generate rg
Xidy =h(Id; | Irg)
Xidg =h(Idgl I15)
D1=Ey(rallcalIXIdg'| linfo)

s

D2=E,,
'else :m_J_nz

(eI X1y

XIdg, XIdy,
mxmmﬁﬂ:_’mz_ __4_ __‘m_ _XOA_ _XOmv

N\ s50

=542

- 361 562
p1l102~"

594
upoceL—

A

—S95

10
eld

| ~S12

Xidg, 1ds. K. Ca

if(rg == rg from tag) ;
Xcg=ca@h(ldgl I rg) '
_mxwmfj_.ﬁ _J_ __\m_ _XO._._ _XOmv m
Else halt; i

Dy (Ec..(D1))
if( ﬁﬂu;mmoa D1
& cg==cy from D1
forward D2
Else halt;

r=UPDCPL @ rq

Query, cg, s

>

<
<

S22 S

Xldr, Mieg, Tt M. XCr

flcg=cy)
generate r; and
m=h(Idr | [Ke] gl Irrl Tegl leq)

/fmwm

s72
D2 e

Xer=cr@h(ldy | 1)
Else halt

i _u:_ (En....(D2))
' _zﬂﬂajf from D2

& cr==c; from D2

S92
%D%r\

m & Meign==M"pigry from D2)
' update Ky=mgg, from D2

i update Xldr=XId; from D2

. update cr=cg

i else halt

if (r;==r7 from UPDCPL
update Xldg=Xld'q
Else halt;
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oo NSV =T o
DY WA= I Hl & & 5t
2t Xldg dg Kar ps_Idg Pcq 0
42
HOIZY i 32 HOoI=2
Zeg Be AlER | AlER | T AZHB
2t Xld; Id; Kq info
43
Hol=g B0 2lAE B0/
Zeg ZI=PNEDY ZI=PNEDY
2t XIdg Xldy
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Data Base

Xidy, Idg, Kgg, ps_ldy, Peg,
Xd;, Idy, Ky, info

(@ search Kgg with Xidy, from DB
if(Kgp is matched)
Dicgp Exgal-m Lerllrrllrall_XerlXeg))
else
halt;
@ search Xid; with XId; from DB
ifXd; is matched)
searchId;, K; with XId; from DB
if(d; isn't matched)
halt;
else
search XId; from DB
if(dd; isn't matched)
halt;
Cr=Xerh{d{|_r7)
Cr=XCBh(IdgIre)
© check ¢, ¢
iflcg==cy & cz2cy)
m=h{idy|Kellrgllrllesller)
else
halt;

® Xy, _Mdy,
Exge CMLerl|_rrllrall_Xcrl[Xcy

Reader

Xidg, Ids, Kgp, g

@ Generate ry

® check ry
if(ry == r from tag)
Xcg=Cx@®h(ldgIrr)
Exag LM Lerll_rrllrell_Xer[[Xep)
else
halt;

@ Query, ¢ 13

* Attacker : Tag impersonation

(@ check ¢y

@ Xy, _myg Iy e XCr

if (g < ¢)
halt

else if (cg 2 ¢)
generate ry and
m=h{Id|KyIrell_rrllcall_co
Xer=cr@h{dy|lr)
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Data Base

Xidg, Idg, Kgg, ps_Idg, Pcg,
Xidy, Idy, Ky, info

@ search Kgi with XId; from DB
if(Kgg is matched)
Digg (Exgr(Mierllrll_rrlXerll_Xcg))
else
halt;
® search XId; with XIdg from DB
ifd; is matched)
search Id,, K, with XId, from DB
if(d; isn't matched)
halt;
else
search XId; from DB
if(XId; isn’'t matched)
halt;
cr=Xcr@h(dy||ry)
_Cr=XcrDh(Idg||_rg)
® check cg, ¢r
iflcg==cpr & cz2cy)
m=h(dq||Krllrllrclleqller)
else

@ renew cg=cg+1
For each reader, renewal data
except Idg
Xdg=h{dg||_rg)
Ker=h{(KgrlMgign)
DATA= XEx__mxmmﬁvQQm___wa__
Pcgl|cq||detect_reader_attack)

@ XIdy=UPDCPL & cj
check XIdy
if(XId; == Xidg from UPDCPL)
update XIdz=h(XIdg||cg)
else
halt;

® _Xdy, Xd,,
mxmmc‘jrm:__i__lw [Xer||Xeg) if(rg == rg from tag)

* Attacker : Reader impersonation

Mgl Kerer

(D) Generate _ry 3 Query, _cu _x

® check ry, @ XId |, Mg, 1y, _Fe, X

@ DATA

_Xeg=_cr@h(dg||_rg)

Excgr(MierlIrrll_rrlIXerl|_Xer)
else

halt;

Readers

Xdg, Idg, cg

@ UPDCPL

@ Dy
(Exg o (XIdr|IKgrl| Pegllcs]ldetect_reader_attack))
Check Xld; from DATA, cg
if(XIdg == XIdy from DATA
& ¢, == Pcy)
update cy=cg
update Kgp=Kgg from DATA

UPDCPL=XId; @ cg

update XIdg=h(XIdg || cp)
else

halt;

Tag

Xdy, Idy, <, Ky

® check _c;
if (cgr <cp)
halt
else if (cg = ¢p)
generate r, and
m=h(dy||K||_rrllrrll_cgller)
Her=crh(Idq||ry)
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* Attacker : Database impersonation

Mel Aol Ko pstelprevoe,-

@ search Kgg with Xidg from DB
if(Kgg is matched)

® Xid;, Xd;,
B (MuetlrllraliXerliXcr)

Da Amxmxﬁs\fm___x [rallXcrlXeR))
else

halt;

@ search XId; with Xid; from DB

if(XId; is matched)

search Id;, K; with XId; from DB

if(d; isn't matched)

halt;

else

search Xid; from DB

if(XId; isn’t matched)

© DATA

halt;
_er=Xer@h(ldy||r)
_Cr=Xey@h(IdyIry)
generate ry
_Xidr=h{d]Irg)
Adg=h(dgllrs)
DATA=E,_.(rg[|_czl[XId]linfo)

Il m;a@z? |crlXIdlIMgigne)

Reader

Xidy, Idg, Keg, €1

(D) Generate ry

(® check ry
if(ry == rg from tag)
Xcg=Cr@h(IdyIry)
Exap(MierllrllrallXerl|Xcr)
else
halt;

@ Dy, (ExyalTell_call_Xdi]L_info))
check ry, cg from Data Base
if(rg==ry from DATA

& cz==c; from DATA)
forward DATA

nmamaz (rellerlXad limpgn)

else
halt;

@ Xdy, Mg Fr, Fr Xer

@ DATA

Tag

Xk, I, ¢, Ky

® check ¢y
if (cp < ¢p)
halt
else if (cz 2 ¢
generate rr and
m=h(d;[IKrllrellrllcallcr)
Xer=cr@h(lck|ry)

@ Uga@z AmaEze.ﬂ__na__vaaa___ﬁmaz:
check ry, &7, Mg from DATA
if{r;==r; from DATA

8 cr==cy from DATA
& Mgight==Mpgignt rom DATA)
update Ky=mg;,., from DATA
update Xid;=XId; from DATA
update ¢;=c
else halt
Generate UPDCPL=r,Pr;
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Data Base Reader

Xdy, Idy, Kgp, ps_1dg, Peg,

Xld, Idy, K, info Xidp, Idg, Kgg, Cq
@ search XId; from DB @ request||Xid;
if(XId; not matched) <
halt;
(3 generate rg @rg and request PW
@ compute sk=h(rg||ps_Idy) ® sk = h{rgl|ps_Idg)

@ mmrﬁo_x__nxv

Fy

@ Umrﬁmmrﬁo_m__nmd
@ search Pcg with Id; from DB

if(Pc, match withey ) @E (I g [K gl
generate ry and Xid'y=h(Id;||rs) resynchronized) o @ Dy (E, 00 K sellcsl
Eq (XId's][K ggl|cs]Iresynchronized) |resynchronized))
) update cz=cg
else halt; update K=K'gq
1 UPDCPL

&

(@ Generate UPDCPL=XId'yc;

@ update XId;=h{XId;||c

3 check XId',=UPDCPL&cy P r=h0dd’sllcp)

# If(d'; is matched)
update XId,=h{(Xd"y||c;)
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