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(57) Abstract: A method for maintaining consistency in distributed databases includes receiving, by a coordinator from an application
server, a transaction initiation message for a transaction. Additionally, the method includes determining whether to generate a distributed
transaction identitier (DXID) for the transaction, including determining whether the transaction will be performed on a single data
node or on multiple data nodes, determining to generate the DXID in response to determining that the transaction will be performed on
the multiple data nodes, and generating, by the coordinator, the DXID corresponding to the transaction in response to determining to
generate the DXID for the transaction. The method also includes sending, by the coordinator directly to a first data node, the DXID,
sending, by the coordinator directly to a second data node, the DXID, and performing the transaction using the DXID.

[Continued on next page]



WO 2018/068703 A1 {10000 N OO

Declarations under Rule 4.17:
— as to the applicant’s entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:
—  with international search report (Art. 21(3))



WO 2018/068703 PCT/CN2017/105540

DECENTRALIZED DISTRIBUTED DATABASE CONSISTENCY

CROSS-REFERENCE TO RELATED APPLICATIONS

[1] This application claims priority to U.S. non-provisional application Serial No.
15/373,240 filed on December 8, 2016 and entitled “Decentralized Distributed Database
Consistency”, which in turn claims priority from U.S. Provisional Patent application Serial No.
62/407,838, filed on October 13, 2016 and entitled “System and Method for Distributed
Databases”, both of which patent applications are incorporated herein by reference as if

reproduced in their entireties.
TECHNICAL FIELD

[2] The present invention relates generally to a system and method for databases, and, in
particular embodiments, to a system and method for maintaining consistency in distributed

databases.
BACKGROUND

(31 Distributed database systems may include many data nodes working together to
perform transactions. Different data nodes are coordinated to perform a transaction, with
different nodes working on different transactions or different aspects of a transaction. Some
database transactions are performed on multiple data nodes, which may lead to consistency
anomalies. For example, a task may be committed by one data node but not on other data nodes
at a particular time, during which another concurrent transaction may access those same data
nodes and only see partially committed data. When a concurrent transaction is performed on
multiple data nodes, it is desirable for the transaction to have a consistent view of the data on all

data nodes of a transaction.

[4] When a transaction involving multiple servers is committed, a two-phase commit
may be conducted to ensure that the processing of the transaction on all the servers is completed.
A global transaction manager (GTM) supports atomicity, consistency, isolation, and durability
(ACID) compliant transactions in distributed databases. The GTM provides a global transaction
identification number (ID) to uniquely identify a transaction in the system. Database systems
such as Gauss massively parallel processing database (MPPDB), Postgres-XC, and Postgres-XL

use a centralized GTM to prevent consistency anomalies.
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SUMMARY

51 In accordance with an embodiment of the present invention, a method for
maintaining consistency in distributed databases includes receiving, by a coordinator from an
application server, a transaction initiation message for a transaction. Additionally, the method
includes determining whether to generate a distributed transaction identifier (DXID) for the
transaction, including determining whether the transaction will be performed on a single data
node or on multiple data nodes, determining to generate the DXID in response to determining
that the transaction will be performed on the multiple data nodes, and generating, by the
coordinator, the DXID corresponding to the transaction in response to determining to generate
the DXID for the transaction. The method also includes sending, by the coordinator directly to a
first data node, the DXID, sending, by the coordinator directly to a second data node, the DXID,

and performing the transaction using the DXID.

[6] In accordance with another embodiment of the present invention, a method for
maintaining consistency in distributed databases includes receiving, by a data node from a
coordinator, an operation assignment message for an operation of a first transaction, generating
a local snapshot by the data node, and determining whether to perform DXID management.
The method also includes performing distributed transaction identifier (DXID) management in
response to determining to perform DXID management, including receiving, by the data node
from the coordinator, a DXID corresponding to the first transaction and mapping the DXID to a
local transaction identifier (XID) for the first transaction. Additionally, performing DXID
management includes generating a list of active DXIDs on the data node and sending, by the
data node to the coordinator, the list of active DXIDs. Also, performing DXID management
includes receiving, by the data node from the coordinator, a list of globally active DXIDs and

updating a local snapshot in accordance with the list of globally active DXIDs.

[71 In accordance with an additional embodiment of the present invention, a coordinator
for maintaining consistency in distributed databases includes a non-transitory memory storage
including instructions and one or more processors in communication with the memory. The one
or more processors execute the instructions to receive, from an application server, a transaction
initiation message for a transaction. Additionally, the one or more processors execute the
instructions to determine whether to generate a distributed transaction identifier (DXID) for the
transaction, including instructions to determine whether the transaction will be performed on a
single data node or on multiple data nodes and determine to generate the DXID in response to

determining that the transaction will be performed on the multiple data nodes. The one or more
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processors also execute instructions to generate the DXID corresponding to the transaction in
response to determining to generate the DXID for the transaction and send the DXID directly to
a first data node. Also, the one or more processors execute instructions to send, directly to a

second data node, the DXID and perform the transaction using the DXID.

[8] In accordance with another embodiment of the present invention, a data node for
maintaining consistency in a distributed database, including a non-transitory memory storage
including instructions and one or more processors in communication with the memory. The one
or more processors execute the instructions to receive, from a coordinator, an operation
assignment message for an operation of a first transaction, generate a local snapshot, and
determine whether to perform DXID management. The instructions also include instructions to
perform distributed transaction identifier (DXID) management in response to determining to
perform DXID management, including receive, from the coordinator, a DXID corresponding to
the first transaction, map the DXID to a local transaction identifier (XID) for the first
transaction, and generate a list of active DXIDs on the data node. Additionally, the instructions
to perform DXID management include instructions to send, to the coordinator, the list of active
DXIDs, receive, from the coordinator, a list of globally active DXIDs, and update a local

snapshot in accordance with the list of globally active DXIDs.

[o] Optionally, in any of the preceding embodiments, the embodiment further
comprising assigning the transaction to the first data node and to the second data node and

avoiding sending the DXID to a third data node not assigned to the transaction.

[10] Optionally, in any of the preceding embodiments, the embodiment further
comprising: sending, by the coordinator to the first data node, a first transaction initiation
message; and sending, by the coordinator to the second data node, a second transaction

initiation message.

[11] Optionally, in any of the preceding embodiments, the embodiment wherein
determining whether the transaction will be performed on the single data node or on the
multiple data nodes comprises determining that the transaction will be performed on the single
data node in response to sufficient resources on the single data node being available to perform

the transaction.

[12] Optionally, in any of the preceding embodiments, the embodiment wherein

determining whether to generate the DXID for the transaction comprises: determining whether
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the transaction is a write transaction or a read transaction; and determining to generate the

DXID in response to determining that the transaction is a write transaction.

[13] Optionally, in any of the preceding embodiments, the embodiment further
comprising: receiving, by the coordinator from the first data node, a first DXID list of DXIDs
active on the first data node; receiving, by the coordinator from the second data node, a second
DXID list of DXIDs active on the second data node; determining a global DXID list in
accordance with the first DXID list and the second DXID list; transmitting, by the coordinator to
the first data node, the global DXID list; and transmitting, by the coordinator to the second data
node, the global DXID list.

[14] Optionally, in any of the preceding embodiments, the embodiment further
comprising: receiving, by the coordinator from the first data node, a first local snapshot;
receiving, by the coordinator from the second data node, a second local snapshot; generating a
global snapshot in accordance with the first local snapshot and the second local snapshot;
sending, by the coordinator to the first data node, the global snapshot; and sending, by the

coordinator to the second data node, the global snapshot.

[15] Optionally, in any of the preceding embodiments, the embodiment wherein
determining whether to generate the DXID for the transaction comprises: determining whether
the DXID already exists for the transaction; determining to generate the DXID in response to
determining that the DXID does not already exist for the transaction; and determining not to

generate the DXID in response to determining that the DXID already exists for the transaction.

[16] Optionally, in any of the preceding embodiments, the embodiment further
comprising: sending, by the coordinator to the first data node, a first operation request; sending,
by the coordinator to the second data node, a second operation request; receiving, by the
coordinator from the first data node, a first operation result; receiving, by the coordinator from
the second data node, a second operation result; sending, by the coordinator to the application
server, the first operation result; and sending, by the coordinator to the application server, the

second operation result.

[17] Optionally, in any of the preceding embodiments, the embodiment, further
comprising: sending, by the coordinator to the application server, a transaction response
message; and receiving, by the coordinator from the application server, an operation command

message.
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[18] Optionally, in any of the preceding embodiments, the embodiment further
comprising: receiving, by the coordinator from the application server, a transaction commit
message for the transaction; performing a two phase commit in response to receiving the
transaction commit message; and sending, by the coordinator to the application server,

transaction results.

[19] Optionally, in any of the preceding embodiments, the embodiment, wherein
performing the two phase commit comprises: sending, by the coordinator to the first data node,
a first transaction prepare message; sending, by the coordinator to the second data node, a
second transaction prepare message; receiving, by the coordinator from the first data node, a
first transaction prepare result; receiving, by the coordinator from the second data node, a
second transaction prepare result; sending, by the coordinator to the first data node, a first
commit prepare message; sending, by the coordinator to the second data node, a second commit
prepare message; receiving, by the coordinator from the first data node, a first commit result;

and receiving, by the coordinator from the second data node, a second commit result.

[20] Optionally, in any of the preceding embodiments, the embodiment wherein
determining whether to perform DXID management comprises: determining whether a portion
of the first transaction is performed on other data node; and determining to perform DXID
management in response to determining that the portion of the first transaction is performed on
the other data nodes.

[21] Optionally, in any of the preceding embodiments, the embodiment further
comprising: determining whether the operation is a first operation of the first transaction; and
generating the local XID in response to determining that the operation is the first operation of

the first transaction.

[22] Optionally, in any of the preceding embodiments, the embodiment further
comprising: performing the operation to produce operation results; and sending, by the data

node to the coordinator, the operation results.

[23] Optionally, in any of the preceding embodiments, the embodiment wherein
performing the operation comprises: attempting to access potentially viewable data;
determining whether a second transaction which created the potentially viewable data is a
multi-node transaction or a single node transaction; determining whether confirmation is
received that the second transaction is committed on all data nodes in response to determining

that the potentially viewable data is the multi-node transaction; and determining that the
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potentially viewable data is viewable in response to determining that the first transaction is a
single data node transaction or that confirmation is received that the second transaction is

committed on all data nodes.

[24] Optionally, in any of the preceding embodiments, the embodiment further
comprising: receiving, by the data node from the coordinator, a transaction prepare message;
preparing the first transaction for committing, to produce prepare results; sending, by the data
node to the coordinator, the prepare results; receiving, by the data node from the coordinator, a
commit prepare message; committing the first transaction to produce transaction results; and

sending, by the data node to the coordinator, the transaction results.

BRIEF DESCRIPTION OF THE DRAWINGS

[25] For a more complete understanding of the present invention, and the advantages
thereof, reference is now made to the following descriptions taken in conjunction with the

accompanying drawings, in which:
[26] Figure 1 illustrates an embodiment distributed database system;

[27] Figure 2 illustrates a flowchart for an embodiment method of distributed database

coordination performed by an application server;

[28] Figure 3 illustrates a flowchart of an embodiment method for coordinating
distributed operations within a transaction across a distributed database, performed by a

coordinator;

[29] Figure 4 illustrates a flowchart for an embodiment method of transaction committing

performed by a coordinator;

[30] Figure 5 illustrates a flowchart for an embodiment method of snapshot coordination

performed by a coordinator;

[31] Figure 6 illustrates a flowchart for an embodiment method of viewing data,
performed by a data node;
[32] Figure 7 illustrates a flowchart for an embodiment method of distributed database

coordination performed by a data node;

[33] Figure 8 illustrates a flowchart for an embodiment method of committing a

transaction performed by a data node;
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[34]1 Figure 9 illustrates a flowchart for an embodiment method of distributed transaction

identifier (DXID) list generation performed by a data node;

[35] Figure 10 illustrates a message diagram for an embodiment method of distributed

database coordination;

[36] Figure 11 illustrates a message diagram for another embodiment method of
distributed database coordination when committing a multiple data node distributed write

transaction;

[37] Figure 12 illustrates an embodiment block diagram of an embodiment processing

system; and
[38] Figure 13 illustrates an embodiment block diagram of an embodiment transceiver.

[39] Corresponding numerals and symbols in the different figures generally refer to
corresponding parts unless otherwise indicated. The figures are drawn to clearly illustrate the

relevant aspects of the embodiments and are not necessarily drawn to scale.
DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[40] It should be understood at the outset that although an illustrative implementation of
one or more embodiments are provided below, the disclosed systems and/or methods may be
implemented using any number of techniques, whether currently known or not. The disclosure
should in no way be limited to the illustrative implementations, drawings, and techniques
illustrated below, including the exemplary designs and implementations illustrated and
described herein, but may be modified within the scope of the appended claims along with their

full scope of equivalents.

[41] A concurrent transaction should either be able to view all of another transaction’s
committed data, or none of it, but not some of it. Thus, a mechanism is needed to coordinate a

transaction and to ensure a consistent view of the data across multiple nodes.

[42] Distributed database systems may include multiple data nodes. For example,
massively parallel processing (MPP) involves a very large number of data nodes. Different data
nodes may perform different transactions. Some database transactions are performed on
multiple data nodes, which may lead to consistency anomalies. For example, a transaction may
be committed on one data node but not on other data nodes at a particular time. It is desirable
for transactions to either be visible on all data nodes or to be visible on no data nodes, to ensure

consistency. Without introducing mechanisms to ensure consistency, when data is seen as

_7_
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committed on one data node but not on another data node, the data may be seen in the current
operation of a concurrent transaction, and then not seen in the next operation. Inan
embodiment, consistency is accomplished by using a distributed transaction identifier (DXID).
In addition, a global transaction manager (GTM) may be used to ensure consistency among

multiple data nodes in a distributed database.

[43] The load balancer is coupled to the coordinators. The coordinators, which run on
one or more servers, coordinate the user session and interact with the GTM and the data nodes.
The coordinator receives a transaction from an application. Some example applications are a
bank and an automated teller machine (ATM), system logging, phone call billing systems,
experimental data, and other applications involving large amounts of data. The transactions
register with the GTM. Transaction operations may include, for example, start, end, commit,
rollback, and abort. When a transaction begins, the coordinators request a global transaction
identifier (GXID) from the GTM. In some embodiments, the GXID is only used for write
transactions, and is not used for read transactions. The coordinators receive a GXID from the
GTM for the transaction. In response, the coordinators receive a snapshot from the GTM. The

coordinators send the transaction, the timestamp, the snapshot, and the GXID to the data nodes.

[44] The data nodes store data and perform the transactions. The data nodes receive a
transaction initiation message, a timestamp, and a GXID from the coordinators. When a
transaction is completed, the results are sent to the coordinators, and the transaction is

committed.

[45] Online transaction processing (OLTP) systems may facilitate and manage
transaction-oriented applications, for example data entry and retrieval. Examples of OLTP
systems include order entry, retail sales, and financial transaction systems. In some examples,
OLTP systems have workloads with many small transactions that may be performed on a single

data node.

[46] The use of a GTM as a standalone device may cause a bottleneck, especially as the
number of data nodes increase when databases scale up in size. The number of messages
exchanged between the coordinators and the GTM may be significant, and may increase as the
database size increases. The disclosed embodiments provide for a system where transactions

which solely occur on one node do not need to access a GTM.

471 An embodiment uses a coordinator to generate a DXID for distributed transactions.

In an embodiment, a DXID is only generated for write transactions, and is not generated for

-8-
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read transactions, which ensures consistency in a distributed database while reducing the
bandwidth and enhancing scalability. In an embodiment, a DXID is only generated for
transactions which are performed on multiple data nodes. In an embodiment, the coordinators
only send the DXID to data nodes involved in the transaction, reducing the use of bandwidth
and enhancing scalability. The data nodes use the DXID to globally identify the transaction.
The participating data nodes map the DXID to a local transaction ID (XID). In an embodiment,
a cloud database may use a DXID generated by coordinators. The use of a global DXID ensures
a consistent view of the database, so that the results of transactions are either viewable or not
viewable across different data nodes involved in the same transaction. Performing coordination
when needed ensures a consistent view of the distributed database without the use of a
centralized component. Thus, a bottleneck from a GTM may be avoided, which enhances
scalability. For some OLTP workloads with many transactions being performed only on a single
data node, scalability may be improved for higher concurrency workloads. In an embodiment,
data becomes visible upon a commit for single data node transactions. When data from a multi-
node transaction has been committed on one data node, but not yet confirmed to be committed
on all data nodes, the database system pauses when the involved data is concurrently accessed

until confirmation is received from other nodes, preventing inconsistencies.

[48] Figure 1 illustrates the distributed database system 110, in which the coordinators 114
generate a DXID for distributed transactions. A client application runs on the application server
112. The client application may be, for example, a bank, an ATM, system logging, phone call
billing systems, experimental data, data entry, data retrieval, order entry, retail sales, a financial
transaction system, or another application involving a large amount of data. In one

embodiment, the client application is an OLTP application.

[49] The application server 112 communicates with the coordinators 114. Three
coordinators 114 are pictured, but there may be any number of coordinators 114, including only
one or two coordinator 114, or many coordinators 114, for example 4, 5, 6, or more coordinators
114. The application server 112 initiates a transaction on the distributed database system 110 to
the coordinators 114. In some examples, the application server 112 receives a transaction
request from a user through a wired or wireless connection, where the user may be remote. The
application server 112 receives a transaction reply from the coordinators 114. Then, the
application server 112 initiates an operation on the coordinators 114. The coordinators 114
assign the operation to one or more than one of data nodes 118 based on the resource

requirement of the operation and the resources available on the data nodes 118. Some

_9_
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operations are performed on a single data node 118, while other operations are performed
multiple data nodes 118. In one embodiment, performing an operation on a single data node 118

is preferred to performing the operation on multiple data nodes 118.

[50]1 The coordinators 114 send transaction initiation messages to the one or more data
nodes 118 participating in the transaction. The coordinators generate a unique DXID
corresponding to the transaction. The coordinators send this DXID to the data nodes 118
involved in the transaction. In one embodiment, the DXID is only sent to the data nodes 118
participating in the transaction. In an embodiment, a DXID is only generated for multi-node
transactions, and is not generated on single-node transactions. In an embodiment, a DXID is
generated for write operations only, and is not generated for read operations. In an

embodiment, a DXID is generated only for the first multi-node write operation of a transaction.

[51] The data nodes 118 participating in the transaction receive the transaction initiation
messages from the coordinators 114. For transactions involving more than one data node, the
data nodes also receive the DXID from the coordinators 114. A local transaction ID (XID) is
generated in each of the participating data nodes 118. The participating data nodes 118 map the
DXID to the local XID. Also, the participating data nodes 118 prepare local snapshots, which list
current active transactions in which that that particular data node is participating. The current
transaction is added to the local snapshot. The data nodes 118 track the DXIDs for current and
recently committed transactions. The data nodes 118 send their list of active DXIDs to the
coordinator 114 which originated the transaction over a shared communication medium. The
transaction originating coordinator 114 tracks a combined global list of DXIDs from all of the
data nodes involved in multi-node transactions. The coordinator 114 sends the global list of
DXIDs to the data nodes 118. The data nodes 118 then update their snapshots, or list of non-
visible transactions, to include the corresponding transactions which have not yet committed on
other nodes. The data nodes 118 use the global list of DXIDs to determine which transactions

are active on other data nodes 118.

[52] The coordinators 114 send operation initiation messages to the data nodes 118. The
data nodes 118 perform the operation. The data nodes 118 send the operation results to the
coordinators 114. The coordinators 114 then send the operation results to the application server
112.

[53] For multi-node transactions, a two phase commit is performed. The application
server 112 sends a transaction commit message to the coordinators 114, which send transaction

prepare messages to the data nodes 118. The data nodes 118 prepare for committing, and send

_10_
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prepare result messages to the coordinators 114. When the coordinators 114 receive prepare
results from all of the data nodes 118, the coordinators 114 send commit prepared messages to
the data nodes 118. The data nodes 118 commit the transaction, and send commit results to the
coordinators 114. Then, the coordinators 114 send transaction results to the application server
112.

541 For single data node transactions, the coordinator 114 sends a commit message to a
data node 118. The data node 118 commits the transaction, and sends the commit results to the
coordinator 114. Then, the coordinator 114 sends the transaction results to the application

Server.

[551 In one embodiment, DXIDs are only generated for some transaction types. Table 1
below illustrates the situations in which DXID generation and DXID snapshots are used. The
coordinator determines whether the transaction will be a single node transaction or a multi-
node transaction, based on the location of the data and on the availability of the data node. In
an embodiment, the coordinator prefers a single data node transaction over a multi-node
transaction. For example, the coordinator will schedule a transaction on a single data node
when the resources to perform that transaction on a single data node are available. DXIDs are
neither generated nor used for single data node transactions. DXID snapshots are used for both
multi-node read transactions and multi-node write transactions, but are not used for either
single data node read transactions or single data node write transactions in some embodiments.
In this embodiment, DXIDs are only generated for multi-node write transactions, and are not
generated for read transactions or for single data node transactions. In another embodiment,
DXIDs are used but not generated for multi-node read transactions. Generating a DXID only
when necessary, for multi-node write transactions, reduces the number of communications
required. Read transactions do not need to generate a DXID, because there is no commit

performed.

-11-
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Node Quantity Transaction Type Generate DXID Use DXID snapshots
Single Data Node | Read No No
Single Data Node | Write No No
Multi-node Read No Yes
Multi-node Write Yes Yes
Table 1
Transaction 1 | Transaction 1 | Data Viewable by | Snapshot Pause Read Until
Node 1 State | Node 2 State | Transaction 2? Amended? | Confirmed Committed
Uncommitted | Uncommitted | No No No
Uncommitted | Committing | No No No
Uncommitted | Committed No Yes No
Committing Committing | Yes No Yes
Committing Committed Yes No Yes
Committed Committed Yes No No
Table 2
[56] Table 2, above, illustrates how snapshots may be used to prevent anomalies in a

variety of situations. Transaction 1 is performed on data node 1 and data node 2. In some
situations, concurrent operations are paused by the data nodes when the pending write
transaction will soon be committed on all data nodes, but has not yet been committed on all data
nodes. An operation is paused when a data node attempts to view apparently viewable data, and
that data node pauses the operation until it receives confirmation that the data has been
committed on all data nodes. When transaction 1 is uncommitted on both data nodes, or is
uncommitted on one data node and is in the process of committing on the other data node, the
data is not viewable by other transactions. The snapshot is not amended and read transactions
are not paused until confirmation that the transaction has been committed is received. When
the transaction is uncommitted on one data node and committed on the other data node, the
data is not viewable by other transactions, and read transactions are not paused until
confirmation of the commit is available, but the snapshot is amended. Also, when the
transaction is in the process of committing on both data nodes, or is committed on one data

node and in the process of being committed on the other data node, the data is viewable by other
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transactions and concurrent access to the same data is paused until it is confirmed that the
transaction has been committed on both data nodes, but the snapshot is not amended.
Additionally, when the transaction is committed on both data nodes, the data is viewable by
other transactions, the snapshot is not amended, and concurrent transactions accessing that

data are not paused until it is confirmed that the transaction has committed.

571 Figure 2 illustrates a flowchart for an embodiment method 120 of coordination in a
distributed database performed by an application server. In block 122, the application server
initiates a transaction. In one embodiment, the application server receives a transaction from
an external user, either directly or remotely. In another embodiment, an application running on
the application server generates the transaction. In block 126, the application server initiates
processing of a transaction by sending a transaction initiation message to one of the
coordinators. In response, the application server receives an initiation reply message from the

coordinator, in block 124

[58] In block 130, the application server sends an operation message to the coordinator,
such as a query, or a statement, such as an insert, update, or delete statement. In response, the

application server receives an operation result from the coordinator, in block 132.

[59] In block 138, the application server sends a transaction commit message to the
coordinator. In response, in block 128, the application server receives the transaction results
from the coordinator. Optionally, in block 136, the application server sends the results to a user.

The user may be directly or remotely connected to the application server.

[60] Figure 3 illustrates a flowchart of an embodiment method 140 for coordinating
distributed operations within a transaction across a distributed database, performed by a
coordinator. Initially, in block 142, the coordinator exchanges transaction initiation messages
with an application server. The coordinator receives a transaction initiation message from the
application server. In response, the coordinator sends an application response message to the
application server. In block 143, the coordinator receives an operation from the application
server. Then, in block 146, the coordinator sends a transaction assignment message to the data
nodes assigned to the transaction. In one embodiment, the operation is only sent to the data
nodes participating in the transaction, and is not sent to data nodes which are not participating

in the transaction.

[61] In block 144, the coordinator determines whether the operation will be performed

on a single data node or on multiple data nodes. The coordinator will decide to perform the
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transaction on a single data node when resources are available on a single node to perform the
transaction. On the other hand, the coordinator will decide to perform the transaction on
multiple data nodes when the resources are not available to perform the transaction on a single
data node. The coordinator may choose the fewest nodes which have sufficient resources to
perform the transaction. When the operation will be performed on multiple data nodes, the
coordinator proceeds to block 155 to determine whether the operation is a write transaction or a
read transaction. On the other hand, when the operation will be performed on a single data
node, the coordinator does not generate a DXID, and proceeds to block 148 to send operations
to the data nodes. In some embodiments, the coordinator determines whether the operation is a
read operation or a write operation before determining whether the operation is assigned to a

single data node or to multiple data nodes.

[62] In block 155, the coordinator determines whether the operation is a read operation
or a write operation. When the operation is a read operation, the coordinator proceeds to block
156 to receive the active DXID lists from the data nodes, and does not create a DXID. On the
other hand, when the transaction is a write transaction, the coordinator proceeds to block 159 to
determine whether a DXID exits for this transaction. When a DXID exists for this transaction,
the coordinator proceeds to block 156 to receive lists of active DXIDs from the data nodes.
When a DXID does not exist for this transaction, the coordinator proceeds to block 152 to
generate a DXID for the transaction. After generating the DXID in block 152, the coordinator, in
block 154, sends the DXID to the data nodes. In an embodiment, the coordinator only sends the
DXID to the data nodes participating in the transaction. Then, the coordinator proceeds to
block 156. In one embodiment, the DXID is transmitted along with the operation assignment

message.

[63] In block 156, the coordinator receives a list of active DXIDs from the participating
data nodes. Then, in block 157, the coordinator consolidates these individual DXID lists into a
global DXID list. In block 158, the coordinator sends the global DXID list to the participating

data nodes.

[64] The coordinator then proceeds to block 148 to send operations to the data nodes.
Then, in block 141, the coordinator receives operation results from the data nodes. After
receiving the results from the data nodes in block 148, the coordinator proceeds to block 150 to

send the transaction results to the application server.

[65] Figure 4 illustrates a flowchart for an embodiment method 290 of transaction

committing performed by a coordinator. In an embodiment, the method 290 is performed after
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the method 140. In block 292, the coordinator receives a transaction commit message from the
application server. The coordinator determines whether the transaction is a multi-node
transaction or a single data node transaction, in block 304. When the transaction is a multi-
node transaction, the coordinator proceeds to block 294 to perform a two-phase commit. On
the other hand, when the transaction is a single data node transaction, the coordinator proceeds
to block 306.

[66] In block 306, the coordinator sends a transaction commit message to the data node.

Then, the coordinator proceeds to block 300.

[67] In block 294, the coordinator sends transaction prepare messages to the data nodes.
In response, in block 296, the coordinator receives transaction prepare results from the data
nodes. In block 298, the coordinator sends commit prepare messages to the data nodes. Then,

the coordinator proceeds to block 300.

[68] In block 300, the coordinator receives commit results from the data nodes. Then, in

block 302, the coordinator sends the transaction results to the application server.

[69] Figure 5 illustrates a flowchart of an embodiment method 200 of snapshot
coordination performed by a coordinator. In block 202, the coordinator receives the active
DXID list from the participating data nodes. Then, in block 204, the coordinator generates a
global DXID list from all of the data nodes, representing the global snapshot for active
distributed transactions. The coordinator then sends the global snapshot to the data nodes in
block 206.

[70] Figure 6 illustrates a flowchart for an embodiment method 230 of viewing data,
performed by a data node. Initially, in block 232, the data node encounters apparently viewable
data.

[71] In block 234, the data node determines whether the transaction which created the
data is a multi-node transaction or a single data node transaction. The coordinator may assign
the transaction to a single data node when there is a single data node with sufficient nodes to
perform the transaction. Otherwise, the coordinator assigns the transaction to multiple nodes.
When the transaction which created the data is a single data node transaction, the data node
proceeds to block 238, and the data is viewable. On the other hand, when the transaction which

created the data is a multi-node transaction, the data node proceeds to block 236.

[72] In block 236, the data node determines whether there is confirmation that the

transaction which created the data is committed on all data nodes. When the transaction which
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created the data is committed on all data nodes, the data node proceeds to block 238, and the
data is viewable. On the other hand, when the transaction which created the data is not
committed on all data nodes, the data node proceeds to block 240 and waits. Then, the data
node returns to block 236 to determine whether the transaction which created the data is now
committed on all data nodes. When another concurrent process finishes the commit, the

coordinator sends confirmation to the data nodes.

731 Figure 7 illustrates a flowchart for an embodiment method 160 of distributed
database transactions performed by a data node. Initially, in block 161, the data node receives
an operation assignment message from a coordinator. In block 163, the data node determines
whether this operation is the first operation of the transaction. When this operation is not the
first operation of the transaction, the data node proceeds to block 183 to generate a local
snapshot. On the other hand, when the operation is the first operation of the transaction, the
data node proceeds to block 182 to generate a local XID for the transaction. Then, the data node
proceeds to block 183. In block 183, the data node generates a local snapshot, which contains a

list of currently executing transactions on that data node which have not yet finished.

[74] In block 176, the data node determines whether the operation will be only
performed on this data node, or whether it is a distributed operation to be performed on
multiple data nodes. The operation assignment message may indicate whether the operation is
performed on a single data node or on multiple data nodes. When the operation is a single data
node operation, the data node proceeds to block 170 to perform the operation. On the other
hand, when the operation is a multi-node operation, the data node proceeds to block 162 to

receive a DXID from the coordinator, where the DXID is a global identifier for the transaction.

[75] The data node maps the DXID to a local XID in block 164. Also, this mapping is
added to the local snapshot of the data node. In block 168, the data node sends the local
snapshot to the coordinator. Then, in block 169, the data node receives the global snapshot
from the coordinator. In block 171, the data node updates the local snapshot based on the global

DXID list received from the coordinator.

[76] Next, the data node performs the transaction in block 170. The data node may
receive a global DXID snapshot from the coordinator. The global DXID snapshot depicts the
global DXID mappings and the commit status of the other nodes. When encountering data
which was created by a multi-node transaction, the current operation pauses until confirmation
is received that the operation has committed on all participating data nodes. The data node may

perform method 230 illustrated in Figure 4 when encountering apparently viewable data.
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[771 After performing the transaction in block 170, the data node sends the operation
results to the coordinator in block 174. The data node also sends an indication when the

transaction commits on that data node.

[78] Figure 8 illustrates a flowchart for an embodiment method 310 of committing a
transaction performed by a data node which may be participating in a multi-node write
transaction. In an embodiment, method 310 is performed after method 160. In block 324, the
data node determines whether the transaction is a multi-node transaction or a single data node
transaction. When the transaction is a single data node transaction, the data node proceeds to
block 326, and receives a transaction commit message from the coordinator. The data node
then proceeds to block 320 to commit the transaction. On the other hand, when the transaction

is a multi-node transaction, the data node proceeds to block 312.

[79] In block 312, the data node receives a transaction prepare message from the
coordinator. Also, in block 314, the data node prepares a transaction for committing. Then, in
block 316, the data nodes sends the prepare results to the coordinator. In block 318, the data

node receives a commit prepare message from the coordinator.

[80] In block 320, the data node commits the transaction. Then, in block 322, the data

node sends the commit results to the coordinator.

[81] Figure 9 illustrates a flowchart for an embodiment method 220 of DXID list
generation performed by a data node. In block 222, the data node generates a DXID mapping
for DXIDs of active transactions and local XIDs corresponding to the DXIDs. The data node
also generates an individual DXID list of DXIDs corresponding to active transactions on that
data node. In block 224, the data node sends the individual DXID list to the coordinator. In
block 226, the data node receives a global DXID list from the coordinator, which indicates the

DXIDs for global transactions.

[82] Figure 10 illustrates a message diagram for an embodiment method 190 of
coordinating a distributed database transaction. The transaction may be initiated by an
application running on the application server 192, or may be externally initiated and received by
the application server 192. The application server 192 sends a transaction initiation message to
the coordinator 194 in message 230. The coordinator 194 then sends a transaction reply 250 to

the application server.

[83] The application server 192 sends an operation 252 to the coordinator 194. The

coordinator 194 then assigns the operation to one or more data nodes. In an embodiment,
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single data node transactions are preferred to multi-node transactions. In the example pictured,
the operation is assigned to data node 196 and data node 198. The coordinator 194 sends
transaction initiation messages to data node 196 in message 232 and to data node 198 in

message 234.

[841 In some situations, the coordinator 194 generates a DXID. In an embodiment, the
coordinator 194 generates a DXID only for the first multi-node operation for the transaction.
The DXID is sent by the coordinator to the data node 196 in message 236, and to the data node

198 in message 238.

[85] The data nodes 196 and 198 produce individual DXID lists indicating the DXIDs of
transactions which are active on those data nodes. The data nodes 196 and 198 then send these

DXID lists to the coordinator 194 in the messages 240 and 242, respectively.

[86] The coordinator 194 generates a global DXID list based on the individual DXID lists
received from the data nodes 196 and 198. Then, the coordinator 194 sends the global DXID list

to data node 196 in message 258, and to data node 198 in message 260.

[87] The coordinator 194 sends an operation message to the data node 196 in message
254, and to the data node 198 in the message 256. Next, the data nodes 196 and 198 perform the
operation. When the operation is complete, the data nodes 196 and 198 send the operation
results to the coordinator 194 in message 244 and message 246, respectively. The coordinator
194 then coordinates the received operation results, and sends the operation results to the

application server 192 in message 248.

[88] Figure 11 illustrates a message diagram for an embodiment method 260 of
distributed database coordination when committing a multiple data node distributed write
transaction. The application server 192 initiates a commit for a transaction, and sends an
indication of the transaction commit to the coordinator 194 in message 260. The coordinator 194
then sends the transaction prepare message 264 to the data node 196, and sends the transaction

prepare message 266 to the data node 198.

[89] The data nodes 196 and 198 generate prepare results. The data node 196 sends the
prepare results message 268 to the coordinator, and the data node 198 sends the prepare results

message 270 to the coordinator 194.
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[90] The coordinator 194 determines whether the commit is prepared. When the commit
is prepared, the coordinator 194 sends a commit prepare message 272 to the data node 196, and

sends a commit prepare message 274 to the data node 198.

[91] The data nodes 196 and 198 commit the transaction and generate commit results.
The data node 196 sends the commit results 276 to the coordinator 194, and the data node 198

sends the commit results 278 to the coordinator 194,

[92] The coordinator 194 generates transaction results from the commit results. Then, the

coordinator 194 sends the transaction results 280 to the application server 192.

[93] Figure 12 illustrates a block diagram of an embodiment processing system 600 for
performing methods described herein, which may be installed in a host device. As shown, the
processing system 600 includes a processor 604, a memory 606, and interfaces 610-614, which
may (or may not) be arranged as shown in Figure 12. The processor 604 may be any component
or collection of components adapted to perform computations and/or other processing related
tasks, and the memory 606 may be any component or collection of components adapted to store
programming and/or instructions for execution by the processor 604. In an embodiment, the
memory 606 includes a non-transitory computer readable medium. The interfaces 610, 612, 614
may be any component or collection of components that allow the processing system 600 to
communicate with other devices/components and/or a user. For example, one or more of the
interfaces 610, 612, 614 may be adapted to communicate data, control, or management
messages from the processor 604 to applications installed on the host device and/or a remote
device. As another example, one or more of the interfaces 610, 612, 614 may be adapted to allow
a user or user device (e.g., personal computer (PC), etc.) to interact/communicate with the
processing system 600. The processing system 600 may include additional components not

depicted in Figure 12, such as long term storage (e.g., non-volatile memory, etc.).

[94] In some embodiments, the processing system 600 is included in a network device
that is accessing, or part otherwise of, a telecommunications network. In one example, the
processing system 600 is in a network-side device in a wireless or wireline telecommunications
network, such as a base station, a relay station, a scheduler, a controller, a gateway, a router, an
application server, or any other device in the telecommunications network. In other
embodiments, the processing system 600 is in a user-side device accessing a wireless or wireline

telecommunications network, such as a mobile station, a user equipment (UE), a personal
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computer (PC), a tablet, a wearable communications device (e.g., a smartwatch, etc.), or any

other device adapted to access a telecommunications network.

[95] In some embodiments, one or more of the interfaces 610, 612, 614 connects the
processing system 600 to a transceiver adapted to send and receive signaling over the
telecommunications network. Figure 13 illustrates a block diagram of a transceiver 700 adapted
to send and receive signaling over a telecommunications network. The transceiver 700 may be
installed in a host device. As shown, the transceiver 700 comprises a network-side interface 702,
a coupler 704, a transmitter 706, a receiver 708, a signal processor 710, and a device-side
interface 712. The network-side interface 702 may include any component or collection of
components adapted to transmit or receive signaling over a wireless or wireline
telecommunications network. The coupler 704 may include any component or collection of
components adapted to facilitate bi-directional communication over the network-side interface
702. The transmitter 706 may include any component or collection of components (e.g., up-
converter, power amplifier, etc.) adapted to convert a baseband signal into a modulated carrier
signal suitable for transmission over the network-side interface 702. The receiver 708 may
include any component or collection of components (e.g., down-converter, low noise amplifier,
etc.) adapted to convert a carrier signal received over the network-side interface 702 into a
baseband signal. The signal processor 710 may include any component or collection of
components adapted to convert a baseband signal into a data signal suitable for communication
over the device-side interface(s) 712, or vice-versa. The device-side interface(s) 712 may include
any component or collection of components adapted to communicate data-signals between the
signal processor 710 and components within the host device (e.g., the processing system 600,

local area network (LAN) ports, etc.).

[96] The transceiver 700 may transmit and receive signaling over any type of
communications medium. In some embodiments, the transceiver 700 transmits and receives
signaling over a wireless medium. For example, the transceiver 700 may be a wireless
transceiver adapted to communicate in accordance with a wireless telecommunications protocol,
such as a cellular protocol (e.g., long-term evolution (LTE), etc.), a wireless local area network
(WLAN) protocol (e.g., Wi-Fi, etc.), or any other type of wireless protocol (e.g., Bluetooth, near
field communication (NFC), etc.). In such embodiments, the network-side interface 702
comprises one or more antenna/radiating elements. For example, the network-side interface
702 may include a single antenna, multiple separate antennas, or a multi-antenna array

configured for multi-layer communication, e.g., single input multiple output (SIMO), multiple
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input single output (MISO), multiple input multiple output (MIMO), etc. In other embodiments,
the transceiver 700 transmits and receives signaling over a wireline medium, e.g., twisted-pair
cable, coaxial cable, optical fiber, etc. Specific processing systems and/or transceivers may
utilize all of the components shown, or only a subset of the components, and levels of

integration may vary from device to device.

[97] While this invention has been described with reference to illustrative embodiments,
this description is not intended to be construed in a limiting sense. Various modifications and
combinations of the illustrative embodiments, as well as other embodiments of the invention,
will be apparent to persons skilled in the art upon reference to the description. It is therefore

intended that the appended claims encompass any such modifications or embodiments.
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WHATIS CLAIMED IS:

1. A method for maintaining consistency in distributed databases, comprising:
receiving, by a coordinator from an application server, a transaction initiation message
for a transaction;
determining whether to generate a distributed transaction identifier (DXID) for the
transaction, comprising:
determining whether the transaction will be performed on a single data node or
on multiple data nodes;
determining to generate the DXID in response to determining that the
transaction will be performed on the multiple data nodes; and
generating, by the coordinator, the DXID corresponding to the transaction in
response to determining to generate the DXID for the transaction;
sending, by the coordinator directly to a first data node, the DXID;
sending, by the coordinator directly to a second data node, the DXID; and
performing the transaction using the DXID.

2. The method of claim 1, further comprising assigning the transaction to the first data
node and to the second data node and avoiding sending the DXID to a third data node not

assigned to the transaction.

3. The method of claim 1, further comprising:

sending, by the coordinator to the first data node, a first transaction initiation message;
and

sending, by the coordinator to the second data node, a second transaction initiation
message.
4. The method of claim 1, wherein determining whether the transaction will be performed

on the single data node or on the multiple data nodes comprises determining that the
transaction will be performed on the single data node in response to sufficient resources on the

single data node being available to perform the transaction.

5. The method of claim 1, wherein determining whether to generate the DXID for the
transaction comprises:

determining whether the transaction is a write transaction or a read transaction; and
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determining to generate the DXID in response to determining that the transaction is a

write transaction.

6. The method of claim 1, further comprising:

receiving, by the coordinator from the first data node, a first DXID list of DXIDs active
on the first data node;

receiving, by the coordinator from the second data node, a second DXID list of DXIDs
active on the second data node;

determining a global DXID list in accordance with the first DXID list and the second
DXID list;

transmitting, by the coordinator to the first data node, the global DXID list; and

transmitting, by the coordinator to the second data node, the global DXID list.

7. The method of claim 1, further comprising;:
receiving, by the coordinator from the first data node, a first local snapshot;
receiving, by the coordinator from the second data node, a second local snapshot;
generating a global snapshot in accordance with the first local snapshot and the second
local snapshot;
sending, by the coordinator to the first data node, the global snapshot; and

sending, by the coordinator to the second data node, the global snapshot.

8. The method of claim 1, wherein determining whether to generate the DXID for the
transaction comprises:

determining whether the DXID already exists for the transaction;

determining to generate the DXID in response to determining that the DXID does not
already exist for the transaction; and

determining not to generate the DXID in response to determining that the DXID already
exists for the transaction.

9. The method of claim 1, further comprising:
sending, by the coordinator to the first data node, a first operation request;
sending, by the coordinator to the second data node, a second operation request;
receiving, by the coordinator from the first data node, a first operation result;

receiving, by the coordinator from the second data node, a second operation result;
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sending, by the coordinator to the application server, the first operation result; and

sending, by the coordinator to the application server, the second operation result.

10. The method of claim 1, further comprising:

sending, by the coordinator to the application server, a transaction response message;

and
receiving, by the coordinator from the application server, an operation command
message.
11. The method of claim 1, further comprising:
receiving, by the coordinator from the application server, a transaction commit message
for the transaction;
performing a two phase commit in response to receiving the transaction commit message;
and
sending, by the coordinator to the application server, transaction results.
12. The method of claim 11, wherein performing the two phase commit comprises:
sending, by the coordinator to the first data node, a first transaction prepare message;
sending, by the coordinator to the second data node, a second transaction prepare
message;
receiving, by the coordinator from the first data node, a first transaction prepare result;
receiving, by the coordinator from the second data node, a second transaction prepare
result;
sending, by the coordinator to the first data node, a first commit prepare message;
sending, by the coordinator to the second data node, a second commit prepare message;
receiving, by the coordinator from the first data node, a first commit result; and
receiving, by the coordinator from the second data node, a second commit result.
13. A method for maintaining consistency in distributed databases, comprising:

receiving, by a data node from a coordinator, an operation assignment message for an
operation of a first transaction;

generating a local snapshot by the data node;

determining whether to perform DXID management; and

performing distributed transaction identifier (DXID) management in response to

determining to perform DXID management, comprising:
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receiving, by the data node from the coordinator, a DXID corresponding to the
first transaction;

mapping the DXID to a local transaction identifier (XID) for the first transaction;

generating a list of active DXIDs on the data node;

sending, by the data node to the coordinator, the list of active DXIDs;

receiving, by the data node from the coordinator, a list of globally active DXIDs;

and
updating a local snapshot in accordance with the list of globally active DXIDs.
14. The method of claim 13, wherein determining whether to perform DXID management
comprises:
determining whether a portion of the first transaction is performed on other data node;
and

determining to perform DXID management in response to determining that the portion

of the first transaction is performed on the other data nodes.

15. The method of claim 13, further comprising;:
determining whether the operation is a first operation of the first transaction; and
generating the local XID in response to determining that the operation is the first

operation of the first transaction.

16. The method of claim 13, further comprising:
performing the operation to produce operation results; and

sending, by the data node to the coordinator, the operation results.

17. The method of claim 16, wherein performing the operation comprises:

attempting to access potentially viewable data;

determining whether a second transaction which created the potentially viewable data is
a multi-node transaction or a single node transaction;

determining whether confirmation is received that the second transaction is committed
on all data nodes in response to determining that the potentially viewable data is the multi-node
transaction; and

determining that the potentially viewable data is viewable in response to determining
that the first transaction is a single data node transaction or that confirmation is received that

the second transaction is committed on all data nodes.
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18. The method of claim 16, further comprising;:
receiving, by the data node from the coordinator, a transaction prepare message;
preparing the first transaction for committing, to produce prepare results;
sending, by the data node to the coordinator, the prepare results;
receiving, by the data node from the coordinator, a commit prepare message;
committing the first transaction to produce transaction results; and

sending, by the data node to the coordinator, the transaction results.

19. A coordinator for maintaining consistency in distributed databases, comprising:
a non-transitory memory storage comprising instructions; and
one or more processors in communication with the memory, wherein the one or more
processors execute the instructions to:
receive, from an application server, a transaction initiation message for a
transaction;
determine whether to generate a distributed transaction identifier (DXID) for the
transaction, comprising instructions to:
determine whether the transaction will be performed on a single data
node or on multiple data nodes; and
determine to generate the DXID in response to determining that the
transaction will be performed on the multiple data nodes; and
generate the DXID corresponding to the transaction in response to determining
to generate the DXID for the transaction;
send, directly to a first data node, the DXID and
send, directly to a second data node, the DXID; and
perform the transaction using the DXID.

20. A data node for maintaining consistency in a distributed database, comprising:
a non-transitory memory storage comprising instructions; and
one or more processors in communication with the memory, wherein the one or more
processors execute the instructions to:
receive, from a coordinator, an operation assighment message for an operation of
a first transaction;
generate a local snapshot;
determine whether to perform DXID management; and

perform distributed transaction identifier (DXID) management in response to
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determining to perform DXID management, comprising:

receive, from the coordinator, a DXID corresponding to the first

transaction;

map the DXID to a local transaction identifier (XID) for the first
transaction;

generate a list of active DXIDs on the data node;

send, to the coordinator, the list of active DXIDs;

receive, from the coordinator, a list of globally active DXIDs; and

update a local snapshot in accordance with the list of globally active
DXIDs.

_27_



WO 2018/068703 PCT/CN2017/105540

1/8
11 2\ APPLICATION
SERVER
|
114 114 114 1o
\ \ /

COORDINATOR COORDINATOR COORDINATOR

DATA DATA DATA | _ .. DATA
NODE NODE NODE NODE
/ / N N
118 118 118 118
120
FIG. 1 '/
122~ INITIATE TRANSACTION
126~ SEND TRANSACTION INITIATION
MESSAGE TO COORDINATOR
124~  RECEIVE INITIATION REPLY
FROM COORDINATOR
130~ SEND OPERATION MESSAGE
TO COORDINATOR
RECEIVE OPERATION RESULT
132 FROM COORDINATOR
SEND TRANSACTION
138-7 COMMIT TO COORDINATOR
RECEIVE TRANSACTION
128-"| RESULTS FROM COORDINATOR
SEND TRANSACTION
136" RESULTS TO USER

FIG. 2



WO 2018/068703

2/8

142~

EXCHANGE TRANSACTION INITIATION
MESSAGES WITH APPLICATION SERVER

v

143~

RECEIVE OPERATION FROM
APPLICATION SERVER

v

146~

SEND TRANSACTION INITIATION
MESSAGE TO DATA NODE(S)

144
WILL

OPERATION BE
PERFORMED ON A YES

PCT/CN2017/105540

140

'/

SINGLE DATA
NODE?

IS THE
OPERATION A WRITE
TRANSACTION?

DOES
A DXID EXIST FOR THIS
TRANSACTION?

YES

v

SEND OPERATION
TO DATA NODE(S)

|~ 148

!

RECEIVE OPERATION
RESULTS FROM
DATA NODES

-~ 141

!

SEND OPERATION
RESULTS TO
APPLICATIONS SERVER

™~ 150

1521

GENERATE DXID FOR TRANSACTION

Y

154~

SEND DXID TO DATA NODES

\ B

156~

RECEIVE LIST OF ACTIVE
DXIDs FROM DATA NODES

Y

157

DETERMINE GLOBAL DXID LIST

A

158~

SEND GLOBAL DXID LIST
TO DATA NODE(S)

FIG. 3



WO 2018/068703

3/8

PCT/CN2017/105540

292~_| RECEIVE TRANSACTION COMMIT 290
FROM APPLICATION SERVER v
304
IS THE
TRANSACTION
A MULTI-NODE
TRANSACTION?
SEND TRANSACTION | 41
COMMIT MESSAGE |~
TO DATA NODE
294~ | SEND TRANSACTION PREPARE
MESSAGE TO DATA NODES
296~_| RECEIVE TRANSACTION PREPARE
RESULTS FROM DATA NODES
SEND COMMIT PREPARE
298-1  MESSAGE TO DATA NODES
v
RECEIVE COMMIT RESULTS
300 FROM DATA NODES 230
I 939~ | ENCOUNTER y
SEND TRANSACTION RESULTS ™ APPARENTLY
302 TO APPLICATION SERVER VIEWABLE DATA
FIG. 4
IS TRANSACTION
WHICH CREATED THE
200 DATA A MULTI-NODE
\‘ TRANSACTION?
202 RECEIVE LOCAL
™ ACTIVE DXID LISTS
FROM DATA NODES IS THERE
1 CONFIRMATION THAT
SENERATE GLOBAL THE TRANSACTION IS (]
2041 OXID LIST COMMITTED? DATA IS
7 VIEWABLE
SEND GLOBAL DXID 2\38
206-"| LIST TO DATA NODES 2801 PAUSE
FIG. 5

FIG. 6



WO 2018/068703 PCT/CN2017/105540

4/8
160
161~ RECEIVE OPERATION ,/
ASSIGNMENT MESSAGE
FROM COORDINATOR

IS THE
OPERATION THE FIRST
OPERATION OF THE
TRANSACTION?

GENERATE | - 182
LOCAL XID

NOT. |
LD

183~ GENERATE LOCAL SNAPSHOT

WILL
OPERATION BE ONLY
PERFORMED ON THIS
DATA NODE?

YES

RECEIVE DXID FROM
162~ COORDINATOR

Y

164-"1 MAP DXID TO LOCAL XID

Y

SEND ACTIVE DXID LIST
168" TO COORDINATOR

\ i
RECEIVE GLOBAL DXID
169"  LIST FROM COORDINATOR

!

171-1 UPDATE LOCAL SNAPSHOT

A

\
170~ PERFORM TRANSACTION

v

SEND RESULTS TO
174" COORDINATOR

FIG. 7




WO 2018/068703

IS THE
TRANSACTION
A MULTI-NODE
TRANSACTION?

YES

PCT/CN2017/105540

5/8

310

Y

RECEIVE TRANSACTION
COMMIT MESSAGE
FROM COORDINATOR

326

RECEIVE TRANSACTION
PREPARE MESSAGE
FROM COORDINATOR

312~

Y

PREPARE TRANSACTION
FOR COMMIT

314~

Y

SEND PREPARE RESULTS

316 TO COORDINATOR

Y

RECEIVE COMMIT PREPARE
318-"| MESSAGE FROM COORDINATOR

-

L\

3901 COMMIT TRANSACTION

Y

SEND COMMIT RESULTS
TO COORDINATOR

322

FIG. 8

220

1

222~ GENERATE DXID MAPPING
AND INDIVIDUAL DXID LIST

Y

SEND INDIVIDUAL DXID
LIST TO COORDINATOR

224"

Y

RECEIVE GLOBAL DXID
226-"| LISTFROMCOORDINATOR

FIG. 9



WO 2018/068703

6/8

PCT/CN2017/105540

FIG. 10

190
192 3 194 196 198
N\ N\ / /
APPLICATION DATA DATA
SERVER COORDINATOR NODE NODE
TRANSACTION
INITATION
2§0 TRANSACTION
) REPLY
-/
250 ypeRation .
% i TRANSACTION
252 INITIATION R
v -
232 TRANSACTION INITIATION R
N -
DXID | 234
7 -
236 DXID -
S -
~ INDIVIDUALDXIDLIST | 238
) /
) 240 INDIVIDUAL DXID LIST
) N
GLOBALDXIDLIST | 242
v -
258  GLOBAL DXIDLIST R
N -
OPERATION 260
y -
254 OPERATION R
< -
~ OPERATIONRESULTS | 256
) /
J 244 OPERATION RESULTS
) N
~ OPERATION RESULTS 246
) /
248




WO 2018/068703 PCT/CN2017/105540

7/8
?60
192 194 196 198
N\ N\ / /
APPLICATION DATA DATA
SERVER COORDINATOR NODE NODE
TRANSACTION COMMIT
| TRANSACTION
262 PREPARE .
y -
264 TRANSACTION PREPARE R
N -
~ PREPARE RESULTS 266
) 4
) 268  PREPARE RESULTS
) N
COMMITPREPARED | 270
v -
272 COMMIT PREPARED R
S -
~ COMMITRESULTS 274
) %
) 276 COMMIT RESULTS
TRANSACTION | N
j RESULTS 278
) /
280

FIG. 11



WO 2018/068703

PCT/CN2017/105540

8/8
'EOO
614~  INTERFACE
610 604 612
N \ /
INTERFACE PROCESSOR INTERFACE
606—1  MEMORY
FIG. 12
"\
712 710 706 704 702
\ \ / / /
| TRANSMITTER (H
DEVICE-SIDE | © SIGNAL NETWORK-SIDE
INTERFACE(S) | o | PROCESSOR COUPLER 1 INTERFACE(S)
| RECEVER
\
708 FIG. 13




INTERNATIONAL SEARCH REPORT International application No.
PCT/CN2017/105540

A. CLASSIFICATION OF SUBJECT MATTER
GO6F 17/30(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

WPIL, EPODOC, CNPAT, CNKI, GOOGLE: node, distributed, server, initation, IDENTIFI+, application, generat+, transaction

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2015120645 A1 (FUTUREWEI TECHNOLOGIES, INC.) 30 April 2015 (2015-04-30) 1-16, 18-20
see description, paragraphs [0033]-[0037], figures 4-5

A CN 103116596 A (SAP AG) 22 May 2013 (2013-05-22) 1-20
the whole document

A CN 105608086 A (ZTE CORP.) 25 May 2016 (2016-05-25) 1-20
the whole document

A US 2015261563 A1 (INTERNATIONAL BUSINESS MACHINES CORPORATION) 17 1-20
September 2015 (2015-09-17)
the whole document

A US 2015319265 A1 (HEWLETT-PACKARD DEVELOPMENT COMPANY, L.P.) 05 1-20
November 2015 (2015-11-05)
the whole document

DFurther documents are listed in the continuation of Box C. See patent family annex.

*  Special categories of cited documents: “1  later docume_nt publi_shed_ after the ir}terpational _filing date or priority
wan definine th | fth hichi idered date and not in conflict with the application but cited to understand the
A ocument defining the general state of the art which 1s not considere principle or theory underlying the invention
to be of particular relevance g . . .
. . - . . . “X” document of particular relevance; the claimed invention cannot be
E” ecarlier application or patent but published on or after the international considered novel or cannot be considered to involve an inventive step
filing date ) o ) o when the document is taken alone
“L” document which may throw doubts on priority claim(s) or which is «y* document of particular relevance; the claimed invention cannot be
cited to establish the publication date of another citation or other considered to involve an inventive step when the document is
special reason (as specified) combined with one or more other such documents, such combination
«“0” document referring to an oral disclosure, use, exhibition or other being obvious to a person skilled in the art
means «&” document member of the same patent family

«p” document published prior to the international filing date but later than
the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report
25 December 2017 11 January 2018
Name and mailing address of the ISA/CN Authorized officer
STATE INTELLECTUAL PROPERTY OFFICE OF THE
P.R.CHINA
6, Xitucheng Rd., Jimen Bridge, Haidian District, Beijing DING,Wenqing
100088
China
Facsimile No. (86-10)62019451 Telephone No. (86-10)62414036

Form PCT/ISA/210 (second sheet) (July 2009)



INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members

PCT/CN2017/105540
. Patc.ant document Publication date Patent family member(s) Publication date
cited in search report (day/month/year) (day/month/year)
us 2015120645 Al 30 April 2015 CN 105684377 A 15 June 2016
WO 2015062444 Al 07 May 2015
EP 3058690 Al 24 August 2016
CN 103116596 A 22 May 2013 EP 2595068 A2 22 May 2013
us 2013124475 Al 16 May 2013
CN 105608086 A 25 May 2016 WO 2016078423 Al 26 May 2016
us 2015261563 Al 17 September 2015 None
us 2015319265 Al 05 November 2015 None

Form PCT/ISA/210 (patent family annex) (July 2009)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - wo-search-report
	Page 39 - wo-search-report

