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IMMEDIATE CONNECTION FOLLOWING
DEVICE DISCOVERY

Inventors: Augustin Prats and Joakim Linde

BACKGROUND

Field
[001] The described embodiments relate to techniques for communicating information

between electronic devices.

Related Art

[002] Many modern electronic devices include a networking subsystem that is used to
wirelessly communicate with other electronic devices. For example, these electronic devices can
include a networking subsystem with a cellular network interface (UMTS, LTE, ctc.), a wireless
local area network interface (e.g., a wireless network such as described in the Institute of
Electrical and Electronics Engineers (JEEE) standards 802.11 or Bluetooth™ from the Bluctooth
Special Interests Group of Kirkland, Washington), and/or another type of wireless interface. In
some of these electronic devices, the network interfaces can be used to detect other electronic
devices as part of a process for enabling communication between the electronic devices. For
example, one electronic device can broadcast an advertising frame which includes encoded
information that indicates a network address of the electronic device, and another electronic
device can monitor for the advertising frame to detect the electronic device. Once the other
electronic device detects or discovers the electronic device, a connection protocol may be
followed to establish a connection between them.

[003] However, there is typically a significant delay between discovery of the electronic
device and establishing the connection. For example, monitoring for the advertising frame by the
other electronic device usually occurs during a scan window in a scanning operating mode. Even
if the advertising frame is received, the other electronic device may continue monitoring for
additional advertising frames for a predefined duration of the scanning operating mode or state.
Then, the other electronic device may transition to an initiating (connecting) operating mode or

state, and may establish the connection. In addition to increasing the time needed to establish the
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connection, this delay can also increase power consumption, which is a problem in portable

electronic devices, such as battery-powered portable electronic devices.

SUMMARY

[004] The described embodiments include an electronic device. This electronic device
includes: an antenna; an interface circuit, coupled to the antenna, that communicates with other
electronic devices; and control logic coupled to the interface circuit. This control logic activates
a communication channel having a carrier frequency in a radio in the interface circuit to listen for
an advertising frame of interest from another electronic device during a scan window having a
predefined duration. If the advertising frame of interest is received from the other electronic
device, the control logic terminates the listening before the predefined duration has expired and,
using the communication channel in the radio, transmits a connect request to the other electronic
device to establish a connection with the other electronic device.

[005] Note that the advertising frame may be of interest when a connection has
previously been established with the other electronic device.

[006] In some embodiments, the advertising frame includes an encoded address, and the
control logic determines an actual address of the other electronic device.

[007] Morcover, the communication between the electronic device and the other
clectronic device may use Bluetooth™ Furthermore, the connect request may be transmitted
without waiting for an initiation state of the electronic device.

[008] Another embodiment provides an integrated circuit that includes the interface
circuit and the control logic.

[009] Another embodiment provides a method for communicating between electronic
devices, which may be performed by the integrated circuit. During operation, the integrated
circuit activates the communication channel having the carrier frequency in the radio in the
interface circuit to listen for the advertising frame of interest from the other electronic device
during the scan window having the predefined duration. If the advertising frame of interest is
received from the other electronic device, the integrated circuit terminates the listening before the
predefined duration has expired and, using the communication channel in the radio, transmits the
connect request to the other electronic device to establish the connection with the other electronic

device.

BRIEF DESCRIPTION OF THE FIGURES
[010] FIG. 1 is a flow diagram illustrating a method for communicating between

electronic devices in accordance with an embodiment of the present disclosure.
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[011] FIG. 2 is a flow diagram illustrating a method for communicating between
electronic devices in accordance with an embodiment of the present disclosure.

[012] FIG. 3 is a flow diagram illustrating a method for communicating between
electronic devices in accordance with an embodiment of the present disclosure.

[013] FIG. 4 is a flow diagram illustrating a method for communicating between
electronic devices in accordance with an embodiment of the present disclosure.

[014] FIG. 5 is a timeline diagram illustrating scanning and initiation for two electronic
devices in accordance with the described embodiments.

[015] FIG. 6 is a flow diagram illustrating a method for communicating between
electronic devices in accordance with an embodiment of the present disclosure.

[016] FIG. 7 is a flow diagram illustrating a method for communicating between
electronic devices in accordance with an embodiment of the present disclosure.

[017] FIG. 8 is a block diagram illustrating a group of electronic devices wirelessly
communicating in accordance with an embodiment of the present disclosure.

[018] FIG. 9 is a block diagram illustrating an electronic device in accordance with an
embodiment of the present disclosure.

[019] FIG. 10 is a block diagram illustrating an integrated circuit in accordance with an
embodiment of the present disclosure.

[020] Note that like reference numerals refer to corresponding parts throughout the
drawings. Moreover, multiple instances of the same part are designated by a common prefix

separated from an instance number by a dash.

DETAILED DESCRIPTION

[021] FIG. I presents a flow diagram illustrating a method 100 for communicating
between electronic devices, which may be performed by electronic device 900 (FIG. 9) or
integrated circuit 1000 (FIG. 10) (which may be included in electronic device 900 in FIG. 9).
During operation, the integrated circuit receives an advertising frame containing an address (such
as address P2) from another electronic device (operation 110). For example, the advertising
frame may include a header with a randomly generated (or pseudo-randomly generated) address
(or network address) for the other electronic device. Using the Bluetooth™ communication
protocol as an illustration, the other electronic device may be peripheral and the electronic device
(or the integrated circuit) that receives the advertising frame while scanning may be central.
Moreover, the address may be generated by combining a portion of the Media Access Control
(MAC) address of the other electronic device with a random number (i.e., a random number and a

signature). In some embodiments, three bytes of the MAC address of the other electronic device



WO 2013/184440 4 PCT/US2013/042899

are run through a hash function and combined with a random number. This combination may be
encrypted, for example, using a 128-bit Advanced Encryption Standard (4ES) encryption
technique.

[022] In order to offer privacy when advertising, the address included in the advertising
frames that are transmitted by the other electronic device may be periodically changed (for
example, every 15 minutes). However, if a connection was already established between the other
electronic device and the electronic device (or the integrated circuit), then when the advertising
frame is received in operation 110, it may (erroneously) result in the other electronic device
being detected or discovered as a new electronic device in the network. As a consequence, the
electronic device (or the integrated circuit) may subsequently transmit a connect request and
establish an (unnecessary) duplicate connection with the other electronic device.

[023] To prevent this problem from occurring, the integrated circuit determines if a
connection has already been established (operation 112) with the other electronic device using
another address, such as a previous version of the address (for example, other address P1) that
was generated with the aforementioned technique (and which may be different from the address
P2). In particular, the integrated circuit may determine the MAC addresses corresponding to the
other address P1 and to the address P2 to determine if they are the same. If so, instead of
establishing another connection with the other electronic device using the address, the integrated
circuit continues to use the connection with the other electronic device using the other address
(operation 114).

[024] For example, if an application executing in an environment on the electronic
device tries to establish a connection with the other electronic device based on the ‘discovered’
address P2, the integrated circuit may indicate to the application that a connection has already
been established with the same electronic device at the other address P1. To facilitate this, the
integrated circuit may store information (such as a pointer) in a memory that relates the address
P2 and the other address P1. In this way, two physical links to the same peripheral may be
prevented, thereby reducing power consumption and conserving limited network resources.

[025] However, if a connection has not already been established with the other
electronic device using another address (operation 112), the integrated circuit may establish a
connection with the other electronic device using the address (operation 116). Thus, if the MAC
addresses corresponding to the other address P1 and to the address P2 are different, or there is
currently no connection between the electronic device and the other electronic device, a new
connection may be established.

[026] The operations in method 100 are further illustrated in FIG. 2. In this figure, time

progresses from top to bottom.
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[027] In an alternative approach for dealing with the problem of duplicate connections,
the integrated circuit in the electronic device makes it appear as if the address P2 was never
detected or discovered. In particular, when the other electronic device changes from the other
address P1 to the address P2, it first communicates this information (for example, in a payload of
a packet) to the electronic device (or the integrated circuit) using the other address P1 in the
header of the packet. After receiving this packet, the integrated circuit stores the relationship
between the other address P1 and the address P2 (for example, in a memory).

[028] Subsequently, when frames or packets are received from the other electronic
device with headers that include the address P2, the integrated circuit modifies these frames or
packets, replacing the address P2 with the address P1, so that it appears that the frames or
packets came from the other electronic device having the other address P1. In this way, the
application executing in the environment of the electronic device may never know that the other
electronic device was detected or discovered in the network at the address P2. This approach can
prevent confusion on the part of a user of the application. Note that the modification of the
packets may continue until the connection between the electronic device and the other electronic
device is broken or reset.

[029] This technique is shown in FIG. 3, which presents a flow diagram illustrating a
method 300 for communicating between electronic devices, which may be performed by
electronic device 900 (FIG. 9) or integrated circuit 1000 (FIG. 10) (which may be included in
electronic device 900 in FIG. 9). During operation, the integrated circuit receives the packet
(such as an advertising frame) containing the address (such as the address P2) from the other
electronic device (operation 310). Then, the integrated circuit determines if a connection has
already been established (operation 312) with the other electronic device using the other address,
such as the other address P1. If so, the integrated circuit modifies the packet by replacing the
address with the other address (operation 314) so that it appears as if the packet was received via
the connection with the other electronic device using the other address. Otherwise, the integrated
circuit leaves the packet unchanged (operation 316).

[030] The operations in method 300 are further illustrated in FIG. 4. In this figure, time
progresses from top to bottom. Note that, when advertising frames with address P2 are received
by the networking subsystem, the application in an upper software stack takes no action (i.e.,
does not instruct the networking subsystem to establish a connection with the other electronic
device at address P2) because the networking subsystem modifies these advertising frames and
replaces address P2 with address P1.

[031] In existing Bluctooth™ network interfaces, the electronic device (or the integrated

circuit) may have two distinct operating modes or states. During a scanning state, the electronic
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device listens for advertising frames from other (unknown) electronic devices in a network (such
as the other electronic device). In particular, during a scan interval, there are scan windows when
the electronic device listens for advertising frames. If an advertising frame is received, at other
times during the scan interval the electronic device may transmit a scan request to request more
information from the other electronic device.

[032] Furthermore, in existing Bluetooth™ network interfaces, after a predefined
duration of the scan interval (such as 110-120 ms), there is a separate initiating state, during
which the electronic device can establish a connection with a previously discovered electronic
device, such as the other electronic device. For example, during the initiating state, the electronic
device may listen for advertising frames. If another advertising frame from the other electronic
device is received (in addition to the advertising frame received during the scanning state), the
electronic device may transmit a connect request to the other electronic device.

[033] However, because the scanning state typically has the predefined duration, there is
often a significant delay between when the other electronic device is discovered and when the
connection is subsequently established. Moreover, because the interface circuit is active
throughout the scan time, the electronic device may also needlessly consume additional power.

[034] Both of these problems can be addressed by merging the scanning state and the
initiating state into a common operating mode or state. In particular, when the electronic device
receives an advertising frame from the other electronic device when scanning or listening, the
electronic device may immediately determine if the discovered other electronic device is of
interest (for example, if the electronic device has previously received an advertising frame from
the other electronic device or has previously been connected to the other electronic device). If
yes, without waiting for expiration of the predefined scan interval or for the initiation state of the
electronic device, the electronic device may transmit a connect request to establish a connection
with the other electronic device. In this way, the time to connect may be reduced by more than a
factor of two, with a commensurate reduction in power consumption.

[035] This communication technique is shown in FIG. 5, which presents a timeline 500
illustrating scanning and initiation for two electronic devices. When the electronic device
receives advertising frame 510-2 transmitted by the other electronic device, it determines that this
is an advertising frame of interest based on the earlier receipt of advertising frame 510-1
transmitted by the other electronic device. As a consequence, the electronic device switches its
radio from receive to transmit, and transmits a connect request. Therefore, scan window 512-2 is
reduced in duration, as opposed to the normal predefined duration illustrated for scan window

512-1.
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[036] In addition, the communication technique is shown in FIG. 6, which presents a
flow diagram illustrating a method 600 for communicating between electronic devices. Note that
method 600 may be performed by electronic device 900 (FIG. 9) or integrated circuit 1000 (FIG.
10) (which may be included in electronic device 900 in FIG. 9).

[037] During operation, the integrated circuit activates a communication channel having
a carrier frequency in a radio in the interface circuit to listen for the advertising frame of interest
(operation 610) from the other electronic device during the scan window having the predefined
duration. If the advertising frame of interest is received from the other electronic device
(operation 612), the integrated circuit terminates the listening (operation 614) before the
predefined duration has expired and, using the communication channel in the radio, transmits the
connect request (operation 614) to the other electronic device to establish the connection with the
other electronic device. Otherwise, the integrated circuit takes no action (operation 616) so that
the scanning continues until the predefined duration has expired.

[038] In some embodiments, the advertising frame received in operation 612 includes an
encoded address (such as the randomly generated address discussed previously with reference to
FIG. 1). If the electronic device and the other electronic device were previously paired (i.e., if
the electronic device and the other electronic device were previously connected), the electronic
device may have information specifying the hash function and/or the random number generator,
which may be used to determine an actual address of the other electronic device (such as the
MAC address). This actual (physical) address may allow the electronic device to determine if the
advertising frame (and, thus, the other electronic device) is of interest.

[039] After the connection is established, the electronic device may attempt to access
services supported by the other electronic device, as well as associated data. However, before the
electronic device can access this information, it typically must obtain the information specifying
the services supported by the other electronic device and the details of how this data is arranged
or stored in the other electronic device (which is sometimes referred to as a ‘remote data
structure’). This information is often obtained by transmitting a set of request messages from the
electronic device to the other electronic device, and receiving a corresponding set of response
messages from the other electronic device to the electronic device. Typically, the sequence of
request and response messages can take more than a second to communicate. This delay can be
frustrating to a user of the electronic device, may degrade the user experience, and may increase
power consumption.

[040] These problems can be addressed by caching the remote data structure. However,
the representation of the remote data structure may be incomplete, and obtaining all of this

information may be unduly time-consuming.
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[041] In a more efficient and tractable approach (which is sometimes referred to as an
‘attribute protocol’), the electronic device may cache the results of discovery queries or requests,
as well as the type and parameters of the discovery request. In this way, the partial cache will
indicate whether the discovery was complete or partial, and whether the desired information was
obtained.

[042] This communication technique is shown in FIG. 7, which presents a flow diagram
illustrating a method 700 for communicating between electronic devices, which may be
performed by electronic device 900 (FIG. 9) or integrated circuit 1000 (FIG. 10) (which may be
included in electronic device 900 in FIG. 9). During operation, the electronic device transmits a
request packet to the other electronic device with a discovery request (operation 710). Moreover,
the electronic device stores information specifying the discovery request (operation 712). Ifa
response packet with an answer to the discovery request is received from the other electronic
device (operation 714), the electronic device stores additional information included in the answer
(operation 716), where the additional information specifies a position in an information hierarchy
in the other electronic device and a data format associated with the position. Otherwise, no
additional information is stored (operation 718).

[043] Note that the position in the hierarchy may include a service, and the data format
may include: a start position, an end position, and an identifier. Alternatively or additionally, the
position in the hierarchy may include a characteristic associated with a service, and the data
format may include: a start position, an end position, a permission, and an identifier. However,
the stored information may exclude one or more data value(s) at the position in the hierarchy,
such as character values.

[044] By partially caching the information and the additional information, the electronic
device may significantly reduce the number of request and response messages, and thus the delay
and the power consumption, when the electronic device subsequently accesses data in the
information hierarchy. In particular, while obtaining the stored additional information is time-
consuming a first time there is a connection between the electronic device and the other
electronic device, this discovery process (including the request messages and the response
messages) may only need to be performed once. Subsequently, when a connection is established
between the electronic device and the other electronic device, the electronic device already
knows the details of the information hierarchy (i.e., the data structure) in the other electronic
device, and can immediately request (within a couple of hundred milliseconds) desired
information or data, such as a character value at a position in the data structure.

[045] For example, the other electronic device may be an exercise monitor that stores a

heart rate of a user. This exercise monitor may offer a set of services, such as service S1 (such as
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heart-rate monitor), service S2, and service §3. Each of these services may have a start position
in the information hierarchy, such as a flat map (or, more generally, a data structure), an end
position in the flat map, and an identifier. Moreover, service S1 may have associated
characteristics, such as beats per minute C1, amplitude C2, and sensor location C3, and
corresponding character values (or data).

[046] If the electronic device transmits one or more discovery requests about services S1
and $4, a software module executing in the environment of the electronic device may store or
cache these requests. Because service $4 does not exist, an answer may not be received. This
information may also be stored by the software module. (Alternatively, the absence of additional
stored information may indicate that an answer was not received.) The answer to the discovery
request about service S1 may include start position 3 in the information hierarchy, end position
10 in the information hierarchy, and an identifier.

[047] If the electronic device is subsequently connected to the other electronic device
again, the stored information about service S1 is available so it does not need to be requested
again.

[048] In some embodiments, the services on the other electronic device include service
S0. This service may include information indicating whether the data structure (or the
information hierarchy) has changed and what was changed. Based on this information, the
electronic device may remove some or all of the cached information for the remote data structure
based on one or more caching preferences. Alternatively or additionally, the electronic device
may remove some or all of the cached information for the remote data structure: if the connection
is broken; if the address associated with the other electronic device cannot be reversed to the
corresponding MAC address; and/or when the networking subsystem is powered off.

[049] In some embodiments of the preceding methods, there may be additional or fewer
operations. Moreover, the order of the operations may be changed, and/or two or more
operations may be combined into a single operation.

[050] We now describe embodiments of the electronic device and a system that includes
multiple electronic devices. FIG. 8 presents a block diagram illustrating a group of electronic
devices 810 wirelessly communicating. In particular, these electronic devices may wirelessly
communicate while: discovering one another by scanning wireless channels, transmitting
advertising frames on wireless channels, establishing connections by transmitting connect
requests, and/or partially caching remote data structures.

[051] As described further below with reference to FIGs. 9 and 10, each of clectronic
devices 810 may include subsystems, such as a networking subsystem, a memory subsystem and

a processor subsystem. In addition, electronic devices 810 may include radios 812 in the
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networking subsystems. More generally, electronic devices 810 can include (or can be included
within) any electronic devices with the networking subsystems that enable electronic devices 810
to wirelessly communicate with another electronic device. This can comprise transmitting
advertising frames on wireless channels to enable electronic devices to make initial contact,
followed by exchanging subsequent data/management frames (such as connect requests) to
establish a connection, configure security options (e.g., IPSEC), etc.

[052] As can be seen in FIG. 8, wireless signals 814 (represented by jagged lines) are
transmitted from a radio 812-1 in electronic device 810-1. These wireless signals 814 are
received by radios 812-2 and 812-3 in electronic devices 810-2 and 810-3, respectively.

[053] In the described embodiments, processing an advertising frame in either of
electronic devices 810-2 and 810-3 includes: receiving wireless signals 814 with the advertising
frame; decoding/extracting the advertising frame from received wireless signals 814 to acquire
the advertising frame; and processing the advertising frame to determine information contained
in the advertising frame (such as the address in the header).

[054] Although we describe the network environment shown in FIG. 8 as an example, in
alternative embodiments, different numbers or types of electronic devices may be present. For
example, some embodiments comprise more or fewer electronic devices. As another example, in
another embodiment, different electronic devices are transmitting and/or receiving frames.

[055] FIG. 9 presents a block diagram illustrating an electronic device 900. This
electronic device includes processing subsystem 910, memory subsystem 912, and networking
subsystem 914.

[056] Processing subsystem 910 includes one or more devices configured to perform
computational operations. For example, processing subsystem 910 can include one or more
microprocessors, application-specific integrated circuits (4SICs), microcontrollers,
programmable-logic devices, and/or one or more digital signal processors (DSPs).

[057] Memory subsystem 912 includes one or more devices for storing data and/or
instructions for processing subsystem 910 and networking subsystem 914. For example, memory
subsystem 912 can include dynamic random access memory (DRAM), static random access
memory (SRAM), and/or other types of memory. In some embodiments, instructions for
processing subsystem 910 in memory subsystem 912 include: one or more program modules or
sets of instructions, which may be executed by processing subsystem 910. Note that the one or
more computer programs may constitute a computer-program mechanism. Moreover,
instructions in the various modules in memory subsystem 912 may be implemented in: a high-
level procedural language, an object-oriented programming language, and/or in an assembly or

machine language. Furthermore, the programming language may be compiled or interpreted,
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e.g., configurable or configured, to be executed by processing subsystem 910.

[058] In addition, memory subsystem 912 can include mechanisms for controlling
access to the memory. In some embodiments, memory subsystem 912 includes a memory
hierarchy that comprises one or more caches coupled to a memory in electronic device 900. In
some of these embodiments, one or more of the caches is located in processing subsystem 910.

[059] In some embodiments, memory subsystem 912 is coupled to one or more high-
capacity mass-storage devices (not shown). For example, memory subsystem 912 can be
coupled to a magnetic or optical drive, a solid-state drive, or another type of mass-storage device.
In these embodiments, memory subsystem 912 can be used by electronic device 900 as fast-
access storage for often-used data, while the mass-storage device is used to store less frequently
used data.

[060] Networking subsystem 914 includes one or more devices configured to couple to
and communicate on a wired and/or wireless network (i.e., to perform network operations),
including: control logic 916, an interface circuit 918 and an antenna 920. For example,
networking subsystem 914 can include a Bluetooth™ networking system, a cellular networking
system (e.g., a 3G/4G network such as UMTS, LTE, etc.), a universal serial bus (USB)
networking system, a networking system based on the standards described in IEEE 802.11 (e.g.,
a Wi-Fi networking system), an Ethernet networking system, and/or another networking system.

[061] Networking subsystem 914 includes processors, controllers, radios/antennas,
sockets/plugs, and/or other devices used for coupling to, communicating on, and handling data
and events for each supported networking system. In the preceding discussion, the mechanisms
used for coupling to, communicating on, and handling data and events on the network for each
network system were sometimes collectively referred to as a ‘network interface’ for the network
system. Note that in some embodiments, a ‘network’ between the electronic devices does not yet
exist. Therefore, electronic device 900 may use the mechanisms in networking subsystem 914
for performing simple wireless communication between the electronic devices, e.g., transmitting
advertising frames and/or scanning for advertising frames transmitted by other electronic devices
as described previously.

[062] Within electronic device 900, processing subsystem 910, memory subsystem 912,
and networking subsystem 914 are coupled together using bus 922. Bus 922 may include an
electrical, optical, and/or electro-optical connection that the subsystems can use to communicate
commands and data among one another. Although only one bus 922 is shown for clarity,
different embodiments can include a different number or configuration of electrical, optical,
and/or electro-optical connections between the subsystems.

[063] Electronic device 900 can be (or can be included in) any electronic device with at
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least one network interface. For example, electronic device 900 can be (or can be included in): a
desktop computer, a laptop computer, a server, a media player (such as an MP3 player), an
appliance, a subnotebook/netbook, a tablet computer, a smartphone, a cellular telephone, a piece
of testing equipment, a network appliance, a set-top box, a personal digital assistant (PDA), a toy,
a controller, a digital signal processor, a game console, a computational engine within an
appliance, a consumer-clectronic device, a portable computing device, a personal organizer,
and/or another electronic device.

[064] Although specific components are used to describe electronic device 900, in
alternative embodiments, different components and/or subsystems may be present in electronic
device 900. For example, electronic device 900 may include one or more additional processing
subsystems 910, memory subsystems 912, and/or networking subsystems 914. Additionally, one
or more of the subsystems may not be present in electronic device 900. Moreover, in some
embodiments, electronic device 900 may include one or more additional subsystems that are not
shown in FIG. 9. For example, electronic device 900 can include, but is not limited to, a display
subsystem for displaying information on a display, a data collection subsystem, an audio and/or
video subsystem, an alarm subsystem, a media processing subsystem, and/or an input/output
(I/0) subsystem. Also, although separate subsystems are shown in FIG. 9, in some
embodiments, some or all of a given subsystem can be integrated into one or more of the other
subsystems in electronic device 900.

[065] Moreover, the circuits and components in electronic device 900 may be
implemented using any combination of analog and/or digital circuitry, including: bipolar, PMOS
and/or NMOS gates or transistors. Furthermore, signals in these embodiments may include
digital signals that have approximately discrete values and/or analog signals that have continuous
values. Additionally, components and circuits may be single-ended or differential, and power
supplies may be unipolar or bipolar.

[066] One or more circuits in portable electronic device 900 may be implemented on an
integrated circuit. This is shown in FIG. 10, which presents a block diagram illustrating an
integrated circuit 1000, which includes control logic 916 and interface circuit 918.

[067] Integrated circuit 1000 may implement some or all of the functionality of
networking subsystem 914, such as a radio. Moreover, integrated circuit 1000 may include
hardware and/or software mechanisms that are used for transmitting wireless signals from
electronic device 900 (FIG. 9) and receiving signals at electronic device 900 from other
electronic devices (FIG. 9). Aside from the mechanisms herein described, radios are generally
known in the art and hence are not described in detail. In general, networking subsystem 914

(FIG. 9) and/or integrated circuit 1000 can include any number of radios. Note that the radios in



10

15

20

25

30

WO 2013/184440 13 PCT/US2013/042899
multiple-radio embodiments function in a similar way to the described single-radio embodiments.

[068] In some embodiments, networking subsystem 914 (FIG. 9) and/or integrated
circuit 1000 include a configuration mechanism (such as one or more hardware and/or software
mechanisms) that configures the radio(s) to transmit and/or receive on a given communication
channel (e.g., a given carrier frequency). For example, in some embodiments, the configuration
mechanism can be used to switch the radio from monitoring and/or transmitting on a given
communication channel to monitoring and/or transmitting on a different communication channel.
(Note that ‘monitoring’ as used herein comprises receiving signals from other electronic devices
and possibly performing one or more processing operations on the received signals, e.g.,
determining if the received signal comprises an advertising frame, etc.)

[069] While Bluctooth™ was used as an illustrative example, the described
embodiments of the communication techniques may be used in a variety of network interfaces.
Furthermore, while some of the operations in the preceding embodiments were implemented in
hardware or software, in general the operations in the preceding embodiments can be
implemented in a wide variety of configurations and architectures. Therefore, some or all of the
operations in the preceding embodiments may be performed in hardware, in software or both.

[070] In the preceding description, we refer to ‘some embodiments.” Note that ‘some
embodiments’ describes a subset of all of the possible embodiments, but does not always specify
the same subset of embodiments.

[071] The foregoing description is intended to enable any person skilled in the art to
make and use the disclosure, and is provided in the context of a particular application and its
requirements. Moreover, the foregoing descriptions of embodiments of the present disclosure
have been presented for purposes of illustration and description only. They are not intended to
be exhaustive or to limit the present disclosure to the forms disclosed. Accordingly, many
modifications and variations will be apparent to practitioners skilled in the art, and the general
principles defined herein may be applied to other embodiments and applications without
departing from the spirit and scope of the present disclosure. Additionally, the discussion of the
preceding embodiments is not intended to limit the present disclosure. Thus, the present
disclosure is not intended to be limited to the embodiments shown, but is to be accorded the

widest scope consistent with the principles and features disclosed herein.
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What is Claimed is:

1. An electronic device, comprising:
an antenna,
an interface circuit, coupled to the antenna, configured to communicate with other
clectronic devices; and
control logic coupled to the interface circuit, wherein the control logic is configured to:
activate a communication channel having a carrier frequency in a radio in the
interface circuit to listen for an advertising frame of interest from another electronic device
during a scan window having a predefined duration; and
if the advertising frame of interest is received from the other electronic device,
terminate the listening before the predefined duration has expired and, using the communication
channel in the radio, transmit a connect request to the other electronic device to establish a

connection with the other electronic device.

2. The electronic device of claim 1, wherein the advertising frame is of interest when a

connection has previously been established with the other electronic device.

3. The electronic device of claim 1, wherein the advertising frame includes an encoded
address; and
wherein the control logic is further configured to determine an actual address of the other

electronic device.

4. The electronic device of claim 3, wherein the encoding is based on a pseudorandom
number.
5. The electronic device of claim 1, wherein the communication between the electronic

device and the other electronic device uses Bluetooth, ™

6. The electronic device of claim 1, wherein the communication between the electronic

device and the other electronic device uses a communication protocol other than Bluetooth.™

7. The electronic device of claim 1, wherein the connect request is transmitted without

waiting for an initiation state of the electronic device.

8. An integrated circuit, comprising:
an interface circuit configured to couple to an antenna and to communicate with other
clectronic devices; and

control logic coupled to the interface circuit, wherein the control logic is configured to:
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activate a communication channel having a carrier frequency in a radio in the
interface circuit to listen for an advertising frame of interest from another electronic device
during a scan window having a predefined duration; and
if the advertising frame of interest is received from the other electronic device,
terminate the listening before the predefined duration has expired and, using the communication

channel in the radio, transmit a connect request to the other electronic device to establish a

connection with the other electronic device.

9. The integrated circuit of claim 8, wherein the advertising frame is of interest when a

connection has previously been established with the other electronic device.

10.  The integrated circuit of claim 8, wherein the advertising frame includes an encoded
address; and
wherein the control logic is further configured to determine an actual address of the other

electronic device.

11.  The integrated circuit of claim 10, wherein the encoding is based on a pseudorandom
number.
12.  The integrated circuit of claim 8, wherein the communication between the electronic

device and the other electronic device uses Bluetooth, ™

13.  The integrated circuit of claim 8, wherein the communication between the electronic

device and the other electronic device uses a communication protocol other than Bluetooth.™

14.  The integrated circuit of claim 8, wherein the connect request is transmitted without

waiting for an initiation state of the electronic device.

15. A method for communicating between electronic devices, wherein the method comprises:
activating a communication channel having a carrier frequency in a radio in an interface
circuit to listen for an advertising frame of interest from another electronic device during a scan
window having a predefined duration; and
if the advertising frame of interest is received from the other electronic device,
terminating the listening before the predefined duration has expired and, using the
communication channel in the radio, transmitting a connect request to the other electronic device

to establish a connection with the other electronic device.

16.  The method of claim 15, wherein the advertising frame is of interest when a connection

has previously been established with the other electronic device.

17.  The method of claim 15, wherein the advertising frame includes an encoded address; and
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wherein the method further comprises determining an actual address of the other
electronic device.

18. The method of claim 15, wherein the communication between the electronic device and

the other electronic device uses Bluetooth, ™

19. The method of claim 15, wherein the communication between the electronic device and

the other electronic device uses a communication protocol other than Bluetooth.™

20.  The method of claim 15, wherein the connect request is transmitted without waiting for

an initiation state of the electronic device.
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