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(57) Abréegée/Abstract:
Backing up and/or restoring a software application so as to facilitate compatibility checking with a target device prior to application
restore Is disclosed. At a computer, one or more application modules collectively comprising the software application may be
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(57) Abrege(suite)/Abstract(continued):

uploaded from a source device. The existence, at the source device, of metadata describing, for each of the application modules: a
compatibility of the application module with at least one target device model; and a compatibility of the application module with at
least one API version of the target device operating system, may be determined. Depending upon the outcome of the determining,
either the metadata I1s uploaded from the source device or metadata Is generated based on an ascertained API version of an
operating system and model of the source device. The metadata may then be associated with the uploaded application modules.
Upon any restore to the target device, which may differ from the source device, an API version of the target device operating
system and target device model may be ascertained. Using the metadata, for each application module, compatibility with the model
and AP| may be verified. If successful, the application modules and metadata may be downloaded to the target device.
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ABSTRACT

Backing up and/or restoring a software application so as to facilitate
compatibility checking with a target device prior to application restore is
disclosed. At a computer, one or more application modules collectively
comprising the software application may be uploaded from a source device.
The existence, at the source device, of metadata describing, for each of the
application modules: a compatibility of the application module with at least
one target device model; and a compatibility of the application module with at
least one API version of the target device operating system, may be
determined. Depending upon the outcome of the determining, either the
metadata is uploaded from the source device or metadata is generated based
on an ascertained API| version of an operating system and model of the
source device. The metadata may then be associated with the uploaded
application modules. Upon any restore to the target device, which may differ
from the source device, an API version of the target device operating system
and target device model may be ascertained. Using the metadata, for each
application module, compatibility with the model and APl may be verified. If
successful, the application modules and metadata may be downloaded to the
target device.
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BACKING UP AND/OR RESTORING A SOFTWARE APPLICATION SO AS
TO FACILITATE COMPATIBILITY CHECKING WITH A TARGET DEVICE

PRIOR TO APPLICATION RESTORE

CROSS REFERENCE TO RELATED APPLICATIONS

[0001]
BACKGROUND
[0002] This disclosure pertains to the back-up of software applications

from computing devices such as mobile communication devices and to the

restoring of backed-up software applications to target devices such as mobiie

communication devices.

[0003] When a software application is backed-up from a mobile
communication device using conventional techniques, restoration of the
application to a different mobile communication device may fail in some

circumstances.

BRIEF DESCRIPTION OF THE DRAWINGS
[0004] In the figures which illustrate an exemplary embodiment:

[0005] FIG. 1is a schematic diagram illustrating an exemplary system for

backing up and/or restoring software applications;

[0006] FIG. 2 is a schematic view of a first mobile communication device of
FIG. 1;

[0007] FIG. 3 illustrates metadata associated with one of the software

applications of FIG. 1;

[0008] FIG. 4 is a flowchart illustrating operation of a computer in the

system of FIG. 1 for backing up a software application;
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[0009] FIG. S illustrates metadata, in the form of a markup language

document, that is created during the back-up of one of the software

applications; and

[0010] FIG. 6 is a flowchart illustrating operation of the computer of the

system of FIG. 1 for restoring a software application.

DETAILED DESCRIPTION

[0011] In one embodiment, there is provided a method, at a computer, of
handling back-up of a software application from a mobile communication
device that Is interconnected, via a wireless connection, with the computer,
the method comprising: uploading, from the mobile communication device, a
plurality of application modules collectively comprising the software
application; generating, at the computer, metadata describing, for each of the
application modules, a compatibility of the application module with at least
one mobile communication device model and a compatibility of the application
module with at least one application programming interface (APIl) version of a
mobile communication device operating system; and associating the uploaded
application modules with the metadata, wherein the gener'ating comprises:
ascertaining a model of the mobile communication device and an APl version
of the operating system of the mobile communication device, the ascertaining
comprising intercommunicating with the mobile communication device; and for

each of the application modules of the plurality: encoding, within the
metadata, a compatibility of the application module with the ascertained
model of the mobile communication device; and further encoding, within the
metadata, a compatibility of the application module with the ascertained API

version of the operating system of the mobile communication device.

[0012] [n another embodiment, there Is provided a method, at a computer,
of restoring, to a target mobile communication device that is interconnected,
via a wireless connection, with the computer, a software application previously
backed-up from a mobile communication device, the method comprising:

ascertaining a model of the target mobile communication device and an
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application programming interface (API) version of the operating system of the
target mobile communication device, the ascertaining comprising
Intercommunicating with the mobile communication device; and using
metadata associated with the backed-up software application, verifying, for
each of a plurality of application modules collectively comprising the backed-
up software application: a compatibility of the application module with the
ascertained model of the target mobile communication device: and a
compatibility of the application module with the ascertained API version of the
target mobile communication device; and if the verifying is successful,

downloading the application modules and the metadata to the target mobile

communication device.

[0013] In yet another embodiment, there is provided a computer
comprising a processor and configured with a means for handling back-up of
a software application from a mobile communication device that is
Interconnected, via a wireless connection with the computer, the computer
further comprising: means for uploading, from the mobile communication
device, a plurality of application modules collectively comprising the software
application; means for generating, at the computer, metadata describing, for
each of the application modules, a compatibility of the application module with
at least one mobile communication device model and a compatibility of the
application module with at least one application programming interface (API)
version of a mobile communication device operating system; and means for
assoclating the uploaded application modules with the metadata, wherein the
generating comprises: ascertaining a model! of the mobile communication
device and an API version of the operating system of the mobile
communication device, the ascertaining comprising intercommunicating with
the mobile communication device; and for each of the application modules of
the plurality: encoding, within the metadata, a compatibility of the application
module with the ascertained model of the mobile communication device: and
further encoding, within the metadata, a compatibility of the application
module with the ascertained API version of the operating system of the mobile

communication device.
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[0013a] In yet another embodiment, there is provided a computer
comprising a processor and configured with a means for restoring, to a target
mobile communication device that Is interconnected, via a wireless connection
with the computer, a software application previously backed-up from a mobile
communication device, the computer further comprising: means for
ascertaining a model of the target mobile communication device and an
application programming interface (APl) version of the operating system of the
target mobile communication device, the ascertaining comprising
iIntercommunicating with the mobile communication device; and means for,
using metadata associated with the backed-up software application, verifying,
for each of a plurality of application modules collectively comprising the
backed-up software application: a compatibility of the application module with
the ascertained model of the target mobile communication device; and a
compatibility of the application module with the ascertained API version of the
target mobile communication device; and means for, if the verifying is

successful, downloading the application modules and the metadata to the

target mobile communication device.

[0014] In yet another embodiment, there is provided a computer-readable
medium storing software that, when executed by a processor of a computer,

causes the computer to perform the steps of the above method.

[0015] FIG. 1 illustrates an exemplary system 10 for backing up and/or
restoring software applications so as to facilitate compatibility checking with
target devices prior to application restore. The system 10 includes first and
second hand-held mobile communication devices (or simply “mobile devices”)
20 and 40 interconnected with a computer 200. The first mobile

communication device is illustrated in more detail in FIG. 2.

[0016] Referring to FIG. 2, a mobile communication device 20 is shown to
include a housing, an input device (a keyboard 114), and an output device (a
display 126), which is preferably a full graphic Liquid Crystal Display (LCD).

Other types of output devices may alternatively be utilized. A processing

3a
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device (a microprocessor 128) is shown schematically in FIG. 2 as coupled
between the keyboard 114 and the display 126. The microprocessor 128
controls the operation of the display 126, as well as the overall operation of

the mobile device 20, in response to actuation of keys on the keyboard 114 by

d USer.

[0017]  The housing may be elongated vertically, or may take on other
sizes and shapes (including clamshell housing structures). The keyboard may

include a mode selection key, or other hardware or software for switching

between text

3b
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entry and telephony entry.

[0018] In addition to the microprocessor 128, other parts of the moblie
device 20 are shown schematically in FIG. 2. These include: a
communications subsystem 100; a short-range communications subsystem
102; the keyboard 114 and the display 126, along with other input/output
devices including a set of auxiliary I/O devices 106, a serial port 108, a
speaker 111 and a microphone 112; as well as memory devices including a
flash memory 116, a Random Access Memory (RAM) 118, an internal mass
store 144; and various other device subsystems 120. The mobile device 20
may have a battery 121 to power the active elements of the mobile device 20.
The mobile device 20 is preferably a two-way radio frequency (RF)
communication device having voice and data communication capabilities. In
addition, the mobile device 20 preferably has the capability to communicate
with other computer systems via the Internet.

[0019] Operating system software executed by the microprocessor 128 is
preferably stored in a persistent store, such as the flash memory 116, but may
be stored in other types of memory devices, such as a read only memory
(ROM) or similar storage element. In addition, system software, specific
device applications, or parts thereof, may be temporarily loaded into a volatile
store, such as the RAM 118. Communication signals received by the maobile
device may also be stored to the RAM 118.

[0020] The microprocessor 128, in addition to its operating system
functions, enables execution of software applications on the mobile device 20.
Two exemplary software applications 13 and 16 installed at mobile device 20
are shown within flash memory 116. Each application comprises one or more
application modules. An application module is a component (when more than
one module exists) or totality (when only one module exists) of the compiled
or executable image of an application. Each module comprises compiled or
executable code stored in an electronic file such as a .DLL, .EXE or

4
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proprietary .COD file. When more than one application module exists, each
module

represents an aspect of the application, such as main application logic,
graphics, and/or language resources (e.g. English or French text) for
example. Referring to FIG. 2, it can be seen that the first software application
13 comprises three application modules 14-1, 14-2 and 14-3 which
coliectively comprise the executable image 14 of application 13. The second
software application 16 comprises only one application module 17 which
comprises the totality of the executable image of application 16.

[0021] As is ailso shown in FIG. 2, application 13 also comprises metadata
15. Metadata 15 describes the compatibility of each of the three constituent
application modules 14-1, 14-2 and 14-3 of application 13 with one or more
characteristics of a mobile communication device to which installation of the
application 13 may be attempted. The metadata 15 may be referred to as
“‘compatibility metadata”. In particular, compatibility is described in relation to
at least two mobile communication device characteristics.

[0022] The first mobile communication device characteristic is device
model. The term "“model” refers to one or more aspects of the hardware
architecture of a mobile communication device, including but not limited to
one or more of the following characteristics: the identity of a processor or
chipset of the device; a memory capacity; a screen resolution of a display of

the device; audio capability; supported audio or video formats;, GPS
enablement; WiFi™ enablement; Bluetooth™ enablement; SMS enablement;

MMS enablement; media player enablement; the presence of camera and, if
present, camera features (e.g. still, video, resolution); and keyboard type. For
convenience, the model may be identified or referenced by a name or
trademark by which that model of device are sold commercially (e.g. Bold™ or
Curve™) or by a series number assigned to variations of the devices sold
under that name or trademark (e.g. the Bold™ may be known as the “9000

S
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series” of device).

[0023] The second mobile communication device characteristic is the
version of an application programming interface (API) of the device operating

system, or

“API version”. The API version is indicative of the APIs available for
invocation by software applications such as applications 13 and 16. These
APIls may provide various types of functionality, e.g. relating to memory
management, screen rendering, and video and audio playback, to name but a
few examples. Generally speaking, the higher API version number, the richer
the set of available functions, aithough this is not a hard and fast rule. The
operating system APls may alternatively be referred to as the “platform” of the
device.

[0024] Metadata 15 is illustrated in more detail in FIG. 3. As illustrated, the
metadata 15 takes the form of a markup language document in the present
embodiment. Specifically, metadata 15 takes the form of an Extensible
Markup Language (XML) document. The document may be contained in one
or more electronic files. Within the exemplary document of FIG. 3, the
application is represented by XML element <application> spanning lines 2-18.
Each of the three application modules 14-1, 14-2 and 14-3 is represented as a
filename of the file containing the respective module, ending with a .cod
extension. These filenames are indicated in boid type in FIG. 3 for clarity.

The filenames are grouped into two file sets within the document, each fileset
being represented by a <fileset> element. The first file set spans lines 7-12 of
FIG. 3 and the second file set spans lines 13-17 of FIG. 3. Each <fileset>
element has two attributes.

[0025] The first attribute, “series’, is used to indicate compatibility of the
files (i.e. application modules) represented as bold-face filenames within the
file set with one or more mobile communication device models. For example,
the attribute series="9000" indicates that the identified application modules

6
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are compatible with the “Bold ™" model of mobile communication device
(Bold™ devices having a model number within the range of 9000-9999). In
the present embodiment, the absence of any series attribute indicates that the
application modules are compatible with all device models.

[0026] The second attribute, “ APlversion”, is used to indicate compatibility
of the each of the files represented within the file set with one or more API
versions.

It is possible to indicate compatibility with a particular API version only, all
AP| versions lower than a particular API version, or all APl versions higher
than a particular APl version. Advantageously, the specification of these
compatibility attributes at the file set level permits the attributes to be specified
only once for the file set, with the attributes being understood to apply to each
of (potentiaily multiple) files within the file set. Alternative embodiments could
express these attributes on a per-file basis. Metadata 15 may be represented
according to other markup fanguage schemas or in forms other than markup
language documents in other embodiments.

[0027] Referring to FIG. 3, the opening “fileset” tag of the first file set, at
line 7, has no series attribute. This absence of the series attribute indicates
that the application modules enumerated at lines 9 and 10 (i.e. modules 14-1
and 14-2, or files main_appn_module.cod file and graphics_appn_module.cod
respectively) are compatible with all device modeis. The
"_APlversion="[4.0.0.0,]" indicates that the modules 14-1 and 14-2 are
compatible with API versions 4.0 and higher. The “and higher" qualifier
reflects a presumption that later API versions will be backwardly compatible
with AP! version 4.0. Such backward compatibility does not necessarily exist
In all embodiments. Filenames of files containing application modules are
shown in bold text in FIG. 3.

[0028] Using similar conventions, the <fileset> tag of the first file set, at line
13 of FIG. 3, indicates that the application module 14-3 (or the
7
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Ianguage_appn__module.cod file) is compatible with all device models and is
compatible with API versions 3.0 and higher.

[0029] it will be appreciated that the metadata associated with any
installed application such as application 13 should indicate, at the very least,
that its application module(s) are compatible with the model and AP! version
of the device 20. If it were otherwise, the software application might have
been considered to be incompatible with the device 20, and no installation
might have occurred.

[0030] Metadata 15 may have been created by the developer of software
application 13 and bundied with the application modules 14 upon instailation.
It is noted that storage of metadata 15 in association with the modules 14 in
the memory of the device to which the software application 13 has been
installed may be unconventional. That is, conventional installation of software
applications at the time of this writing may be considered to involve no such
storage of metadata 15 onto the device.

[0031] Referring again to FIG. 2, it can be seen that the second software
application 16 lacks any metadata akin to metadata 15. This may be because
the developer of that application 16 has not provided such metadata along
with the application.

[0032] Flash memory 116 aiso includes application data 113 and 115,
which has been generated by software applications 13 and 16 respectively
during use of those applications at device 20.

[0033] InFIG. 2, communication functions, including data and voice
communications, are performed through the communication subsystem 100,
and possibly through the short-range communications subsystem 102. The
communication subsystem 100 includes a receiver 150, a transmitter 152 and

one or more antennae, illustrated as a receive antenna 154 and a transmit
8
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antenna 156. In addition, the communication subsystem 100 also includes a
processing module, such as a digital signal processor (DSP) 1588, and local
oscillators (LOs) 160. The specific desigh and implementation of the
communication subsystem 100 is dependent upon the communication
network in which the mobile device 20 is intended to operate. For example,
the communication subsystem 100 of the mobile device 20 may be designed
to operate with the Mobitex™, DataTAC™ or General Packet Radio Service
(GPRS) mobile data communication networks and also designed to operate
with any of a variety of voice communication networks, such as Advanced
Mobile Phone Service (AMPS), Time Division Multiple Access (TDMA), Code
Division Multiple Access CDMA, Personal Communications Service (PCS),
Global System for Mobile Communications (GSM), etc. Other types of data
and voice networks, both separate and integrated, may also be utilized with
the mobile device 20.

[0034] Network access requirements vary depending upon the type of
communication system. For example, in the Mobitex™ and DataTAC ™
networks, mobile devices are registered on the network using a unique
Personal Identification Number (PIN) associated with each device. In GPRS
networks, however, network access is associated with a subscriber or user of
a device. A GPRS device therefore requires a subscriber identity module,
commonly referred to as a Subscriber Identity Module (SIM) card, in order to
operate on a GPRS network.

[0035] When required network registration or activation procedures have
been completed, the mobile device 20 may send and receive communication
signals over the communication network 110. Signals received from the
communication network 110 by the receive antenna 154 are routed to the
receiver 150, which provides for signal amplification, frequency down
conversion, filtering, channel selection, etc., and may also provide analog to
digital conversion. Analog-to-digital conversion of the received signal allows
the DSP 158 to perform more compiex communication functions, such as
demodulation and decoding. In a similar manner, signals to be transmitted to

the network 110 are processed (e.g., modulated and encoded) by the DSP
0
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158 and are then provided to the transmitter 152 for digital to analog
conversion, frequency up conversion, filtering, amplification and transmission
to the communication network 110 (or networks) via the transmit antenna 156.

[0036] In addition to processing communication signals, the DSP 158
provides for control of the receiver 150 and the transmitter 152. For example,
gains applied to communication signals In the receiver 150 and the transmitter
152 may be adaptively controlled through automatic gain control algorithms

implemented in the DSP 1588.

[0037] In a data communication mode, a received signal, such as a text
message or web page download, is processed by the communication
subsystem 100 and is input to the microprocessor 128. The received signhal is
then further processed by the microprocessor 128 for an output to the display
126, or alternatively to some other auxiliary 1/O devices 106. A device user
may also compose data items, such as e-mail messages, using the keyboard
114 and/or some other auxiliary l/O device 206, such as a touchpad, a rocker
switch, a thumb-wheel, or some other type of input device. The composed
data items may then be transmitted over the communication network 110 via
the communication subsystem 100.

[0038] In a voice communication mode, overall operation of the device is
substantially similar to the data communication mode, except that received
signals are output to a speaker 111, and signais for transmission are
generated by a microphone 112. Alternative voice or audio 1/O subsystems,
such as a voice message recording subsystem, may also be implemented on
the device 20. In addition, the display 126 may also be utilized in voice
communication mode, for example, to display the identity of a calling party,
the duration of a voice call, or other voice call related information.

[0039] The short-range communications subsystem 102 enables
communication between the mobile device 20 and other proximate systems or

10
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devices, which need not necessarily be similar devices. For example, the
short-range communications subsystem may include an infrared device and
associated circuits and components, or a Bluetooth™ communication module
to provide for communication with similarly-enabled systems and devices.

[0040] Referencing FIG. 1 once again, it can be seen that the model of
mobile device 20 is "Bold™" and the API version of device 20 is 5.0. These
parameters are stored in memory of the device 20 so as to permit the device
20 to ascertain its own model and API version or to communicate that
iInformation to others. The

second mobile communication device 40 is similar to the first device illustrated
in detail in FIG. 2, except that its model is “Curve™” and its API version is 4.0.
As well, the device 40 is initially presumed not to have either of software
applications 13 or 16 in its flash memory 116.

[0041] The serial ports 108 of both of mobile devices 20 and 40 are
connected to serial ports 208 and 209 respectively of a computer 200, e.g. by
way of cables. In some embodiments, the ports 108, 208 and 2038 may be
other types of ports that are not serial ports (e.g. USB ports). in some
embodiments, wireless connections (e.g. WiFi™ or Bluetooth™) may be used
instead of interconnecting cables. Computer 200 is responsible for back-up of
software applications from mobile device 20 and restoration of at least one
application to mobile device 40. Computer 200 may be, for example, a
personal computer with a display 202, a keyboard 204, and a mouse 206.
The computer 200 controls back-up of software applications from device 20 in
the present embodiment. The computer 200 may have a disk reader 210 and
a disk writer 212, which may be combined in a single hardware component in
some embodiments. A processor 220 of the computer may execute software
loaded from a computer-readable medium such as a disk 222 inserted into
disk reader 210. Equally, the processor 220 could execute software loaded
from another computer-readable medium from another source, such as a file
downloaded from a remote computer memory over a network, such as the
public Internet The processor 220 may control disk writer 212 to write a disk

11
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224.

[0042] The software executed by processor 220 includes docking software.
Turning to FIG. 4, along with FIGS. 1 and 2, with the processor 220 operating
under control of the docking software, operation 400 for backing up a software
application 13 or 16 is illustrated. The back-up facilitates restoration of the
application either to the same mobile communication device, e.g. in the event
of inadvertent erasing of memory at that device, or to a second mobile
communication device, e.g. when a user elects to retire the first device and
use the second device instead.

[0043] |t is assumed that communication with mobile device 20 has been
Initiated following connection of the port 208 of the computer to the port 108 of
the device 20. The software may initially present a graphical user interface or
“‘GUI” (not expressly illustrated) on display 202 listing software applications
presently installed on the mobile device 20 and providing an option for a user
to enter a command t{o cause one or more selected applications to be backed
up. The computer 200 may intercommunicate with device 20 to obtain a list
applications for which back-up is available.

[0044] If a back-up command is received (402, FIG. 4), the docking
software intercommunicates with the mobile device 20 in order to determine
whether compatibility metadata exists at device 20 for the application whose
back-up has been requested (404, FIG. 4). If such metadata exists (e.g. as is
the case for software application 13, which has associated metadata 15), then
the computer 200 issues commands to device 20 to cause the metadata to be
uploaded to computer 200 and receives the uploaded metadata (406, FIG. 4).
The computer 200 then issues commands to device 20 to cause the
application’s module(s) be uploaded to computer 200 and receive the
uploaded modules (408, FIG. 4). Thereafter, the uploaded metadata is
associated with the uploaded application modules (410, FIG. 4). The
association may be achieved in various ways, e.g. by storing the metadata
and modules in a common file or directory, by applying a naming convention
to the metadata and module files, or in other ways. Thereafter, the computer

12
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200 issues commands to device 20 to cause any application data associated
with the relevant application to be uploaded from device 20 (412, FIG. 4), with
operation 400 thus being terminated.

[0045] [fitis instead determined at 404, FIG. 4 that no compatibility
metadata exists at device 20 for the selected application, then computer 200
iIssues commands to device 20 to ascertain the model and API version of the
device 20 (414, FIG. 4). Thereafter, the ascertained model and API version
are used to create compatibility metadata for the relevant application (416,
FIG. 4). The purpose of the created metadata is to capture the fact that, at
the very least, the

relevant application is compatible with the model and API version of the
mobile device 20 from which it is being backed up. In particular, the
compatibility of the each application module with the ascertained model of
mobile device 20 is encoded within the metadata 18, and the compatibility of
each application module with the ascertained API version of device 20 is also
encoded within the metadata 18. In the present embodiment, this encoding is
effected by writing to the markup language document used to represent
metadata 18—specifically, by setting markup tanguage attributes within that
document (see below). The remaining operation 408-412 is as described
above.

[0046] For example, if the user had selected software application 16 to be
backed up, the determination at 404, FIG. 4 would find no associated
compatibility metadata in existence at device 20. Thereafter, it would be
ascertained at 414, FIG. 4 that model and API version of the device 20 are
“Bold™?” (i.e. 9000 series) and v.5.0 respectively. Thereafter, the ascertained
model and AP! version would be used to create compatibility metadata 18, as
illustrated in FIG. 5.

[0047] Referring to FIG. 5, it can be seen that metadata 18 follows the
format of metadata 15 of FIG. 3. The sole application module 17, as
represented by name sole_appn_module.cod of the file in which the module is

13
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stored, is shown in bold type (for readability) at line 9. That filename is
contained by a fileset which spans lines 7-11. The setting of the first attribute

of the <fileset> element to ‘series="9000" is based on the fact that the model
of device 20 was ascertained at 414, FIG. 4 to be “Bold™” (i.e. 9000 series).
This attribute value indicates that the moduies contained by the fileset, i.e.
module 17, is compatible with that model. Similarly, the setting of the second
attribute to * _APlversion="[5.0.0.0]" is based on the fact that the API version
of device 20 was ascertained at 414, FIG. 4 to be 5.0. The attribute values
indicates that the module 17 is compatible with that APl version. In some
embodiments, the latter attribute could alternatively be set to indicate that the
application module 17 is compatible with API versions 5.0 or higher. That
would reflect a presumption that future API versions will be

backwardly compatible with API version 5.0. As a general rule, backwards
compatibility is the less conservative approach, because compatibility of the
application with ail future AP! versions with cannot be known with absolute
certainty when those API versions have not yet been created.

[0048] With the back-up complete, the user could, for example, store the
backed-up applications 13 and 16, complete with metadata 15 and 18
respectively, to a computer readable medium, such as disk 224 (FIG. 1).
Alternatively, the user could dock a new mobile device 40 and seek to restore
one or more of the backed-up applications 13 and 16 to that target device 40.

[0049] Ifitis desired to restore either of the backed-up software
applications 13 or 16 to a target device, the stored metadata 15 or 18 is used

to check the compatibility of the application 13 or 16 (respectively) with the
target device prior to restoring the relevant application. This prevents any

bandwidth from being consumed for sending the application module(s) to the
target device until it is known that the module(s) will be compatible with target
device. Compatibility checking is performed in the same way regardless of
whether the metadata was pre-existing (like metadata 15) or created during
back-up (like metadata 18). For example, assuming that restoration of
software application 13 is desired and that mobile device 40 is the target
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device, the metadata 15 is used to check the compatibility of each of the
backed-up application modules 14-1, 14-2 and 14-3 with both the model and
APl version of the device 40. Only upon establishing compatibility of each
module with the target device is the software restored to that device 40.
Similarly, if it is desired to restore the backed-up software application 16 to
device 40, the metadata 18 that was created upon back-up is used in like
fashion to check the compatibility of the application module 17 with the mobile
device 40 prior to, and as a precondition of, restoration.

[0050] More specifically, operation 600 of computer 200 for restoring a
software application to a target device is illustrated as a flowchart in FIG. 6. If
a restore command is received (602, FIG. 6), then computer 200 issues
commands

to target device 40 to ascertain the model and AP version of the device (604,
FI1G. §). The device 40 communicates its model and APl version, i.e.
“‘Curve™” (the “8300 series”) and “v.4.0" respectively in the present example.
Thereafter, on a per application module basis, the metadata associated with
the application to be restored is read (e.g. the “series” and “_APlversion”
attributes are read) to ascertain whether the current application module is
compatible the model and API version of the target device as ascertained
above (606, 608, FIG. 6). This is repeated for each application module
comprising the software application to be restored (610, FIG. 6). Only upon
establishing compatibility of each module with the model and API version of
the target device is the software application restored to that device.
Restoration involves downloading of the application module(s) and metadata
comprising the application to the target device (612, FIG. 6). The metadata is
downloaded so that, in the event that the application is ever backed-up from
device 40, the metadata can form part of the backed-up software application.
In this way, the compatibility metadata is “propagated” along with the software
application during the back-up and restore process, possibly across a number
of different devices.
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[0051] Based on the compatibility metadata 15 and 18 of the above
example, restoration of the first software application 13 to device 40 wouid
succeed in view of the indicated compatibility of each of its application
modules 14-1, 14-2 and 14-3 with both the model and API version of the
target device 40. In contrast, restoration of the second software application
16 to device 40 would not succeed in view of the indicated incompatibility of
application module 17 with both the model and the API version of the target
device.

[0052] Restoration may also involve downloading of backed-up application
data to the target device (614, FIG. 6), although this is optional. If the backed-
up application data was generated by the backed-up software application,
then compatibility between the two is usually assured because the data will
have been generated and/or used by the software application on the former
device 20 prior to its back-up.

[0083] It is noted that operation 600 can be performed the same way
regardless of whether the software application is being restored to a new
device, i.e. a device upon which the software application was not previously
installed, or to an existing device, i.e. a device upon which the software
application was previously installed but whose memory may be have been
damaged or erased.

[0054] It some embodiments, the computer 200 may check whether the
software application already exists on a target device before proceeding with
operation 600. If the software application is found to already exist on the
target device, the user may be asked to confirm that restoration operation 600
should proceed. If the user wishes to proceed with the restoration, the
software application being restored may or may not overwrite the existing
software application, depending upon the particular embodiment. If the user
confirms that restoration should proceed and the backed-up application is an
older version of the application than that found on the target device, then the
restoration software may apprise the user that any application data already on
the target device 40 may be unreadable by the restored application. The
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reason is that the format of application data may change between application
versions, such that the older application version may be unable to read any
application data existing on the target device, which may be have been
generated by the newer application version. If that is the case, and if it is not
possible to “downgrade” the existing target device application data to match
the version of the software application that is being restored, it may be
considered that restoration of the application would be undesirable or that
user confirmation should be sought before restoration is performed. This is in
view of the potential loss of readability of the existing target device application
data.

[0055] If, on the other hand, the software application to be restored is a
newer version of the software application than that found on the target device,
existing application data on the target device will usually not be lost. The
reason is that most (although not necessarily all) software applications are
developed so as to be able to read application data generated by earlier
application versions.

[0056] The term “mobile communication device” as used herein is
understood to refer to various types of mobile or handheld devices that can be
used for communication, possibly along with other purposes, including but not
limited to smartphones, personal digital assistants (PDAs), mobile or celiular
telephones, two-way pagers and the like. The term “computer” as used
herein is understood to refer to computing devices of various types, including
but not limited to personal computers, notebook or laptop computers,
netbooks, tablet computers, servers, workstations, and the like.

[0057] Other modifications will be apparent to those skilled in the art.

17



CA 02707800 2012-10-30

Claims

1. A method, at a computer, of handling back-up of a software application
from a mobile communication device that is interconnected, via a wireless

connection, with the computer, the method comprising:

uploading, from the mobile communication device, a plurality of

application modules collectively comprising the software application;

generating, at said computer, metadata describing, for each of said
application modules, a compatibility of said application module with at least
one mobile communication device model and a compatibility of said
application module with at least one application programming interface (API)

version of a mobile communication device operating system; and

associating said uploaded application modules with said metadata,

wherein said generating comprises:

ascertaining a model of said mobile communication device and
an APl version of the operating system of said mobile communication
device, said ascertaining comprising intercommunicating with said

mobile communication device: and

for each of said application modules of said plurality:

encoding, within said metadata, a compatibility of said
application module with the ascertained model of said mobile

communication device: and

further encoding, within said metadata, a compatibility of
sald application module with the ascertained AP| version of the

operating system of said mobile communication device.

2. The method of claim 1 wherein said metadata comprises a markup

language file and wherein said encoding and said further encoding comprise

writing to said markup language file.
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3. The method of claim 1 or claim 2 wherein each of said application modules

Is stored in a respective electronic file.

4. The method of any one of claims 1 to 3 further comprising uploading, from

the mobile communication device, application data generated by the software

application.

5. A method, at a computer, of restoring, to a target mobile communication
device that Is interconnected, via a wireless connection, with said computer, a
software application previously backed-up from a mobile communication

device, the method comprising:

ascertaining a model of said target mobile communication device and
an application programming interface (APIl) version of the operating system of
said target mobile communication device, said ascertaining comprising

iIntercommunicating with said mobile communication device; and

using metadata associated with said backed-up software application,

verifying, for each of a plurality of application modules collectively comprising

the backed-up software application:

a compatibility of said application module with the ascertained

model of said target mobile communication device; and

a compatibility of said application module with the ascertained

API version of said target mobile communication device; and

If said verifying is successful, downloading said application

modules and said metadata to said target mobile communication

device.

6. The method of claim 5 further comprising, if said verifying is successful,

downloading, to the target mobile communication device, application data

previously generated by the software application.
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7. A computer comprising a processor and configured with a means for
handling back-up of a software application from a mobile communication

device that is interconnected, via a wireless connection with the computer, the

computer further comprising:

means for uploading, from the mobile communication device, a plurality

of application modules collectively comprising the software application;

means for generating, at said computer, metadata describing, for each
of said application modules, a compatibility of said application module with at
least one mobile communication device model and a compatibility of said
application module with at least one application programming interface (API)

version of a mobile communication device operating system; and

means for associating said uploaded application modules with said

metadata,
wherein said generating comprises:

ascertaining a model of said mobile communication device and
an APl version of the operating system of said mobile communication
device, said ascertaining comprising intercommunicating with said

mobile communication device: and
for each of said application modules of said plurality:

encoding, within said metadata, a compatibility of said

application moduie with the ascertained model of said mobile

communication device: and

further encoding, within said metadata, a compatibility of
sald application module with the ascertained API version of the

operating system of said mobile communication device.

8. A computer comprising a processor and configured with a means for
restoring, to a target mobile communication device that is interconnected, via
a wireless connection with said computer, a software application previously

backed-up from a mobile communication device, the computer further
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comprising:

means for ascertaining a model of said target mobile communication
device and an application programming interface (API) version of the
operating system of said target mobile communication device, said

ascertaining comprising intercommunicating with said mobile communication

device: and

means for, using metadata associated with said backed-up software
application, verifying, for each of a plurality of application modules collectively

comprising the backed-up software application:

a compatibility of said application module with the ascertained

model of said target mobile communication device; and

a compatibility of said application module with the ascertained

API version of said target mobile communication device; and
means for, If said verifying is successful, downloading said application

modules and said metadata to said target mobile communication device.

9. A computer-readable medium storing software that, when executed by a
processor of a computer, causes said computer to perform the steps of the

method of any one of claims 1 to 6.
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3/6
/15

<locader version="1.0">
<application id="net.rim.sampleAppA">
<name>Sample Application A</name>
<description>Compatible with any target device model,
API v.4.0 and higher </description>
<appversion>1.0.0.0</appversion>
<fileset APIversion="[4.0.0.0,]">
<files>
main appn module.cod «—-14-1
graphics_appn module.cod <«——14-2
</files>
</fileset>
<fileset APIversion="[3.0.0.0,]">
<files>
language appn module.cod <«——14-3
</files>
</fileset>
</application>
</loader>

FIG. 3
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516 8

<loader version="1.0">
<application id="net.rim.sampleAppB">
<name>Sample Application B</name>
<description>Compatible with target device model ‘Bold’
(9000 series) only, API v.5.0 only </description>
<version>1.0.0.0</version>
<fileset series="9000" _APIversion="[5.0.0.01">
<files>
sole_appn module.cod <«——17
</files>
</fileset>
</application>
</loader>

FIG. S
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