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SYSTEM AND METHOD FOR AUTHORIZING FINANCIAL TRANSACTIONS

WITH ONLINE MERCHANTS

Cross Reference To Related Applications

[001] This application claims the benefit of priority under 35 U.S.C. Section

119(e) to U.S. Provisional Application Ser. No. 61/061 ,936, filed June 16 , 2008,

entitled "Method And System Of Authenticating A Financial Presentation Device

Using A Token", which is fully incorporated by reference herein.

Field of the Invention

[002] The present invention relates to data processing, and more particularly

relates to a system and method for authorizing financial transactions of online

merchants.

Background of the Invention

[003] The ability to conduct financial and commercial transactions online via

the World Wide Web has proven to be a great convenience and a boost to

economic activity. Since payments to online merchants generally cannot be

done with cash or checks, most online merchants accept payments from their

customers via payment accounts such as credit or debit card accounts.

However, when using such payment accounts in online transactions, there is an

associated risk of counterfeit and fraud because such payment account

information can be discovered and pirated by unauthorized parties. For example,

if a customer uses a financial presentation device such as a credit card or debit

card to make a purchase online, the name of the customer, the credit card



number and expiration date, and other sensitive information is entered through

the online merchant's web page and passed electronically through a

communication channel that may be compromised.

[004] One way to prevent the unauthorized third party use of a financial

presentation device is to require the use of dynamic verification data each time a

transaction takes place. Dynamic verification data is data that is uniquely

associated with a specific financial presentation device, wherein the verification

data dynamically changes from transaction to transaction. Therefore, even if a

third party was able to steal the account information including the verification

data used during a transaction, such information would be insufficient for

subsequent unauthorized transactions because they would require different

verification data.

[005] Commonly assigned U.S. Patent Application Ser. No. 12/032,095

entitled "DYNAMIC PAYMENT DEVICE CHARACTERISTICS", which is

incorporated by reference herein, describes a system and method in which a

credit card is embedded with a display and a processor that is adapted to

generate a number shown on the display. This number is dynamically generated

for each transaction and can be used as a card verification value (CVV).

Accordingly, this dynamically generated CVV can be entered as verification data

(e.g., via a keyboard) onto a web page provided by a merchant web site during

check out.

[006] However, it has been found that providing a financial presentation device

with a processor and display is not cost-effective and requires a significant



change in the manufacturing process of financial presentation devices. It would

be desirable to find an equally secure, convenient and cost-effective system and

method for generating dynamic verification data for financial presentation

devices.

Summary of the Disclosure

[007] The present invention provides a system for authorizing a financial

transaction of a financial presentation device that is presentable to online

merchants. The system comprises a peripheral device that includes: 1) a

memory for storing information used to generate a dynamic verification value for

the financial presentation device, 2) an I/O interface adapted to be coupled to a

user computer; and 3) a processor configured to generate a dynamic verification

value for the financial transaction using the information stored in memory and to

transmit the dynamic verification value to the user computer via the I/O interface.

The system also comprises an authentication computer that includes: 1) a

memory for storing information used to generate a comparison verification value,

2) a communication device adapted to receive the dynamic verification value

generated by the peripheral device, 3) a processor coupled to the memory and

the communication device, and 4) an authentication module executable by the

processor and adapted to generate the comparison verification value using the

information stored in memory and to determine whether to authorize the financial

transaction based on a comparison between the comparison verification value

and the dynamic verification value.



Brief Description of the Drawings

[008] FIG. 1 is a block diagram of a system for dynamically authenticating a

financial presentation device presentable to merchants according to an

embodiment of the present invention.

[009] FIG. 2 is a block diagram of an exemplary peripheral device for

generating dynamic verification values according to an embodiment of the

present invention.

[0010] FIG. 3 shows a portion of a table of preset dynamic verification values

for a financial presentation device according to an embodiment of the present

invention.

[001 1] FIG. 4 is a block diagram of an exemplary computer implemented by an

authorizing entity that performs authentication of dynamic verification values

according to an embodiment of the present invention.

[0012] FIG. 5 is a flow chart of a method of dynamically authorizing a financial

transaction of a financial presentation device that is presentable to merchants

according to the present invention.

Detailed Description of the Invention

[0013] For purposes of illustration and clarity, the present invention will be

discussed in the context of using a credit card. However, persons of ordinary

skill in the art will appreciate that the novel features disclosed herein apply to all

types of portable financial presentation devices including, but not limited to, credit

cards, debit cards, prepaid cards, electronic benefit cards, charge cards, smart

cards, virtual cards, key chain devices, personal digital assistants, cell phones,



stored value devices or the like so long as the device can be presented to a

seller of goods or services for payment.

[0014] According to the present invention, an electronic peripheral device

having an I/O interface for insertion into a port of a computer, such as a universal

serial bus (USB) connector, is adapted to store either a series of verification

values (e.g., a table of values) or an algorithm that dynamically generates

verification values for authorizing a financial presentation device, such as a credit

or debit card. During an online transaction, the peripheral device may be used

by a customer during checkout to verify that the financial presentation device is

being presented by an authorized user. When a customer enters information

onto a web form of an online merchant site via a browser program, the peripheral

device can generate the dynamic verification data associated with the customer's

financial presentation device account and deliver the verification data to the

browser program, i.e., by automatically filling in data into a web form of the online

merchant site during checkout. During authorization of the transaction, a

financial transaction facilitator, such as VISANET™, or the issuer of the financial

presentation device, receives the dynamic verification value and compares the

verification value against a comparison verification value. The comparison

verification value is generated using a series of data that corresponds to the

series of dynamic verification values stored in the peripheral device, or by using

an algorithm that corresponds to an algorithm stored on the peripheral device.

When the dynamic verification value and the comparison verification value



match, the customer's financial presentation device is authenticated and the

financial transaction facilitator or issuer authorizes the online transaction.

[0015] FIG. 1 illustrates a block diagram of an exemplary system 100 for

dynamically authenticating a financial presentation device according to an

embodiment of the present invention. A customer computer 102 is coupled to a

merchant server computer 104 that hosts an online merchant site over a public

network 106 such as the Internet. Computer 102 includes, among other

components, an input device such as a keyboard 108, one or more universal

serial bus (USB) ports 110 , and a display 112 . Computer 102 executes a

browser program for viewing HTML, XML documents on display 112 . Computer

102 also includes an operating system (not shown) having commonly included

device drivers including a HID (Human Interface Device) class driver and related

specific device drivers.

[0016] The online merchant web site hosted by server 104 may display details of

goods and services which the customer may select to purchase. The merchant

web site will typically include a payment details screen (not shown) during

"checkout" into which the customer may enter payment details via an input

device 108 coupled to computer 102. The customer typically enters name,

address and payment instrument information such as the account number and

expiration date of a financial presentation device in the payment details screen.

[0017] According to the present invention, a peripheral device 114 , which in

some embodiments may be a USB peripheral device, is insertable into USB port

110 of computer 102 during checkout. The peripheral device 114 is initially



configured by a financial presentation device authorizing entity 116 such as

VISANET (TM) or the issuer of the financial presentation device. The peripheral

device 114 includes functionality to generate a dynamic verification value (such

as a three-digit number) based on stored values and/or an algorithm, and to

emulate a keyboard so as to automatically input the generated dynamic

verification value into an appropriate field of the payment details screen during

checkout. As discussed below, computer 102 includes software (possibly

downloaded as an applet from the merchant server 104) which is adapted to

monitor for the presence of peripheral device 114 and includes a driver for

converting signals received from the peripheral device into keyboard input

information.

[0018] More specifically, peripheral device 114 is configured to include dynamic

verification data that uniquely corresponds with a particular financial presentation

device before the financial presentation device is assigned to a particular

customer. The peripheral device 114 is then given to the customer along with the

financial presentation device when it is issued. The peripheral device 114 is then

used by the customer when performing online transactions with the financial

presentation device to generate dynamic verification values, as described below.

The authorizing entity 116 accordingly stores comparison verification values

and/or algorithms corresponding to those stored on peripheral device 114 , so

that the values generated by peripheral device 114 can be verified by the

authorizing entity 116 . After verifying that the value generated by the peripheral

device 114 matches the value stored by the authorizing entity 116 , the



associated financial presentation device is authorized by the authorizing entity

116 for that particular transaction.

[0019] After the customer has entered all of the requested information including

the dynamic verification value into the payment details screen during checkout,

the information is transmitted to server 104, which in turn sends the payment

information to authorizing entity 116 over a secure private network 118 . As

discussed above, the authorizing entity 116 may be a financial transaction

facilitator, such as VISANET (TM), which determines whether the dynamic

verification value received from server 104 has been generated by an authorized

peripheral device 114 .

[0020] FIG. 2 is a block diagram of an exemplary peripheral device 114 for

generating dynamic verification values according to an embodiment of the

present invention. Peripheral device 114 includes a processor 202, which may

be an inexpensive microprocessor chip or wired logic, and non-volatile memory

204 such as flash memory coupled to processor 202. Processor 202 is coupled

to a I/O connector 206 via a switch 208, which may be manually activated by the

customer through an activation mechanism 2 10 such as a button. Connector

206 is preferably a standard USB connector, which is generally available on any

personal computer. In one embodiment, peripheral device 114 does not include

a power source of its own and only receives power when connected to computer

102 via connector 206. Once the peripheral device 114 is connected to

computer 102, the customer may then power on or off the peripheral device 114

by activating or deactivating switch 208, which allows or prevents power from



reaching processor 202 from connector 206. In another embodiment, the

peripheral device 114 is always powered on whenever it is connected to

computer 102.

[0021] In some embodiments, memory 204 of peripheral device 114 stores a

keyboard emulation module 2 12 and in one embodiment, stores a table 2 14 of

financial presentation device verification values (see FIG. 3). Keyboard

emulation module 2 12 is adapted to output signals that a HID (Human Input

Device) class driver (not shown) of the operating system of computer 102

recognizes as signals outputted from a standard keyboard device. The HID class

driver causes the data to be delivered to a keyboard driver of the operating

system of computer 102. In this manner, the peripheral device 114 may mimic

the operation of a numerical keypad on a standard keyboard. Alternatively, the

checkout webpage of the merchant server 104 may download an applet into the

user computer 102 such that it requests and receives the dynamic verification

value from the peripheral device 114 , and automatically fills in the corresponding

input field of the checkout page.

[0022] In an exemplary embodiment, memory 204 of peripheral device 114

stores a table 214 which includes a number (e.g., between 10 and 1000) of

preset 3-digit dynamic verification values, which are indexed by a transaction

number. In other embodiments the dynamic verification values can be 4-digit, 5-

digit, or any other number of digits. FIG. 3 illustrates a portion of a table 214

according to one example, including the dynamic verification values which

correspond to the first thirty-six (36) transaction numbers. The keyboard



emulation module 2 12 keeps track of the last transaction number that was used

to generate the dynamic verification value and is adapted to extract the dynamic

verification values from table 2 14 in sequence, preferably starting with the value

associated with transaction number 1. The keyboard emulation module 2 12 then

moves consecutively to the next transaction dynamic verification value for each

new transaction or each time the processor is powered on via switch 208. Upon

extracting a dynamic verification value, the keyboard emulation module 2 12

converts the value into signals that the keyboard driver of computer 102 will

recognize as signals generated by entering the corresponding numbers using a

keyboard.

[0023] In alternative embodiments, memory 204 may store an algorithm or value

generation module 2 16 which generates a new dynamic verification value upon

activation based on certain stored kernel information such as the account

number of the financial presentation device. Exemplary algorithms that may be

used to generate dynamic verification values are discussed below and in

commonly-assigned U.S. Patent Application Serial No. 10/642,878 entitled

"Method and System for Generating a Dynamic Verification Value". In these

embodiments, the keyboard emulation module 2 12 receives the newly generated

dynamic verification value from value generation module 2 16 and formats the

value in the form of keyboard output signals accordingly.

[0024] Two example algorithms that may be used to generate dynamic

verification values are counter-based and time-based algorithms, both of which



use variable data together with customer account information to generate

dynamic verification values.

[0025] In a counter-based algorithm a transaction counter stored in the

peripheral device increments with each transaction. In one example algorithm, a

string is constructed by replacing certain digits of the customer's financial

presentation device account number with the transaction counter to create an

'altered account number'. In a second step, the altered account number is

concatenated with the expiration date of the account and with other specified

digits. The concatenated result is placed into a 128-bit field, and then spit into

two blocks, block A and block B. Block A is then encrypted using an encryption

key, and the encrypted result (block C) is put through an exclusive OR operation

with block B. Resulting block D is then encrypted with the encryption key. After

further encryptions, hexadecimal digits are converted into decimal, the blocks are

concatenated, and three digits are selected from the concatenated result as the

dynamic verification value.

[0026] In an example time-based algorithm, the process may be similar, with a

time-based number (based on a known time window) used instead of a

transaction counter to create the altered account number.

[0027] According to these algorithms, even if an unauthorized party was able to

obtain financial presentation device account number and expiration date

information, there would be no way for the unauthorized party to precisely

determine the dynamic verification value without the variable data of a

transaction counter or time-based number. Moreover, if an unauthorized party



uses a number generating algorithm to continually guess at the dynamic

verification value, verification may be disallowed after a certain number (e.g., 2 or

3) of unsuccessful attempts.

[0028] FIG. 4 is a block diagram of an exemplary computer system 400 which

may be implemented by authorizing entity 116 for authenticating financial

transactions performed using financial presentation devices. In preferred

embodiments of the present invention, computer system 400 is implemented at

or operated by a financial transaction facilitator such as VISANET. Computer

system 400 includes a communication device 402 which sends/receives

information via a communication link (not shown) to customer computers 102 and

merchant servers 104 although the signal may pass through multiple networks

and computers (see FIG. 1) , a processor 404, such as a central processing unit

(CPU), and support circuitry 406. The communication device 402, processor

404, and support circuitry 406 are commonly connected to a bus 408 which also

connects to a memory 4 10 . Memory 4 10 includes program storage memory 4 12

and data storage memory 4 14 .

[0029] Program storage memory 4 12 and data storage memory 4 14 may each

comprise volatile (RAM) and non-volatile (ROM) memory units and may also

comprise hard disk and backup storage capacity. Program storage memory 4 12

stores software program modules and associated data, and in particular stores a

verification module 4 16 . Verification module 4 16 is adapted to receive the

dynamic verification value generated by peripheral device 114 and to match the

dynamic verification value against a comparison verification value which is



obtained from a set of stored values (e.g., in a table) or generated by an

algorithm that corresponds to the algorithm used to generate the dynamic

verification value by peripheral device 114 . Received dynamic verification values

may be stored in data storage memory 4 14 along with other stored cardholder

information, a table of stored dynamic verification values, and/or

values/parameters such as a transaction counter used for generating comparison

verification values dynamically according to an algorithm.

[0030] It is to be appreciated that the computer system 400 can be any

computer such as a personal computer, minicomputer, workstation, mainframe,

or a combination thereof. While the computer system 400 is shown, for

illustration purposes, as a single computer unit, the system may comprise a

group/farm of computers which can be scaled depending on the processing load

and database size.

[0031] FIG. 5 illustrates a flow chart of a method for authenticating a financial

transaction in which a peripheral device according to the present invention is

used to generate dynamic verification values for the financial presentation

device. The method begins in step 502. In step 504, a customer at computer 102

selects an item to purchase on an online merchant site, which then generates a

payment details screen during checkout. In step 506, after providing whatever

information needs to be input manually, if any, the customer moves the cursor to

a dynamic verification value (CVV2) field (e.g., input box) in the payment details

screen, and in step 508, activates peripheral device 114 to generate a dynamic

verification value which will be inputted into the dynamic verification value field.



[0032] In one embodiment, the processor 202 retrieves the last used

transaction counter/number and increments it by one and retrieves the

verification value corresponding to the new transaction number. For example, if

the last used transaction number was 15 , the retrieved verification value is 967

(corresponding to transaction number 16) according to the table in FIG. 3 . The

processor 202 then resets the last used transaction number to 16 .

[0033] Alternatively, an applet downloaded from the merchant server 104 and

running inside the user computer 102 may prompt the user to plug the peripheral

device 114 into the computer 102. When the user does so, the processor 202

retrieves an appropriate dynamic verification value from the table 214 as

described above and transmits it through the usb port.

[0034] In step 5 10 , peripheral device 114 generates a signal that encodes the

dynamic verification value as keyboard input and sends the encoded value to

user computer 102. In step 5 12 , user computer 102 receives the signal from

peripheral device 114 and interprets the signal as keyboard input instructions and

enters the dynamic verification value into the dynamic verification value field of

the payment details screen.

[0035] Upon completion of the payment details screen, in step 5 14 , the online

merchant server 104 receives transaction data, including the financial

presentation device account number and dynamic verification value. In step 5 15 ,

merchant server 104 provides the financial presentation device information and

dynamic verification value to an acquirer (not shown) using conventional financial

presentation device authentication procedures. In step 5 16 , the transaction data



is then received from the acquirer by an authorizing computer 400 of the

authorizing entity 116 . Upon receiving the transaction data including the dynamic

verification value, in step 5 18 , the verification module being executed by the

processor 404 of authorizing computer 400 generates a comparison verification

value to compare with the received dynamic verification value. As explained

above, the comparison verification value may be generated using a table

corresponding to a table of verification values stored on peripheral device 114, or

based on an algorithm that corresponds to an algorithm stored on peripheral

device 114 .

[0036] In the case of using the table, like the peripheral device 114 , the

verification module 4 16 maintains the same table and the same last used

transaction number. The module 4 16 increments the last used transaction

number by one and retrieves the verification value corresponding to the new

transaction number. For example, if the last used transaction number was 15 ,

the retrieved verification value is 967 (corresponding to transaction number 16)

according to the table in FIG. 3 . The verification module 4 16 then resets the last

used transaction number to 16 . The module 4 16 uses the retrieved value as the

comparison verification value.

[0037] In step 520, verification module 4 16 determines whether the comparison

verification value matches the dynamic verification value received from the online

merchant server 104.

[0038] If it is determined in step 520 that the comparison verification value

matches the dynamic verification value, then, in step 522, verification module 4 16



authorizes the transaction (assuming of course that all other tests such as credit

limit pass) and sends a notification to the merchant server 104 according to

conventional procedures. The method then ends in step 530.

[0039] If it is determined in step 520 that the comparison verification value does

not match the dynamic verification value, then, in step 524, verification module

4 16 sends a notification to the merchant server 104 that the financial transaction

is denied. The method then ends in step 530.

[0040] The foregoing specific embodiments represent just some of the ways of

practicing the present invention. Many other embodiments are possible within

the spirit of the invention. Accordingly, the scope of the invention is not limited to

the foregoing specification, but instead is given by the appended claims along

with their full range of equivalents.



What is claimed is:

1. A system for authorizing a financial transaction of a financial presentation

device that is presentable to online merchants, comprising:

a peripheral device including:

a first memory for storing information used to generate a dynamic

verification value for the financial presentation device;

an I/O interface adapted to be coupled to a user computer;

a first processor configured to generate a dynamic verification value

for the financial transaction of the financial presentation device using the

information stored in the first memory and to transmit the dynamic verification

value to the user computer via the I/O interface;

an authentication computer including:

a communication device adapted to receive the dynamic verification

value generated by the peripheral device;

a second memory for storing information used to generate a

comparison verification value;

a second processor coupled to the second memory and the

communication device; and

an authentication module executable by the processor and adapted

to generate the comparison verification value using the information stored in the

second memory and to determine whether to authorize the financial transaction

of the financial presentation device based on a comparison between the

comparison verification value and the received dynamic verification value.

2 . The system of claim 1, wherein the first memory storing information used

to generate the dynamic verification value includes a table of preset dynamic

verification values.

3 . The system of claim 2 , wherein the first processor sequentially retrieves a

preset value in the table for use as the dynamic verification value.



4 . The system of claim 1, wherein the first memory storing information used

to generate the dynamic verification value includes a transaction counter that

increments or decrements each time a dynamic verification value is generated,

and the first processor generates the dynamic verification value based on the

transaction counter.

5 . The system of claim 1, wherein the peripheral device is a universal serial

bus (USB) device and is connectable to the user computer through a USB port.

6 . The system of claim 5 , wherein the first memory storing information used

to generate the dynamic verification value includes a table of preset dynamic

verification values.

7 . The system of claim 6 , wherein the first processor sequentially retrieves a

preset value in the table for use as the dynamic verification value.

8 . The system of claim 6 , wherein the first memory storing information used

to generate the dynamic verification value includes a transaction counter that

increments or decrements each time a dynamic verification value is generated,

and the first processor generates the dynamic verification value based on the

transaction counter.

9 . The system of claim 1, wherein the first processor is adapted to encode

the dynamic verification value as keyboard input signals.

10 . A method for authorizing a financial transaction of a financial presentation

device that is presentable to online merchants, comprising:

generating, by a peripheral device connectable to a user computer, a

dynamic verification value for the financial transaction of the financial

presentation device;



receiving, at an authentication computer, the dynamic verification value;

generating, at the authentication computer, a comparison verification

value for the financial transaction of the financial presentation device;

determining, at the authentication computer, whether to authorize the

financial transaction based on a comparison between the comparison verification

value and the received dynamic verification value.

11. The method of claim 8 , wherein the step of generating a dynamic

verification value includes:

generating the dynamic verification value using a table of preset dynamic

verification values stored in the peripheral device.

12 . The method of claim 11, wherein the step of generating the dynamic

verification value using a table of preset dynamic verification values includes

extracting, in sequence, a preset value in the stored table.

13 . The method of claim 10 , wherein the step of generating a dynamic

verification value includes generating the dynamic verification value according to

a transaction counter stored in a memory of the peripheral device which

increments or decrements each time a dynamic verification value is generated.

14 . The method of claim 10 , wherein:

the peripheral device is a universal serial bus (USB) device connectable to

the user computer through a USB port; and

the step of generating a dynamic verification value includes generating the

dynamic verification value using the USB device.

15 . The system of claim 14 , wherein the step of generating a dynamic

verification value includes generating the dynamic verification value using a table

of preset dynamic verification values stored in a memory of the peripheral device.



16 . The method of claim 15 , wherein the step of generating the dynamic

verification value using a table of preset dynamic verification values includes

extracting, in sequence, a preset value in the stored table.

17 . The method of claim 15 , wherein the step of generating a dynamic

verification value includes generating the dynamic verification value according to

a transaction counter stored in a memory of the peripheral device which

increments or decrements each time a dynamic verification value is generated.

18 . The method of claim 10 , further comprising encoding the dynamic

verification value as keyboard input signals.
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