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(57) ABSTRACT 

A method and system for the secure distribution and utili 
Zation of data over a network. A Server computer may issue 
a certificate and a private key to a client for identifying the 
client in a transaction. The certificate and the private key 
may be Stored in a token used by the client during a 
transaction. The Server may verify a digital Signature using 
the certificate stored in the token before distributing data to 
the client. The Server may also generate a message associ 
ated with the data being downloaded to the client and 
asSociated with the token used by the client during a 
transaction. 
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METHOD AND SYSTEM FOR SECURE 
DISTRIBUTION AND UTILIZATION OF DATA 

OVER A NETWORK 

BACKGROUND 

0001) 1. Field of the Invention 
0002 The present invention relates to the field of data 
distribution and, in particular, to the Secure distribution and 
utilization of data, Such as, for example, confidential or 
proprietary documents or audio, Video, multimedia or other 
entertainment content, over a network. 

0003 2. Description of Related Art 
0004. The ease with which data may be copied and 
distributed over public and private networks has been a 
major impediment to the widespread use of networks as a 
medium for the Sale and distribution of data. In particular, 
the inability to prevent the illegal copying and/or distribu 
tion of copyrighted material or the pilfering of proprietary 
documents has thwarted the commercial use of networks as 
a viable Sales and distribution channel. 

0005. In the area of entertainment content, copyright 
Violations have been particularly egregious. The illegal 
copying and distribution of copyrighted material has gone 
Virtually unchecked, with little recourse to the copyright 
owners. The recent decision of a federal court to issue an 
injunction shutting down the Song-Swapping web site NAP 
STER is further indication that, up to the present time, little 
has be done to prevent illegal copying and distributing over 
public networks except to prevent use of the network for 
transmission of copyrighted material altogether. Thus, con 
tent owners are Still not able to tap the massive markets that 
exist for online Sale and distribution of audio, Video, mul 
timedia and other entertainment content. 

0006. In addition, the exchange of confidential or propri 
etary data over public networkS Such as the Internet, 
although being tremendously convenient and offering tre 
mendous Savings in time and money, has still not been fully 
embraced by businesses and other networking communities 
due to concerns over privacy and confidentiality. The ever 
present threat of pilfering of Such data has prompted many 
businesses and organizations to recommend that Such data 
be exchanged by means other than an electronic network. 
0007. The security, privacy and confidentiality issues 
asSociated with data or content distribution over a network 
have been addressed by Several techniques, all with limited 
Success. For example, one of the first techniques to address 
the distribution of data and content over public networks 
involved encryption/decryption. In an effort to prevent unau 
thorized access to data being Sent over a network, data may 
be encrypted in Such a manner that it can be decrypted only 
by the recipient. While this technique may be effective to 
prevent hacking during transmission of the data, encryption/ 
decryption techniques do nothing to prevent illegal copying 
and redistribution of the data once the data has been 
decrypted by the recipient. 
0008. Other techniques have sought to prevent illegal 
copying and distribution of data over networks by identify 
ing the owner of the data within the data itself. For example, 
certain identifying data, commonly known as a “digital 
watermark' and deriving its name from a traditional water 
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mark Seen on checks and other documents, may be added to 
data So that the owner, creator, distributor or other interested 
party may be identified within the data. In addition, a digital 
watermark may communicate copyright information, Such 
as the owner of the copyright to the data, when the data was 
first copyrighted, whom the recipient may contact in order to 
inquire about licensing rights, and the like. 
0009. Unfortunately, digital watermarking alone has been 
insufficient to prevent widespread illegal copying and dis 
tributing of copyrighted material. Many in the networking 
community simply ignore digital watermarks. Moreover, 
enforcement by copyright owners using digital watermarks 
alone is tremendously difficult. Even if an unscrupulous user 
of copyrighted material is aware of a digital watermark, the 
user can copy and redistribute the data hundreds and even 
thousands of times without knowledge by the copyright 
owner. There is little the copyright owner can do to prevent 
this. 

0010. One technique for monitoring the distribution of 
information that is accessible through a public network is 
disclosed in U.S. Pat. No. 5,889,860, Encryption System 
With Transaction Coded Decryption Key. According to the 
860 patent, a client who has chosen to purchase online data, 
Such as a Song, enters payment information and is assigned 
a password that is specific to the client and the transaction. 
The password functions as a decryption key to enable use of 
the data by the client. Should the client improperly copy and 
redistribute the data and the decryption password, the copies 
can be traced back to the client based on client identifying 
information encoded in the password. 
0011 Although possibly effective for identifying clients 
who have copied and redistributed data, the technique of 
U.S. Pat. No. 5,889,860 offers no method of enforcement. 
Similar to the case of digital watermarking, many clients are 
unconcerned that information identifying them is passed 
along with the data to unauthorized third parties. AS far as 
the copyright owner is concerned, it is tremendously difficult 
to determine that data is being copied and redistributed over 
a public network and, even if it were not difficult, the volume 
typically associated with the illegal copying and redistrib 
uting of popular data is So great that any practical attempts 
to enforce copyrights would currently be futile. 

SUMMARY OF THE DISCLOSURE 

0012 Embodiments of the present invention relate to 
methods and Systems for the Secure distribution and utili 
Zation of data over a network. Methods according to 
embodiments of the present invention may include issuing a 
certificate and a private key to a client for identifying the 
client in a transaction. The certificate and private key may be 
Stored in a token used by the client during the transaction. 
Before distributing data to the client, the client's identity 
may be verified using the certificate and a digital Signature 
signed using the private key. 
0013 A message may be generated by a server and 
asSociated with the data being downloaded to the client and 
further associated with the token used by the client during 
the transaction. Once the client’s identity has been verified 
and a message generated, data may be distributed to the 
client. 

0014) A client and a server may communicate over a 
Secure network connection. Using the Secure network con 
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nection, the Server may issue the certificate and private key 
to the client. The Secure network connection may use a 
Secure Socket layer protocol or other Secure protocol. Prior 
to issuing a certificate and private key and Storing them in 
the client's token, the Server may ask the client to establish 
a password for the token. The Server may also ask the client 
to establish a password for a client account. 
0.015 The token may interface to the client's computer. 
The certificate and private key may be stored in the token by 
Writing them to the token across the network. Alternatively, 
the certificate and private key may be Stored in the token by 
Writing them to the token at the Server computer. 
0016 A client may request data to be distributed from a 
Server. Prior to distributing the data, the Server may request 
that the client send the server the client's certificate. The 
Server may also request that the client Send the Server a 
digital Signature. The Server may also request a distinguish 
ing number of the token. Once the server has verified the 
client's identity, the Server may generate a message associ 
ated with the data and the token and distribute the data to the 
client over a network. 

0.017. A system for distributing data over a network 
according to embodiments of the present invention may 
include a client computer for requesting data over a network, 
the client computer being interfaced to the network, a Server 
computer for distributing requested data over a network, the 
Server computer being interfaced to the network, and a token 
interfaced to the client computer. The Server computer may 
Store the certificate and private key in the token. Further 
more, the Server computer may verify the identity of the 
client with the client's certificate in the token before dis 
tributing data to the client. 
0.018. A system for distributing data over a network 
according to embodiments of the present invention may 
further include a firewall interfaced to the network and a 
cryptographic processor interfaced to the Server computer 
and the firewall. 

0.019 According to embodiments of the present inven 
tion, a third party computer System may interface to the 
network. The third party computer System may issue a 
certificate and a private key and Stores them in the token. 
0020. These and other objects, features, and advantages 
of embodiments of the invention will be apparent to those 
skilled in the art from the following detailed description of 
embodiments of the invention when read with the drawings 
and appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021 FIG. 1 is a general system for the secure distribu 
tion and utilization of data over a network according to an 
embodiment of the present invention. 
0022 FIG. 2 is a flowchart of a general method for the 
Secure distribution of data over a network according to an 
embodiment of the present invention. 
0023 FIG. 3 is a flowchart of a method for issuing a 
certificate and private key and Storing them in a token 
according to an embodiment of the present invention. 
0024 FIG. 4 is a flowchart of a method for verifying the 
client's identity with the client's certificate, generating a 
message, and distributing data according to an embodiment 
of the present invention. 
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0025 FIG. 5A is a flowchart of a method for utilizing 
data that has been downloaded to a client according to an 
embodiment of the present invention. 
0026 FIG. 5B is a flowchart of a method for verifying a 
digital message according to an embodiment of the present 
invention. 

0027 FIG. 6 is an alternative system for the secure 
distribution of data over a network according to an embodi 
ment of the present invention. 
0028 FIG. 7 is an alternative system for the secure 
distribution of data over a network according to an embodi 
ment of the present invention. 

DETAILED DESCRIPTION 

0029. In the following description of preferred embodi 
ments, reference is made to the accompanying drawings 
which form a part hereof, and in which are shown by way 
of illustration specific embodiments in which the invention 
may be practiced. It is to be understood that other embodi 
ments may be utilized and Structural changes may be made 
without departing from the Scope of the preferred embodi 
ments of the present invention. 
0030 Embodiments of the invention are directed toward 
a method and System for the Secure distribution and utili 
Zation of data over a network. Embodiments of the present 
invention allow data, including, without limitation, data in 
the form of entertainment content Such as audio and Video, 
to be distributed over a network to consumers, companies or 
other individuals or entities while reducing the risk that Such 
data is Subsequently copied illegally or redistributed without 
authorization. Embodiments of the invention may be imple 
mented by individuals or large organizations. For example, 
embodiments of the invention may be implemented by 
entertainment content owners desirous of distributing music, 
movies, games, VideoS and other multimedia over networks 
Such as the Internet. 

0031 Embodiments of the present invention may be 
implemented in a variety of ways. FIG. 1 shows a general 
System configuration on which embodiments of the present 
invention may be implemented. A client computer or other 
computing device 10 has a connection to a network 14. The 
client computer or other computing device 10 may contain, 
without limitation, a processor or processors, memory and 
other components as are common in the industry. 
0032. The network 14 may be a public network, a private 
network, or a combination thereof. For example, in a typical 
Workplace environment, a client computer 10 may be con 
nected via an Ethernet connection to a local area network 
(LAN), which, in turn, is connected to a larger public 
network, Such as the Internet. Alternatively, if the client 
computer 10 is a stand alone PC in the client's home and the 
network 14 is the Internet, the client may connect to the 
network 14 through an Internet Service Provider (ISP) using 
a Standard modem connection. 

0033) A server 16 also connects to the network 14 Such 
that the client computer 10 and the server 16 may commu 
nicate with each other over the network 14. The server 16 
may contain, without limitation, a processor or processors, 
memory and other components as are common in the 
industry. 
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0034) Interfaced to the client computer or other comput 
ing device 10 is a token 12. The token may be a discreet 
piece of hardware that interfaces in Some manner to the 
computer or other computing device 10. For example, the 
token 12 may be in the form of a Smart card, a floppy disk, 
a CD-R, or a removable hard drive. Alternatively, the token 
may be an IKEYTM hardware token, made by RAINBOW 
TECHNOLOGIES, Irvine, Calif. In one embodiment of the 
invention, the information in the token is difficult for a 
general user to read. In addition, the token may be Sealed 
within a Security boundary, i.e., a physical boundary or 
border, outside of which it may be relatively easy to write 
information into the token but relatively difficult to read 
information from the token. Thus, the token may physically 
protect information, Such as private keys, Such that the 
information never exits the token. Cryptographic operations 
asSociated with protected keys may be performed within the 
token itself. 

0035) The token 12 may interface to the computer 10 in 
a variety of ways. For example, the token 12 may interface 
to the computer 10 via a cable. Alternatively, the token 12 
may interface to the computer 10 via wireleSS link, Such as, 
for example, an RF, optical or infrared link. If, for example, 
the token 12 is an IKEYTM hardware token, the token 12 may 
plug into a Universal Serial Bus (USB) port on the computer 
10. 

0.036 The token 12 may come in a variety of sizes and 
form factors. For example, if the token 12 is an IKEYTM 
hardware token, the token 12 may be Small enough and 
lightweight enough to placed on a key ring or other type of 
key holder. The token may be kept and guarded by the client, 
much in the same way the client would keep and guard credit 
cards, house keys, car keys and other valuables. 
0037 FIG. 2 shows a generalized method for secure data 
distribution according to an embodiment of the present 
invention. At Step 20, an individual, a company, a distributor 
or Some other entity in control of data and intending to 
distribute the data in a Secure manner issues a certificate and 
a private key to a client requesting the data. The certificate 
and private key are used to authenticate the client during a 
transaction in which the client requests data. The data may 
consist of confidential or proprietary documents or, alterna 
tively, may be entertainment content, Such as, for example, 
music, a movie, multimedia or Some other type of audio or 
Video content. 

0.038. Once a certificate and private key has been issued 
to a client at Step 20, they may be Stored in a token used by 
the client at Step 22. AS Stated previously, the token may be 
a discreet piece of hardware that interfaces in Some manner 
to a computer or other computing device. 
0039. Once a certificate and private key identifying a 
client have been Stored in the token at Step 22, the client is 
then ready to download data. The client may download data 
during the Session in which the client's certificate and 
private key was Stored in the token or during another Session 
at a later time. Whenever the client is ready to download 
data, the client's identity may be verified by a server 
operated by the individual, company, distributor, or other 
entity using the client's certificate before distributing data at 
Step 24. For example, assume a client, at Some time after 
receiving a certificate and private key, interfaces the token 
containing the certificate and private key to a computer and 
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Visits a music distribution company's web site. After perus 
ing the music available for download, the client may request 
a download of a particular Song in digital form. Prior to 
distributing the Song to the client, the client's identity is 
authenticated with the client's certificate Stored in the token, 
thereby ensuring that the downloading of data to the client 
is authorized. 

0040. Once the client’s identity is verified with the cer 
tificate, at Step 26 a message may be generated by the Server 
which is associated with the data requested by the client and 
the token used by the client when making the request. AS 
will be explained in greater detail below, the message, in 
conjunction with the token in which a certificate has been 
Stored, may be used to prevent illegal copying, theft, and/or 
Subsequent distribution of the data downloaded by the client. 
0041 After the message is generated at step 26, the 
encrypted data and the associated message are distributed to 
the client at step 28. The client is then free to use the data. 
For example, if a Song in digital form has been distributed 
to the client, the client may listen to the Song at any time, 
using an appropriate media player, by interfacing the token 
used during the Session in which the distribution was made 
to the computer on which the Song resides. 
0042. A certificate and private key may be issued in a 
variety of contexts. For example, a certificate and private 
key may be issued in the course of establishing an account 
between a content distributor and a consumer. Such would 
be the case, for example, if a consumer wanted to establish 
an account with a music distribution company. According to 
an embodiment of the present invention, the music distri 
bution company would issue a certificate and a private key 
to the consumer and Store them in a token used by the 
consumer. FIG. 3 shows a detailed method of issuing a 
certificate and private key and Storing them in a token 
according to an embodiment of the present invention in the 
general context of a content distribution company. 
0043. At step 30, a content distribution company or other 
company provides a client, i.e., a consumer, with enough 
information necessary to establish an account between the 
company and the client. The information may include, but is 
not limited to, providing a client with a company name and 
a web site address. 

0044) The company may provide this information in a 
variety of ways. For example, Such information may be 
made available through a retail Store. If a client is interested, 
for example, in purchasing music, movies or the like over a 
network Such as the Internet and Visits a retail Store where 
the company's music, movie or other distribution Services 
are advertised, the client may obtain a package at the retail 
Store containing company information and instructions that 
direct the user to the company's web site. The client may 
then go to a computer or other device to access the compa 
ny's web site, logon to the web site and begin the process of 
establishing an account with the company. 

0045. Once the client has logged on to the company web 
Site, a Secure connection may be established between the 
company Server and the client. The Secure connection may 
be established in a variety of ways. For example, the 
widely-implemented Secure Socket Layer (SSL) protocol 
may be used in establishing a Secure connection between the 
Server and the client. Alternatively, other protocols may be 
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used in establishing a Secure connection between the Server 
and the client. When establishing a Secure connection 
between the server and the client using SSL, the client may 
Send the Server a protocol version number, a Session iden 
tifier, cipher Settings, random numbers, and other informa 
tion necessary for communicating with the Server. In turn, 
the Server may send the client a protocol version number, a 
Session identifier, cipher Settings, random numbers, and 
other information necessary for communicating with the 
client. 

0.046 Regardless of any protocol used for the connection 
between the client and the Server, at Step 32, the Server Sends 
the client its certificate and key exchange information. In 
turn, the client sends the server verification of the server's 
certificate and key exchange information at Step 34. Subse 
quently, the Server and the client may compute a Session key 
for the session at step 36. After the session key has been 
computed, a Secure connection between the Server and the 
client will have been established. 

0047 Once the session key has been computed and a 
Secure connection established, at Step 38 the Server may 
request and the client may send to the Server a variety of 
information, Such as, for example, a user name, a password 
for an account, a credit card number and any other infor 
mation, Such as, for example, addresses, telephone numbers 
and the like, which may be necessary for the client to 
establish an account with the company as determined by the 
company, all of which will have been encrypted with the 
Session key. Once the Server has obtained the requisite 
information from the client, the server may verify the 
client's credit card number and establish an account for the 
client at step 40. 
0.048. During this time, terms of the account may also be 
established. For example, if the company distributes music 
over a network, the client may choose a variety of payment 
methods. The client may choose to have his credit card 
charged a monthly fee for a predetermined number of 
downloads. Alternatively, the client may choose to have his 
credit card charged per download. The client and the com 
pany may establish any payment method Suitable to both 
parties. 

0049 Other terms of the account may also be established 
at this time. For example, in the case of a music distribution 
company, the duration for which a Song may be enabled for 
listening may depend on the amount of money a client has 
paid for the Song. A Small fee charged to the client's credit 
card may enable the client to listen to the Song for a 
predetermined period of time. A larger fee charged to the 
client's credit card may enable the client to listen to the Song 
for an unlimited period of time. AS with the payment 
methods, the client and the company may establish any 
terms Suitable to both parties. 
0050. Subsequent to the establishment of the account, the 
Server may generate a private key for the client, issue a 
certificate for the client, encrypt both of them with the 
Session key, and Store the private key and the client certifi 
cate in the client's token at Step 42. The Server may store the 
private key and the client certificate in the client's token in 
a variety of ways. For example, if the chosen token is an 
IKEYTM hardware token, the token is lightweight and por 
table, and may be easily included in the package obtained by 
the client at a retail Store. Thus, Subsequent to account 
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establishment, the Server may direct the client to insert the 
token into a port on the computer or other device used for the 
Session. The port may connect to a Serial buS Such as the 
USB. Thus, with the token connected to a USB port of the 
device being used by the client, the Server may store the 
private key and the client certificate directly into the token 
by Sending the private key and the client certificate in 
encrypted form to the token over the network. 
0051 Alternatively, the server may store the private key 
and the client certificate into the token at the Server location. 
The token may then be sent to the client using regular mail 
or delivery Services. 
0052 Once a private key and client certificate have been 
Stored in the clients token, the client may download a media 
player or other enabling player into the client computer or 
other device used by the client to utilize downloaded data at 
Step 44. The client is then ready to purchase data over a 
network and listen to, watch, play, read or utilize in any way, 
as the case may be, the data downloaded from the Server. 
0053 FIG. 4 shows a detailed method according to an 
embodiment of the present invention of Verifying a client's 
identity with a certificate Stored in a token, generating a 
message associated with data requested by the client and the 
token used by the client; and distributing the data and the 
asSociated message to the client in response to a request by 
the client to purchase data. 
0054) Once a client has decided to purchase or lease data 
over a network, whether Such data be in the form of 
entertainment content or otherwise, and has logged on to a 
company web site, the client and the Server may authenticate 
each other. The authentication between the client and the 
Server may be accomplished in a variety of ways. A variety 
of protocols may be used for the authentication process. AS 
before, for example, the SSL protocol may be used for 
authentication between the server and the client. The client 
may send the Server a protocol version number, a Session 
identifier, cipher Settings, random numbers, and other infor 
mation necessary for communicating with the Server. In turn, 
the Server may send the client a protocol version number, a 
Session identifier, cipher Settings, random numbers, and 
other information necessary for communicating with the 
client. 

0055. The server may send a client a server certificate so 
that the client may verify the identity of the server at step 50. 
Additionally, the Server may request that the client Send the 
client’s certificate to the server so that the server may verify 
the identity of the client. 
0056. At step 52, the client sends the server the client 
certificate that was issued to the client when the client first 
established an account with the content distribution com 
pany. The client may also Send the Server a verification of the 
server identity with the server's certificate, thereby notifying 
the Server that the client recognizes the identity of the Server. 
0057 Also, the token used by the client during the 
transaction may be marked with a distinguishing number. 
The distinguishing number may be a permanent marking on 
the token to identify the token. The distinguishing number 
may be assigned by the token manufacturer at the time of 
token fabrication. Thus, the token distinguishing number 
may not be modified or removed from the token and serves 
to identify the token during its lifetime. At step 52, the client 
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may also Send the token distinguishing number to the Server. 
If desired, the Server may verify the token distinguishing 
number Sent by the client during the current Session with the 
token distinguishing number Sent by the client when the 
account was established, thereby giving the Server a height 
ened Sense of Security in identifying and Verifying the client 
requesting the download. 

0.058. Once the client sends the server the client certifi 
cate, Server certificate Verification and token distinguishing 
number, the server verifies identity of the client with the 
client certificate at step 54. Once the client’s identity has 
been Verified, a Symmetrical key may be generated by the 
Server at Step 56, thereby establishing a Secure connection 
and allowing data to be transferred from Server to client in 
a Secure, encrypted manner. The Symmetrical key may be 
generated randomly. 

0059) Once the symmetrical key has been generated, the 
Server computes a digital message for the data requested by 
the client and the client token at Step 58. The digital message 
is, thereafter, associated with the data requested by the client 
and the token used during the Session and Serves to perma 
nently link the data requested by the client with the token 
used during the Session. The digital message may take a 
variety of forms. For example, the digital message may be 
computed using a public key (asymmetric) cryptographic 
algorithm and may contain a variety of information, includ 
ing, without limitation, an identification number of the data 
the period of time for which the data may be used by the 
client, the distinguishing number of the token used during 
the Session in which the data was requested or downloaded, 
and the Symmetrical key used to encrypt the data when sent 
from the server to the client over a network. In notation 
form, the digital message according to an embodiment of the 
present invention may be in the form of 

0060 where D is the asymmetric cryptography decryp 
tion proceSS using a private key, E is the asymmetric 
cryptography encryption proceSS using a public key, DID is 
the identification number of the data, T is the period of time 
for which the data may be used by the client, DN is the 
distinguishing number of the token used during the Session 
in which the data was requested or downloaded, S is the 
Symmetrical key used to encrypt the data when Sent from the 
Server to the client over a network, pukc is the public key of 
the client and prkd is the private key of the Server. 
0061. Once the digital message has been computed, the 
Server encrypts the data using the Symmetrical key and sends 
it and the digital message to the client at Step 60. The client 
then may use the data in a desired manner or Store the data 
for use at a Subsequent time. 

0.062 FIG. 5A shows a method of using data that has 
been downloaded from a server according to an embodiment 
of the present invention. If, for example, the client has 
downloaded a Song in digital form, the client may wish to 
listen to the Song at Some point. Thus, at Step 64 the client 
may open the requisite media player and the file containing 
the Song data and the digital message that was downloaded 
in digital form from the music distributor's server. At step 
66, the media player resident in the client computer may ask 
the client for a token. Thus, the client would then interface 
his token to the computer or other device currently being 
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used. If, for example, the client is using an IKEYTM hard 
ware token, the token may be inserted directly into a USB 
port of the computer or other device being used by the client. 
0063 At step 68, the media player reads the distinguish 
ing number (DN) of the token. Next, at step 70, the media 
player verifies the digital message that was Sent with the 
downloaded data, the details of which are explained below, 
with the public key of the distributor's server. Once the 
digital message has been Verified, the media player plays the 
downloaded data. 

0064. Details of the digital message verification of step 
70 may be seen in FIG. 5B. According to an embodiment of 
the present invention, at Step 72, the media player verifies 
the DN of the token with the DN that is part of the digital 
message. If the DN of the token matches the DN of the 
digital message, the media player then checks the time 
period associated with the data at step 74 to determine if the 
client is permitted to play the file according to the terms of 
the purchase agreement. If the client is within the allowable 
time period, the media player uses the private key from the 
token to decrypt the encrypted Symmetrical key that was 
used to transfer data over the network between the server 
and the client at step 76. The media player may read the 
private key from the token. Alternatively, if the token is 
equipped with cryptographic processing capabilities, the 
media player may send the encrypted Symmetrical key to the 
token So that it may be decrypted with the private key. 
Armed with the Symmetrical key, the media player then 
decrypts the data that was downloaded at step 78. 
0065. If steps 72 through 78 are successful, i.e., if all 
compared values are equal and the encrypted Symmetrical 
key and data can be properly decrypted, the media player 
may then play the file for the enjoyment of the client at Step 
80. 

0066. Thus, the methods and systems according to 
embodiments of the present invention may deter illegal 
copying or redistribution of data in a variety of ways. If the 
DN of the token does not match the DN of the data, which 
may occur if a token has been Stolen or the data has been 
copied and Sent to another client having another token, the 
media player will not play the file. In addition, if the time 
period for which the file may be played has expired, or if the 
time period for which the file may be played has not yet 
Started, Such as in the case where a file is downloaded at a 
particular time for use at a future time, the media player will 
not play the file. 

0067. If the data has been modified in any way, which 
may be the result of unscrupulous users attempting to 
circumvent the System by tampering with the data, the client 
generally will be aware of Such modification because the 
data, in its modified form, will not be usable to the client. 
The client may then have the option of Sending the digital 
message back to the Server and ask the Server to re-Send the 
data to the client. The Server can determine what data to Send 
back to the client by using the DID in the digital message. 

0068. Furthermore, if downloaded data and the associ 
ated digital message is Stolen from a client by an unscru 
pulous client having his own token, the file will Still not play 
because only the private key from the original clients token 
can decrypt the encrypted Symmetrical key when the Sym 
metrical key is decrypted by the media player. In addition, 
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the digital message cannot be forged by a third party since 
it was encrypted using the private key of the Server. 

0069. According to further embodiments of the inven 
tion, if a client should lose the token or have the token Stolen, 
the client may so notify the server that the token has been 
lost or stolen. The server may then revoke the client's 
certificate. Thus, should a third party attempt to use the 
token after the Server has revoked the client's certificate, the 
token, which Stores the client's certificate, will be rejected 
by the server. Thus, after a certificate has been revoked, the 
token Storing the certificate will be essentially useless, 
thereby adding yet another layer of protection afforded by 
the methods and Systems according to embodiments of the 
present invention. 

0070. In addition, use of the token by a third party who 
has Stolen or otherwise illegally obtained the token may be 
further prevented by utilizing a password protection System 
with the token. AS explained previously, when a client 
establishes an account with a Server, the client may be 
required to furnish to the Server a password for the account. 
The client may also be require to enter a password for the 
token. If a token has been stolen by a third party, the third 
party will not have knowledge of the password, thereby 
making it difficult for the third party to use the stolen token 
to purchase data. 
0071. The method of verifying a digital message and 
playing a downloaded file shown in FIGS. 5A and 5B are 
representative embodiments of the present invention. Other 
information may be included in the digital message and 
other methods according to embodiments of the present 
invention may be used to Verify the digital message and 
utilize downloaded data. 

0.072 Systems implementing embodiments of the present 
invention need not be limited to the system shown in FIG. 
1. For example, FIG. 6 shows an alternative system accord 
ing to embodiments of the present invention. A client 
computer or other computing device 10 connects to a 
network 14. Connected to the client computer or other 
computing device 10 is a token 12. A firewall 18 connects to 
the network 14 as an added layer of protection for the server 
16. In addition, a cryptographic processor 15 may be con 
nected between the firewall 18 and the server 16. The 
cryptographic processor 15 may handle Some or all of the 
cryptographic and other functions performed by embodi 
ments of the invention. For example, the cryptographic 
processor 15 may function as a certificate authority. In 
addition, the cryptographic processor 15 may perform all of 
the functions necessary when establishing a Secure connec 
tion between a Server and a client, may generate digital 
messages and may encrypt data. 

0073. The server 16 may also be supplemented by a data 
base 17. The data base 17 may store account numbers, 
passwords, and any other of a variety of information 
required by a distributor to implement the particular embodi 
ment of the present invention. 
0.074 FIG. 7 shows an alternative system according to 
embodiments of the present invention. A client computer or 
other computing device 10 connects to a network 14. Con 
nected to the client computer or other computing device 10 
is a token 12. Also connected to the network is a third party 
certificate authority 13. The third party certificate authority 
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13 may provide a variety of functions, including, without 
limitation, Verifying clients, issuing client certificates, pre 
liminarily establishing client accounts, and the like. The 
performance of Such functions by the third party certificate 
authority may relieve the burden of these functions from the 
distributor's server, thereby allowing the server to focus its 
activities on downloading data requests made by clients. 
0075. The computer or other computing device 10 may 
be implemented in a variety of ways. For example, the 
computer or other computing device 10 may be a portable 
device such as a PALMTM handheld or other portable device. 
The portable device or other handheld may have a wireless 
connection to a network. For example, embodiments of the 
present invention may by implemented on a handheld device 
with a wireless connection to the Internet. Clients who are 
interested in, for example, downloading music from the 
Internet could interface their tokens to the handheld device 
and download music to the handheld device. If the handheld 
device is equipped with audio processing hardware, cryp 
tographic capabilities, and an interface for the token, a 
media player on the handheld device could play the down 
loaded music file, thereby allowing the client to listen to 
music virtually anywhere. 

0076 Moreover, downloaded data is not limited to enter 
tainment content. A variety of data may be downloaded 
according to embodiments of the present invention, includ 
ing, without limitation, Software, consumer information, 
account information, or other data. 
0077. While particular embodiments of the present 
invention have been shown and described, it will be obvious 
to those skilled in the art that the invention is not limited to 
the particular embodiments shown and described and that 
changes and modifications may be made without departing 
from the Spirit and Scope of the appended claims. 
What is claimed is: 

1. A method for distributing data over a network com 
prising: 

issuing a certificate and a private key to a client for 
identifying the client in a transaction; 

Storing the certificate and the private key in a token used 
by the client during a transaction; 

Verifying a digital Signature using the certificate Stored in 
the token before distributing data to the client; 

generating a message associated with the data being 
downloaded to the client and associated with the token 
used by the client during a transaction; and 

distributing the data and the associated message to the 
client. 

2. The method of claim 1, further comprising providing 
the client with information necessary for establishing an 
acCOunt. 

3. The method of claim 2, further comprising providing 
the client with the token. 

4. A method for distributing data over a network com 
prising: 

establishing a Secure connection between a client and a 
Server, 

issuing a certificate and a private key to the client for 
identifying the client in a transaction; and 
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Storing the certificate and the private key in a token used 
by the client during a transaction. 

5. The method of claim 4, further comprising distributing 
data to the client. 

6. The method of claim 5, further comprising requesting 
information from the client for establishing an account. 

7. The method of claim 4, wherein establishing a secure 
connection comprises establishing a Secure connection using 
a Security protocol. 

8. The method of claim 7, wherein the security protocol 
is the Secure Socket layer protocol. 

9. The method of claim 6, wherein requesting information 
comprises requesting a credit card number. 

10. The method of claim 6, wherein requesting informa 
tion compriseS requesting a password. 

11. The method of claim 4, wherein storing the certificate 
comprises: 

interfacing the token to a client computer; and 
Writing the certificate and the private key to the token 

acroSS the network. 
12. The method of claim 4, wherein storing the certificate 

comprises: 
interfacing the token to a Server computer; and 
Writing the certificate to the token at the Server computer. 
13. The method of claim 5, wherein distributing data to 

the client comprises distributing a media player. 
14. A method for distributing data over a network com 

prising: 

establishing a Secure connection between a client and a 
Server, 

receiving a request from the client for data to be down 
loaded; 

generating a message associated with the data being 
downloaded to the client and associated with a token 
used by the client; and 

distributing the data and the associated message to the 
client. 

15. The method of claim 14, wherein establishing a secure 
connection comprises establishing a Secure connection using 
a Security protocol. 

16. The method of claim 15, wherein the security protocol 
is the Secure Socket layer protocol. 

17. The method of claim 14, wherein establishing a secure 
connection comprises 

requesting authentication information from the client, and 
Sending authentication information from the Server. 
18. The method of claim 17, wherein requesting authen 

tication information from the client comprises 
requesting a certificate from the client; and 
requesting a digital Signature from the client. 
19. The method of claim 17, wherein sending authenti 

cation information from the Server comprises 
Sending a certificate from the Server; and 
Sending a digital Signature from the Server. 
20. The method of claim 18, wherein requesting a cer 

tificate comprises reading the certificate from the token used 
by the client. 
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21. The method of claim 14, wherein generating a mes 
Sage further comprises: 

including in the message a data identification number; 

including in the message a period of time for which the 
data may be used by the client; 

including in the message a distinguishing number of the 
token used by the client when requesting data; 

including in the message a Symmetrical key used to 
encrypt the data when distributing data from the Server 
to the client over the network. 

22. The method of claim 14, wherein generating a mes 
Sage further comprises generating a message using a public 
key (asymmetric) cryptographic algorithm. 

23. A method of securely utilizing downloaded data 
comprising: 

opening a media player, 

opening a data file; 

requesting a token from a client; 

reading a distinguishing number from the token; 

Verifying a digital message associated with the data file 
and the token using the media player, the distinguishing 
number, and a private key in the token. 

24. The method of claim 23, wherein in verifying a digital 
message, the media player reads the private key from the 
token to decrypt the digital message. 

25. The method of claim 23, wherein in verifying a digital 
message, the media player Sends the digital message to the 
token. 

26. The method of claim 25, wherein the token decrypts 
an encrypted Symmetric key using the private key. 

27. The method of claim 22, wherein verifying a digital 
message comprises 

Verifying the distinguishing number read from the token; 

Verifying a time period associated with the data file; 
decrypting an encrypted Symmetrical key using the pri 

Vate key from the token; 
decrypting the data file using the Symmetrical key. 
28. A system for distributing data over a network com 

prising: 

a client computer for requesting data over a network, the 
client computer being interfaced to the network; 

a Server computer for distributing requested data over a 
network, the Server computer being interfaced to the 
network, and 

a token interfaced to the client computer, 

wherein the Server computer Stores a certificate and a 
private key in the token. 

29. The system of claim 28, wherein the server computer 
verifies an identity of the client with the certificate in the 
token before distributing data to the client. 
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30. The system of claim 28, further comprising 

a firewall interfaced to the network; and 

a cryptographic processor interfaced to the Server com 
puter and the firewall. 

31. A System for distributing data over a network com 
prising: 

a client computer for requesting data over a network, the 
client computer interfaced to the network; 
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a Server computer for distributing requested data over a 
network, the Server computer interfaced to the network; 

a token interfaced to the client computer; and 
a third party computer System interfaced to the network, 
wherein the third party computer System issues a certifi 

cate and Stores the certificate in the token. 
32. The method of claim 31, wherein the third party 

computer System issues a private key and Stores the private 
key in the token. 


