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“Identification of Potential Threat Materials Using Active Electromagnetic Waves”

Field

The invention relates to imaging systems for identification of concealed items, for example
imaging systems for security scanning. It applies to imaging systems which operate over any of a

wide range of frequencies.

Background

In response to security threats in transportation and public spaces, inspection of people for
materials such as narcotics and explosives and other types of contraband is becoming common at
security checkpoints at, for example, airports, train stations, sporting events, concerts, federal
buildings, and other public and private facilities. Systems using non-ionizing radiation, such as
terahertz and millimetre range radiation, for imaging of concealed items of interest are known.

Such systems are described in, for example, W0200875948, US7304306, and US7295019.

WO0200875948 describes analysis of imaging radiation to visualize properties of the human
internal body, such as electrical conductivity, electric permittivity, and magnetic permeability.
Non-coherent waves having a large bandwidth aré transmitted, to ensure that they are harmless.
The bandwidth is preferably half of a control frequency. The radiation source may for example

be a broadband non-coherent noise generator.

US7304306 describes an imaging system using terahertz radiation, and a direct conversion
detector module is used. Detected radiation is split into several components, which are
attenuated. The objective is to detect explosive material. The different signals are combined to

provide a composite signal.

US7295019 describes use of capacitive and inductance sensors for detecting concealed items

such as plastic explosives and ceramic knives.

The invention is directed towards providing for improved detection of non-metallic concealed

items, particularly with improved differentiation between threat and non-threat items.
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SUMMARY

An imaging system comprises:
a transmitter for directing radiation at a volume in which there is a target;
areceiver for receiving scattered radiation from the target; and
a processor for processing the scattered radiation to generate an image according to
amplitude and phase of the received radiation.

It may further comprise a display coupled to the processor, for generating an image display.

The processor is in one embodiment adapted to classify a concealed dielectric material according
to permittivity relative to that of the human body, said relative permittivity being deduced from

amplitude and phase information in the received radiation.

In one embodiment, the transmitter is adapted to transmit the incident radiation with a

substantially single frequency.
In one embodiment, said frequency is in the range of 1GHz to 300GHz.
In one embodiment, said frequency is in the range of 1GHz to 80GHz.

In another embodiment, the processor is adapted to automatically identify anomalies at edges in

the recorded images, and to use said anomalies when deriving relative permittivity data.

In one embodiment, the processor is adapted to classify materials based on a database of relative
permittivities, and said database includes permittivity data or relative permittivity data for

specified threat materials such as explosives or narcotics.

In a further embodiment, the processor measures phase and amplitude of scattered radiation both
near the concealed material and at the concealed material, that near the concealed material

providing a reference.

In one embodiment, the system is adapted to detect radiation from two or more volume elements,

a volume element providing reference data if it does not include the concealed material.
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In another embodiment, the processor is adapted to process amplitude and phase contrast from

clement to element in the scan volume to generate an image of the scan volume.

In one embodiment, different amplitude and phase responses for the elements are used by the

processor to detect the location and the orientation of a concealed material.

In one embodiment, the transmitter and the receiver comprise a horn in a confocal arrangement,
in which the horn illuminates a reflect array and the reflect array is configured to focus the
radiation at an element in the scan volume, and the reflections are in turn refocused by the reflect
array at the horm aperture, and the processor is adapted to control the reflect array to scan the
focal point throughout the scan volume in a systematic way, and to use horn pattern and the scan
strategy to compute the geometry associated with each volume element in terms of individual
rays, and in which amplitude and phase variations between the object and the surrounding

volume and the computed geometry are used to estimate the relative permittivity.

In one embodiment, for each transmitted ray data for two returned rays is processed by the
processor, in which a first ray is reflected off the surface of the object and a second ray is
transmitted through the object and reflected at an interface between the object and the body, and
in which the processor is adapted to perform an estimation process which tracks both rays and
identifies the following events:
neither ray is recovered by the horn and therefore plays no part in the estimation
process,
the first ray is recovered and is accounted for in the estimation process but the
second ray is lost,
the second ray is recovered and is accounted for in the estimation process but the
first ray is lost, and

both rays are recovered and both contribute to the estimation process.

In one embodiment, the processor is adapted to execute algorithms implementing Snell’s law
coupled to the electromagnetic properties of fields in the vicinity of boundaries to compute

amplitude as a level of attenmation, and phase, 7.4 and @pege, OF received radiation.
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In one embodiment, the processor is adapted to execute algorithms reflecting the electromagnetic
properties of wave impedance and reflection coefficient in the vicinity of boundaries to compute

amplitude as a level of attenuation, and phase, Tued and @yeq, Of received radiation.

In one embodiment, the processor is adapted to execute confocal image theory algorithms to

compute amplitude as a level of attenuation and phase, 7yoq. 2nd G, Of received radiation.

In one embodiment, the system further comprises a reflector for reflecting scattered radiation,

and the receiver is mounted to receive radiation after being reflected.

In one embodiment, the reflector comprises a reflect array configured to focus the transmitted

radiation at successive elements in the scan volume.

In one embodiment, the transmitter and the receiver comprise a horn antenna, and the system
comprises a reflect array arranged in tiles, each tile consisting of an array of patch antennas with
switching transistors and an associated controller for controlling the transistors, and in which the
controller is adapted to configure phases of the patch antennas to achieve a particular pattern in
space when the array is illuminated by the horn antenna, in which the processor is adapted to:
calculate and sum distance from the horn antenna to a patch and distance from the
patch to the focal point, |
convert said distance into wavelengths at the operating frequency, and
convert a fractional portion of the distance into phase by multiplying by a number
of degrees, and in which for each patch to constructively contribute to the focus the

phases must be substantially identical.

In one embodiment, a transistor is selected to add 0 or 180 degree phase shift depending on the
calculated phase by turning it on and 0 degrees by turning it off, scanning being implemented

over the volume by applying appropriate patterns of switching the transistors.

DETAILED DESCRIPTION

Brief Description of the Drawings
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The invention will be more clearly understood from the following description of some
embodiments thereof, given by way of example only with reference to the accompanying
drawings in which:-

Figs. 1 and 2 are diagrams illustrating hardware of a system of the invention;

Fig. 3 is a diagram illustrating incident and scattered radiation where there is no potential

threat object present; and
Fig. 4 shows the radiation where there is a potential threat.

Description of the Embodiments

The invention involves using different views taken using active microwave imaging hardware,
and automatically classifying a material carried on the human body as safe or as a potential
threat material. The automatic classification is based on the fact that the human body has a much
higher reflectivity (as its permittivity is much higher) than many dielectric materials such as

explosives or narcotic potential threat materials.

In this specification, unless explicitly stated otherwise, “and” can mean “or,” and “or” can mean
“and.” For example, if a feature is described as having A, B, or C, the feature can have A, B, and
C, or any combination of A, B, and C. Similarly, if a feature is described as having A, B, and C,
the feature can have only one or two of A, B, or C.

Unless explicitly stated otherwise, “a” and “an” can mean “one or more than one.” For example,

if a device is described as having a feature X, the device may have one or more of feature X.

A microwave imaging system enables the detection of concealed threats on the human body, due
to penetration of microwaves through materials. The term microwave in this context refers to

electromagnetic radiation in the frequency range of 1 to 300GHz.

An imaging system can use any non-ionizing radiation, including but not limited to millimetre
wave or terahertz radiation. In one embodiment the system uses millimetre wave illumination to

image an object. The incident beam can be focused using a reflect array. For imaging, the reflect
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array can be arranged in tiles. Each tile can consist of an array of patch antennas with switching
FETs and the associated electronics for controlling the FETs. Each panel constitutes a reflect
array. The phases of the individual patches can be configured to achieve a particular pattern in
space when the array is illuminated by a horn antenna. The distance from the horn to a patch and
the distance from the patch to the focal point can be calculated and summed. The resulting
distance can then be converted into wavelengths at the operating frequency. The fractional
portion of the distance can be converted into phase by multiplying by 360 degrees. For each
patch to constructively contribute to the focus, the phases resulting from the above calculation
should be identical or substantially identical. It is possible to approximate this by having the
phases agree by better than 180 degrees. To achieve this, the FETs can be selected to add 0 or
180 degree phase shift depending on the calculated phase. A FET can be configured to deliver a
phase shift of 180 degrees by turning it on and 0 degrees by turning it off. Thus, scanning can be

implemented over a volume by applying appropriate patterns of ones and zeroes to the FETs.

Referring to Figs. 1 and 2, the imaging system is in one embodiment a real-time imaging system
having a controller 20 which is responsible for all decision-making. The controller 20 controls
display of the images and a graphical user interface. A digital receiver 21 can control the panels
through trigger boards 22 and 23. Received radiation responses are via horn antenna circuits 24
and 25. The PC 20 connects to the digital receiver 21 using two Ethernet links. All PC
instructions can be sent via the digital receiver 21 and all responses from the system are returned
to the PC 20 via the digital receiver 21. The daisy-chain interconnection from the digital receiver
21 to the tiles 26 allows communication of general instructions and data, such as write
instructions, uploading reflector switch patterns and diagnostics. In general, the daisy-chain links
can be used for bi-directional communication. Fig. 2 shows trigger boards 22 and 23 and parallel
links between them and each tile. These parallel links provide scan block addresses and
synchronisation signals. Power is also supplied to the tiles 26 via the trigger boards 22 and 23.

The radiation frequency used in one embodiment is 24.12 GHz. It has been found that a
frequency range of 1GHz to 80GHz is particularly effective in some embodiments, and that a
sub-range of 1GHz to 40GHz is particularly effective. However, it is envisaged that different

wavelengths may be employed in other embodiments, up to 300GHz.
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In order for a threat to be detectable with microwaves, it needs to have properties that, in terms
of electromagnetic wave propagation, are different compared to the surrounding material (human
body).

An active microwave imaging system illuminates a predefined scan volume, and measures both
the amplitude and phase of the received signal from each volume element in the scan volume.
The amplitude and phase contrast from element to element is used to generate an image of the

scan volume.
The amplitude and phase of the received signal are functions of the geometry of the imaging
rays, the geometry of the object, and the dielectric properties of the object. Analysis of amplitude

and phase data allows computation of these object properties.

Computing electrical properties of objects

Electrical properties of the objects, such as the dielectric permittivity, can be deduced from
incident, reflected, and transmitted electromagnetic waves. The reflection and transmission of
electromagnetic waves or rays are functions of the geometry, the surface texture and the wave
impedance on both sides of the object interface. The wave impedance is dependent on the
permeability and permittivity of the material. For most materials of concern permeability is not a
differentiator and therefore can be ignored. The dielectric properties are related to the intrinsic
material properties and state of the object. The dielectric permittivity € is complex (e = ¢’ - j €’*),
€’ and €”’ are respectively related to energy storage and energy dissipation in the material. The

permittivity can be used to classify the material.

The scan geometry is based on a confocal system where a horn illuminates a reflect array and the
reflect array is configured to focus the radiation at an element in the scan volume. The reflections
are in turn refocused by a reflect array at the horn aperture. The reflect array is electronically
configured to scan the focal point throughout the scan volume in a systematic way. Knowledge
of the horn pattern and the scan strategy allows the system to compute the geometry associated
with each volume element. This is often referred to as “ray tracing”. Amplitude and phase
variations between the object and the surrounding volume and the computed geometry are used
to estimate the relative permittivity and thus facilitate categorization of the object using a

database of material relative permittivities.
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Figs. 3 and 4 illustrate the geometry used in the estimation process. Fig. 3 is a case where the
body is imaged and Fig. 4 is a case where a concealed object located on the body is detected and
the relative permittivity of the object is estimated. All rays originating at the horn and

terminating at the horn are used in the estimation process.

The estimate of relative permittivity is based on the change in attenuation and phase delay
between the situations in Figs.3 and 4. The attenuation and phase delay are extracted from image
data. These are then written in terms of the unknowns - relative permittivity, and object
thickness. The resulting equations are solved to arrive at an estimate of relative permittivity and

object thickness.

For each transmitted ray two returned rays must be considered, as illustrated in Fig. 4. Ray 1
(detected as ql) is reflected off the surface of the object and ray 2 (detected as q2) is transmitted
through the object and reflected at the interface between the object and the body. Internal
reflection from the object surface is discounted. The imaging system performs an estimation

process which tracks both rays and accounts for four eventualities:

1) Neither ray is recovered by the horn and therefore plays no part in the estimation process.
2) Ray 1 is recovered and is accounted for in the estimation process but Ray 2 is lost.

3) Ray 2 is recovered and is accounted for in the estimation process but Ray 1 is lost.

4) Both rays are recovered and both contribute to the estimation process.

As described above, each incident ray generates an associated Ray 1 and Ray 2. The estimation

process implemented by the imaging system accounts for all incident rays originating at the horn.

Object detection software processes the image to identify objects on the body and the material
classification software automatically reports an estimate of relative permittivity and its

classification. The detection software uses edges in the images to identify anomalies.
The material categorisation process can also be user-driven, an operator selecting a concealed

object in the image and then selecting a nearby part of the body to use as a reference for the

measurement.

Computing electrical properties of objects: details of estimation process



10

15

20

25

WO 2010/001377 PCT/IE2009/000043

-9-

A ray Bp, with amplitude unity is emitted from the horn towards the patch p.

In the case of Fig. 1, the ray, after reflection from the object is directed to patch q whose position
is known using geometrical optics. The ray reflected from patch q is directed towards the horn.
The received ray with complex amplitude Rp is given by Rp=Ep.Gp.pq.Gq.exp(ieq) where Gp
and Gq are the horn gains at the patches p and q. pq is the reflection coefficient related to
reflection from the body and ¢q is the total electrical path length.

In the case of Fig. 4, the ray, after being reflected by both the object and the body generates two
rays, one is directed towards patch q1 and the other towards patch 2. The positions of patches
ql and g2 are known using geometrical optics. The reflected rays from patches ql and g2 are
directed towards the horn, therefore, the received composite ray with complex amplitude Rp is
given by Rp=Ep.Gp.(pql.Gql.exp(ipql) + pq2.Gq2.exp(ipq2)) where Gp, Gql and Gq2 are the
horn gains at the patches p, q1 and g2. pql and pq2 are the reflection coefficients related to the
object and body respectively. ¢ql and ¢q2 are the respective electrical path lengths.

The signal received in Fig. 4 is attenuated and phase shifted with respect to the signal received in
Fig. 3.

Rp(fig2) _ Gql.pql.exp(ipgl) + Gg2.092.exp(ipg2) _

X P, ®expli.p
Rp(figl) Gq.pq.exp(ipg)  »expli,)

P, s the attenuation relative to the ray emitted to patch p.

¢, is the phase shift relative to the ray emitted to patch p.

All rays originating at the horn (a ray per patch) are used in the estimation of the attenuation (7)

and the phase shift (@) between the received signals in Figs. 3 and 4.

number_of _Patches A
>p, sexplio,)

T = abs Equation 1
ot number of Patches
number _of _ Patches g
Sl
q)modcl = angl Equation 2

number of Patches

Tmodel and Ppoge) are written in terms of the unknowns - relative permittivity €, and object
thickness T.



10

15

20

25

30

35

WO 2010/001377 PCT/IE2009/000043

-10-

The relative permittivity ¢, and object thickness T are chosen to ensure a best fit of computed

Tmodel aNd Dpnoge1 to measured 7 and @

There are several methods available to perform the calculation of Tmoeder and @moger.

Method 1: Using ray tracing formulas

Snell’s law coupled to the electromagnetic properties of fields in the vicinity of boundaries are

used to compute 7yeqe) and Drpoder.

Method 2: Using the wave impedance

In order to compute 7Tmoge and @poqe, the calculation depicts the changing wave impedance and
reflection coefficient when a wave flows from the horn to the target and back to the horn. It also
uses the electromagnetic properties of wave impedance and reflection coefficient in the vicinity

of boundaries.

Method 3: based on the theory of confocal imaging

The transmitted beam is first computed, this then illuminates the body and threat resulting in a
reflected beam. The reflected beam is in turn reflected from the panel to the horn. The signal
received by the horn is used to compute the attenuation and phase shift between the transmitted

and reflected signals, respectively Tmoger and @pmoger.

Other cases: Using Multiple Reflective Plates to Model a Body

If the threat object is not located on a flat part of the body, the body can be modeled using a
number of plates whose orientations are derived from the imaging data. The computation
proceeds as normal except the computation of Tmegel and @moder takes account of the plates and

their orientations.

The body has a very high reflection index and therefore reflective plates are effective models.

Example
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A 1m x 1m reflect array panel consisting of 15000 patches generates a Gaussian shaped beam.
The beam is used to image a block of wax (¢=2.59) 1.8cm thick which is taped to a reflective
surface (representing a human body). The wax is located 70cm in front of the imaging panel. The

imaging spot step increment is 0.4cm horizontally, 0.4cm vertically and 1.25cm ahead.

A simple processing of the results indicates the location of the wax and gives a close indication
of its width and length. It also states that the wax thickness is between Tmin=1.2cm and

Tmax=2.4cm.

Two volume elements are chosen as test points, one is located inside the threat and the other is
located on the body but outside the threat. Thickness and dielectric permittivity values are
respectively being swept between Ty, and Ty (step of 0.2cm), €min and €max (Emin=1 and €max—=4
step =0.5). Method 3 was used to compute 7Tpoqeg and @Ppege for the chosen test points.
Computation results are then compared to measurement results in order to find wax dielectric
permittivity and thickness. The best match for the two test points was achieved with a thickness
of 1.6cm and a dielectric permittivity of 2.5.

Ideally, two test points should lead to the right solution but, it is advisable to use multiple test

points to find/confirm the appropriate dielectric permittivity and thickness.

The invention provides the major advantage of utilising existing imaging system hardware to
generate not only an image of the scan volume, but also an estimate of the permittivity of
concealed objects. When coupled with an appropriate data-base the system can suggest material

identity based on the permittivity estimates.

The invention is not limited to the embodiments described but may be varied in construction and

detail.
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An imaging system comprising

a transmitter for directing radiation at a volume in which there is a target;

a receiver for receiving scattered radiation from the target; and

a processor for processing the scattered radiation to generate an image according to
amplitude and phase of the received radiation;

a display coupled to the processor, for generating an image display;

wherein the processor is adapted to classify a concealed dielectric material according to
permittivity relative to that of the human body, said relative permittivity being deduced

from amplitude and phase information in the received radiation.

An imaging system as claimed in claim 1, wherein the transmitter is adapted to transmit

the incident radiation with a substantially single frequency.

An imaging system as claimed in claim 2, wherein said frequency is in the range of 1GHz
to 300GHz.

An imaging system as claimed in claim 3, wherein said frequency is in the range of 1GHz

to SOGHz.

An image processing system as claimed in any preceding claim, wherein the processor is
adapted to automatically identify anomalies at edges in the recorded images, and to use

said anomalies when deriving relative permittivity data.

An imaging system as claimed in any preceding claim, wherein the processor is adapted
to classify materials based on a database of relative permittivities, and said database
includes permittivity data or relative permittivity data for specified threat materials such

as explosives or narcotics.

An imaging system as claimed in any preceding claim, wherein the processor measures
phase and amplitude of scattered radiation both near the concealed material and at the

concealed material, that near the concealed material providing a reference.
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An imaging system as claimed in claim 7, wherein the system is adapted to detect
radiation from two or more volume elements, a volume element providing reference data

if it does not include the concealed material.

An imaging system as claimed in claim 8, wherein the processor is adapted to process
amplitude and phase contrast from element to element in the scan volume to generate an

image of the scan volume.

An imaging system as claimed in claim 9, wherein different amplitude and phase
responses for the elements are used by the processor to detect the location and the

orientation of a concealed material.

An imaging system as claimed in any preceding claim, wherein the transmitter and the
receiver comprise a horn in a confocal arrangement, in which the horn illuminates a
reflect array and the reflect array is configured to focus the radiation at an element in the
scan volume, and the reflections are in turn refocused by the reflect array at the hom
aperture, and the processor is adapted to control the reflect array to scan the focal point
throughout the scan volume in a systematic way, and to use horn pattern and the scan
strategy to compute the geometry associated with each volume element in terms of
individual rays, and in which amplitude and phase variations between the object and the
surrounding volume and the computed geometry are used to estimate the relative

permittivity.

An imaging system as claimed in claim 11, wherein for each transmitted ray data for two
returned rays is processed by the processor, in which a first ray is reflected off the surface
of the object and a second ray is transmitted through the object and reflected at an
interface between the object and the body, and in which the processor is adapted to
perform an estimation process which tracks both rays and identifies the following events:

neither ray is recovered by the horn and therefore plays no part in the estimation
process,

the first ray is recovered and is accounted for in the estimation process but the
second ray is lost,

the second ray is recovered and is accounted for in the estimation process but the

first ray is lost, and
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both rays are recovered and both-contribute to the estimation process.

An imaging system as claimed in any preceding claim, wherein the processor is adapted
to execute algorithms implementing Snell’s law coupled to the electromagnetic properties
of fields in the vicinity of boundaries to compute amplitude as a level of attenuation, and

phase, T and @y, Of received radiation.

An imaging system as claimed in any preceding claim, wherein the processor is adapted
to execute algorithms reflecting the electromagnetic properties of wave impedance and
reflection coefficient in the vicinity of boundaries to compute amplitude as a level of

attenuation, and phase, o and Opo, 0f received radiation.

An imaging system as claimed in any preceding claim, wherein the processor is adapted
to execute confocal image theory algorithms to compute amplitude as a level of

attenuation and phase, t,sq and @4, Of received radiation.

An imaging system as claimed in any preceding claim, further comprising a refiector fors
reflecting scattered radiation, and the receiver is mounted to receive radiation after being?

reflected.

An imaging system as claimed in clairn 16, wherein the reflector comprises a reflect array’

configured to focus the transmitted radiation at successive elements in the scan volume.

An imaging system as claimed in any preceding claim, wherein the transmitter and the
receiver comprise a horn antenna, and the system comprises a reflect array arranged in
tiles, each tile consisting of an array of patch antennas with switching transistors and an
associated controller for controlling the transistors, and in which the controller is adapted
to configure phases of the patch antennas to achieve a particular pattern in space when the

array is illuminated by the horn antenna, in which the processor is adapted to:

calculate and sum distance from the horn antenna to a patch and distance from the
patch to the focal point,

convert said distance into wavelengths at the operating frequency, and
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convert a fractional portion of the distance into phase by multiplying by a number
of degrees, and in which for each patch to constructively contribute to the focus the

phases must be substantially identical.

An imaging system as claimed in claim 18, wherein a transistor is selected to add 0 or
180 degree phase shift depending on the calculated phase by turning it on and 0 degrees
by turning it off, scanning being implemented over the volume by applying appropriate

patterns of switching the transistors.
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Fig. 3 Imaging of body only.
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Fig. 4 Imaging of subject with object on the body.
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