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COPYRIGHTS WITH POST-PAYMENTS FOR P2P FILE SHARING

This international application is based on and claims priority to U.S. Application
Serial No. 11/734,863, filed April 13, 2007, entitled, “COPYRIGHTS WITH POST-
PAYMENTS FOR P2P FILE SHARING,” and of which the entire contents is
incorporated herein by reference.
FIELD OF THE INVENTION
[0001] The present invention relates to content and, more particularly, to

techniques for managing sharing, payment and/or rights of distributed content.

BACKGROUND

[0002] Content, such as television broadcasts, Internet content, audio content,
video content, software and in general content stored on prerecorded media are valuable
commodities in the current economy. Presently, content may be provided from a content
distributor to particular devices in various formats. Content may be delivered in an
unprotected or encrypted manner, such as through peer-to-peer (p2p) file sharing
networks. It is estimated that 50% to 80% of traffic in many global Internet networks is
p2p file-sharing, and quite often such content is copyrighted content. As such, the

sharing and downloading of copyrighted content may results in various legal issues.

[0003] The current copyright protection mechanisms can fall into three categories:
(1) no copyright protection (which is by far the most popular currently), (2) digital rights
management (DRM) technologies to protect copyrighted content (e.g., Musiikkilataamo —
online Finnish music shop), or (3) access control based copyright protection (e.g.,
eMusic). These all suffer in one way or another. For example, without any protection,
copyrighted content may be illegally copied which may be bad for the user and may result
in a loss of income for the copyright owner; DRM protected content (or files) are not
necessarily accessible or playable on all types of user devices; and access control based
protection affords a good solution but (a) a large amount of content is still shared without
paying the copyright owner and (b) the available content is limited to the selection of the

provider.
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[0004] Thus, there is currently a need for alternative techniques or approaches for
managing and generating revenue from distributed content that may be acceptable to both

consumers and content owners.

SUMMARY

[0005] In accordance with an embodiment, a method, apparatus or tangible
computer medium (which stores computer executable code or program code) performs or
facilitates: determining one or more aspects of an unauthorized copy of electronic
content accessible to or through a user device; and conducting a transaction between the
user device and a legitimizing party to legitimize the electronic content in view of the

determined aspect(s). The electronic content may be unsecured copyrighted content.

[0006] In another exemplary embodiment, the conducting operation may involve:
conducting a payment transaction with a party authorized to legitimize content in order to
pay a price or cost for legitimizing the electronic content in view of the determined one or

more aspects; and acknowledging that the content is legitimate.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] In the drawings, like reference numbers generally indicate identical,
functionally similar, and/or structurally similar elements. The drawing in which an
element first appears is indicated by the leftmost digit(s) in the reference number. The
various exemplary embodiments will be described with reference to the accompanying

drawings, wherein:

[0008] FIG. 1 is a diagram of an exemplary operational environment in

accordance with an embodiment;

[0009] FIG. 2 is a diagram of an exemplary operational environment in

accordance with another embodiment;
[0010] FIG. 3 is an exemplary pricing process in accordance with an embodiment;

[0011] FIGS. 4A, 4B, 4C, 4D, 4E and 4F are exemplary interfaces in accordance

with an embodiment;

[0012] FIG. 5 is a flowchart of an exemplary process by which a content may be
legitimized after the content has been transferred or copied by a user or the like in

accordance with an embodiment;
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[0013] FIG. 6 is a flowchart of an exemplary process by which content may be
legitimized after the content has been transferred or copied by a user or the like in

accordance with another embodiment;

[0014]) FIGS. 7A and 7B are flowcharts of exemplary processes by which aspects
of a content or pricing information for content may be obtained, generated, transmitted
and/or received between one or more parties involved in the post legitimization of content

in accordance with an embodiment;

[0015] FIG. 8 is a block diagram of an exemplary computer system in accordance

with an embodiment; and

[0016] FIG. 9 is a block diagram of an exemplary removable or portable memory

device or unit in accordance with an embodiment.
DETAILED DESCRIPTION OF VARIOUS EMBODIMENTS

I. OPERATIONAL ENVIRONMENT

[0017] Before describing the various embodiments in detail, it is helpful to
describe an environment in which one or more of the exemplary embodiments may be
used. Accordingly, FIG. 1 is a diagram of an operational environment 100 where
electronic or digital content, such as for example maintained and accessible by a user,
may be legitimized according to an embodiment. This environment includes a user
device 102 (e.g., a terminal with content and client software), a Characterization and
Identification system 110, a Pricing system 120, a Payment system 130 which may all be
coupled or able to communication across one or more networks 140. This environment
also includes a terminal 150 which may provide an access point for communications with
systems 110, 120, 130 or be configured to access (e.g., read, write, modify, update, etc.)
content on device 102 and to implement a post legitimization process and service

described herein.

[0018] In this example, a user or the like through a device (e.g., device 102) can
legitimize content thereon, such as content which is accessible and/or is an unauthorized
copy, after the content is or has been obtained from some source, e.g., legally or illegally.
The user may have obtained the content through file-sharing such as through a p2p

network, by burning or obtaining a copy from another person, by obtaining a copy
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through the Internet or a web site, or through some other channel, and so forth. The user
can then at any time thereafter (e.g., immediately after transfer or several years later, etc.)
conduct a transaction to legitimize the obtained content. this may involve paying an
entity or agent of the entity with legal rights to license or distribute the content (e.g.,
content provider or owner, their agents, etc.). This may involve for example payment for
a license, which may be in various forms, e.g., a lump-sum payment or periodic payment,
or so forth. Thereafter, the contenf is legitimate (e.g., an authorized, legal or licensed
copy) and an acknowledgement or record may be provided to the user or associated with
the particular copy of the content or maintained by the user or user device. This
acknowledgement or record may for example take the form as an item separate from the
content (e.g., receipt, email, SMS, etc.) or as modification of the content (e.g., marking,
watermark, etc.) or as registration of the particular copy of the content or as a record in a
transaction/history log reflecting completion of such a transaction (e.g., payment of

license for the content) or etc.

[0019] When post legitimization is involved, various approaches may be
employed, such as from a selection of the content to be legitimized on or through a user
device or other device, to the determination of one or more aspects of the content (e.g.,
identification and/or characterization of the content), to the determination of a price or
cost for legitimizing the content in view of the determined aspect(s), to the payment to

legitimize the content and/or to the resulting legitimization of the content.

[0020] For example, device 102, such as a user device, may store or maintain a
plurality of content. Content from device 102 may be selected manually or automatically
for post legitimization. At device 102 or Characterization and Identification system 110,
one or more aspects of the content can be recognized or determined. The aspect(s)
information may then be provided to a Pricing system 120 which may then determine (or
calculate) a price or cost based on the aspect(s) information. This price or cost may be a
licensing fee for the content. The price or cost information is provided to device 102 and
the user can ascertain whether to pay the price or cost, or negotiate the price or cost with
pricing system 120. The user can thereafter decide to pay the price or cost to legitimize
the content. This payment transaction may be conducted with Payment system 130.
Thereafter, payment system or other systems involved in the post legitimization process

or service may provide an acknowledgement or record to the user or user device to reflect
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that the content is now legitimate, e.g., an authorized, licensed or legal copy, etc. As a
further exemplary embodiment, the legitimized content can if desired be encrypted with
DRM to provide a layer of protection which may be looked upon favorably by content

owners.

[0021] These functions or operations, e.g., characterization, identification, and/or
pricing/payment can be carried out at a particular device or distributed between devices
(or systems), e.g., either the user device, network server(s) or in both of them together.
The system or software for implementing such functions and operations may be available
as a web service. The software can be downloadable from a server as needed for example
as Java script, Java applet, Flash application or generally as a byte or script code executed
on a runtime engine. A more detailed discussion of exemplary implementations of each
of these functions or operations of post legitimization process or service is provided as

follows.

[0022] Selection of the content may involve for example manual or automatic
selection. For example, a user may identify one or more content to legitimize, such as by
traversing a directory, folder, playlist or filelist, etc. Alternatively, the user may set
predefined conditions or user settings to implement automatic selection of content to be
legitimized. These predefined conditions may include a location of content (e.g., a
device, directory, folder, etc.), a predetermined date or time to implement post
legitimization of content, a type or format of content (e.g., audio, video, software, mp3,
etc.), etc. The selection operation may be performed on or through a user device or
through another device or system in combination with a user device. The other device or
system may be a kiosk or terminal (e.g., terminal 150) which is able to communicate with
the user device or provide an access point for post legitimization of content or is able to
access (e.g., read, write, update, etc.) data such as content from the user device and

facilitate post legitimization of content.

[0023] Determination or recognition of an aspect(s) of content may involve
ascertaining or obtaining information or data such as that which identifies (e.g.,
identification information) or characterizes (e.g., characterization information) the content
or other types of information of an aspect or attribute or the like of the content. The

identification information may include among other things an identifier of the content,



WO 2008/125992 PCT/IB2008/050469

such as a name, a file name, a product identifier or number, title of the content, or any
information which identifies the content, etc. The title of content can be recognized for
example using several methods which can include fingerprint recognition, rolling
average, hashes, filesize —type —date, metadata information, etc. The determination or
recognition of an aspect(s) may be implemented on a device other than a user device, by
sending information including a copy of a portion or all of the content to be evaluated to

the other device or system, e.g., system 110.

[0024] The characterization information may include technical aspects (as well as
non-technical aspects) of the content which for example may reflect a quality of the
content, including for example format, size, length, filesize, compression method,
compression level, bitrate, image or screen resolution, mono/stereo/surround, type of data
(e.g., audio, video, software, document, etc.), date/time (e.g., create, saved, obtained,
modified, published, current, download, etc.), language, geographic region, or other
information relating to the nature or quality of the content. As described herein,
information regarding an aspect(s) of the content may subsequently be employed to

determine a price or cost for legitimizing the content (e.g., licensing fee).

[0025] The determination of an aspect(s) may be performed on a user device or
other device or system such as a trusted party (e.g., a trusted third party server which may
maintain a catalog of aspect-related information for a plurality of content), a
characterization and identification system or other devices and systems which operate in a
distributed or standalone capacity and participate in the post legitimization process or
service described herein. Further, the determination of an aspect may involve parsing,
searching and/or extracting data from the content including for example header
information or the like and/or from the body of the content, and/or may involve looking
up, searching or finding from a repository (or database) of characteristic information for a
plurality of content one or more characteristics using identification information of a
content, e.g., product identifier (e.g., UPC), file name, title of the content, etc. As will be
described below, such a repository or database may be implemented through or
maintained by a third party, such as a trusted third party, or through the content provider
or its agent. In one exemplary aspect, the post legitimization system may have or provide
for direct connection to the repositories or databases of different content providers in

order for example to facilitate or make determination or recognition more reliable, or the
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information in these repositories or databases may be maintained in a single facility or

location, e.g., at a trusted third party, for ease of access.

[0026] The determined or recognized aspect(s) of content(s) may be determined
on one device or system, e.g., the user device, and transmitted to another device or system
for further determination of an aspect of the content and/or for determination of price or
cost to legitimize the copy of the content obtained by the user or the like. For example,
the user device through a user application or client software may control transmission of
one or more aspects either one-by-one or all at the same time or in a group (which can be
formed in various ways, e.g., [language, content quality, content type, date, name, etc.] or
a combination thereof to a pricing system, e.g., pricing system 120. This type of
transmission may be performed by other devices or systems as well which may transmit
information regarding aspect(s) of content. Further, as desired, the post legitimization
system as described herein may add, remove or modify the content (e.g., mp3 file) or
content description (e.g., mp3 id tag) or the content information in an identification
database (e.g., freeDB) so that it may be easier to identify and characterize a piece of

content in the future.

[0027] Price or cost evaluation or determination may involve calculation and/or
look up from a price repository or database based on for example determined or
recognized aspect information for a content. The price evaluation can be implemented
using a pre-agreed and configured list of prices versus content, or it can be dynamically
determined (or calculated) according to which may be agreed upon between the parties.
These algorithms may for example take into account several parameters, such as
publisher, quality of content (e.g., see above), publishing date versus current date (or
versus download date), availability of the content in other formats, market demand,
market supply, market price, and so forth. As such, these parameters may increase or
decrease a price or cost for the content and may be weighted differently or the same as
desired. For instance, the length of time the user has possessed the content may increase

the price or cost.

[0028] Price or cost evaluation may involve interaction with the content provider,
service provider or content aggregator, or copyright managing organizations (e.g., Teosto)

to access the data repositories or databases of one or more of these entities. This may
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improve for example price definition of the content. For example, the Pricing system 120
or other systems involved in the post legitimization process or service may have direct
connection to these entities. As such, pricing information may be accessed from a
plurality of entities or such information may reside on a single source, such as a trusted

third party.

[0029] The determined price or cost information may be communicated,
transmitted or transferred to the user or user device. Additionally, other price information
related to similar content, e.g., different quality levels can also be provided. This other
price information may be provided along with download links to facilitate purchase of
other similar or related content. Other promotional (or advertising) information on
related or similar content may also be provided or indicated or informed to the user or
user device, e.g., “The users who bought this also bought . . . .” As noted above, if the
user wishes to legitimize his or her copy of the electronic content, then the user can
purchase or pay for the content, e.g., pay for a license or right to make the copy legitimate

(or authorized or legal).

[0030] Payment for the content may be implemented in various ways. The user
can make a payment in any way acceptable to a payment system, €.g., payment system
130. For example, the payment system may accept payment using credit card, bank card,
bank automat card, Pre-paid card, micro-payment systems, billing, account, bank account
transfer, Western bank transaction, cheque, other accounts such as through other bills like
mobile phone bill, bank online payment systems such as Nordea Solo, Paypal, etc., and so
forth. As a further example, a payment aggregator can be used. The payment may not go
through the user and a particular payment facility or system, e.g., a credit card such as
Visa when it is used for the transaction, instead there may be a payment aggregator which
provides the payment service for the service provider. As such. the service provider may
not need to have contracts with all possible payment systems, but rather can have one
payment related contract with the aggregator while still allowing users to pay using

different forms of payment.

[0031] When payment is carried out or completed, an acknowledgement or record
can be electronically generated or implemented. For example, Payment system 130 or

other systems involved in the post legitimization process or service may transmit a receipt
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to the user via email, SMS, in paper format or through other bills such as mobile phone
bill/receipt. Other acknowledgement or record implementations may also be provided,
such as registration of the content, a record on a transaction/purchase history or log for
the seller or the consumer (e.g., user) and so forth. For example, a user application or
client software may include a purchase management system which can create and
maintain such a history or log of purchases or payments. As another example, payment
system 130 or other systems involved in the post legitimization process or service may
alter the content or information associated therewith by for example marking or
watermarking the content to reflect that the copy of the content is legitimate, or may add
other information such as a payment unique number to the content, e.g., either for
example a metadata section or mixed in the content so that it does not lower user
perception of the value of the content. With regards to the payment unique number, this
number can afterwards be used as verification in combination with or in view of a receipt
or other purchase transaction records. This information can also be used by the user
application or client software, for example, to search content that has or has not been paid
for. For instance, this may be employed as part of the selection process to determine

which content to or not to legitimize.

[0032] Employing a post legitimization process or service may provide among
other things various benefits or advantages versus existing solutions, as noted above. For
example, as compared to the typical no protection scenario, the content may be
legitimized (e.g., made legal) and the owner of the content (e.g., copyright owner) can
obtain revenue, income or money. As compared to DRM, the content can be accessible
or used in all devices (e.g., not limited), revenue or income can be obtained from the user
from earlier downloaded content, and revenue or income can be obtained from content
that would be distributed anyway without copyright or protection. As compared to access
control techniques, the content may not be limited to the content selection of a specific
content provider, the post legitimization approach covers at least in theory all content in
the p2p networks distributed earlier, currently or in the future, and it may not be

necessary to run content distribution server.

[0033] Turning back to FIG. 1, device 102 may be a user device, such as a
computer, a mobile communications device or terminal (e.g., mobile phone, laptop,

personal digital assistance (PDA), etc.), a portable memory device (e.g., Secure Memory
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Card (SMC), Smart Card, Multi Media Card (MMC), Secure Digital (SD), USB Flash
Drive (USD), etc.), or any computer or processor based device with memory capacity. In
various exemplary embodiments, device 102 may have content stored thereon and may
also include client software to implement or facilitate implementation of various
exemplary post legitimization processes described herein. The client software (or user
application) may be configured to allow a user to initiate and conduct a transaction or
process to legitimize content. This may include to select manually or automatically
content (e.g., unauthorized and accessible content) to be legitimized, to determine (or
obtain) one or more aspects of the content including obtaining such information from
another party such as a trusted party, to determine (or obtain) a price or cost for the
content, to negotiate the price or cost with the legitimizing party, and/or to receive or
maintain a record or acknowledgement for the legitimization of the content, and so forth.
Exemplary components of user device 102 are described below with reference to Fig. 8

and/or Fig. 9.

[0034] One or more of networks 140 may be a private or public network, and/or
wireline (e.g., cable, optical, twisted pair, etc.) or wireless cellular networks. In addition,
one or more of these networks may be short-range proximity networks, which employ
technology, such as Bluetooth or Ultra-Wideband (UWB) or etc. Accordingly, device
102 may be implemented as a mobile device such as a mobile phone, mobile personal
digital assistant (PDA), mobile computer, mobile or portable memory, etc. Network(s)

140 may include a packet-based network, such as the Internet.

[0035] Characterization and Identification system 110, Pricing system 120 and
Payment system 130 may be computers such as a server which implement server
applications or server software to perform functions and operations of the exemplary post
legitimization processes described herein. For example, system 110 can be configured to
determine aspects of content, e.g., characterize or identify content such as described
herein; system 120 can be configured to determine price or cost for legitimizing content
such as described herein; and system 130 can be configured to conduct payment
transaction for content as described herein. These systems 110, 120 and 130 may also
implement the functions and operations to acknowledge or make a record of the

legitimization of content, e.g., payment is complete and license is obtained. Systems 110,

10
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120 and 130 may take the form or include components such as described below with

reference to Fig. 8 and/or Fig. 9.

[0036] The above simply provides various exemplary functions and operations
which may be involved in the exemplary post legitimization processes described herein.
Although Fig. 1 shows a plurality of systems 110, 120 and 130, the functions and
operations performed by these systems may be distributed in other ways or implemented
on a single device or system or implemented on a standalone or networked device or
system. Further, the post legitimization process or service may be accessed through a
terminal or kiosk (e.g., terminal 150, etc.) which serves as an access point for device 102
to access the post legitimization service(s) and/or is able to access (e.g., read, write,
update, modify, etc.) data such as content from device 102. This terminal may for
example include a media reader and user interface, in which device 102 is for example a
portable memory device accessible through the media reader. Along similar lines, an
access point such as a wireless access point may be provided at various locations to
access post legitimization process or service. Device 102 may access the service through
various wireless technologies, including short-range wireless communications including
Bluetooth, Ultra-Wide Band (UWB), 802.11(a)-(g) standards, or other forms of

communications.

[0037] FIG. 2 is a diagram of an exemplary operational environment 200 in
accordance with another embodiment. This exemplary environment 200 includes device
202 (e.g., user device), content legitimizing agent 230, trusted entity 210 coupled or able
to communicate across network(s) 220. Network 220 may be the same or similar to the
network(s) 140 described above with reference to Fig. 1. In this example, various
functions and operations of the exemplary post legitimization process or service, as
described herein, may be distributed between a content legitimizing agent and trusted

entity.

[0038] Device 202 may include a legitimizing transaction module 204 and storage
device 206 for storing various data and information. Transaction module 204 may be a
user application or client software to implement functions and operations for various
exemplary post legitimization processes as described herein. This may include

management and selection of content to be legitimized, interaction or communications

11
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with other systems to implement the exemplary post legitimization processes and
maintenance and management of acknowledgements or records reflecting whether
content maintained or stored on device 202 is or is not legitimate. Storage device 206
may be a fixed or portable memory media which stores or maintains for example content
item(s), transaction/payment history or log, user predefined condition(s) or setting for the
selection and other processes in the position legitimization process. Exemplary

components of device 202 are described below with reference to Fig. 8 and/or Fig. 9.

[0039] Trusted entity 210 may be a computer such as a server implemented by a
trusted party or organization. In this example, trusted entity 210 may include a storage
device 212 for storing price information and/or content aspect(s) (e.g., characteristics,
identification, etc.). The price information may be a compilation of prices for different
content and may include different prices depending on various aspects of the content to be
priced. The content aspect(s) may be a compilation of attributes (e.g., technical or non-
technical) which are known for a particular content. Examples of such aspects have been
discussed above and are discussed throughout herein. Accordingly, trusted entity 210
may be employed to obtain pricing or aspect information regarding one or more content
such as for use in the exemplary post legitimization processes described herein. Trusted
entity 210 may take the form or include components such as described below with

reference to Fig. 8 and/or Fig. 9.

[0040] Content legitimizing agent 230 may be a computer such as a server
operated by an owner or owners of content, provider of content, agent of the owners or
providers of content or any party able to legitimize content. Agent 230 may include
pricing module 230, payment module 232, acknowledgement module 234 for
implementing the pricing, payment and acknowledgement processes, respectively, of the
various exemplary post legitimization processes described herein. Agent 230 may also
include a storage 236 which stores or maintains a transaction/payment history or log
relating to the payment to legitimize content. The log or history may also be
implemented as or part of a registration process by which the user can register the
legitimate content with agent 230. The user can thus obtain acknowledgements or records
that content is legitimate from another system. This may be useful in the event that the

user loses his or her receipt or the electronic acknowledgement or record is corrupted.

12
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Content legitimizing agent 230 may take the form or include components such as

described below with reference to Fig. 8 and/or Fig. 9.

[0041] Although agent 230 is shown as a standalone unit, it may be part of
distributed or networked system employing a plurality of such agents to facilitate the post

legitimization of distributed content, such as unauthorized, accessible, unsecured content.

II. EXEMPLARY OPERATIONAL SCENARIOS

[0042] According to the various exemplary embodiments, a number of exemplary
scenarios may be employed to legitimize content maintained and accessible by an entity
or party such as a user. In accordance with one exemplary aspect, the legitimizing
functions and operations described herein may be employed in a post legitimization
scenario relating to copyrighted content which will be described below and referred to by
way of non-limiting example as the post-payment copyright (PPC) scenario or system.
The PPC system is simply one exemplary system in which copyrighted content or the like
may be legitimized after obtaining the content. In this example, the PPC system may
involve (1) file selection operation(s) for selecting content to legitimize, (2)
characterization and/or identification operation(s) for characterizing or identifying the
selected content or aspects (or attributes) thereof, (3) pricing and/or payment operation(s)
for pricing the content and/or paying for the content, and/or (4) generating or providing or
obtaining acknowledgement or record of payment to reflect that the content is legitimate
(e.g., authorized, made legal, licensed, etc.). The PPC system may be implemented for

example in the environment of Fig. 1 or Fig. 2, and is discussed in further detail below.

A. Post-Payment Copyright (PPC) Scenario
1. Introduction

[0043] In one exemplary aspect, a post payment system is described herein in
which content already obtained or accessible to a user can be legitimized, e.g., licensed or
authorized by a party with authority to legitimize content. The content may be
copyrighted material, such as video, audio, pictures, programs, software, firmware, and so
forth and be illegitimate, e.g., an unauthorized, illegal or unlicensed copy of the content.
This legitimization or authorization may be obtained for example through device(s) or

system(s) of or operated for or by the owner of the content, the authorized licensor of the
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content, an organization or trusted party designated to authorize or legitimize content, etc.
or agents thereof. In the post-payment copyright environment, the content can be
characterized or identified after the transfer or copying of the content rather than by
pricing the product before transfer. A PPC system does not have to include any file
transfer mechanism. The PPC can include tools for content selection, and content
characterization or identification , pricing and payment systems. These functions and

operations may be distributed among various devices or systems.

[0044] In the copyright area, there are for example two interest groups with
partially conflicting interests, e.g., consumers and copyright owners. Consumers
generally favor unrestricted use and access to content and thus are not generally in favor
of the use of Digital Rights Management (DRM), versus copyright owners who are in
favor of such protection. DRM is a generic term covering many different aspects, and
may be understood as a system where the content distributor encrypts the content to a
format, which cannot be used without decrypting it first. The decryption for example

may be carried out in the terminal or device, in which the content is presented.

[0045] One alternative to DRM is access control, such as for example provided by
eMusic. In the access control systems the content is not encrypted but unauthorized
access to the files is prohibited. Buying a CD disk from a music shop is one kind of
access control system, as well. The CD music can be ripped to a hard disk without
breaking copyright protection systems and the access to the CD in the shop is prohibited
until you pay for the CD. In the online shops, a commonly used access control system is
a web server with username/password authentication. A consumer advantage of the
access control system is that the distribution system does not limit the number of devices,
in which the consumer can use the content. A disadvantage for the copyright owner is
that the number of further copies or further distribution cannot be controlled by the
distribution system. Due to the latter fact many of the large music industry players have

not adapted the access control based distribution systems.

[0046] The exemplary post-payment copyright system among other things may
provide an approach to addressing both consumer and the copyright owner interests.
Naturally, it may not solve all the copyright and digital content distribution system

problems, but it can provide an enhancement to the existing royalty payment systems.
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The post-payment copyright system may be configured to work independently of the
distribution system. Any distribution system like ripping CDs, web server distribution,
local file sharing, peer-to-peer file sharing with any application variant can be supported.
A benefit is that the payment can also be independent of the time of the content
distribution. The content could have been downloaded in any time in history or the past,
and it can be currently downloaded or it can be downloaded in the future. It is of interest
to note that the payment system can help or assist a user to pay the royalties or fees for

content that has been downloaded in the past.
2. File Selection

[0047] An exemplary process of post-payment copyright may begin by selecting
the content items for consideration in the legitimizing process. It may be important that
the user can be ensured that if the user decides not to pay the licenses of any of the
selected content, the information will not be stored or delivered further or used as
evidence of piracy assaults. One way of assuring this is to use an anonymization server
or allow anonymous transaction or communication between the user client and the
legitimizing agent or facility, e.g., the other systems or servers of Fig. 1 or Fig. 2. The
selection may follow the practice of a file manager software including search, folder
selection, selection of group of files, and individual file selection. The file selection does
not have to take place with the user interface of the PPC client software, but it can be
integrated with or implemented through other software, programs, modules, etc., such as
for example a file manager of an operating system, a web browser, or a peer-to-peer file

sharing client or so forth.
3. Characterization and Identification

[0048] The characterization may refer in this example to the evaluation of
technical characteristics of the content. The content can on a coarse level be
characterized according to its type, such as music, video or software. The compression
methods may affect the value of the content, especially the division between the lossless
compression and lossy compression methods. The length, media bitrate, resolution and
the file size can also be important properties. The characterization can be used together

with the identification of the content to evaluate different prices for different technical
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quality levels of the same content. Or if, for some reason, the content cannot be

identified, the pricing can purely be based on the technical characteristics.

[0049] The identification may refer to any type of identifying aspect for a content,
e.g., the content can be identified with high confidence. The name and the characteristics
of the content can be stored in a database and as a result of the comparison the system can
state that the evaluated content and the content or content description in the database

match.

[0050] In the identification phase, the system can utilize one or several methods to
identify the content. One exemplary straightforward approach may be to parse the
filename and the metadata like the mp3 ID tag. If the user would like to pay the
licensing fee for the content that has been available in the peer-to-peer networks, the file
size, length of the content and other characteristic information may match with earlier

known content identification.

[0051] The system can recognize the title of the content by using several methods
which can include fingerprint recognition, rolling average, hashes, filesize —type —date,
metadata information, etc. The user may also identify or confirm the information from a

shown list.
4. Pricing and Payment

[0052] For any content that can be paid through the system, an agreement
between the operator of the post-payment system and the content owner may exist or be
established beforehand. This pricing may also be set by industry standard. The post-
payment system pricing can be at the most accurate when each piece of content is priced
individually by the content owner, and the post-payment system has direct connection to
the database, where the pricing information is maintained. On the contrary, for the

unidentified content there might exist a fixed price or default price like $0.99 per song.

[0053] An exemplary diagram of such a pricing process environment or system
300 is described in Fig. 3 and pricing process 310 may employ any number of different
input/output states versus that shown in Fig. 3. As shown, in the environment 300, there
1s a pricing process 310 which may have inputs of characterization and identification state
302 (e.g., {CI], C, I, 0})) or pricing information state 304 (e.g., {Pcy, Pc, P1, Po}) and

pricing output according to each of state: characterization and identification 320 (e.g.,
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P(CI, Pcy))), characterization 322 (e.g., P(CL, Py), P(I, P¢y))), identification 324 (e.g., P(CI,
Pc), P(C, Pcr)), and/or pricing fails 326 (e.g., others) or default.

[0054] For simplification of the problem, in the context of the example in Fig. 3,
it can be assumed that the pricing information availability has four states: no pricing
information, pricing information available either identification based or characterization
based or both. The result of the characterization and identification phase also comes out
in similar four states: neither characterization nor identification succeeded, either
characterization or identification succeeded, or both characterization and identification
failed. From these inputs the pricing process can result successful identification based on
characterization, identification or both. If the characterization and identification succeeds
and the availability of the pricing information do not map, the pricing process may be

configured to fail or operate in a default mode or other mode.

[0055] Instead of obtaining information from a copyright content owner, it may be
more practical to retrieve the identification and pricing information from an organization,
which protects the rights of the media industry or some other trustworthy third party
entity or group.

5. Acknowledgement or Record of Payment

[0056] A challenge in the use of the post-payment copyright system is how to
avoid unnecessary payments. Unnecessary payment can occur with copyrighted content
obtained or maintained by a user. For example in Finland a person is allowed to rip his or
her own CD music disks and listen to that music as mp3 files. The post-payment system
1s not a DRM system and if the user pays for the content, which is encrypted with DRM,
the user still will not be able to open the DRM encryption and use the content. The
content, for which the user has already paid the licensing fees with the post-payment
system, should in general not be re-paid. The first category may be difficult to recognize
or practice. There could be guidance to assist the user to make a decision whether the
user is expected to pay a license fee (or other fee) or not. Recognition of the DRM
protected content could be a part of the characterization process. The protection against
re-payments with the system could happen or be implemented in two exemplary ways.

The earlier payments by the user may be stored in the payment system and the system
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could check the payment history of the user; and the system could warn the user if the

same pieces of the content were already paid earlier.

[0057] In order to strengthen the capability to recognize the earlier paid content,
the post-payment system could alter or modify the content slightly. One place to mark
the paid content can be the metadata like mp3 id tags. Storing the customer ID or
payment ID in the metadata would be easy to recognize for the software in the future. It
would also help to prove that the user has paid the copyrights for that piece of content (or
rather license for the copyrighted content), if questioned in the future. One possible issue
is that several software applications alter the metadata and, as such, the payment mark
may be lost, deleted or corrupted. Another exemplary method to mark the paid content is
to alter the content itself. The system could print a watermark to the content. The
watermarks may decrease the quality of the original content, are computationally heavy,
and generally disappear when the content is re-encoded. In some situations, it might be

possible to replace the content the user has with a content piece from the content provider.

[0058] The payment system can be included or excluded from the PPC system.
The payment system can be configured to communicate with the rest of the post-payment
system. The payment system may include credit card, bank card, bank automat card, Pre-
paid cards, micro-payment systems, billing, bank account transfer, Western bank
transaction, cheque, bank online payment systems like Nordea Solo, or PayPal. It can
also be as an item in other bills such as a mobile phone bill. As in any purchase, the seller
may issues a receipt as an acknowledgement or record for the payment or transaction.
When a payment has been carried out, the system can issue some form of
acknowledgement or record of the payment or transaction, such as a receipt for the user.
This receipt may detail various information, such as the content, price, purchase code
(unique number in the system database) and date, optionally the person or the customer
ID. The receipt can be made or generated electronically by the system and provided in
various forms such as email, SMS, paper format or the receipt can appear as an item in
other receipts or records like mobile phone bill or receipt. The user application may also

include a purchase management system, which contains history of the purchases.

6. Exemplary Advantages of the PPC System
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[0059] As described above, an exemplary PPC system may include software or
applications (e.g., client and service software) for a device(s) or system(s) carrying out
the file selection, the characterization and identification service, pricing and payment
services. The system may be independent of the content delivery system, and it can also
be applied for the copyright payments of the content, which has been delivered with any
delivery mechanism at any time in the past. Various exemplary advantages may be
provided through the PPC system such as, among other things, that the PPC system may
provide a consumer friendly environment or system, may be purely based on the
consumer initiative rather than forcing the user to any actions, etc. As the system may be
configured so as not to contain a traditional DRM system, it may be seen positively by
consumer organizations, such as for example those which may oppose a DRM system for
ideological or other reasons. The system may be configured not to include any delivery
system, and/or not to increase availability of any file in a peer-to-peer file sharing
networks or other delivery systems, which may be used for delivery of copyrighted
content without licensing fees. The system opens a possibility for licensing income
streams, which do not appear to exist currently. Due to the foregoing, even the very

conventional copyright owners may benefit and be in favor of such as system.

III. EXEMPLARY INTERFACES
[0060] FIGS. 4A, 4B, 4C, 4D, 4E and 4F are exemplary interfaces 400, 450, 460,

470, 480 and 490 in accordance with various embodiments. In this example, interfaces
400, 450 show exemplary graphical user interfaces for setting the manner in which

content is selected for post legitimization, e.g., manually by the user or automatically.

[0061] As shown in Fig. 4A, interface 400 provides a plurality of graphical tools
to enable a user to select a location (e.g., device, drive, folder, etc.) where content to be
legitimized may reside, to select an automatic or manual operation, and in the case of a
manual operation to select one or more content (e.g., content 1, etc.) for post
legitimization. Another example of a content selection interface is shown in Fig. 4E by
way of interface 480. As shown in this further example, the interface may be more like a
Windows-based File Manager, such as Windows XP File Manager. Interface 480 may
include directory, folders, files in a tree structure as shown or may include other views

such as thumbnail view, tiles, icons, lists, details, etc. Interface 480 may be configured to
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allow selection of one or more directories, folders, and/or files at a time. For instance,
this may involve using the CTRL and Shift key to select multiple items. These selected
items (e.g., files, folders, directories, etc.) can be collected in another list, which can be
visible for example on a right side of the selection portion of the user interface (or as a
separate window) and can also allow for de-selection of an item. The above of simply
example, and other graphical tools or aspects of a file manager of Windows or other

operating systems may be employed to facilitate selection of items for legitimization.

[0062] As shown in Fig. 4B, a user is provided with an interface 450 which allows
the user to predefine or set conditions or parameters for the automatic selection of
content. In this example, the conditions, parameters or user settings may include among
other things date/time (e.g., date or time that content is saved, obtained, modified, created,
etc.), type of content (e.g., audio, video, software, document, etc.), location of content
(e.g., device, directory, folder, subfolder, etc.), and so forth. These and other conditions
or parameters may be predefined or preset to allow for automated selection of content for
post legitimization. Other parameters and conditions may include the manner or
application being implemented in obtaining content. For example, the selection or even
initiation of a post legitimization process may be automatically triggered for certain
activities, e.g., p2p file sharing. For example, a user may set parameters or conditions to
legitimize content in a folder which receives or contains copied or downloaded files (e.g.,
content) through p2p network immediately after the file is received or downloaded or at a
later time, as desired. Alternatively, instead of automatically initiating the process, these
conditions may trigger a notification process by which a user may chose to implement the

exemplary post legitimization processes described herein.

[0063] Fig. 4C is an exemplary interface 460 by which a user may manually input
aspect(s) for a content to be legitimized. As shown, various graphical tools may be
provided to allow a user to input or select aspect(s) or to verify such aspect(s) before
communicating them to other parties. In this example, the user may input an identifier,
e.g., a name, file name, or title of the content, as well as select other aspects of the
content, e.g., technical aspects such as a format or size of the content. These are simply
provided by way of example, and other aspect(s) as described herein may be available for

input an selection by the user.
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[0064] Fig. 4D is an exemplary interface 470 by which a user may view a price or
cost for a content as well as other pricing information on other related or similar content
(e.g., advertising). As shown, graphical tools are provided to allow a user to view a price
prior to proceeding with a payment transaction, or to modify and negotiate a price or cost
or to decline the transaction. Regarding negotiating a price, a user may for example input
a price at which the user is willing to pay. As described herein, other pricing information
may also be included, such as advertising for other related or similar content and may
provide a means by which the user can purchase or obtain this related or similar content
(e.g., download link). For example, the user can select the download link of a desired
suggested content (e.g., suggested content 1, etc.) or the like to initiate a transaction to
obtain a copy of the suggested content. This transaction may involve the further
operations of payment and data transfer of fhe suggested content to the user device or
desired location along with an acknowledgement or record reflecting that the content is
legitimate, e.g., an authorized or legal or licensed copy. As another example, Fig. 4F
shows an exemplary price interface 490 by which a user may view an identity,
characteristics and price information for one or more content items and select an item or

items which he or she wishes to purchase and thereby legitimize.

[0065] The above is simply provided as an example, and other forms of user
interface(s) may be employed to select content(s) to be post legitimized, or to implement
other user interactive operations in the process of legitimizing content. The user
interfaces in general may be implemented as part of the underlying software or
program(s) for legitimizing content or through or in cooperation with a browser, file
manager, operating system, and so forth. Interfaces may employ other graphical tools and
layouts than shown in the examples of Figs. 4A through 4F to implement the functions

and operations for post legitimization of content.

1IV. EXEMPLARY PROCESSES

[0066] FIG. 5 is a flowchart of an exemplary process 500 by which content may
be legitimized (e.g., authorized, made legal, licensed, etc.) after the content has been

transferred or copied by a user or the like in accordance with an embodiment.

[0067] As shown, at step 502, content is selected, such as from a plurality of

content on a user device. This may be performed manually or automatically at the user
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device (e.g., device 102, 202) or through another system (e.g., terminal 150) as described

herein.

[0068] At step 504, a determination is made whether the content is legitimate,
e.g., authorized, legal or licensed copy of the content. This may involve accessing and
evaluating transaction/payment history or log regarding the content which may be stored
on the user device (e.g., 102, 202) or at a remote location (e.g., 230) or evaluating
information embedded in the content (e.g., watermark, mark, code, product identifier,

etc.).

[0069] At step 506, an anonymizing operation may be initiated or implemented to
anonymize any transaction or communications between the user and other parties, e.g.,
external servers. For example, the anonymization operation may be implemented to
ensure that the an identity of the user is not provided to the content owner or agent or
authority. This may be implemented as an anonymization server through which
communications between the parties are conducted. At step 508, one or more aspect(s) of
the content are determined. This may involve evaluating content or information
associated therewith to determine or recognize aspect(s) or attributes such as
characteristic(s) or identification information of the content, for example, as described in
the various examples herein. The determination or recognition of an aspect(s) may be
implemented on a user device (e.g., device 102, 202) or a device or system (e.g., system
110, 210, 230) other than a user device, by sending information including a copy of a

portion or all of the content to be evaluated to the other device or system.

[0070] At step 510, a price cost for legitimizing the content may be determined
(e.g., calculated, looked up, etc.). The price may be fixed or dynamic depending on
aspect(s) of the content, e.g., quality of the content, technical characteristic, non-technical
characteristic, identification information, market information, etc. This pricing or cost
information may be provided to a user. Other information relating to similar content may
also be provided, as described herein, such advertising, download opportunities for
related or similar content, etc. The pricing information and other information may be
provided to the user. There may also be provided an opportunity for price negotiation

thereafter between the user an the pricing system.

22



WO 2008/125992 PCT/IB2008/050469

[0071] At step 512, a final selection of which content(s) to pay for and legitimize
may be conducted. For example, a user may be provided with one or more content items
for selection, such as shown and described with reference to the example of Fig. 4F. At
step 514, in the event the price is acceptable, the user may conduct a payment transaction
to legitimize the content(s). As described above, the payment transaction may use
various forms of payment (e.g., credit card, etc.) and payment services (e.g., Paypal, bill

other accounts such as mobile phone account, etc.).

[0072] At step 516, an acknowledgement or record of the completion of the
payment transaction reflecting that the content is legitimate is generated and/or provided
to the user or user device. This acknowledgement may involve electronic
acknowledgement (e.g., receipt), registration of the content with the content provider or
owner or a monitoring facility, update of the payment transaction for the specific content
on a transaction/payment history or log, mailing a paper acknowledgement to the user
and/or altering or modifying the content with watermark, code, mark, product code,

license number, etc.

[0073] Fig. 6 is a flowchart of an exemplary process 600 by which content may be
legitimized (e.g., authorized, made legal, licensed, etc.) after the content has been
transferred or copied by a user or the like in accordance with another embodiment. In this
exemplary process 600, a post legitimization process or service may be implemented
through another device or system, such as for example a non-user device (e.g., terminal
150), in which the user device (e.g., 102 or 202) is a portable memory device storing

content.

[0074] At step 601, a user may access a post legitimization process or service by
using a non-user device or system (e.g., 150) which is able to access data such as content
on the user’s device, e.g., portable memory. For example, the non-user device may have
a media reader to enable access (e.g., read, write, modify, and update to content stored on
the user’s device, and a user interface through which the user may conduct a post
legitimization transaction. Thereafter, the process 600 can proceed with the steps 602,
604, 606, 608 and 610 which may generally be the same or similar to steps 502, 504, 508,
510 and 512 respectively as described above with respect to Fig. 5. As with Fig. 5, the

process 600 may also be implemented with an anonymization operation (e.g., step 510 of
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Fig. 5). Furthermore, as a further exemplary embodiment, the legitimized content can if
desired be encrypted with DRM to provide a layer of protection which may be looked

upon favorably by content owners.

[0075] Figs. 7A and 7B are flowcharts of exemplary processes 700, 750 by which
aspects of a content or pricing information for content may be obtained, generated,
transmitted and/or received between one or more parties involved in the legitimization of

content in accordance with an embodiment.

[0076] As shown in Fig. 7A, a device or system (e.g., 102, 202, 120, 130, 230)
may request information regarding aspect(s) or pricing of a particular content(s) from
another party at step 702. This party (e.g., 210) may be a trusted entity or party, such as a
neutral organization monitoring copyrights or legally protected content. At step 704, the
device or system receives information regarding aspect(s) or pricing of the particular
content(s). As discussed above, the aspect or pricing information may be employed as

part of the post legitimization process or service to legitimize content.

[0077] As show in Fig. 7B, a party (e.g., 210) receives a request for information
regarding aspect(s) or pricing for a particular content(s) from a device or system (e.g.,
102, 202, 120, 130, 230) at step 752. At step 754, the party transmits to the device or
system such requested information. As part of this process, the party may determine this
information from data repositories or database containing such information for a plurality
of content and/or calculate such as for pricing a price based on a pricing algorithm which
may take into account various aspects of the content. The party may also obtain such

information for other parties or entities.

[0078] The various processes described herein in general may be implemented by
software including firmware through one or more processors or one or more hardwired or
integrated circuits or a combination thereof. The software implementation may take the
form of a tangible medium having computer executable code which when read and
executed by one or more processors performs the processes described above and herein.
These processes are provided as a few examples. The processes are not limited to the
described operations or order of operations which can be modified to perform the various
functions described herein. For example, anonymization may be initiated or implemented

at any time when conducting a transaction or communications with external parties.
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V. EXEMPLARY COMPUTER SYSTEM
[0079] As described above, devices 102, 110, 120, 130, 150, 202, 210, 230 or any

other devices described herein may include software components. Accordingly, these
devices may be implemented with one or more computer systems. An example of a
computer system 801 is shown in FIG. 8. Computer system 801 represents any single or
multi-processor computer. Single-threaded and multi-threaded computers can be used.

Unified or distributed memory systems can be used.

[0080] Computer system 801 includes one or more processors, such as processor
804. One or more processors 804 can execute software implementing the functionality
described above. Each processor 804 is connected to a communication infrastructure 802
(for example, a communications bus, cross-bar, or network). Various software
embodiments are described in terms of this exemplary computer system. After reading
this description, it will become apparent to a person skilled in the relevant art how to
implement the features and functions as described herein using other computer systems

and/or computer architectures.

[0081] Computer system 801 also includes a main memory 807 which is
preferably random access memory (RAM). Computer system 801 may also include a
secondary memory 808. Secondary memory 808 may include, for example, a hard disk
drive 810 and/or a removable storage drive 812, representing a floppy disk drive, a
magnetic tape drive, an optical disk drive, etc. Removable storage drive 812 reads from
and/or writes to a removable storage unit 814 in a well known manner. Removable
storage unit 814 represents a floppy disk, magnetic tape, optical disk, etc., which is read
by and written to by removable storage drive 812. As will be appreciated, the removable
storage unit 814 includes a computer usable storage medium having stored therein

computer software and/or data.

[0082] In alternative embodiments, secondary memory 808 may include other
similar means for allowing computer programs or other instructions to be loaded into
computer system 801. Such means can include, for example, a removable storage unit
822 and an interface 820. Examples can include a program cartridge and cartridge
interface (such as that found in video game devices), a removable memory chip (such as

an EPROM, PROM, or flash memory) and associated socket, and other removable
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storage units 822 and interfaces 820 which allow software and data to be transferred from

the removable storage unit 822 to computer system 801.

[0083] In accordance with various embodiments, removable storage device 814 or
822 may take the form of a portable media such as a secure removable media (SRM)
which may include legitimizing module or agent for legitimizing stored content. For
example, a portable media or SRM may include one or more processors and a storage
area, and is able to perform various processes or operations, including security related
operations, such as encryption and authentication, to control access to stored data (e.g.,
reading, writing, updating, etc.) as well as content legitimizing operations described
herein. The portable media or SRM may for example be a Secure Memory Card (SMC),
Smart Card, Multi Media Card (MMC), Secure Digital (SD), USB Flash Drive (USD),
and so forth. As noted above, a SRM may be used to store content and/or other
information relating to the content. An example of a portable or removable storage

device (e.g., 814 and 822) is discussed below with reference to Fig. 9.

[0084] Computer system 801 may also include a communications interface 824.
Communications interface 824 allows software and data to be transferred between
computer system 801 and external devices via communications path 827. Examples of
communications interface 827 include a modem, a network interface (such as Ethernet
card), Bluetooth and/or other short-range wireless network modules, etc. Software and
data transferred via communications interface 827 are in the form of signals 828 which
can be electronic, electromagnetic, optical or other signals capable of being received by
communications interface 824, via communications path 827. Note that communications
interface 824 provides a means by which computer system 801 can interface to a network

such as the Internet.

[0085] The various embodiments can be implemented using software running
(that is, executing) in an environment similar to that described above with respect to FIG.
8. In this document, the term “computer program product” is used to generally refer to
removable storage units 814 and 822, a hard disk installed in hard disk drive 810, or a
signal carrying software over a communication path 827 (wireless link or cable) to
communication interface 824. A computer useable medium can include magnetic media,

optical media, or other recordable media, or media that transmits a carrier wave or other
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signal. These computer program products are means for providing software to computer

system 801.

[0086] Computer programs (also called computer control logic) are stored in main
memory 807 and/or secondary memory 808. Computer programs can also be received via
communications interface 824. Such computer programs, when executed, enable the
computer system 801 to perform the various features as discussed herein. In particular,
the computer programs, when executed, enable the processor 804 to perform the various
features described herein. Accordingly, such computer programs represent controllers of

the computer system 801.

[0087] The various embodiments can be implemented as control logic in software,
firmware, hardware or any combination thereof. In an embodiment implemented using
software, the software may be stored in a computer program product and loaded into
computer system 801 using removable storage drive 812, hard drive 810, or interface 820.
Alternatively, the computer program product may be downloaded to computer system 801
over communications path 827. The control logic (software), when executed by the one
or more processors 804, causes the processor(s) 804 to perform the functions of the

various embodiments as described herein.

[0088] In another embodiment, the various features and functions maybe
implemented primarily in firmware and/or hardware using, for example, hardware
components such as application specific integrated circuits (ASICs). Implementation of a
hardware state machine so as to perform the functions described herein will be apparent

to persons skilled in the relevant art(s).

VL. EXEMPLARY PORTABLE OR REMOVABLE MEMORY

[0089] As described above, a portable or removable memory device (e.g., 814,
822) can be used to receive, maintain, store and transfer among other things various data
such as content and/or information reflecting that the content is legitimate or authorized,
e.g., marking, watermarking, receipt, license number, etc, or computer programs or

executable code. An example is shown by removable/portable memory device 900.

[0090] As shown, memory device 900 may include one or more processors 902

(e.g., microprocessor(s)), a storage 904 for storing data such as one or more content and
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other information to implement the functions and operations described herein for
legitimizing content after the content has been obtained, and a communications
interface(s) 908 for communicating data to and from device 900. The post legitimizing
operation may be implemented through a legitimizing module or agent that may take the
form of a client software or user application, as noted above. The post legitimizing
operation may be implemented through the memory device or through cooperation or
interaction with another device, e.g., a computer system, a mobile unit, terminal, kiosk,
etc. As with computer system 801, memory device 900 may also perform various
functions and operations through execution of computer program or computer executable
code and include communications capability (e.g., wireless or wireline) depending on the

type of memory, e.g., smart card, flash memory, etc.

VII. CONCLUSION

[0091] While various embodiments of the present inventions have been described
above, it should be understood that they have been presented by way of example only,
and not limitation. Accordingly, it will be apparent to persons skilled in the relevant art
that various changes in form and detail can be made therein without departing from the
spirit and scope of the invention. Thus, the breadth and scope of the present invention
should not be limited by any of the above-described exemplary embodiments, but should

be defined only in accordance with the following claims and their equivalents.
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WHAT IS CLAIMED IS:

1. A method, comprising:

determining one or more aspects of an unauthorized copy of electronic content
accessible to or through a user device; and

conducting a transaction between the user device and a legitimizing party to

legitimize the electronic content in view of the determined aspect(s).

2. The method according to claim 1, wherein the electronic content is an illegal or

unlicensed copy of electronic content that is unsecured.

3. The method according to claim 1, wherein the electronic content is unsecured
copyrighted content.
4. The method according to claim 1, further comprising selecting electronic content

stored on a memory accessible to the user which is to be legitimized.

5. The method according to claim 4, wherein the electronic content is selected by a
user.
6. The method according to claim 4, wherein the electronic content is automatically

selected according to predefined conditions set by a user.

7. The method according to claim 1, wherein the electronic content is maintained or

stored on the user device.
8. The method according to claim 1, wherein the one or more aspects includes a
characteristic of the electronic content or identification information of the electronic

content.

9. The method according to claim 8, wherein the characteristic of the electronic

content is determined based on an evaluation of content of the electronic content.
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10.  The method according to claim 8, wherein the identification information of the

electronic content comprises a name or identifier of the electronic content.

11.  The method according to claim 1, wherein the determining comprises obtaining
the one or more aspects of the electronic content from a trusted third party having access

to information regarding one or more aspects of a plurality of electronic content.

12. The method according to claim 1, wherein the determining is performed at a user
device upon which the electronic content is maintained, the determined one or more

aspects being transmitted to a legitimizing entity or a trusted third party.

13. The method according to claim 1, wherein the determining is performed at the
legitimizing party based on identification information of the electronic content provided

through the user device

14.  The method according to claim 1, wherein the conducting comprises:

conducting a payment transaction with a party authorized to legitimize content in
order to pay a price or cost for legitimizing the electronic content in view of the
determined one or more aspects; and

acknowledging that the content is legitimate.

15.  The method according to claim 14, wherein the determined one or more aspects

are used to determine a price or cost for legitimizing the electronic content.

16.  The method according to claim 14, wherein the price or cost is determined at a

user device and transmitted to the party.
17.  The method according to claim 14, wherein the price or cost is determined

remotely from a user device through which a user conducts the payment transaction with

the party.
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18.  The method according to claim 17, wherein the determined price or cost is

provided to the user.

19.  The method according to claim 18, wherein information pertaining to similar or

related content is provided to the user along with the determined price or cost.

20.  The method according to claim 14, wherein the acknowledging comprises altering

the electronic content to provide an indication that the electronic content is legitimate.

21.  The method according to claim 14, wherein the acknowledging comprises

obtaining a receipt reflecting payment of the price or cost for the electronic content.

22.  The method according to claim 14, wherein the determining comprises identifying
the electronic content, and obtaining the price or cost of the electronic content from a
trusted third party having access to pricing information for a plurality of electronic

content.

23.  The method according to claim 1, wherein a legitimate electronic content is a copy

of content which is licensed by an authorized licensing authority.

24.  The method according to claim 1, further comprising evaluating whether the

electronic content is legitimate.

25.  The method according to claim 1, wherein the user device conducts the

transaction anonymously with the legitimizing party.

26.  An apparatus, comprising:
communications interface(s) for receiving and transmitting information; and
one or more processors executing computer executable code to facilitate control of
the following operations:
determining one or more aspects of an unauthorized copy of electronic

content accessible to or through a user device; and
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conducting a transaction between the user device and a legitimizing party

to legitimize the electronic content in view of the determined aspect(s).

27.  The apparatus to claim 26, wherein the electronic content is unsecured
copyrighted content.
28.  The apparatus according to claim 26, wherein the conducting comprises:

conducting a payment transaction with a party authorized to legitimize content in
order to pay a price or cost for legitimizing the electronic content in view of the
determined one or more aspects; and

acknowledging that the content is legitimate.

29.  The apparatus according to claim 28, wherein the determining comprises
identifying the electronic content, and obtaining the price or cost of the electronic content
from a trusted third party having access to pricing information for a plurality of electronic

content.

30.  The apparatus according to claim 26, wherein the user device conducts the

transaction anonymously with the legitimizing party.

31. A tangible computer medium having computer executable code which when
executed by a computer performs the following method comprising:

determining one or more aspects of an unauthorized copy of electronic content
accessible to or through a user device; and

conducting a transaction between the user device and a legitimizing party to

legitimize the electronic content in view of the determined aspect(s).

32.  The computer medium according to claim 31, wherein the electronic content is

unsecured copyrighted content.

33.  The computer medium according to claim 31, wherein the conducting comprises:
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conducting a payment transaction with a party authorized to legitimize content in
order to pay a price or cost for legitimizing the electronic content in view of the
determined one or more aspects; and

acknowledging that the content is legitimate.

34.  The computer medium according to claim 33, wherein the determining comprises
identifying the electronic content, and obtaining the price or cost of the electronic content
from a trusted third party having access to pricing information for a plurality of electronic

content.

35.  The computer medium according to claim 31, wherein the user device conducts

the transaction anonymously with the legitimizing party.

36. A system comprising:

means for determining one or more aspects of an unauthorized copy of electronic
content accessible to or through a user device; and

means for conducting a transaction between the user device and a legitimizing

party to legitimize the electronic content in view of the determined aspect(s).

37.  The system according to claim 36, wherein the electronic content is unsecured
copyrighted content.
38.  The system according to claim 36, wherein the conducting comprises:

means for conducting a payment transaction with a party authorized to legitimize
content in order to pay a price or cost for legitimizing the electronic content in view of the
determined one or more aspects; and

means for acknowledging that the content is legitimate.

39.  The system according to claim 36, wherein the user device conducts the

transaction anonymously with the legitimizing party.
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AMENDED CLAIMS

[Received by the International Bureau on 21 July 2008 (21.07.08)]

1. A method, comprising:

determining one or more aspects of an unauthorized copy of electronic content
accessible to or through a user device, the one or more aspects including at least a
technical aspect of the electronic content; and

conducting a transaction between the user device and a legitimizing party to
legitimize the electronic content wherein a price or cost of legitimizing the electronic

content is based on at least the determined aspect(s).

2. The method according to claim 1, wherein the electronic content is an illegal or

unlicensed copy of electronic content that is unsecured.

3. The method according to claim 1, wherein the electronic content is unsecured
copyrighted content.
4. The method according to claim 1, further comprising selecting electronic content

stored on a memory accessible to the user which is to be legitimized.

5. The method according to claim 4, wherein the electronic content is selected by a
user.
6. The method according to claim 4, wherein the electronic content is automatically

selected according to predefined conditions set by a user.

7. The method according to claim 1, wherein the electronic content is maintained or

stored on the user device.

8. The method according to claim 1, wherein the one or more aspects includes a
characteristic of the electronic content or identification information of the electronic

content.

9. The method according to claim 8, wherein the characteristic of the electronic

content is determined based on an evaluation of content of the electronic content.
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10.  The method according to claim 8, wherein the identification information of the

electronic content comprises a name or identifier of the electronic content.

11. The method according to claim 1, wherein the determining comprises obtaining
the one or more aspects of the electronic content from a trusted third party having access

to information regarding one or more aspects of a plurality of electronic content.

12. The method according to claim 1, wherein the determining is performed at a user
device upon which the electronic content is maintained, the determined one or more

aspects being transmitted to a legitimizing entity or a trusted third party.

13. The method according to claim 1, wherein the determining is performed at the
legitimizing party based on identification information of the electronic content provided

through the user device

14. The method according to claim 1, wherein the conducting comprises:

conducting a payment transaction with a party authorized to legitimize content in
order to pay a price or cost for legitimizing the electronic content in view of the
determined one or more aspects; and

acknowledging that the content is legitimate.

15. The method according to claim 14, wherein the determined one or more aspects

are used to determine a price or cost for legitimizing the electronic content.

16.  The method according to claim 14, wherein the price or cost is determined at a

user device and transmitted to the party.
17.  The method according to claim 14, wherein the price or cost is determined

remotely from a user device through which a user conducts the payment transaction with

the party.
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18.  The method according to claim 17, wherein the determined price or cost is

provided to the user.

19.  The method according to claim 18, wherein information pertaining to similar or

related content is provided to the user along with the determined price or cost.

20.  The method according to claim 14, wherein the acknowledging comprises altering

the electronic content to provide an indication that the electronic content is legitimate.

21.  The method according to claim 14, wherein the acknowledging comprises

obtaining a receipt reflecting payment of the price or cost for the electronic content.

22. The method according to claim 14, wherein the determining comprises identifying
the electronic content, and obtaining the price or cost of the electronic content from a
trusted third party having access to pricing information for a plurality of electronic

content.

23.  The method according to claim 1, wherein a legitimate electronic content is a copy

of content which is licensed by an authorized licensing authority.

24.  The method according to claim 1, further comprising evaluating whether the

electronic content is legitimate.

25.  The method according to claim 1, wherein the user device conducts the

transaction anonymously with the legitimizing party.

26.  An apparatus, comprising:
communications interface(s) for receiving and transmitting information; and
one or more processors executing computer executable code to facilitate control of
the following operations:
determining one or more aspects of an unauthorized copy of electronic
content accessible to or through a user device, the one or more aspects including at least a

technical aspect of the electronic content; and
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conducting a transaction between the user device and a legitimizing party
to legitimize the electronic content wherein a price or cost of legitimizing the electronic

content is based on at least the determined aspect(s).

27.  The apparatus to claim 26, wherein the electronic content is unsecured
copyrighted content.
28.  The apparatus according to claim 26, wherein the conducting comprises:

conducting a payment transaction with a party authorized to legitimize content in
order to pay a price or cost for legitimizing the electronic content in view of the
determined one or more aspects; and

acknowledging that the content is legitimate.

29.  The apparatus according to claim 28, wherein the determining comprises
identifying the electronic content, and obtaining the price or cost of the electronic content
from a trusted third party having access to pricing information for a plurality of electronic

content.

30.  The apparatus according to claim 26, wherein the user device conducts the

transaction anonymously with the legitimizing party.

31. A tangible computer medium having computer executable code which when
executed by a computer performs the following method comprising:

determining one or more aspects of an unauthorized copy of electronic content
accessible to or through a user device, the one or more aspects including at least a
technical aspect of the electronic content; and

conducting a transaction between the user device and a legitimizing party to
legitimize the electronic content wherein a price or cost of legitimizing the electronic

content is based on at least the determined aspect(s).

32.  The computer medium according to claim 31, wherein the electronic content is

unsecured copyrighted content.
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33.  The computer medium according to claim 31, wherein the conducting comprises:

conducting a payment transaction with a party authorized to legitimize content in
order to pay a price or cost for legitimizing the electronic content in view of the
determined one or more aspects; and

acknowledging that the content is legitimate.

34.  The computer medium according to claim 33, wherein the determining comprises
identifying the electronic content, and obtaining the price or cost of the electronic content
from a trusted third party having access to pricing information for a plurality of electronic

content.

35.  The computer medium according to claim 31, wherein the user device conducts

the transaction anonymously with the legitimizing party.

36. A system comprising:

means for determining one or more aspects of an unauthorized copy of electronic
content accessible to or through a user device, the one or more aspects including at least a
technical aspect of the electronic content; and

means for conducting a transaction between the user device and a legitimizing
party to legitimize the electronic content wherein a price or cost of legitimizing the

electronic content is based on at least the determined aspect(s).

37. The system according to claim 36, wherein the electronic content is unsecured

copyrighted content.

38.  The system according to claim 36, wherein the conducting comprises:

means for conducting a payment transaction with a party authorized to legitimize
content in order to pay a price or cost for legitimizing the electronic content in view of the
determined one or more aspects; and

means for acknowledging that the content is legitimate.

39.  The system according to claim 36, wherein the user device conducts the

transaction anonymously with the legitimizing party.
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