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METHOD AND SYSTEM FOR CONTROLLING FLOWS IN
SUB-PIPES OF COMPUTER NETWORKS

FIELD OF THE INVENTION

The present nvention relates to computer networks, and more
particularly tc a method and system for providing differentiated services

and a fine leve_ ©I control for a computer network.

BACKGROUND OF THE INVENTION

Driven by Llncreasing usage of a variety of network applicatzons,
such as those inveciving the Internet, computer networks are of 1ncreasing

interest. Figure . depilicts conventional networks 10 and 30 which may be

connected via the Internet 1. Each network 10 and 30 includes hosts 11,

12, 17, 18, 21 and 22 and 32 and 34, respectively. Each network 10 and 20
aisc 1ncludes switcnes 14, 16 and 19 and 36, respectively, and may 1nclude
one oOr more servers such as the servers 15, 20 and 24 and 38,
respectively. In addition, each network 10 and 30 may include one or more
gateways 13 and 32, respectively, to the Internet 1. Not explicitly shown
are routers and otner portiocns of the networks 10 and 30 which may also
control traffic through the networks 10 and 30 and which will be
considered to be Inherently depicted by the switches 14, 16 and 12 and 36,
respectively, ana tne networks 10 and 30 in general. In addition, the

-,

Internet 1 1ncludes its own switches and networks that are not expricitly

depicted.

A switch, such as the switch 14 or 36 and certaln switches (not
shown) 1n the Internet 1 connected to the switches such as the swltches 14
or 16 are considered to be at the edge of the network 10, 30 or the
Internet 1, respectzvely. This is because these switches send and/or
receive traffic directly to and/or from entities not directly under the
control of the network 10, 30 or the Internet 1. For example, a network
administrator or other user of the network 10 may have control over

parameters set for, use of, and performance of the network 10. However,
such a network adminlstrator typically deces not control the Internet 1 anc
may not control the network 20. The switch 14 couples directly to the
gateway 13, which provides access to the Internet 1. This 1s not true of
the switches 16 and 19. Thus, the switch 13 is considered to be at the

edge of the network 10. Similarly, a switch (not shown) in the Internet
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interfaces with the gateway 13. A network administrator oxr other user may
control verformance of some or all of the Internet 1, but not that c¢f the

network 10. Such a switch would thus be considered to be at the edge of

the Internect.

Figure 2 depicts a high-level block diagram cf a switch 40 which can
be used in a computer network. Thus, the switch 40 may be used in the
Tnternet 1 and for the switches 14, 16, 19 and 36. The switch 40 includes
a switch fabric 41 ccupled with blades 47, 48 and 49. Each blade 47, 438

and 49 is generally a circuit board and includes at least a network

processor 42 coupled with ports 44. Thus, the ports 44 are coupled with
hosts (not shown) or other components in the network 1n which the switch
40 resides. The blades 47, 48 and 49 can provide traffic to the switch
fabric 41 and accept traffic from the switch fabric 41. Thus, any
component connected with one of the blades 47, 48 or 49 can communicate
with another component connected to another blade 47, 48 or 49 or

connected to the same blade.

Figure 3A depicts another simplified block diagram of the switch 40,
illustrating some of the functions performed by network processors >l and
55. The switch 40 couples components {not shown) connected with ports A
52 with those components (not shown) connected with ports B 76. The
switch 40 performs various functions including classification of data
packets provided to the switch 40, transmission of data packets across the
switch 40 and reassembly of packets. These functions are provided by the
classifier 58, the switch fabric 64 and the reassembler 70, respectively.
The classifier 58 classifies packets which are provided to 1t and breaks
each packet up into convenient-sized portions, which will be termed cells.
The switch fabric 64 is a matrix of connections through which the cells
are transmitted on their way through the switch 40. The reassembler 70
reassemples the cells into the appropriate packets. The packets.can then
be provided to the appropriate port of the ports B 76, and output to the
destination hosts. The classifier 54 may be part of one network processor
51, while the reassembler 70 may be part of another network processor 55.
The portions of the network processors 51 and 55 depicted perform
functions for traffic traveling from ports A 52 and to ports B 76,
respectively. However, the network processors 51 and 55 also perrorm

functions for traffic traveling from ports B 76 and to ports A 52,

‘respectively. Thus, each of the network processors 51 and 55 can perform

classification and reassembly functlions.
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Cue to bottlenecks in transferring traffic across the switch 40,
data packets may be required to walt prior to executlon of the
classification, transmission and reassembly functions. As a resu.lt,
gqueues 56, 62, 68 and 74 may be provided. Coupled to the gueues 56, 62,
68 and 74 are enqueulng mechanisms 54, 60, 66 and 72. The enqueulng
mechanisms 54, 60, 66 and 72 place the packets or cells 1nto the
corresponding queues 56, 62, 68 and 74 and can provide a notiZication

which 1is sent back to the host from which the packet criginated.

Although the gqueues 56, 62, 68 and 74 are depicted separately, one
of ordinary skill in the art will readily realize that some or ail of the

queues £6, 62, 68 and 74 may be part of the same physical memory resource.

the

O
Hh

Figure 3B depicts one such switch 40’. Many of the components
switch 40’ are analogous to compconents of the switch 40. Such ccomponents
are, therefore, labeled similarly. For example, the ports A £2’ 1n the
switch 40’ correspoend to the ports A 52 in the switch 40. In the switch
40’7, the queue 54 and the gqueue €2 share a single memory resource 59,
Similarly, the queue ©68 and the gqueue 74 are part of another single memory
resource 71. Thus, in the switch 40’, the gqueues 56, 02, 68 and 74 are

logical gueues partitioned from the memory rescurces 59 and /1.

Currently, most conventional switches 40 treat flows of traffic
across the network in which the switch 1s used the same. There 1s,
however, a trend toward providing customers with different services based,
for example, on the price palid by a consumer for service. A consumer may
wish tc pay meore to ensure a faster response or to ensure that tne traffzic
for the customer will be transmittea even when traffic for other customers
is dropped due to congestion. Thus, the concept of differentiated services
has been developed. Differentiated services can provide'different levels
cf service, or flows of traffic through the network, for different

customers.

DiffServ is an emerging Internet Engineering Task Force (IETE)

standard for providing differentiated services (see IETE RFC 2475 and
related RFCs). DiffServ is based on behavior aggregate flows. A behavlior
aggregate flow can be viewed as a pipeline from one edge of the network to
another edge of the network. Within each behavior aggregate flow, there

could be hundreds of sessions between individual hosts. However, DiffServ

~is unconcerned with sessions within a behavior aggregate flow. Instead,

DiffServ i1s concerned with allocation of bandwidth between the behavior
aggregate flows. According to DiffServ, excess bandwidth is to be

allocated fairly between behavior aggregate flows. Furthermore, DiffServ
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crovides criteria, discussed below, for measuring the level of serv:ice

provided to each behavior aggregate flow.

One conventional mechanism for providing different levels of

services utilizes a combination of weights and a gqueue level to provide

different levels of services, for example provided by Cisco Systems, Inc.
of San Jose, California. Figure 4 depicts such a conventional method 80.
The queue level thresholds and weights are set, via step 82. Typically,
the queue level thresholds zre set in step 82 by a network adminlstrator
tuning or “turning knobs.” The weights can be set for diiferent plpes, Or
flows, through a particular gueue, switch 40 or network processor 4Z.
Thus, the weights are typically set for different behavior aggregate
flows. The gueue levels are observed, typically at the end of a perzod of
time known as an epoch, via step 84. The flows for the pipes are then
changed based on how the gueue level compares to the gueue level threshold
and on the weights, via step 86. Flows for pipes having a higher weight
undergo a greater change in step 86. The flow for a pipe determines what
fraction of traffic offered to a gueue, such as the queue 56, by the pipe
will be transmitted to the gueue 56 py the corresponding engueuing
mechanism, such as the engueuing mechanism 54. Traffic is thus transmitted
to the queue or dropped based on the fiows, via step 88. A network
administrator then determines whether the desired levels of service are
being met, via step 90. If s¢, the network administrator has accomplished
congestion avoidance. However, if the desired level of service 1s not
achieved then the gqueue level thresholds and, possibly, the weights are
reset, via step 82 and the method 80 repeats. Further information relating

to the conventional methca 80 can be found at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcx/gos
c/gcpartz/gcconman. htm.

Although the conventional method 80 functions, one of ordinary skill
in the art will readily realize that it 1s difficult to determine what
effect changing the queue level thresholds will have on partilicular pipes
through the network. Thus, the network administrator using the method 80
may have to engage in a great deal of experimentation before reaching the
desired flow rate for different customers, or pipes {behavior aggregate

flows) 1n a computer network.

Furthermore, the method 80 indirectly operates on parameters that
are typically used to measure the quality of service. Queue levels are not
a direct measure of criteria typically used for service. Typically, for

example in DiffServ (see IETF RFC 2475 and related RFCs), levels of
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service are measurad by four parameters: drop rate, bandwidth, latencyv ana
jitter. The drop rate 1s the percentage of traffic that 1is dropped as 1t
flows across a switch. The bandwidth of a behavior aggregate flow 1s &
measure of the amount of traffic for the behavior aggregate flow which
crosses the switch and reaches its destination. Latency 1s the delay
incurred in sending traffic across the network. Jitter is the variation ot
latency with time. The gqueue levels are noct considered to be a direct
measure of quality of service. Thus, the method 80 does not directly
address any of the criteria for quality of service. Thus, 1t 1s more
difficult for a network administrator to utilize the method 80 for
providing different levels of service. In addition, the method 80 controls
flows for behavior aggregate flows. The method 20 1s unable TO control

traffic at a finer level than this.

Other conventional method for controlling traffic utilizes flows,
minimum flows rates, weights, priorities, threshclds and a signal
indicating that excess bandwidth, or ability to Transmit traffic, exlsts
in order to control flows. However, conventional methods are based upon
intuition, and, while seemingly cogent, are not actually supported Dy a
foundation from control theory. It is not clear that this conventional
method is a stable mechanism for controlling traffic through the switch.

Consequently, such conventional methods may not adequately control traffic

through the switch 40.

In addition, another IETF proposal is known as Intoserv, for
integrated services. In IntServ, every flow in & network 1s controlled at
211 times. Thus, IntServ proposes controlling each individual flow within
each behavior aggregate flow, or pipe, of the network. As a result,
IntServ can be used to provide differentiated services. However,
controlling all flows at all times rapidly becomes unworkable. In
particular, the number of flows in a network rapidly grows as the network

grows and as traffic through the network grows. FOIr most networks,

controlling each flow in the network at all times consumes an extremely
large amount of resources and is difficult to implement. Consequently,

IntServ can not adequately control traffic through a network.

Accordingly, what is needed is a system and method for pbetter
providing differentiated services and controlling flows at a fine level.

The present inventicn addresses such a neec.
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DISCLOSURE OF THE INVENTION

The present invention provides a method and system for controlling a
plurality of sub-pipes in a pipe of a computer network including at least
one switch, the plurality of sub-pipes utilizing the switch for
transmitting traffic through the network, the method comprising the steps
of: (a) allowing a minimum flow to be set for each of the plurality of
sub~-pipes; (b) determining whether congestion for the pipe;

(c) controlling a flow in a sub-pipe of the plurality of sub-pipeé if
congestion exists, comprising the steps: (cl) responsive to the flow for
the sub~pipe being less than the minimum flow, linearly increasing, or
leaving unchanged, the flow for the sub-pipe; and (c2) responsive to the
flow for the sub-pipe being greater than the minimum flow, exponentially
decreasing the flow for the sub-pipe. Thus the traffic through the switch
1s stable.

According to the system and method disclosed herein, the present
invention provides a stable, workable mechanism for controlling traffic

through a network at a fine level while allowing for differentiated

services. In addition, the present invention can be used to control
traffic through the network at the edge of the network, thereby allowing

redundant controls within the network to be eliminated.

BRIEF DESCRIPTION OF THE DRAWINGS

A preferred embodiment of the present invention will now be

described with reference to the following drawings:

Figure 1 is a block diagram of computer networks according to the

prior art;

Figure 2 is a high-level block diagram of a switch according to the

prior art;

Figure 3A 1s a simplified block diagram of a switch according to the

prior art;

Figure 3B is a simplified block diagram of another switch according
to the prior art;

1 AMENDED SHEET 19-02-2002
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Figure 4 is a flow chart depicting a conventional method Ior

croviding different levels of service through a switch according to the

prior art;

Figure 5 is a diagram depicting networks 1n which the present

invention could be used;

" Figure 6 1is a high-level flow chart depicting a method 1n accordance
with the present invention for ccntrolling traffic and providing different

levels of service in sub-pilpes;

Figures 7A and 7B depict a more detailed flow chart depicting a
method in accordance with the present invention for controlling traffic

and providing different levels ¢Z service 1in sub-pipes;

Figure 8 is a detailed flow chart depicting a first embodiment of a
method in accordance with the present invention for determining whether

congestion exists in a pipe:;

Figure 9 is a detailed flow chart depicting a second embodiment of a
method in accordance with the present invention for determining whether

congestion exists 1in a plpe;

Figure 10 is a detailed flcw chart depicting a third embodiment of a
method in accordance with the present invention for determining whether

congestion exlists in a pilpe; and

Figure 11 is a detailed flow chart depicting a fourth embodiment oz
a method in accordance with the present invention for determining whether

congestiocn exists in a pipe.
DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention will be described in terms of a particular
system and particular components. However, one of ordinary skill 1in the
art will readily recognize that this method and system will operate
effectively for other components in a computer network. The present
invention will also be described in the context of a queue. However, one
of ordinary skill in the art will readily recognilize that the present
invention functions effectively when queues are logical queues part of a
single memory resource or when the gqueues are part of separate memory

resources. Furthermore, the present invention functions analogously when
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ncrolling flows into a subgueue of a particular icgical queue. The

(1
O

oresent invention will also be discussed in terms of controlllng NeTtwork
flows by proactively discarding packets. However, cne of ordinary skiil in
the art will readily realize that the method and system control the rate
of packets arriving in a gqueue and that a signal sent to a source and
dictating a fraction of packets to be sent, with others held at the
source, would be effective. Therefore, control of a transmit fraction 1S
analogous control of a rate at which packets are offered, for example by
one or more scurces. Furthermore, the present invention will be described
in terms of pipes and sub-pipes to a gqueue. However, one of ordinary skiil
in the art will readily reazlize that the pipes could be behavior aggregate
flows of different or the same class or any offered rate 1into a particular
component which utilizes a queue for storage. The present invention will
also be described in the context of controlling the sub-pipes of a
particular pipe. However, one of ordinary skill in the art will readily
realize that the present invention can be used to contrcl the flows in

sub-pipes of a plurality of pilpes.

To more particularly'illustrate the method and system in accordance
with the present invention, refer now to Figure 5, depicting preferred
embodiments networks 10’ and 30’ and the Internet 1’ with which the
present invention may be used. The networks 10’ and 30’ and the Internet
1’ are substantially the same as the networks 10 and 30 and the Internet 1
depicted in Figure 1. However, also shown are control points 25, 26, 27
and 37. The control points 25, 26, 27 and 37 are preferaply
general-purpose computers coupled with switches 147, 16’7, 19’ ana 3¢’ . The
control points 25, 26, 27 and 37 preferably perform functions relating
matrices and selection of bits to be used in testing filter rules, as
discussed below. The switches 147, 16', 19’ and 36’ preferably include the
software managed declsion trees (nct shown 1in Figure 5), as discussed
below, and determine whether a key matches one or more cf the filter rules
using the decision trees. In addition, the switches 14’, 1l¢’, 19’ and 36’
are preferably the same as the switches 40 and 40’ depicted in Figures £,
3A and 3B. Although the networks 10’, 30’ and the Internet 1’ are
preferably used, the networks 10 and 30 and the Internet 1 could alsc be

used in conjunction with the present invention.

To more particularly i1llustrate the method and system in accordance

‘with the present invention, refer now to Figure 6, depicting one

embodiment of a method 100 in accordance with the present invention. The
method 100 is preferably accomplished using the apparatus disclosed in

U.S. Patent Application Serial No. 09/384,6%91, filed on 27 August 199389,
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entitled “NETWORK 2RCCESSING COMPLEX AND METHODS” and assigned to the

assignee of the vresent application.

The method 200 can be used with the switch 40 or 40’ shown 1n
Figures 2, 3A and 3B. Thus, the method 100 can be carried out 1in a switch
40 having mulziple blades 47, 48 and 49 and multiple ports on each oblace
47, 48 or 49. For the purposes of clarity, the method 100 will Dbe
explained in conjunction with the queue 74 and engueulng mechanism 72
depicted in Figure 3A. However, the method 100 can be used witn other
gqueues, such as the gqueues 56, 62, ©8, 56", 62, 68’ and 74’'. The methcd
100 can alsc pe used with other engueuing mechanisms, such as the
engueuing mechanisms 54, 60, 66, 54', 60’, 66’ and 7/2'. In a preferrec
embodiment, the method 100 is used in a system in which multiple queues
are part of the same memory resource. However, nothing prevents the
method 100 frcom peing used in another system in which each queue has a
separate memory resource. The method 100 is preferably used 1n a swiltcn

residing at the edge of the network, such as the switch 14 or 14’

- depicting 1n Figures 1 and 5. In addition, the method 100 i1s preferably

only used in switches residing at the edge of the network, not switches in
the interior c¢f the network. In addition, although the method 100 Is
preferably used in controlling sub-pipes to a gqueue and performed usling an
enqueuing mechanism, nothing prevents the use of the method 100 by other

portions of the switch.

The method 100 is used to control the flows for sub-pilpes in a

network. Each sub-pipe is part of a pipe. The pipes alsco flow through the
network. Thus, a pripe for a particular network can be considered to
terminate at an edge of the network. Preferably, each pipe 1is a behavior
aggregate flow. A sub-pipe is some combination of the flows 1n the pilpe.
Thus, a sub-pipe can also be considered to terminate at the edge oI the
network. In other words, pipes and sub-pipes are defined within the
network. A sub-pipe could include a single flow or could lnciude some
combination of flows in the pipe. The method 100 is also preferably used
only at switches the edges of the network, where the sub-pipes and,
therefore, the pipe terminates. However, the method 100 could also be used

in switches 1n the interior of the network.

Referring to Figures 3A and 6, the minimum flows for sub-pipes of

certain pipes providing traffic to the switch 40 are set, via step 102Z.

The minimum flow set in step 102 is preferably the minimum flow guaranteed

to be provided for the sub-pipe. Thus, the minimum flow set in step 1l0Z

corresponds toe the amount of bandwidth the sub-pipe will always be allowed
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6 consume. Thus, the minimum flows are preferably set such that 1 eacnh
sub-pipe carries a flow equal to the minimum flow, the pipe will not be
congested and traffic will travel throuch the switch and the network
within desired parameters. When traffic through the sub-pipe 1s light, the

sub-pipe may carry less traffic than the minimum flow. Sub-pipes might

also be allowed to carry more traffic than the minimum flow. Also 1n a
preferred embodiment, a maximum possible flow can also be set, possibly
for use against denial of service attacks. In a preferred embodiment, the
minimum flows are set for the sub-pipes entering a particular gueue, such
as the queue 74. In addition, each sub-pipe preferably offers trarffic to
the queue 74 at an offered rate, I:{C), where i denotes the i** sub-pipe.
Depending on different factors, scme oI the traffic may be dropped in lieu
of entering the queue. The transmit fracticn for the i* sub-pipe, Ti(t),
is the fraction of traffic from the i*™ sub-pipe which is transmitted to
the queue 74’. Thus, the instantanecus flow for the i*" sub-pipe is f;(t) =

T, (L) ~T: (L) .

It is determined whether the pipes for which the sub-pipes may be
contrclled are congested, via step 104. A particular plpe can be
determined €O be congested based on & variety of factors. These factors
are typically evaluated based on the packets, or traffic, flowing through

the pipe. Note that packets as used herein refer to a variety of types of

data packets including, but not limited to Ethernet packets (usually
termed frames), ATM packets (usually termed cells) and IP packets (usually
termed packets). Some of the factors which may determine whether or not a
pipe is congested can include the time taken for a partilicular packet to Dbe
sent from a sender to a recipient ancd for the recipient to send pback a

confirmation, the number of synchronization packets, round trip time (RTT)

and an explicit congestion notification (ECN), which may be provided for
packets, as discussed below with respect to Figures 8-11. Referring back
to Figure 6, in general, a pipe may be considered to be congested when the
pipe carries sufficient traffic that packets are delayed or dropped at a
rate that is considered to be unaccertable by a user such as a network

administrator.

If it is determined that congestion does not exist, then the flows
in the sub-pipes are not controlled, via step 108. Thus, the switch 40

need not expend resources in attempting to control flows in sub-pipes when

the performance of the pipes 1s considered acceptable. If, however, 1t 1s

determined that congestion does exist, then the flows for sub-pipes are
controlled for a specified amount of time, T, via step 106. The specified

amount of time T for sub-pipe control is typically many multiples (perhaps
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one thousand or one million) of the time increment Dt for upcating
rransmit fractions. Thus, during 7, 1if a congestion signal currently
indicates congesticn, then flows in those sub-pipes above theilr cuaranteed
minimum rates are reduced exponentially so long as congesticn vpersists and
+he flows remailn above the guaranteed minimum rates. In additicn, note the

istinction between T, which refers to the time interval for controlling
flows 1in sub-pipes, and T;, which refers to the transmit fracticn Ior a
particular sub-pipe. In a preferred embodiment, step 106 incluces
exponentially decreasing the flows for sub-pipes having flows tnat are
greater than the corresponding minimum flows set 1in step 102. Thus, a fiow
for a sub-pipe 1s decreased in proportion to the sub-pipe flow value. ALlSO
in a preferred embodiment, step 106 can include leaving unchanced, at
least initially, the flows for sub-pipes having flows that are less than
or eqgual to the corresponding minimum flows. However, during the time
interval T, if congestion mcecmentarily 1s not indicated, then flicws 1in
tnose sub-pipes below their maximum rates are allowed to 1increase
linearly. In particular, as the sub-pipes continue toc be controlled,
those sub-pipes having flows below their set minimum are left unchanged or
allowed to linearly increase, those sub-pipes above their maximum flow, 1f
set, are forced to decrease, and those sub-pipes having flows retween
their minimum and maximum flows are allowed to linearly increase or forced
to exponentially decrease. This 1s particularly true as the flows continue
to be controlled in step 106. Because the flows are exponentizliy
decreased and may be linearly i1ncreased, the flows for the sub-pipes are
controlled 1n a stable manner. Step 106 preferably includes setting the
transmit fraction for the sub-pipes to be controlled. Also in step 1060,
tne number of packets for a sub-plpe entering the gueue 1is contxoilec

using the transmit fraction.

Thus, the method 100 control flows 1in sub-pipes of a pipe only when
that pipe is congested. As a result, the method 100 dces not unnecessarily
consume resources when congestion does not exist and, therefore, traffic
flows through a network as desired. Furthermore, because the method 100
can linearly increase and exponentially decrease the flows 1n sul-pilpes,
control of flows through the sub-pipes will be stable. The methcd 100 1is
also preferably implemented only at the edge of a network, such as 1in the
switch 14’ of the network 10’ depicted in Figure 5. However, pipes and,
therefore, sub-pipes flow throﬁgh the entire network 10’ . Thus, the method
100 of Figure 6 controls congestion for the entire pipe of a network by
controlling the sub-pipes at the edge of the network. The methcd 100 need
not be implemented at other points in the network. Thus, redundant control

of sub-pipes, which i1s computationally expensive and unnecessary, can be
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avolidea. However, =tTne methoed 100 can be used 1in conjunction with other
mechanisms for contrziling traffic in a network, even when such otner

mechanisms are implementec in the core and/or the edge of the network.

Figures 7A znc 7B depict a more detailed flow-chart of one
embodiment of a methcd 110 for controlling flows 1n sub-plipes 1n

accordance with the oresent invention. The method 110 preferably commences

after the minimum f:ows for the sub-pilpes to be controlled have been set.

The method 1.0 will also be described in the context of controlling
the flows for sup-rives orf a particular pipe. However, one of ordinary
skill 1n the art wi__. reacily realize that the method 110 can be extended
for use wilth multip.e pipves. In addition, the method 110 1s similar to the
method 100 and thus may be carried out using the same apparatus.

After the minimum I.cws for the sub-pipes are set, constants are computed
for each of the sub-pipes based on the minimum and, 1f set, the maximum
flows for the sub-pipe, via step 112. For each sub-pipe, 1, a constant C;
and a constant D are computed in step 112. The constant C; 1s used Ior
linearly increasing the flcw for sub-pipe 1, as discussed below.
Similarly, the constant D; is used for exponentlially decreasing the flow
for the sub-pipe 1, &s discussed below. In a preferred embodiment, the
constants C; and D: are botn based on the minimum flows. In an alternate
embodiment, weilghts Zor different sub-pipes can also be provided. In such

a case, the constant C; and D; may also be calculated based on the weights

provided.

Once the constants are determined, traffic is allowed to flow
through the sub-pipes to the queue 74, via step 114. It 1is then determined
whether the pipe is congested, via step 116. In a preferred embodiment,
step 116 is carried out through the use of a pipe congestion level (PCL)
signal for each pipe being monitored. The PCL for a pipe can be between
zero and one. The closer the PCL is to one, the more congested the pipe
is. Thus, a threshold between zero and one might be set as the threshold
for congestion. Step 116 would determine the PCIL for the pipe. If the PCL
for a pipe is less than or equal to this threshoid, then step 116 would
indicate that congestion does not exist. If the PCL 1s greater than the
threshold, then ster 116 would determine that congestion exists 1n the

pipe. If there is nc congestion, then it is determined whether an epoch, a

" time period over which control may be desired to be exercised, has ended,

via step 134. Thus, if there is no congestion, then the flows 1n sub-pipes

may not be controlled.
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Tf it is determined in step 116 that congestion exists, tnhen tnas
flows in sub-pipes are controlled, via steps 118 through 132. The gueue
e

level, an instantaneous excess pandwidth signal, B, with binary value O 0%

1, and the excess pandwidth value, E, a number with value 1n the TnTterva.
'0,1], are determined for the prior epoch if not already available, via
step 118. In a preferred embcdiment, the flows of the sub-pipes for the
prior epocch are also made avallable in step ~18. In other words, stepr 118
determines the guantities necessary to update the system in the methcca
110. In a preferred embodiment, step 118 1s usually unnecessary because
the above-mentioned quantities were determined using the methoa 110 In a

previous epoch. The queue level is the leve.l of the gueue into which tne

sub-pipes are flowing. The gueue level may Le defined as a fraction cI tne
maximum queue level. For example, the queue level may be the fracticnal
level of fullness for the queue 74 cf Figure 3A. Referring back to rigures
78 and 7B, con a preferred embodiment, the queue level determined is tne
level for the entire memory resource. However, nothing prevents the cueue
level being determined for a logical queue or subqgueue. The lnstantaneous

excess bandwidth signal, B with binary value “0” or "1” and excess

pandwidth value, E, a number with value in the interval {[0,1] are

discussed below.

It is determined whether excess bandwidth exists, via step 120. In
one embodiment, excess bandwidth is determined to exist only 1f the gueue

level for the gqueue, such as the gueue 74, is zero, or 1s below a smalil

-y

f whether

O

value or is decreasing. However, preferably the determination

A

excess bandwidth exists can also depend upcn round trip time, or othe
parameter, or a single determination of the change 1n such a measuremenc.
These other parameters can also be used to measure congestlion as describec
below. Thus, in a preferred embodiment, two definitlons of congestion can
be considered to be used. The first definition of congestion, in step 116,
is used to trigger control over the flows of sub-pipes. The second
definition of congestion can be used in step 120 to determine whether
axcess bandwidth exists. The second definition of congestion used iIn step
120 may be different from the first definition of congestion. For example,
the second definition of congestion in step 120 may consider congestion TO
exist at a lower flow rate than the first definition of congesticn used in
step 116. In addition, the definition of excess bandwidth, as well as the
second definition of congestion, can change over the time 1nterval, T. For
example, early in the time interval T, the definition of excess bandwidtn
could include a measurement of congestion to ensure that the flows in
sub-pipes will be controlled to reduce congestion. Later in the time

interval T, the definition of excess bandwidth could change to exclude
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congestion, raise the flow required Icr ccngestion to be consicdered tc

—

ex:st and/or rely onlv on other parameters, such as the gueue ievel. In

'cular, the difference between the gueue level and maximum opuffer

O
1)
3
t
l J

capacity (called headroom) could be used to define congestion. However,
nothing prevents the use of another criteria for determining whether
excess pandwlidth exists. In general, tThe instantaneous excess bandwidth
signal indicates whether during the previous epoch additlonal resources
existed in the switch 40, or throughout the pipe, to handle additional
traffic. If excess bandwidth does nct exist, then an i1nstantaneous excess
pancwidth signal, B, 1s set to zero, via step 122. The signal B 1s termed
instancaneous because it 1s based upcn a single measurement oI the gueue
level, round trip time, or other parameter, or a single determination oI
the change in such a measurement. Thus, because the definition of excess

bandwidth can depend upon congestion, the instantaneous excess pandwidih

signal, B, can also depend upon congestion as used 1n determining whetner

excess bandwidth exists. An excess bandwidth value, E, 1s then
exponentially increased toward one (e.g. 1f no congestion) or decreased
toward zero (e.g. if congestion), via step 124. In a preferred embodiment,
the excess bandwidth value 1is an exponentlally weighted average of the
instantaneous excess bandwidth signal. Thus, the excess bandwidth value

orovides a measure of avallable resources over previous epochs. In

additicn, because the excess bandwidth value, E, depends upon the
instantaneous excess bandwidth signal, B, the excess bandwidth value, E,
may also depend upon the existence of congestion, as used in determining

whether excess bandwidith exists.

Tf it is determined in step 12C that excess bandwidth does exist,
then the instantaneous excess bandwidth value is set to one, via step 1lZ260.
The excess bandwidth value is then set to an exponentially welgnted
average of the instantaneous excess bandwidth signal, via step 128. 1In a
preferred embodiment, the excess bandwidth value 1s a first ccnstant
multiplied by a previous excess bandwidth value plus a second constant
multiplied by the instantaneous excess bandwidth value. The wvaiues oI the
instantaneous excess bandwidth signal, B, and the excess bandwidth value,

E, set in steps 122 and 124 or steps 126 and 128 will preferably be used

in a next epoch to update control of the flows for the sub-pipes.

In a preferred embodiment, the transmit fraction for each sub-plpe 1
1s set, via step 130, in parallel with the steps 120 through 128. However,

in an alternate empbodiment, the transmit fraction can be updated serially

with the iInstantaneous excess bandwidth signal, B, and the excess

bandwidth value, E. If the flow for the pipe 1s above a maxlmum level,
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rhern the flow is exponentially decreased, preferably Dy setting tne
rransmit fraction to be 31/322 multiplied by the previous transm.t
fraction. If the flow for the sub-pipe is not above a maximum, then tae
-ransmis fraction is altered as follows. If the previous 1nstantaneous

excess bandwidth signal, B, was one (exXcess bandwidth available;, then

(1

step 130 would set the transmit fraction for each sub-pipe 1 based on the
previous transmit fraction, the constant C;, and the excess bandwidth
value. Preferably, the transmit fraction set in step 130 for excess

bandwidth previously existing 1s:

10 T, (t + Dt) = T, (L) + C.*=Z(t)Dt
Where:
Dt = Length of an epoch (time since transmit fraction last calcuiated)

Preferably, the flow units are set so that Dt and the maximumn

15 possible queue level, Qux, 2re oOne. Thus, the transmit fraction Ior a
sub-pipe may linearly increase 1f excess bandwldth exlists. Furtnhermore,
the transmit fraction may continue to linearly increase as long as eXCEeSS
bandwidth continues tc exist. However, it is noted that in a prelerred
embodiment, when the sub-pipes are first controlled (when it is fixrst

20 determined that congestion exists in the pipe) there will generally be no
excess bandwidth. Consequenzly, the flows for sub-pipes will not be
increased. Thus, the decision tTo control sub-pipes, made in step 116, 18
based upon one definition c¢f the onset of congestion in the pire. The
sub-pipe control is enforced for a time interval T that is generally many

25 multiples of the time increment for an epoch, Dt. Initially, during T, the
flows for the sub-pipes are likely to be forced to decrease 1n response to
the above mechanism based upon, in general, a second definition of
congestion within the pipe. This second definition of congesticn 1s used
in determining whether excess bandwidth exists, at least during the early

30 stages of the time interval T. However, there may be moments during the
interval T when sub-pipe flow rates actually increase. This 1is
particularly true near the end of the time interval T, after a certain
number of epochs have expired. Thus, cne definition of congestion may be
used to commence control of flows in the sub-pipes. A second definiticn of

35 congestion may be used in defining excess bandwidth to allow the
instantaneous excess bandwidth signal, B, to be zero or one, allowing
flows in sub-pipes to both increase and decrease during the time interval
T.

If excess bandwidth did not exist 1in the previous epoch (B was zero)

40 and the sub-pipe carries more traffic than its minimum flow, then 1n step

130 the transmit fraction, T;(t + Dt) for a sub-pipe i1 is set based on a

previous transmit fraction Zor the sub-pipe, T:(t), Di, and the previous

J
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fiow for the sub-pipe, f.(t}. The transmit fractlion for B = 0 Zor a
sub-pipe carrying a higher flow than i1ts minimum fiow is preferab.y given
Ly
T.{t + Dt) = T;(t} - Diy*Lf;(t)

In addition, when B = 0, the transmit fraction for a sub-pipe
carrying its minimum flow or less is preferably given by:

T;(t + Dt) = T;(T)

Thus, the transmit fraction set in step 130 ensures that the
transmit fraction for sub-pipes carrying greater than their minimum flows
and, therefore, the flows for such sub-pipes exponrentlally decrease as
long as excess bandwidth continues not to exist. The constants C; and Dy

are preferably based on minimum flow values. In acddition, in a preIlerred

embodiment, when control is first imposed, excess pandwidth will not exist
because of the congestion in the pipe. Conseguently, the flows for
sub-pipes exceeding their minimum flows will be exponentially decreased
through the use of the transmit fraction. Flows for sub-pipes not
exceeding their minimum flows will be left unchanged when excCess bandwlidth
is not available. Congestion can thus be controlled because the minimum
values set for the sub-pipes are preferably set such that if each sub-pipe
carries a flow equal to the minimum flow congestion will not exist. Thus,
for congestion to exist, at least one sub-pipe carries a fiow which 1S
greater than its minimum flow. Consequently, exponentlally reducing the
flows for such sub-pipes should remedy congestion. As discussed above,

when excess bandwidth does become available, the flows for all sup-plpes

may be linearly increased. Thus, congestion may be controlled anc the

flows for sub-pipes regulated 1in a stable manner.

Using the transmit fraction calculated in step 130, packets oassing
through the switch 40 are transmitted or dropped during the epcch, via
step 132. Packets are preferably discarded by not allowing the packets to
enter a particular queue, such as the queue 74. In a preferred embodiment,
packets are dropped based not only on the transmit fraction for the
sub~pipe in which they are flowing, but also on the priority of each
packet. In another embodiment, the packets are dropped randomly. In
addition, instead of using the transmit fraction, a discard fraction can
be used. The discard fraction for a sub-pipe is one minus the transmit
fraction. Thus, the discard fraction indicates the fraction of packets
that should be dropped in order to obtain the desired transmit fraction,

or traffic flow, fcr a particular sub-pipe.
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= determined whether the epoch is completed, via step 134. .=
not, thern tTraffic continues to be transmitted based on the same transm-ot
fractions, via step 132. If the epoch has finished, then the method
repeats commencing with step 116. However, in one embodiment when the
metnod 110 repeats, step 110 {determining whether congestion exists) may
be skipped for a particular period of time or number of epochs. Skipping
step 116 zllows control of the flows in sub-pipes to contlnue for some
amocunt of time after congestion no longer exists. In other woerds, skipring
step 116 allows the time set to control the flows in sub-pipes, T, TO
expire. In such an embodiment, greater control over the sub-pipes 1s
alliowed, and the flows in sub-pipes are allowed to increase to ensure That

excess banawidth i1is allocated.

The length of an epoch, Dt, over which the method 110 is performec
is preferarly set prior to commencement of the method 110. However, in an
alternate embodiment, the length of an epoch could change. In additior,
the time scale for an epoch is preferably relatively long, perhaps on the
order of cne to ten milliseconds or more. The length of an epoch shouic be
set in order tc account for delays between ends of the pipe and sub-plrves.
This i1s because control over the sub-pipes in the method 110 can change at
the end of an epoch, depending on whether congestion exists and whether
the excess bandwidth is available. In order to ensure that the control
performed ZIn an epoch has an opportunity to clear congestion in the pige
and that the apprdpriate feedback can be provided to the method 100 or
110, a sufficient time should be allowed for a packet to reach 1its
destination and provide a notification, if any, as to whether the
destilinaticn has been reached. In other words, the length of an epoch
should be large enough to allow the change in the transmit fraction tc
take effect and provide the system with information as to the affects c¢f

the transmit fraction.

Because the method 110 increases flows linearly and decreases flcws
exponentially, the method 110 functions similarly to the method 100 and
provides many of the same‘benefits. Thus, the method 110 can ensure that
the traffic through sub-pipes can automatically and asymptotilically reacn
stability. Furthermore, the increase and decrease 1n the flow for each
pipe will depend upon the minimum flow for the pipe and the previous flow
for the pipe. Thus, different pipes may have different levels of flow, or
service. Ccnseguently, the method 110 can procduce stable behavior,
allocate excess bandwidth fairly and provide differentiated services.
Note, however, that although the method 110 allocates excess bandwldth

fairly, the filows through sub-pipes and congestion in the pilpe can Dbe
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controlled withcut allowing for fair allocation of resources. In order to
provide different levels of services ZIOr different sub-pipes, or

customers, all a network administrator or other user must do 1s set

)3

different minimum flows and, if desired, the maximum flows for customers
depending upon the level of service cesired for the particular customer.
Thus, the method 110 can be used in a variety of applications, such as in
networks using DiffServ, by internet service providers desiring to provide

different levels of service to diiferent customers oOr for different media.

In additicn, the methods 100 and 110 might be used only at the edges
of the network controlled using the methods 100 or 110. For example, for
the network 10/, the methods 100 and 110 may be performed only at the
switch 14', that is at the ingress c¢f a pipe. Thus, the control of flows
through sub-pipes, which is relatively computatlionally expensive, need not
be carried out throughout the entire network 10’. However, pipes and
sub-pipes in the network 10’ are generally defined through the entire
network 107 . Thus, by controlling the flows for sub-pipes only at the
edge, it can be ensured that the ccrresponding plpe 1s not cdngested
throughout the entire network 10’. Thus, congestlon is controlled without
having to perform redundant calculations and controls on sub-pipes
throughout the network. However, other, preferably simpler, methods of
control might be used in conjunction with the methods 100 and 110, both in
the same switch and in other switches of the network. For example a method
for controlling the flows in pipes is described in co-pending PCT Patent
Application Serial No. GB00/04410 and entitled “METHOD AND SYSTEM FOR
CONTROLLING TRANSMISSION OF PACKETS IN COMPUTER NETWORKS” and assigned tO

the assignee of the present invention. The method for controlling the
flows in pipes described in the abcve-mentioned co-pending application
could be used with the present invention. Thus, at least two levels oI
control could be provided, a finer level for sub-pipes, and a coarser

level for pilpes.

A variety of mechanisms can te used in determining whether
congestion exists in steps 104 and 1llo of the methods 100 and 110,
respectively, depicted in Figures 6, 7A and 7B, respectively. Figures 8-11
depict embodiments of such methods for determining whether congestion
exists in a particular pipe. However, the methods depicted in Figures 8-1.

could be used for multiple pipes, could be combined, and other methods

(nct shown) could be used. In addition, the methods depicted in Figures

8-11 could be used for the second definition of congestion that may be
used in step 120 of the method 110 for determining whether excess

bandwidth exists.
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Figure 8 depicts one embodiment c¢f a method 140 fcor determining

whether congestion exists. The method 140 1tilizes ECN. ECN is described

in IETF proposal RFC 2481 that is appropriate Ior protoccis, such as TCP.

Tn ECN, two unused bits in a packet are employed to 1indicate congestion. A

switch which is ECN enabled and through which the packet traveis sets the

first bit. The ECN enabled switch through which the packet passes sets the

second bit if the ECN enabled switch is congested. Thus, the combination
of bits indicates whether zt least one switch in the sub-pipe tnrough
which the packet flows is congested. These bits are typically set as the
packet travels from its source to 1its destination. When the recipient
(destination) sends back an acknowledgement, the resultant of the two blts
are saved and provided pback to the source (sender). Thus, ZCN as

represented by the two bits can be used to determine whether the pipe 1s

congested.

Tn particular, some measure of the number of packets which ECN
indicates passed through congested switches is determined, vilia step 142,

In one embodiment, step 142 includes determining the fracticon oI packets

traveling through the pipe which ECN indicates passed through a congested

switch. This fraction could be used as the PCL, discussed above. It 1is

then determined whether congestion exists as defined for ECN, via step

144 . In one embodiment, step 144 includes determining whether the fraction

of packets which ECN indicates passed through a congested switch 1s

greater than some threshold. However, some other statistical measure of

congestion using ECN can ke employed. If it is determined that the
threshold is not exceeded, then the pipe is defined to not be congested,
via step 146. If it is determined that the threshold 1is exceeded, then the
pipe is defined to be congested, via step 148. Thus, it can be determined

using the method 140 whether or not the pipe is congested.

Figure 9 depicts another embodiment of a method 150 for determining
whether a pipe is congested. The method 150 utilizes synchronization (SYN)
packets. In TCP, a SYN packet can indicate a start of a session between
two components, such as hosts. When a packet for a session dcoces not reach
its destination, for example because the packet 1s dropped due tO
congestion, a new session 1is started between the components. Thus, a new
SYN packet will be issued. The SYN packet can thus be used TO measure
congestion in a pipe because they can be used to measure the number of

starts and restarts of sessions..

Some measure of the number of SYN packets in the pipe 1s determined,

via step 152. In one embodiment, step 152 1includes determining the



(13

},_.1
)

20

25

30

40

CA 02401425 2002-08-22

WO 01/76138 PCT/GB01/01436
| - | S |

fvaction of SYN oDackets to the total number of packets traveling through
Thz

rhen determined wnether congestion exists as defined for the SYN vackets,

could be used as the PCL, discussed above. It 1S

€}
b1y
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the pipe.

via step 154. In one embodiment, step 154 includes determining whether the
fraction of SYN packets to the total number of packets is greater than
some threshold. However, some other statistical measure of congestion
using SYN packets can be employed. If it is determined that the threshold
is not exceeded, tnen the pipe is defined to not be congested, via step
156. Tf it is dertermined that the threshold is exceeded, then the pipe is
defined to be congested, via step 158. Thus, it can Dpe determined using

the method 150 wnether or not the pipe is congested.

Figure 10 dericts another embodiment of a method 160 for determining
whether a2 pipe is cocngested. The method 160 utilizes the round trip time
(RTT) for packets to travel between thelr source (sender) and destination
(recipient) and <o provide a notification back to the source that the
packet has been received. When a packet for a session does not reach 1its
destination, for example because the packet is dropped due tO congestion,
or when the packet takes a long time to reach the destination, the RTT
will be long. Longer RTT indicates more congestion in the pipe. Thus, the
length of RTT can pe used to measure congestion in a pipe. In addition,

fhe time from sender to recipient, rather than the RTT could be used.

Some statistical measure of the RTT for packets in the pipe 1s
determined, via step 162. In one embodiment, step 162 could include

determining the fraction of packets having a RTT longer than some average

Y

value. However, nothing prevents the use of another statistical measure of

RTT. This statistical measure of RTT could be used to determine the PCL,
discussed above. It is then determined whether congestion exilsts as
defined for the RTT, for example by determining whether the measure of RTT
is above a threshold, via step 164. If it is determined that the measure
of RTT indicates that the pipe is not congested, then the pipe 1s defined
to not be congested, via step 166. If it is determined that the measure of
the RTT indicates that the pipe is congested, then the pipe 1s agefined to
be congested, via step 168. Thus, it can be determined using the method

160 whether or not the pipe is congested.

Figure 11 depicts an embodiment of a method 170 in which a
combination of ECN, SYN packets and RTT could be used to determine whether

a pipe is congested. A measure of the number of packets which ECN
indicates passed tnrough congested switches 1is determined, via step 172.

In one embodiment, step 172 includes determining the fraction of packets
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that ECN indicates vassed through z congestZed switch. A measure of the
number of SYN packets in the pipe is determined, via step 174. In one
embodiment, step 174 includes determining tne fraction c¢f SYN packets TOC

the total number of packets traveling thrcugh the pipe. Some statistica-

measure of the RTT for packets in the pipe is determined, via step 176.
The measurements for ECN, SYN packets and XRTT are then combined to provide
a measure of congestion, such as the PCL, via step 178. It 1s then
determined whether congestion exists, preferably by determining whether
the PCL exceeds a threshold, via step 180. If it is determined that the
PCL indicates that the pipe is not congested, then the pilpe 1s defined to
not be congested, via step 182. If it is cetermined that the PCL 1ndicates
that the pipe is congested, then the pilpe 1s defined to be congested, via
step 184. Thus, 1t can be determinead usincg the method 170 whether or not

the pipe is congested.

Thus, a variety of methods can be used TO determine whether a pipe
is congested. If the pipe is congested, tren the flows for the sub-pipes
within the pipe are controlled. Otherwise, tThe flows are not controiled on
the sub-pipe level. The flows in the sub-plpes are controlled by
exponentially decreasing the flows and, 1n some cases, linearly increasing
+he flows. Thus, resources are expended in finely controlling flows at the
level of sub-pipes only when the network Is not performing as desired
because congestion exists. Moreover, congestion can also be used in
deciding how to finely tune the flows of sub-pipes, for example through a
second definition of congestion used in deTtermining whether excess
bandwidth exists. In addition, different levels of service can be provided
for different sub-pipes and, therefore, dilZierent pipes. Moreover, this
level of control may be provided only at the edge of the network. Thus,
redundant control of flows in sub-pipes becomes unnecessary. However,

other methods of controlling traffic in the network can also be used.

A method and system has been disclcsed for controlling traffic 1in

sub-pipes of a network. Software written according to the present

invention is to be stored in some form of computer-readable medium, such

as memory, CD-ROM or transmitted over a network, and executed by a

Drocessor.
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CLAIMS
1. A method for controlling a plurality of sub-pipes in a pipe cof a

computer network including at least one switch, the plurality of sub-pipes
utilizing the switch for transmitting traffic through the network, the method
comprising the steps of:

(a) allowing a minimum flow to be set for each of the plurality of
sub-pipes;

(o) determining whether congestion exists for the pipe, the congestion
determining step further including at least one of measuring a time taken for
a particular packet to be sent from a sender to a recipient and for the
recipient to send back a confirmation, a number of synchronization packets, a
statistical measure of a frequency of synchronization packets, and a round
trip time;

(c) controlling a flow in a sub-pipe of the plurality of sub-pipes
only 1f congestion exists such that the flow for the sub-pipe may be linearly
increased if the flow for the sub-pipe of the plurality of sub-pipes is less
than the minimum flow and such that the flow for the sub-pipe of the plurality
of sub-pipes is exponentially decreased if the flow is greater than the
minimum flow, such that the traffic through the switch is stable, wherein the
controlling step (c) further includes the steps of

(cl) determining i1f excess bandwidth exists;

(c2) 1linearly increasing a flow for a sub-pipe of the plurality of
sub-plpes 1if excess bandwidth exists and if the flow for the pipe of the
plurality of pipes is less than the minimum flow for the sub-pipe and
exponentially decreasing the flow for the sub-pipe of the plurality of
sub-pipes 1f excess bandwidth does not exist and the flow is greater than the
minimum flow for the pipe; and wherein the flow for the sub-pipe of the
plurality of sub-pipes 1is an offered rate multiplied by a transmit fraction

and wherein linearly increasing and exponentially decreasing step (c2) further

includes the steps of:
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(c21i) setting a transmit fraction for the flow to be a previous transmit
fraction plus a first quantity if excess bandwidth exists, the first quantity
being a first constant multiplied by the excess bandwidth value; and

(c2il)setting the transmit fraction to be the previous transmit fraction
minus a second quantity 1f excess bandwidth does not exist, the second
quantity being the previous flow multiplied by a second constant.

2 . The method of claim 1 wherein the switch further includes a
processor having a queue, the plurality of sub-pipes using the gueue for
transmitting traffic through the switch and wherein the excess bandwidth
determining step (cl) further includes the steps of:

(cli) determining 1f excess bandwidth exists for the queue.

3. The method of claim 1 wherein the controlling step (c) is
performed for each of the plurality of sub-pipes.

4, The method of claim 2 wherein the excess bandwidth determining
step (cl) further includes the steps of:

(cli) determining whether a second type of congestion exists;

(clii)determining that the excess bandwidth exists if the second type of

congestion exists and determining that excess bandwidth does not exist

otherwise.

o, The method of claim 4 wherein the excess bandwidth determining
step (clii) further includes the step of:

(cliia)setting an instantaneous excess bandwidth signal to be one if the
second type of congestion does not exist and setting the instantaneous excess

bandwidth signal to be zero otherwise.

o . The method of claim 5 wherein the excess bandwidth determining
step (clii) further includes the step of:

(cliib)setting an excess bandwidth value to be an exponentially weighted
average of the i1nstantaneous excess bandwidth signal.

7. The method of claim 1 wherein the first constant and the second

constant depend upon the minimum flow for the pipe.
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8 . The method of claim 7 wherein the first constant is a wesight
multiplied a third quantity, the third quantity being a queue service rate
plus the minimum flow for the pipe minus the sum of the minimum flow for each

ot the plurality of pipes.

9. The method of claim 1 wherein the network further includes an edge
and wherein the switch is at an edge of the network.

10. The method ¢of claim 1 further comprising the step of:

(d) repeating the congestion determining step (b) after a particular
period of time and repeating the controlling step (c) throughout the
particular period of time.

11. The method of claim 1 wherein the traffic through the switch

includes a plurality of packets and wherein congestion determining step (b)

includes the steps of:

(bl) determining whether congestion exists based on an Explicit

Congestion Notification (ECN) for each of a first porticn of the plurality of
packets.

12. The method of claim 1 wherein the traffic through the switch
includes a plurality of packets and wherein congestion determining step (b)
includes the steps of:

(bl) determining whether congestion exists based on a portlion of the
plurality of packets, the portion of the plurality of packets including
plurality of synchronization packets.

13. The method of claim 1 wherein the traffic through the switch
includes a plurality of packets, each of the plurality of packets being
initiated by a sender and received by a recipient and wherein congestion
determining step (b) includes the steps of:

(bl) determining whether congestion exists based on a round trip time
between the sender and the recipient for each of the plurality of packets.

14. The method of claim 1 wherein the traffic through the switch

includes a plurality of packets, each of a first portion of the plurality of
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packets being initiated by a sender and received by a recipilent, and wherein
congestion determining step (b) includes the steps of:

(bl) determining whether congestion exists based on an Explicit

Congestion Notification (ECN) for each of a second portion of the plurality of
packets, a round trip time between the sender and the recipient for each of
the first portion of the plurality of packets, and a third portion of the
plurality of packets, the third portion of the plurality of packets including

a plurality of synchronization packets.

15, A computer-readable medium containing a program for controlling a
plurality of sub-pipes in a pipe of a computer network including at least one
switch, the plurality of sub-pipes utilizing the switch for transmitting
traffic through the network, the program including instructions for:

(a) allowing a minimum flow to be set for each of the plurality of
sub-pipes;

() determining whether congestion exists for the pipe, the congestion
determining instructions further including at least one of measuring a time
taken for a particular packet to be sent from a sender to a reciplent and for
the recipient to send back a confirmation, a number of synchronization
packets, a statistical measure of a frequency of synchronization packets, and
a round trip time;

(c) controlling a flow in a sub-pipe of the plurality of sub-pipes
only 1f congestion exists such that the flow for the sub-pipe may be linearly
increased if the flow for the sub-pipe of the plurality of sub-pipes is less
than the minimum flow and such that the flow for the sub-pipe of the plurality
of sub-pipes is exponentially decreased if the flow is greater than the
minimum flow, such that the traffic through the switch is stable, wherein the
controlling instructions {c) further includes instructions for:

(cl) determining i1if excess bandwidth exists;

(c2) linearly increasing a flow for a sub=-pipe of the plurality of

sub-pipes 1f excess bandwidth exists and if the flow for the pipe of the
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plurality of pipes is less than the minimum flow for the sub-pipe and
exponentially decreasing the flow for the sub-pipe of the plurality of
sub-plpes 1f excess bandwidth does not exist and the flow is greater than the
minimum flow for the pipe; and wherein the flow for the sub-pipe of the
plurality of sub-pipes is an offered rate multiplied by a transmit fraction
and wherein linearly increasing and exponentially decreasing step (c2) further
includes instructions for:

(c21) setting a transmit fraction for the flow to be a previous transmit
fraction plus a first quantity if excess bandwidth exists, the first quantity
peing a first constant multiplied by the excess bandwidth value; and

(c211)setting the transmit fraction to be the previous transmit fraction
minus a second gquantity if excess bandwidth does not exist, the second
quantity being the previous flow multiplied by a second constaﬁt.

16. The computer-readable medium of claim 15 wherein the excess
bandwidth determining instructicn (cl) further includes instructions for:

(cli1) determining whether a second type of congestion exists;

(clii)determining that the excess bandwidth exists if the second type of
congestion exists and determining that excess bandwidth does not exist
otherwise.

17. The computer-readable medium of claim 15 wherein the controlling
instruction (c) is performed for each of the plurality of sub-pipes.

18. The computer-readable medium of claim 15 wherein the network
further includes an edge and wherein the switch is at an edge of the network.

19. The computer-readable medium of claim 15 wherein the prcgram

further includes instructions for:

(d) repeating the congestion determining step (b) after a particular
period of time and repeating the controlling step (c) throughout the
particular period of time.

20. The computer-readable medium of claim 15 wherein the traffic
through the switch includes a plurality of packets and wherein congestion

determining instructions (b) includes instructions for:
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(bl) determining whether congestion exists based on an Explicilt
Congestion Notification (ECN) for each of a first portion of the plurality of
packets.

21. The computer-readable medium of claim 15 wherein the traffic
through the switch 1ncludes a plurality of packets and wherein congestion
determining instructions (b) includes instructions for:

(bl) determining whether congestion exists based on a portion of the
plurality of packets, the portion of the plurality of packets including
plurality of synchronization packets.

22. The computer-readable medium of claim 15 wherein the traffic
through the switch includes a plurality of packets, each of the plurallity of
packets being initiated by a sender and received by a recipient and wherein
congestion determining instructions (b) includes instructions for:

(bl) determining whether congestion exists based on a round trip time
between the sender and the recipient for each of the plurality of packets.

23. The computer-readable medium of claim 15 wherein the traffic
through the switch includes a plurality of packets, each of a first portion of
the plurality of packets being initiated by a sender and received by a
reciplent, and wherein congestion determining instructions (b) includes
instructions for:

(bl) determining whether congestion exists based on an Explicit
Congestion Notification (ECN) for each of a second portion of the plurality of
packets, a round trip time between the sender and the recipient for each of
the first portion of the plurality of packets, and a third portion of the
plurality of packets, the third portion of the plurality of packets including
a plurality of synchronization packets.

24 . A system for controlling a plurality of sub-pipes for a pipe in a
computer network including a switch crossed by the plurality of sub-pipes, the
system comprising:

a queue for use by the plurality of sub-pipes in transmitting traffic

through the switch:;
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an enqueuing mechanism, coupled with the queue, for controlling traffic
through the switch using a minimum flow set for each of the plurallty of
sub-pipes by a user, the engueuing mechanism for determining if congestion
exists for the pipe and for controlling a flow in a sub-pipe of the plurality
of sub-pipes only if congestion exists such that the flow for the sub-pipe may
be linearly increased if the flow for the sub-pipe of the plurality of
sub-pipes is less than the minimum flow and such that the flow for the
sub-pipe of the plurality of sub-pipes is exponentially decreased if the flow

1s greater than the minimum flow, such that the traffic through the switch is

stable;

the enqueuling mechanism further determining whether congestion exists
using at least one of a measure of a time taken for a particular packet to be
sent from a sender to a recipient and for the recipient to send back a
confirmation, a number of synchronization packets, a statistical measure of a
frequency of synchronization packets, and a round trip time;

wherein the enqueuing mechanism further determines if excess bandwidth
exlists and linearly increases a flow for a sub-pipe of the plurality of
sub-pipes if excess bandwidth exists and if the flow for the pipe of the
plurality of pipes is less than the minimum flow for the sub-pipe and
exponentially decreasing the flow for the sub-pipe of the plurality of
sub-plpes 1f excess bandwidth does not exist and the flow is greater than the
minimum flow for the pipe; and wherein the flow for the sub-pipe of the
plurality of sub-pipes is an offered rate multiplied by a transmit fraction,
and wherein the enqueuing mechanism linearly increases and exponentially
decreases the flow by setting a transmit fraction for the flow to be a
previous transmit fraction plus a first quantity if excess bandwidth exists,
the first quantity being a first constant multiplied by the excess bandwidth
value and by setting the transmit fraction to be the previous transmit
fraction minus a second gquantity if excess bandwidth does not exist, the

second quantity being the previous flow multiplied by a second constant.
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25. The system of claim 24 wherein enqueuing mechanism determines
whether excess bandwidth exists by determining whether a second type of
congestion exists, indicating that the excess bandwidth exists 1f the second
type of congestion exists and indicating that excess bandwidth does not exist
otherwise.

26. The system of claim 24 wherein the traffic through the switch
includes a plurality of packets and wherein the enqueuing mechanism determines
whether congestion exists based on an Explicit Congestion Notification (ECN)
for each of a first portion of the plurality of packets.

27. The system of claim 24 wherein the traffic through the switch
includes a plurality of packets and wherein the enqueuing mechanism determines
whether congestion exists based on a portion of the plurality of packets, the
portion of the plurality of packets including plurality of synchronization
packets.

28. The system of claim 24 wherein the traffic through the switch
includes a plurality of packets, each of the plurality of packets being
initiated by a sender and received by a recipient and wherein the enqueuilng
mechanism determines whether congestion exists based on a round trip time
between the sender and the recipient for each of the plurality of packets.

29. The system of claim 24 wherein the traffic through the switch
includes a plurality of packets, each of a first portion of the plurality of
packets belng initiated by a sender and received by a recipient, and wherein

the enqueuing mechanism determines whether congestion exists based on an

Explicit Congestion Notification (ECN) for each of a second portion of the
plurality of packets, a round trip time between the sender and the recipient
for each of the first portion of the plurality of packets, and a third portion
of the plurality of packets, the third portion of the plurality of packets
including a plurality of synchronization packets.

30. The system of claim 24 wherein the switch includes a plurality of

processors corresponding to a plurality of blades, each of the plurality of
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processors having a plurality of ports and wherein the queue 1s for a
processor of the plurality of processors.

31. The system of claim 24 wherein the network includes an edge and
wherelin the switch resides at the edge of the network.

32. A processor for use with a switch i1n a computer network, the
processor being coupled to a plurality of ports and a switch fabric, the
processor comprising:

a queue accepting traffic from a plurality of sub-pipes of a pipe 1in a
computer network; and

an enqueuing mechanism, coupled with the gqueue, for controlling a flow
from a sub-pipe of the plurality of sub-pipes, the enqueuing mechanism for
determining 1f congestion exists for the pipe and for controlling the flow in
a sub-pipe of the plurality of sub-pipes only if congestion exists such that
the flow for the sub-pipe may be linearly increased if the flow for the
sub-pipe of the plurality of sub-pipes is less than the minimum flow and such
that the flow for the sub-pipe of the plurality of sub-pipes is exponentially
decreased 1f the flow is greater than the minimum flow, such that the traffic
through the switch 1s stable;

the enqueulng mechanism further determining whether congestion exists
using at least one of a measure of a time taken for a particular packet to be
sent from a sender to a recipient and for the recipient to send back a
confirmation, a number of synchronization packets, a statistical measure of a
frequency of synchronization packets, and a round trip time;

wherelin the engueuing mechanism further determines if excess bandwidth
exists and linearly increases a flow for a sub-pipe of the plurality of
sub-pipes 1f excess bandwidth exists and if the flow for the pipe of the
plurality of pipes is less than the minimum flow for the sub-pipe and

exponentially decreasing the flow for the sub-pipe of the plurality of
sub-pipes 1f excess bandwidth does not exist and the flow is greater than the

minimum flow for the pipe; and wherein the flow for the sub-pipe of the

plurality of sub-pipes is an offered rate multiplied by a transmit fraction,
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and whereln the engqueuing mechanism linearly increases and exponentially
decreases the flow by setting a transmit fraction for the flow to be a
previous transmit fraction plus a first quantity if excess bandwidth exists,
the first quantity being a first constant multiplied by the excess bandwidth
value and by setting the transmit fraction to be the previous transmit
fraction minus a second quantity if excess bandwidth does not exist, the
second quantity being the previous flow multiplied by a second constant.

33. A switch for use 1n a computer network including a plurality of
hosts, the switch comprising:

a plurality of processors, each of the plurality of processors coupled
with a plurality of ports, the plurality of ports coupled with a portion of
the plurality of hosts, each of the plurality of processors including a queue
and an enqueulng mechanism, the queue accepting traffic from a plurality of
sub-pipes of a pipe in a computer network, the plurality of sub-pipes coupling
a portion of the plurality of ports coupled with a first processor and a
portion of the plurality of ports coupled with a second processor, the
enqueulng mechanism being coupled with the queue, the enqueuing mechanism for
determining if congestion exists and for controlling the flow in a sub-pipe of
the plurality of sub-pipes only if congestion exists such that the flow for
the sub-pipe may be linearly increased if the flow for the sub-pipe of the
plurality of sub-pipes 1s less than the minimum flow and such that the flow
for the sub-pipe of the plurality of sub-pipes is exponentially decreased if
the flow 1s greater than the minimum flow, such that the traffic through the
switch i1s stable; and

a switch fabric coupling the plurality of processors;

the enqueuing mechanism further determining whether congestion exists
using at least one of a measure of a time taken for a particular packet to be
sent from a sender to a recipient and for the recipient to send back a

confirmation, a number of synchronization packets, a statistical measure of a

frequency of synchronization packets, and a round trip time;
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wherein the enqueuing mechanism further determines 1f excess bandwidth
exlsts and linearly increases a flow for a sub-pipe of the plurality of
sub-pipes 1f excess bandwilidth exists and i1f the flow for the pipe of the
plurality of pipes is less than the minimum flow for the sub-pipe and
exponentially decreasing the flow for the sub-pipe of the plurality of
sub-pipes 1f excess bandwidth does not exist and the flow is greater than the
minimum flow for the pipe; and wherein the flow for the sub-pipe of the
plurality of sub-pipes is an offered rate multiplied by a transmit fraction,
and whereln the enqueuing mechanism linearly increases and exponentially
decreases the flow by setting a transmit fraction for the flow to be a
previous transmit fraction plus a first quantity if excess bandwidth exists,
the first quantity being a first constant multiplied by the excess bandwidth
value and by setting the transmit fraction to be the previous transmit
fraction minus a second quantity if excess bandwidth does not exist, the
second quantity being the previous flow multiplied by a second constant.

34, The switch of claim 33 wherein the network includes an edge and

wherein the switch resides at the edge of the network.

35. A method for controlling a plurality of sub-pipes in a pipe of a
computer network including at least one switch, the plurality of sub-pipes
utilizing the switch for transmitting traffic through the network, the method
comprising:

(a) allowing a minimum flow to be set for each of the plurality of
sub-plipes;

(b) determining whether congestion exists for the pipe, the congestion
determining step further including at least one of measuring a time taken for
a particular packet to be sent from a sender to a recipient and for the
reciplent to send back a confirmation, a number of synchronization packets, a
statistical measure of a frequency of synchronization packets, and a round
trip time;

(c) controlling a flow in a sub-pipe of the plurality of sub-pipes

only 1f congestion exists such that the flow for the sub-pipe may be linearly
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increased 1f the flow for the sub-pipe of the plurality of sub-pipes 1s less
than the minimum flow and such that the flow for the sub-pipe of the plurality
of sub-pipes is exponentially decreased 1f the flow 1s greater than the
minimum flow, such that the traffic through the switch is stable.

36. A computer-readable medium contalning a program for contrelling a
plurality of sub-pipes in a pipe of a computer network including at least one
switch, the plurality of sub-pipes utilizing the switch for transmitting
traffic through the network, the program including instructions for:

(a) allowing a minimum flow to be set for each of the plurality of
sub-pipes;

(b) determining whether congestion exists for the pipe, the congestion
determining instructions further including at least one of measuring a time
taken for a particular packet to be sent from a sender to a recipient and for
the recipient to send back a confirmation, a number of synchronization
packets, a statistical measure of a frequency of synchronization packets, and
a round trip time;

(C) controlling a flow 1in a sub-pipe of the plurality of sub-pipes
only 1f congestion exists such that the flow for the sub-pipe may be linearly
increased if the flow for the sub-pipe of the plurality of sub-pipes is less
than the minimum flow and such that the flow for the sub-pipe ¢f the plurality
of sub-pipes is exponentially decreased if the flow is greater than the
minimum flow, such that the traffic through the switch is stable.

37. A system for controlling a plurality of sub-pipes for a pipe 1n a
computer network including a switch crossed by the plurality of sub-pipes, the
system comprising:

a queue for use by the plurality of sub-pipes in transmitting traffic

through the switch;

an enqueulng mechanism, coupled with the queue, for controlling traffic
through the switch using a minimum flow set for each of the plurality of
sub-pipes by a usexr, the enqueuing mechanism for determining if congestion

exlists for the pipe and for controlling a flow in a sub-pipe of the plurality
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of sub-pipes only if congestion exists such that the flow for the sub-plpe may
be linearly increased if the flow for the sub-pipe of the plurality of
sub-pipes is less than the minimum flow and such that the flow for the
sub-pipe of the plurality of sub-pipes is exponentially decreased 1if the flow

is greater than the minimum flow, such that the traffic through the switch 1s

stable;

the enqueuing mechanism further determining whether congestion exists
using at least one of a measure of a time taken for a particular packet to be
sent from a sender to a recipient and for the recipient to send back a
confirmation, a number of synchronization packets, a statistical measure of a

frequency of synchronization packets, and a round trip time.
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