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00

RECEIVE, AT A CONTENT SERVER VIA A
FIRST NETWORK CONNECTION, A REQUEST
FOR CONTENT FROM A CLIENT DEVICE, [ —302
WHERE THE CONTENT COMPRISES A
PLURALITY OF PORTIONS REPRESENTED
WITHIN A ROOT DOCUMENT

Y

DETERMINE TO DEFER AT LEAST ONE
PORTION OF THE CONTENT FOR
DOWNLOAD VIA A NETWORK CONNECTION 304
OTHER THAN THE FIRST NETWORK "
CONNECTION BASED UPON A DOWNLOAD
CONSTRAINT OF THE AT LEAST ONE
PORTION OF THE CONTENT AND A
NETWORK CHARACTERISTIC OF THE FIRST
NETWORK CONNECTION

v

SEND THE CONTENT WITH EACH OF THE AT
LEAST ONE PORTION OF THE CONTENT
REPLACED WITH A CONTENT STUB WITHIN

THE ROOT DOCUMENT, WHERE EACH 306
CONTENT STUB IDENTIFIES THE _—
RESPECTIVE PORTION OF THE CONTENT
AS A DEFERRED PORTION OF THE
CONTENT AND COMPRISES A CONTENT
IDENTIFIER OF THE RESPECTIVE
DEFERRED PORTION OF THE CONTENT

FIG. 3
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400

SEND, VIA A CLIENT DEVICE, A REQUEST
FOR CONTENT TO A CONTENT SERVER VIA L
A FIRST NETWORK CONNECTION

Y

RECEIVE, FROM THE CONTENT SERVER, A
ROOT DOCUMENT COMPRISING AT LEAST
ONE CONTENT STUB, WHERE EACH OF THE
AT LEAST ONE CONTENT STUB IDENTIFIES 404

A RESPECTIVE PORTION OF THE CONTENT L
AS A DEFERRED PORTION OF THE
CONTENT AND COMPRISES A CONTENT
IDENTIFIER OF THE RESPECTIVE
DEFERRED PORTION OF THE CONTENT

Y

DETECT A NETWORK CONNECTION
CHANGE TO THE CONTENT SERVER FROM | _— 406
THE FIRST NETWORK CONNECTION TO A

SECOND NETWORK CONNECTION

Y

DETERMINE TO DOWNLOAD AT LEAST ONE
DEFERRED PORTION OF THE CONTENT VIA
THE SECOND NETWORK CONNECTION
BASED UPON A CONFIGURED DOWNLOAD | _—408
CONSTRAINT OF THE AT LEAST ONE
DEFERRED PORTION OF THE CONTENT AND
A NETWORK CHARACTERISTIC OF THE
SECOND NETWORK CONNECTION

Y

OBTAIN THE AT LEAST ONE DEFERRED 410
PORTION OF THE CONTENT IDENTIFIED BY L
THE RESPECTIVE CONTENT STUB

402

FIG. 4
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NETWORK-AWARE STRUCTURED
CONTENT DOWNLOADS

BACKGROUND

[0001] The present invention relates to content downloads
for mobile and other devices. More particularly, the present
invention relates to network-aware structured content down-
loads.

[0002] Computer networks allow computing devices to
interconnect to servers to access and/or download content.
Computer networks may provide one or more of wired and
wireless connectivity for computing devices. Computer net-
works may also provide a variety communication protocols
for use by computing devices.

BRIEF SUMMARY

[0003] A method includes receiving, at a content server via
a first network connection, a request for content from a client
device, where the content comprises a plurality of portions
represented within a root document; determining to defer at
least one portion of the content for download via a network
connection other than the first network connection based
upon a download constraint of the at least one portion of the
content and a network characteristic of the first network con-
nection; and sending the content with each of the at least one
portion of the content replaced with a content stub within the
root document, where each content stub identifies the respec-
tive portion of the content as a deferred portion of the content
and comprises a content identifier of the respective deferred
portion of the content.

[0004] An alternative method includes sending, via a client
device, a request for content to a content server via a first
network connection; receiving, from the content server, a root
document comprising at least one content stub, where each of
the at least one content stub identifies a respective portion of
the content as a deferred portion of the content and comprises
a content identifier of the respective deferred portion of the
content; detecting a network connection change to the content
server from the first network connection to a second network
connection; determining to download at least one deferred
portion of the content via the second network connection
based upon a configured download constraint of the at least
one deferred portion of the content and a network character-
istic of the second network connection; and obtaining the at
least one deferred portion of the content identified by the
respective content stub.

[0005] A system includes a communication module and a
processor programmed to receive, via the communication
module over a first network connection, a request for content
from a client device, where the content comprises a plurality
of portions represented within a root document; determine to
defer at least one portion of the content for download via a
network connection other than the first network connection
based upon a download constraint of the at least one portion
ofthe content and a network characteristic of the first network
connection; and send the content with each of the at least one
portion of the content replaced with a content stub within the
root document, where each content stub identifies the respec-
tive portion of the content as a deferred portion of the content
and comprises a content identifier of the respective deferred
portion of the content.

[0006] A computer program product includes a computer
readable storage medium including a computer readable pro-
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gram code, where the computer readable program code when
executed on a computer causes the computer to receive, via a
first network connection, a request for content from a client
device, where the content comprises a plurality of portions
represented within a root document; determine to defer at
least one portion of the content for download via a network
connection other than the first network connection based
upon a download constraint of the at least one portion of the
content and a network characteristic of the first network con-
nection; and send the content with each of the at least one
portion of the content replaced with a content stub within the
root document, where each content stub identifies the respec-
tive portion of the content as a deferred portion of the content
and comprises a content identifier of the respective deferred
portion of the content.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0007] FIG. 1 is a block diagram of an example of an
implementation of a system for network-aware structured
content downloads according to an embodiment of the
present subject matter;

[0008] FIG. 2 is a block diagram of an example of an
implementation of a core processing module capable of per-
forming automated network-aware structured content down-
loads according to an embodiment of the present subject
matter;

[0009] FIG. 3 is a flow chart of an example of an imple-
mentation of a process for server-side processing for auto-
mated network-aware structured content downloads accord-
ing to an embodiment of the present subject matter;

[0010] FIG. 4 is a flow chart of an example of an imple-
mentation of a process for client-side processing for auto-
mated network-aware structured content downloads accord-
ing to an embodiment of the present subject matter;

[0011] FIG. 5A is a flow chart of an example of an imple-
mentation of initial processing within a process for server-
side processing for automated network-aware structured con-
tent downloads according to an embodiment of the present
subject matter;

[0012] FIG. 5B is a flow chart of an example of an imple-
mentation of additional processing within a process for
server-side processing for automated network-aware struc-
tured content downloads according to an embodiment of the
present subject matter;

[0013] FIG. 6A is a flow chart of an example of an imple-
mentation of initial processing within a process for client-side
processing for automated network-aware structured content
downloads according to an embodiment of the present subject
matter; and

[0014] FIG. 6B is a flow chart of an example of an imple-
mentation of additional processing within a process for cli-
ent-side processing for automated network-aware structured
content downloads according to an embodiment of the
present subject matter.

DETAILED DESCRIPTION

[0015] The examples set forth below represent the neces-
sary information to enable those skilled in the art to practice
the invention and illustrate the best mode of practicing the
invention. Upon reading the following description in light of
the accompanying drawing figures, those skilled in the art
will understand the concepts of the invention and will recog-
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nize applications of these concepts not particularly addressed
herein. It should be understood that these concepts and appli-
cations fall within the scope of the disclosure and the accom-
panying claims.

[0016] The subject matter described herein provides net-
work-aware structured content downloads. The network-
aware structured content downloads described herein pro-
vides an automated intelligent content download approach
that may be adapted to multiple network connections and
capabilities. Content server devices and client devices
capable of connection to the content server devices via mul-
tiple network connections and/or networks at one or more
locations each process download constraints associated with
content downloads. Different download constraints may be
assigned to different portions of content within the same
content document (e.g., a “root” document). At the content
server, download constraints associated with content requests
may be evaluated against current network characteristics in
response to content requests. Portions of the content may be
deferred for later download or contemporaneous download
via a different network connection where the network con-
nection meets the content download constraints (e.g., if the
download constraints exceed current network connection
characteristics). Deferred content is identified within the root
document by replacing content tags associated with the
deferred content with content stubs. Each content stub iden-
tifies the respective portion of content as deferred content and
includes a content identifier of the deferred content. Content
stubs may also include download constraints.

[0017] In response to receipt of the root document includ-
ing any identified deferred content, the client device may
search for a currently accessible network (e.g., via one or
more available network connections) that satisfies the down-
load constraints and download the deferred content if such a
currently accessible network connection is available. Alter-
natively, if a different network and/or network connection
that satisfies the download constraints is not currently avail-
able, the client device may configure automated download of
the deferred content in response to detection of and connec-
tion to a network connection that satisfies the download con-
straints for the deferred content. The client device may also
prompt a user with respect to download preferences for the
deferred content and may configure automated download in
response to detection of user input of the download prefer-
ences. Additionally, the content server may also be configured
for automated detection of the client device to the server via
a different network connection that satisfies the respective
download constraints of deferred portions of content and may
initiate download of the deferred content portions to the client
device. As such, either or both of the client device and the
server device may be configured for automated network-
aware structured content downloads and may coordinate
download of deferred content as one or more different net-
works and/or network connections that satisfy download con-
straints of different portions of the root document become
available.

[0018] The description below utilizes the terms “network,”
“network connection,” and “connection” interchangeably for
ease of description. These terms are not intended to be limited
to either physical or even protocol-layer connections, such as
a transmission control protocol/Internet protocol (TCP/IP
socket), but may also include properties of a logical network
connection between two communicating devices. For
example, if Device A is connected to Device B via a TCP/IP
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socket, and the network speed available to that socket
increases from two hundred and fifty six kilobits per second
(256 Kbits/sec) to two megabits per second (2 Mbits/sec),
then for the purpose of the present subject matter, the network
connection may be considered to have changed, though the
protocol connection (and perhaps even the underlying net-
work) may not have changed. As such, it is possible that a
network connection, such as a TCP/IP socket, may remain in
place in association with a given network, but that network
characteristics (e.g., speed, security, etc.) as described in
more detail below of the underlying network may change. A
change in a network connection may further include a change
to a different network connection via the same network with
different network characteristics, a change to a different net-
work connection via a different network with different net-
work characteristics, or any other change of connection that
provides communication capabilities as described herein.
Changes to the protocol-layer connection or to the physical
connection may result in changes to the network connection
as defined here, but changes to physical or protocol connec-
tions are not required to be considered a change of “connec-
tion” that may be detected and processed as described herein.
Accordingly, the description herein is directed to such
changes in network connection irrespective of use of the
terms “network,” “network connection,” and “connection” in
association with any given example.

[0019] A content request may include a request for a web
page, a request for e-mail replication, or any other content
request as appropriate for a given implementation. A root
document may include, for example, an extensible markup
language (XML) document, an email document, an email
attachment, or other document that may include content por-
tion delineation and identification, and that may include tag-
ging capabilities for insertion of stubs.

[0020] As an example of use of multiple networks, a client
device used by a user that is leaving work and walking to a
train station may pass‘handoff from a corporate wireless
fidelity (Wi-Fi) intranet connection that is protected by a
firewall to an external public or private wireless network. The
corporate Wi-Fiintranet connection may likely provide better
security for most business content accesses and download
constraints may be utilized to defer content downloads based
upon a security level of the respective current network con-
nection. Alternatively, the client device may be used by the
user while traveling on a train from work to home and may
pass/handoff connectivity from a fourth generation (4G) net-
work to a third generation (3G) network, or possibly to a
wireless fidelity (Wi-Fi) network provided by a public trans-
portation company, all while working on the same task. Cer-
tain of these networks may provide better download band-
width and performance, and download constraints may be
utilized to defer content downloads based upon a network
speed of the respective current network connection. As such,
download constraints may be leveraged to defer portions of
content for situations such as these or other situations as
appropriate for a given implementation. Many other
examples of use of download constraints for managing down-
load of portions of content are possible and all are considered
within the scope of the present subject matter.

[0021] As described above, the deferred content is identi-
fied within the root document by the content server replacing
content tags within the root document that are associated with
the deferred content with content stubs. Content stubs may be
considered content fragments that replace original content
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fragments. For documents formatted with a markup language
such as XML, a content stub may be considered an XML
fragment.

[0022] Replacement of content tags with a content stub
may include, for example, insertion of a different stub content
tag pair and other information as appropriate for a given
implementation at a location within the root document where
the original content references were located. Some examples
of'a content stub/content stub pair may include tags such as
“<stub> and </stub>" “<deferred> and </deferred>)" or
other references as appropriate for a given implementation.
The content stub may include a content pointer to the respec-
tive deferred portion of the content. Examples of a content
pointer may include a link such as a uniform resource locator
(URL), atext attribute, or other content pointer as appropriate
for a given implementation. A text attribute content pointer
may identify the tag pair identifier that was replaced with the
content stub as text associated with a stub tag pair. Addition-
ally, attributes may be generated in association with content
stubs that identify/define the download constraints for one or
more deferred portions of content within a root document.
The client device may utilize the identified download con-
straints for automated processing for retrieval of the content
via one or more alternative networks, either in real time or as
other networks become available.

[0023] Download constraints may be considered rules or
policies that identify/determine when and under what condi-
tions content or portions of content may be downloaded. As
such, download constraints provide granular control of down-
load of portions of content. Download constraints may
include a variety of content characteristics as described in
more detail below and may be combined with one another to
form compound download constraints. Any form of rule or
policy indication may be used to identify download con-
straints in association with portions of content as appropriate
for a given implementation. For example, download con-
straints may be identified using attributes associated with
content elements (e.g., data elements, links, etc.) within a root
document such as a web page or email document/attachment.

[0024] Examples of download constraints that may be used
to control download of portions of content include a size of
each portion of the content within a root document, a content
type associated with each portion of content (e.g., MPEG4,
MP3, etc.), a content source (e.g., all content from a manager/
boss may be downloaded regardless of network connection
speed, while content from a friend may be processed when
network speed is appropriate for the particular content, etc.),
a minimum network download speed for download of the
content, a minimum network download speed for a type of
content, and a minimum communication resource utilization
availability (e.g., processor usage, number of ports, etc.).
Additional examples of download constraints include a secu-
rity classification (e.g., security level) of each portion of the
content, a minimum network security level for download of
the content portion, an account download bandwidth limita-
tion (e.g., where a periodic limit for download bandwidth is
associated with a user account), an account download cost
limitation (e.g., where a cost is associated with download
within a user account), and an account connectivity cost limi-
tation (e.g., where an additional fee is charged for roaming or
for content download while roaming). Many other download
constraints are possible and all are considered within the
scope of the present subject matter.
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[0025] As anotheralternative, the client device may specify
download constraints within the content request to the content
server. In such an implementation, where a download con-
straint such as an account download bandwidth limitation or
an account download cost limitation exists for a user account
of a client device, the client device may impose a download
constraint within one or more content download requests. For
example, the client device may be configured to automati-
cally manage content downloads by requesting only a portion
of content for each message (e.g., request only “N” kilobytes
or megabyte per message). Alternatively, the client device
may be configured to monitor content downloads over a
period of time, such as a billing cycle, and dynamically
reduce download volume as a bandwidth or billing limit
approaches. Many other possibilities exist for client down-
load constraint management and all are considered within the
scope of the present subject matter.

[0026] The network-aware structured content downloads
described herein may be performed in real time to allow
prompt partitioned download of structured content. For pur-
poses of the present description, real time shall include any
time frame of sufficiently short duration as to provide reason-
able response time for information processing acceptable to a
user of the subject matter described. Additionally, the term
“real time” shall include what is commonly termed “near real
time”—generally meaning any time frame of sufficiently
short duration as to provide reasonable response time for
on-demand information processing acceptable to a user of the
subject matter described (e.g., within a portion of a second or
within a few seconds). These terms, while difficult to pre-
cisely define are well understood by those skilled in the art.

[0027] FIG. 1 is a block diagram of an example of an
implementation of a system 100 for network-aware struc-
tured content downloads. A computing device 102 commu-
nicates via a network 104 with a server 106. The network 104
may include any form of interconnection suitable for the
intended purpose, including a private or public network such
as an intranet or the Internet, respectively, direct inter-module
interconnection, dial-up, wireless, or any other interconnec-
tion mechanism capable of interconnecting the respective
devices. It is further noted that the network 104 is shown as a
single network for purposes of illustration, but that multiple
networks may be utilized as appropriate for a given imple-
mentation. It is further understood that the computing device
102 may communicate with multiple servers, such as the
server 106. However, the single server 106 is described to
reduce complexity of the present description.

[0028] The computing device 102 may communicate with
servers, such as the server 106, via one or more of an access
point_1 108, an access point_2 110, through an access
point_N 112. Each of the access point_1 108, the access
point_2 110, through the access point_N 112 is associated
with a location 114, a location 116, through a location 118,
respectively.

[0029] It is noted that the computing device 102 is shown
with a solid-line representation within the location 114 and
that the computing device 102 is shown with a dashed-line
representation within each of the location 116 and the loca-
tion 118. As such, for purposes of the present example, it is
assumed that the computing device 102 may be a portable/
mobile computing device, either by a user’s ability to move
the computing device 102 to different locations, or by the
computing device 102’s association with a portable platform,
such as a plane, train, automobile, or other moving vehicle,



US 2012/0215890 Al

and that the computing device 102 may be moved between the
locations 114 through 118. However, it should be noted that
while the present example illustrates each of the access
point_1 108 through the access point_N 112 associated with
a different location, two or more of the access point_1 108
through the access point_N 112 may be accessible via the
computing device 102 at a single location without departure
from the scope of the present subject matter. Accordingly, a
computing device, such as the computing device 102, may
connect to the server 106 via two or more access points at a
single location.

[0030] It should also be noted that both the server 106 and
the computing device 102 may include any computing device
capable of processing information as described above and in
more detail below. For example, while not limiting, the server
106 may include a web server, email server, or other content
server. Either the server 106 or the computing device 102 may
include devices such as a personal computer (e.g., desktop,
laptop, etc.) or a handheld device (e.g., cellular telephone,
personal digital assistant (PDA), email device, music record-
ing or playback device, etc.), or any other device capable of
processing information as described above and in more detail
below.

[0031] Each of the access point_1 108 through the access
point_N 112 may include either a wired or a wireless access
point via which the computing device 102 may access the
server 106. Further, each of the access point_1 108 through
the access point_N 112 may represent a different type of
network connection to the server 106. As such, each of the
access point_1 108 through the access point_ N 112 may
provide different connectivity capabilities, such as speed,
security, or other capabilities.

[0032] For purposes of the present example, it is assumed
that the access point_1 108 represents a wired secured fire-
walled network connection and that the location 114 repre-
sents a work location. It is also assumed that the access
point_2 110 represents a fourth generation (4G) wireless
network access point and that the location 116 represents a
downtown metropolitan location. It is further assumed that
the access point_N 112 represents a third generation (3G)
wireless network access point and that the location 118 rep-
resents a rural community location such as a location proxi-
mate to a home of a user of the computing device 102.
[0033] As such, the user of the computing device 102 may
travel between work and home and the computing device 102
may be connected to the server 106 via the respective access
points. Within the present example, the user may take the
computing device 102 from the wired secured firewalled net-
work connection at work, access a relatively high-speed wire-
less network connection upon exiting the work facilities, and
access a relatively lower-speed wireless network connection
in proximity to home. Accordingly, each network access pro-
vided by the access point_1 108 through the access point_N
112 may provide one of a different level of security and a
different network access speed, or other capabilities.

[0034] As will be described in more detail below in asso-
ciation with FIG. 2 through FIG. 6B, the computing device
102 provides automated network-aware structured content
downloads. The automated network-aware structured content
downloads is based upon detection of network connectivity
and characteristics of a given network connection, coupled
with analysis of configured/defined download constraints for
portions of content, to control download of different portions
of the same content via network connections that are appro-
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priate based upon the configured/defined download con-
straints associated with different portions of the content.

[0035] FIG. 2 is a block diagram of an example of an
implementation of a core processing module 200 capable of
performing automated network-aware structured content
downloads. The core processing module 200 may be associ-
ated with either the computing device 102 or the server 106,
as appropriate for a given implementation. Further, the core
processing module 200 may provided different and comple-
mentary processing of download constraints based upon cur-
rent network characteristics in association with each imple-
mentation, as described in more detail below. A central
processing unit (CPU) 202 provides computer instruction
execution, computation, and other capabilities within the core
processing module 200. A display 204 provides visual infor-
mation to a user of the core processing module 200 and an
input device 206 provides input capabilities for the user.

[0036] The display 204 may include any display device,
such as a cathode ray tube (CRT), liquid crystal display
(LCD), light emitting diode (LED), projection, touchscreen,
or other display element or panel. The input device 206 may
include a computer keyboard, a keypad, a mouse, a pen, a
joystick, or any other type of input device by which the user
may interact with and respond to information on the display
204.

[0037] It should be noted that the display 204 and the input
device 206 are illustrated with a dashed-line representation
within FIG. 2 to indicate that they may be optional compo-
nents for the core processing module 200 for certain imple-
mentations, such as the server 106 that is accessible and/or
configured remotely. Accordingly, the core processing mod-
ule 200 may operate as a completely automated embedded
device without direct user configurability or feedback. How-
ever, the core processing module 200 may also provide user
feedback and configurability via the display 204 and the input
device 206, respectively.

[0038] A communication module 208 provides intercon-
nection capabilities that allow the core processing module
200 to communicate with other modules within the system
100, such as the server 106 when implemented in association
with the computing device 102, and vice versa, to allow
communication between the two devices via the network 104.
The communication module 208 may include any electrical,
protocol, and protocol conversion capabilities useable to pro-
vide the interconnection capabilities. Though the communi-
cation module 208 is illustrated as a component-level module
for ease of illustration and description purposes, it should be
noted that the communication module 208 may include any
hardware, programmed processor(s), and memory used to
carry out the functions of the communication module 208 as
described above and in more detail below. For example, the
communication module 208 may include additional control-
ler circuitry in the form of application specific integrated
circuits (ASICs), processors, antennas, and/or discrete inte-
grated circuits and components for performing communica-
tion and electrical control activities associated with the com-
munication module 208. Additionally, the communication
module 208 may include interrupt-level, stack-level, and
application-level modules as appropriate. Furthermore, the
communication module 208 may include any memory com-
ponents used for storage, execution, and data processing for
performing processing activities associated with the commu-
nication module 208. The communication module 208 may
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also form a portion of other circuitry described without depar-
ture from the scope of the present subject matter.

[0039] A memory 210 includes a content storage area 212
that stores content for use by the core processing module 200.
For example, the content storage area 212 may store content
for download where the core processing module 200 is asso-
ciated with a server, such as the server 106. Alternatively, the
content storage area 212 may store content that has been
downloaded where the core processing module 200 is asso-
ciated with a computing device, such as the computing device
102. The content storage area 212 may also store download
constraints as described above and in more detail below that
are associated with portions of stored content.

[0040] The memory 210 also includes a deferred content
storage area 214. The deferred content storage area 214 may
store identifiers of content that has been deferred for later
download. A content processing storage area 216 stores char-
acteristics associated with content that is either available for
download via the server 106 or that has been downloaded to
the computing device 102. The content processing storage
area 216 may also store configurations and automated content
download profiles that may trigger download of deferred
content in response to detection of network connectivity that
satisfies any applicable download constraints for one or more
portions of deferred content. Further, content stubs including
deferred content identifiers, as described above and in more
detail below, may be stored within the content processing
storage area 216. Many other content storage options exist
and all are considered within the scope of the present subject
matter.

[0041] It is understood that the memory 210 may include
any combination of volatile and non-volatile memory suitable
for the intended purpose, distributed or localized as appropri-
ate, and may include other memory segments not illustrated
within the present example for ease of illustration purposes.
For example, the memory 210 may include a code storage
area, an operating system storage area, a code execution area,
and a data area without departure from the scope of the
present subject matter.

[0042] A network-aware download module 218 is also
illustrated. The network-aware download module 218 pro-
vides automated management for deferred downloads within
the core processing module 200, as described above and in
more detail below. The network-aware download module 218
implements the automated network-aware structured content
downloads of the core processing module 200.

[0043] Though the network-aware download module 218 is
illustrated as a component-level module for ease of illustra-
tion and description purposes, it should be noted that the
network-aware download module 218 may include any hard-
ware, programmed processor(s), and memory used to carry
out the functions of this module as described above and in
more detail below. For example, the network-aware down-
load module 218 may include additional controller circuitry
in the form of application specific integrated circuits (ASICs),
processors, and/or discrete integrated circuits and compo-
nents for performing communication and electrical control
activities associated with the respective devices. Addition-
ally, the network-aware download module 218 may also
include interrupt-level, stack-level, and application-level
modules as appropriate. Furthermore, the network-aware
download module 218 may include any memory components
used for storage, execution, and data processing for perform-
ing processing activities associated with the module.
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[0044] It should also be noted that the network-aware
download module 218 may form a portion of other circuitry
described without departure from the scope of the present
subject matter. Further, the network-aware download module
218 may alternatively be implemented as an application
stored within the memory 210. In such an implementation,
the network-aware download module 218 may include
instructions executed by the CPU 202 for performing the
functionality described herein. The CPU 202 may execute
these instructions to provide the processing capabilities
described above and in more detail below for the core pro-
cessing module 200. The network-aware download module
218 may form a portion of an interrupt service routine (ISR),
a portion of an operating system, a portion of a browser
application, or a portion of a separate application without
departure from the scope of the present subject matter.

[0045] The CPU 202, the display 204, the input device 206,
the communication module 208, the memory 210, and the
network-aware download module 218 are interconnected via
an interconnection 220. The interconnection 220 may include
a system bus, a network, or any other interconnection capable
of providing the respective components with suitable inter-
connection for the respective purpose.

[0046] While the core processing module 200 is illustrated
with and has certain components described, other modules
and components may be associated with the core processing
module 200 without departure from the scope of the present
subject matter. Additionally, it should be noted that, while the
core processing module 200 is described as a single device for
ease of illustration purposes, the components within the core
processing module 200 may be co-located or distributed and
interconnected via a network without departure from the
scope of the present subject matter. For a distributed arrange-
ment, the display 204 and the input device 206 may be located
at a point of sale device, kiosk, or other location, while the
CPU 202 and memory 210 may be located at a local or remote
server. Many other possible arrangements for components of
the core processing module 200 are possible and all are con-
sidered within the scope of the present subject matter.
Accordingly, the core processing module 200 may take many
forms and may be associated with many platforms.

[0047] The following pseudo code examples represent cer-
tain possibilities for implementation of network-aware struc-
tured content downloads. The following examples are pre-
sented in extensible markup language (XML) pseudo syntax
for reference and are directed to certain content types. How-
ever, it is understood that any syntax may be used as appro-
priate for a given implementation and that other content types
are available. As such, many other possibilities for implemen-
tation of network-aware structured content downloads exist
and all are considered within the scope of the present subject
matter. Further, for purposes of the present description, the
pseudo code examples represent content within a single con-
tent file that may be considered a single “root” content file.
[0048] The first example pseudo code below illustrates one
example of a body of an original content file that may be
stored on a server, such as the server 106. The content within
the body of the original content file includes three sections or
portions, as described in more detail below following the first
example pseudo code.
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<Body>
<!-- Static Content that may not be affected by network or security
conditions -->
<person__list>
<resident>
<name>David</name>
</resident>
</person__list>
<!-- Large File section of movies and pictures -->
<titles>
<movie>
<file="video.mpg” />
</movie>
<picture>
<file="face.jpg”/>
</picture>
</titles>
<!-- Sensitive Information designated for distribution via a secure
channel -->
<salary>
<resident>
<name>David</name>
<income>750000</income>
<taxbracket>35</taxbracket>
</resident>
</salary>

</Body>

[0049] As can be seen from the first example pseudo code
above, three portions of content are identified by comments
for ease of description. The first portion of the content is
indicated to include static content that may not be affected by
network or security conditions. This static content includes an
attribute that includes a text value associated with a “name”
tag pair. The second portion of the content is indicated to
include large file section, such as movies and pictures. The
large file section includes file identifiers of the form “file” that
are used to reference individual files within the content. These
file identifiers trigger download of the respective files in
response to attempts by client devices, such as the computing
device 102, to render the second portion of the content. The
third portion of the content is indicated to include sensitive
information designated for distribution via a secure channel.
This sensitive information includes attributes that include text
values associated with a “name” tag pair, an “income” tag
pair, and a “tax bracket” tag pair. Processing of each of these
portions of the body of the file represented by the first
example pseudo code above may differ based upon current
network connectivity of the computing device 102 to the
server 106.

[0050] For purposes of the present example, it is assumed
that the client device 102 requested the content file that
includes the first example pseudo code above via an unsecure
connection and that the unsecure connection is a lower band-
width connection, such as a 3G connection rather than a faster
4G connection. As such, the present example aligns with the
access point_N 112 that represents a third generation (3G)
without network security features or speed capabilities of the
access point_1 108 and the access point_2 110, respectively.
It is further assumed that server 106 is configured to auto-
matically defer secure/sensitive content associated with
requests over unsecure connections and to automatically
defer larger content associated with requests over lower-
bandwidth connections. For purposes of the present example,
it is further assumed that the server 106 may be configured to
automatically defer the respective portions by either analysis
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of the comment block associated with each content portion
(e.g., by use of the comment text “Static Content,” “Large
file,” and “Sensitive Information”), respectively, or by analy-
sis of the file identifiers or tag pairs (e.g., “file,” “income,”
“taxbracket”), respectively.

[0051] The second example pseudo code below illustrates
one example of a body of the original content file that may be
downloaded to the computing device 102 in response to a
request for the content file via the unsecure lower-bandwidth
connection. The content within the body of the original con-
tent file again includes the three sections or portions
described above in association with the first example pseudo
code. However, certain portions of the original content have
been replaced with content stubs, as described above and in
more detail below following the first example pseudo code.

<Body>
<!-- Static Content not affected by network or security conditions -->
<person__list>
<resident>
<name>David</name>
</resident>
</person__list>
<!-- Large File section of movies and pictures -->
<titles>
<movie>
<stub>
<deferfile="video.mpg”/>
</stub>
</movie>
<picture>
<stub>
<deferfile="face.jpg”/>
</stub>
</picture>
</titles>
<!-- Sensitive Information requiring secure channel -->
<salary>
<resident>
<name>David</name>
<stub>
<securecontent>
<tag="“income”/>
</securecontent™>
</stub>
<stub>
<securecontent>
<tag=“taxbracket”/>
</securecontent™>
</stub>
</resident>
</salary>

</Body>

[0052] As can be seen from the second example pseudo
code above, the static content has been distributed by the
server 106 without deferral in response to the request from the
computing device 102. However, the file links represented as
file identifiers within the original “Large File” section of the
content of the first example pseudo code above have been
replaced with a stub.

[0053] The stub is illustrated within the second example
pseudo code as a “stub” tag pair inserted into the location
within the original content where the file identifiers were
originally located. The stub further includes a “deferfile” file
identifier that includes the original file name for each respec-
tive large file within the “Large File” section of the original
content.
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[0054] In response to receipt of this content with the
inserted stub for the “Large File” section, the computing
device 102 may identify the content as deferred content via
the “stub” tag pair and via the “deferfile” file identifier. The
computing device 102 may perform processing as described
in more detail below in response to detection of such a stub to
automatically identify the current network connection, within
the present example a 3G connection, and may determine that
anetwork connection faster than a 3G connection is requested
by the server 106 for download of this portion of content. The
computing device 102 may configure download of the
deferred content in response to connectivity via a network
with characteristics that exceed the current 3G network con-
nection and may automatically request the deferred content
using the filename identified within the “deferfile” file iden-
tifier. Itis understood that request of this deferred content may
be performed via any suitable file request protocol, such as a
hypertext transfer protocol (HTTP) GET message, a file
transfer protocol (FTP) file download, or any other process-
ing as appropriate for a given implementation.

[0055] Further referring again to the second example
pseudo code above, it is noted that the “Sensitive Informa-
tion” section of the content also includes content stubs. As
described above, it is assumed that the 3G network connec-
tion via which the computing device 102 requested the con-
tent is an unsecure connection and that the server 106 is
configured to defer any such content requests received and
detected via such a connection.

[0056] As such, the second example pseudo code above
includes a content “stub” tag pair that encapsulates each of the
“income” attribute and the “taxbracket” attribute from the
original content shown within the first example pseudo code
above. It is further noted that an additional tag pair “secure-
content” encapsulates the original tag name “income” and
“taxbracket” within the respective content stubs.

[0057] In response to receipt of this content with the
inserted stubs for the “Sensitive Information” section, the
computing device 102 may identify the respective content
portions as deferred content via the “stub” tag pair and may
further determine download constraints via the “securecon-
tent” file identifier. The computing device 102 may perform
processing as described in more detail below in response to
detection of each such stub to identify each respective content
portion as secure content. It is understood that, though not
depicted within the present example, the “securecontent” tag
pair may further be augmented to include a security level
required for download of the content.

[0058] The computing device 102 may also be configured
to automatically identify the current network connection as
unsecure and may identify a level of security associated with
the current network connection, within the present example a
3G connection that is unsecure. The computing device 102
may configure download of the deferred content in response
to connectivity via a network with security characteristics that
meet a configured “securecontent” rating or with security
characteristics that exceed the security level of the current
network connection, as appropriate for a given implementa-
tion, and may automatically request the deferred content
using the attributes “income” and “taxbracket” associated
with the respective “tag” identifiers within the inserted con-
tent stubs in response to detection of such a network connec-
tion. Alternatively, where the “securecontent” tag pair is aug-
mented to include a security level required for download of
the content, the computing device 102 may configure auto-
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mated download of the deferred content portions in response
to detection of a network connection associated with the
designated security level. It is understood that request of these
deferred content portions may be performed via any suitable
file request protocol, such as an HTTP GET message, an FTP
file download, or any other processing as appropriate for a
given implementation.

[0059] It should be noted that while the second example
pseudo code above shows specific forms of content identifiers
associated with the content stubs, other content identifiers are
possible. For example, uniform resource locators (URLs)
may be used in place of the content identifiers shown above to
allow a computing device, such as the computing device 102,
to directly provide for link selection by a user for the respec-
tive deferred content. Many other possibilities exist for
deferred content identification and all are considered within
the scope of the present subject matter. Further, for purposes
of the present subject matter, any form of content identifier
may be considered a “content pointer” useable to request
deferred content portions.

[0060] The following third example pseudo code illustrates
one possible modification ofthe second example pseudo code
to provide URLs as content identifiers within the Large File
section. Other portions of the second example pseudo code
are omitted for brevity.

<Body>

<!-- Large File section of movies and pictures -->
<titles>

<movie>
<file=“http://www.domain.com/images/video.mpg” />
</movie>

<picture>
<file=“http://www.domain.com/images/face.jpg”/>
</picture>

<ftitles>

</Body>

[0061] As can be seen from the third example pseudo code
above, a URL “http://www.domain.com/images/video.mpg”
provides a link to the “video.mpg” file and a URL http://www.
domain.com/images/face.jpg provides a link to the “face.jpg”
file. The client device 102 may automatically use the respec-
tive links to retrieve the respective files in response to detec-
tion of a network connection that satisfies download con-
straints (e.g., network speed). The client device 102 may
alternatively display an indication/prompt to a user via the
display 204 with the one or more of the links as hypertext
links and may obtain the respective file in response to a
detected selection of one of the hypertext links via the input
device 206.

[0062] As such, the example pseudo code sections above
show that a server device, such as the server 106, may defer
content for later download in response to determinations of
download constraints. Such a server device may replace the
deferred content with inserted content stubs at locations
within the content file associated with the original content
that has been deferred. Such a server device may also identify
and communicate the download characteristics to a request-
ing client device, such as the computing device 102. The
respective client device may automatically configure down-
load of deferred content based upon analysis of a current
network connection and/or based upon specific indications of
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download constraints in association with content stubs. Many
other possibilities exist for communication of content stubs
that identify deferred content portions and download con-
straints, and for either identification of download constraints
or automated determination of download constraints in
response to receipt of content stubs and configuration of
automated retrieval of deferred content portions. Accord-
ingly, all such possibilities are considered within the scope of
the present subject matter.

[0063] FIG. 3 through FIG. 6B below describe example
processes that may be executed by devices, such as the core
processing module 200, to perform the automated network-
aware structured content downloads associated with the
present subject matter. Many other variations on the example
processes are possible and all are considered within the scope
of the present subject matter. The example processes may be
performed by modules, such as the network-aware download
module 218 and/or executed by the CPU 202, associated with
such devices. It should be noted that time out procedures and
other error control procedures are not illustrated within the
example processes described below for ease of illustration
purposes. However, it is understood that all such procedures
are considered to be within the scope of the present subject
matter.

[0064] FIG. 3 is a flow chart of an example of an imple-
mentation of a process 300 for server-side processing for
automated network-aware structured content downloads. At
block 302, the process 300 receives, at a content server via a
first network connection, a request for content from a client
device, where the content comprises a plurality of portions
represented within a root document. At block 304, the process
300 determines to defer at least one portion of the content for
download via a network connection other than the first net-
work connection based upon a download constraint of the at
least one portion ofthe content and a network characteristic of
the first network connection. At block 306, the process 300
sends the content with each of the at least one portion of the
content replaced with a content stub within the root docu-
ment, where each content stub identifies the respective por-
tion of the content as a deferred portion of the content and
comprises a content identifier of the respective deferred por-
tion of the content.

[0065] FIG. 4 is a flow chart of an example of an imple-
mentation of a process 400 for client-side processing for
automated network-aware structured content downloads. At
block 402, the process 400 sends, via a client device, a request
for content to a content server via a first network connection.
At block 404, the process 400 receives, from the content
server, a root document comprising at least one content stub,
where each of the at least one content stub identifies a respec-
tive portion of the content as a deferred portion of the content
and comprises a content identifier of the respective deferred
portion of the content. At block 406, the process 400 detects
a network connection change to the content server from the
first network connection to a second network connection. At
block 408, the process 400 determines to download at least
one deferred portion of the content via the second network
connection based upon a configured download constraint of
the at least one deferred portion of the content and a network
characteristic of the second network connection. At block
410, the process 400 obtains the at least one deferred portion
of the content identified by the respective content stub.
[0066] FIGS.5A-5B illustratea flow chartof an example of
an implementation of process 500 for server-side processing
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for automated network-aware structured content downloads.
FIG. 5A illustrates initial processing within the process 500.
It should be understood that the processing described in asso-
ciation with the process 500 may include branches that may
be processed concurrently via different branch threads as
appropriate for each content portion. At decision point 502,
the process 500 determines whether a content request has
been received/detected. A content request may be received,
for example, from a client device such as the computing
device 102. The content request may further include either an
initial request for a root document or may include a request
for a deferred portion of content associated with a root docu-
ment of a previous content request. It should further be noted
that the process 500 may automatically detect changes of
network connections with client devices from an initial net-
work connection from which content download was deferred
to a second or subsequent network connection. In such a
situation, the process 500 may automatically trigger a content
request event that initiates processing for the process 500 to
determine whether any deferred portions of content for one or
more client devices may be downloaded via the second or
subsequent network connection.

[0067] Inresponsetodetermining atdecision point 502 that
a content request has been received, the process 500 makes a
determination at decision point 504 as to whether the content
request is an initial request for content associated with a root
document or is a request for a portion of content deferred from
a previous content request. Processing associated with
deferred content requests for portions of content will be
described in more detail below following a description of
initial request processing for a root document content request.
[0068] As such, in response to determining that the content
request is an initial content request, the process 500 deter-
mines one or more download constraints for each portion of
content of the root document at block 506. As described
above, the download constraints may include constraints
related to network speed, network security, request source
(e.g. from a person with certain security clearance), or other
constraints as described in more detail above. Other examples
of' download constraints include a size of each portion of the
content, a content type, a content source, a minimum network
download speed, a minimum network download speed for a
type of content, a minimum communication resource utiliza-
tion availability, a security classification of each portion of the
content, aminimum network security level, an account down-
load bandwidth limitation, and an account download cost
limitation.

[0069] At block 508, the process 500 determines one or
more current network characteristics of a network via which
the content request was received. As also described above, the
network characteristics may include network speed, and/or
network security. Additionally, other characteristics such as a
request source may also be determined.

[0070] At block 510, the process 500 compares the down-
load constraints(s) with the current network characteristic(s).
Atdecision point 512, the process 500 makes a determination
as to whether to defer any portion of the root document for
download via a different network that satisfies any download
constraints of any portions of the root document. Such a
determination may include a determination that a download
constraint identifies a network download characteristic
greater than the network characteristic of the current network.
For example, the download constraint may indicate that a
network of certain network speed characteristics be used to
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download a given portion and the current network may have
lower-speed capabilities than indicated by the download con-
straint. Alternatively, the download constraint may indicate
that a secure network be used to download a given portion and
the current network may be an unsecure network. Many other
possibilities exist for determining that a network download
characteristic is greater than a particular network character-
istic of a current network and all are considered within the
scope of the present subject matter.

[0071] In response to determining that all download con-
straints are satisfied by the current network characteristics
(e.g., not to defer any portion of the root document) at deci-
sion point 512, the process 500 sends the original root content
document to the requesting device at block 514 and returns to
decision point 502 to await another content request.

[0072] In response to determining at decision point 512 to
defer at least one portion of content associated with the root
document (e.g., all download constraints are not satisfied by
the current network characteristics), the process 500 creates a
content stub as a content fragment for each portion of content
determined to be deferred at block 516. Each content stub
may include an extensible markup language (XML) fragment
where the root document is an XML document. Many other
possibilities exist for content stub creation based upon a par-
ticular type of root content document and all are considered
within the scope of the present subject matter.

[0073] At block 518, the process 500 creates a content
identifier of the respective deferred portion of the content
within the content stub. The content identifier may include a
reference to the particular portion of deferred content, such as
a file name of a particular file or a URL that points to the
respective deferred content portion. As such, each content
stub identifies the respective portion of the content as a
deferred portion, such as via a “stub” tag pair and the “defer-
file” identifiers described within the pseudo code examples
above. Many other possibilities exist for identifying content
portions as deferred content portions and all are considered
within the scope of the present subject matter.

[0074] At decision point 520, the process 500 makes a
determination as to whether to add one or more download
constraints to the content stub. A download constraint may be
added, such as via a “securecontent” tag pair described within
the pseudo code examples above. Many other possibilities
exist for adding download constraints to content stubs and all
are considered within the scope of the present subject matter.
[0075] In response to determining at decision point 520 to
add one or more download constraints to one or more content
stubs, the process 500 adds the respective download con-
straints to the respective content fragment at block 522. In
response to determining not to add one or more download
constraints to one or more content stubs at decision point 520
or in response to completion of adding the download con-
straints at block 522, the process 500 replaces the original
content portion within the root document by copying the
content fragment into a content location within the root docu-
ment at block 524. At block 526, the process 500 sends the
root document with each content stub that replaces each
respective portion of the content to the requesting client
device via the current network. The process 500 returns to
decision point 502 and iterates as described above.

[0076] Returning to the description of decision point 504,
in response to determining that the content request is a request
for a portion of content deferred from a previous content
request, again initiated either via a client device or by auto-
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mated detection of a network connection change with a client
device and internal content request event generation, the pro-
cess 500 transitions to the processing shown and described in
association with FIG. 5B.

[0077] FIG. 5B illustrates additional processing associated
with the process 500 for server-side processing for automated
network-aware structured content downloads. At block 528,
the process 500 retrieves download constraints for any
deferred content portion(s). At block 530, the process 500
determines one or more current network characteristics of the
network via which the content request for the deferred content
was received or for which the network change was automati-
cally detected. At block 532, the process 500 compares the
download constraints(s) with the current network character-
istic(s).

[0078] At decision point 534, the process 500 makes a
determination as to whether the download constraint(s) are
satisfied by the current network characteristics. For example,
the process 500 may determine whether one or more network
characteristics of the new current network are at least equiva-
lent to the relevant respective download constraint(s) of one
or more deferred portions of the content.

[0079] In response to determining that the download con-
straint(s) are satisfied by the current network characteristics,
the process 500 sends the deferred content portion(s) to the
client device at block 536. In response to determining that the
download constraint(s) are not satisfied by the current net-
work connection, the process 500 notifies the client device
that the download constraint(s) are not satisfied at block 538.
In response to either sending the deferred content portions of
the root document associated with the original content
request to the client device at block 536, or upon notifying the
client device that one or more download constraints are not
satisfied by the current network connection at block 538, the
process 500 transitions back to the processing described in
association with FIG. 5A at decision point 502 and iterates as
described above.

[0080] As such, the process 500 provides initial content
request processing. Download constraints of individual por-
tions of content are compared to relevant network character-
istics for each individual portion of the content. Content stubs
are created that both identify respective portions of a root
content document as deferred content portions and include a
content identifier of the respective deferred portion of the
content. Download constraints may also be added to the con-
tent stub to communicate download constraints to the request-
ing client device. The process 500 also provides deferred
content download processing in response to both client device
requests for deferred content portions and in response to
automated network change detection. Many other possibili-
ties exist for server-side processing of content requests and
for content portion deferral and all are considered within the
scope of the present subject matter.

[0081] FIGS. 6A-6B illustrate a flow chart of an example of
an implementation of process 600 for client-side processing
for automated network-aware structured content downloads.
FIG. 6A illustrates initial processing within the process 600.
It should be understood that the processing described in asso-
ciation with the process 600 may include branches that may
be processed concurrently via different branch threads as
appropriate for each content portion. At decision point 602,
the process 600 begins higher-level processing by making a
determination as to whether a content request has been
detected/received. The content request may, for example, be
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detected in response to user input to access a root content
document via a browser or other application. In response to
determining that an initial content request has been detected,
the process 600 sends a request for the content to a content
server via a current network connection at block 604. At
decision point 606, the process makes a determination as to
whether a response from the server has been received.
[0082] Inresponse to determining that a response from the
server has been received, the process 600 makes a determi-
nation at decision point 608 as to whether any content asso-
ciated with a requested root content document has been
deferred by the server. Content may be deferred by receiving
from the content server a root document including at least one
content stub. Each content stub identifies the respective por-
tion of the content as a deferred portion of the content and
includes a content identifier of the respective deferred portion
of the content. Download constraints may also be included
within content stubs. A content stub may include an exten-
sible markup language (XML) fragment that replaces each
identified deferred portion of the content within the root
document, or other form of content stub as appropriate for a
given implementation. As described above, a server may
replace portions of content within a root document with a
content stub that identifies the respective portion(s) as
deferred content and that includes a content identifier. As also
described above, content may be deferred by a content server
based upon download constraints of portions of content
within a root document compared to current network charac-
teristics, such as speed, security, and other network charac-
teristics, a content source, or other characteristics.

[0083] Inresponse to determining that no content has been
deferred, the process 600 renders all content received at block
610 and returns to decision point 602 and iterates as described
above and in more detail below. In response to determining
that at least one portion of the content of the root document
has been deferred, the process 600 renders the received con-
tent received at block 612.

[0084] At decision point 614, the process 600 makes a
determination as to whether one or more download constraint
(s) were received within a content stub that identifies the
respective deferred content. In response to determining that
one or more download constraint(s) were received within a
content stub, the process 600 configures deferred download
of'the respective portion(s) of content via the received down-
load constraints at block 616 and returns to decision point 602
and iterates as described above and in more detail below.
[0085] Inresponseto determining atdecision point 614 that
one or more download constraint(s) were not received within
a content stub, the process 600 determines a deferred content
characteristic of each deferred portion of content at block
618. A deferred content characteristic may include determin-
ing a content type (e.g., static content, large file, sensitive
information, etc.). At block 620, the process 600 evaluates
current network characteristics, such as network speed, secu-
rity level, and other network characteristics. At block 622, the
process 600 identifies one or more download constraints for
each deferred portion of content. For example, the process
600 may determine a network download characteristic that is
greater than a network characteristic of the current network
based upon the determined content characteristic(s) and may
identify the download constraint(s) as network characteristics
that exceed the current network characteristics. At block 624,
the process 600 configures the download constraint for each
deferred portion of the content as the identified/determined
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network download characteristic(s), and returns to decision
point 602 and iterates as described above and in more detail
below.

[0086] Returning to the description of decision point 602,
in response to determining that an initial content request has
not been detected, the process 600 makes a determination at
decision point 626 as to whether any deferred content is being
monitored or tracked for download via a network other than
aninitial network associated with an initial content request. In
response to determining that no portion of deferred content is
being monitored or tracked for download, the process 600
returns to decision point 602 and iterates as described above
and in more detail below.

[0087] Inresponsetodetermining atdecision point 626 that
at least one portion of deferred content is being monitored or
tracked for download via a network other than an initial
network associated with an initial content request, the process
600 transitions to the processing shown and described in
association with FIG. 6B.

[0088] FIG. 6B illustrates additional processing associated
with the process 600 for client-side processing for automated
network-aware structured content downloads. At decision
point 628, the process 600 makes a determination as to
whether a network change has been detected relative to the
initial network associated with an initial content request. In
response to determining that no network change has been
detected, the process 600 returns to the processing described
in association with FIG. 6A at block 602 and iterates as
described above.

[0089] In response to determining that a network change
has been detected at decision point 628, the process 600
retrieves one or more configured download constraints for
download of the respective deferred content portion(s) at
block 630. At block 632, the process 600 determines current
network characteristic(s). At block 634, the process 600 com-
pares the download constraint(s) associated with any deferred
content portions with the current network characteristic(s).
[0090] At decision point 636, the process 600 makes a
determination as to whether the configured download con-
straint(s) are satisfied by the current network characteristics.
For example, the process 600 may determine whether one or
more network characteristics of the new current network are
atleast equivalent to the relevant respective configured down-
load constraint(s) of one or more deferred portions of the
content. In response to determining that the configured down-
load constraint(s) are not satisfied by the current network
characteristic(s), the process 600 returns to the processing
described in association with FIG. 6A at block 602 and iter-
ates as described above.

[0091] In response to determining that the configured
download constraint(s) are satisfied by the current network
characteristic(s) at decision point 636, the process 600
requests any deferred content portion(s) with configured
download constraint(s) that are satisfied by the current net-
work characteristic(s) from the respective content server at
block 638. At decision point 640, the process 600 makes a
determination as to whether a response from the respective
content server has been received.

[0092] Inresponse to receipt of a response from the content
server, the process 600 makes a determination at decision
point 642 as to whether the requested portion(s) of the content
have been received. In response to determining that one or
more of the requested portion(s) of the deferred content have
not been received, the process 600 documents/logs a deferred
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content portion retrieval failure for each retrieval failure at
block 644 and returns to the processing described in associa-
tion with FIG. 6A at block 602 and iterates as described
above.

[0093] Inresponseto determining atdecision point 642 that
one or more of the requested portion(s) of the deferred content
have been received, the process 600 prompts a user, such as
via the display device 204, with a notification of any received
deferred content portion(s) at block 646. At decision point
648, the process 600 makes a determination as to whether a
request to render the received deferred content portion(s) has
been detected, such as via the input device 206. In response to
determining that a request to render the received deferred
content portion(s) has been detected, the process 600 renders
the received deferred content portion(s) at block 650. In
response to determining that a request to render the received
deferred content portion(s) has not been detected, the process
600 stores the received deferred content portion(s) at block
652, such as within the deferred content storage area 214 of
the memory 210. In response to either rendering the received
deferred content portion(s) at block 650, or in response to
storing the received deferred content portion(s) at block 652,
the process 600 returns to the processing described in asso-
ciation with FIG. 6A at block 602 and iterates as described
above.

[0094] As such, the process 600 processes initial content
requests for root documents and configures download con-
straints for any content identified as deferred via content stubs
within a root document received from a server. The process
600 may configure the download constraints by analysis of
current network characteristics relative to content character-
istics of the deferred content portions, or may configure the
download constraints based upon download constraints pro-
vided within a content stub associated with the deferred con-
tent portions. The process 600 monitors/tracks deferred con-
tent portions and automatically detects network connection
changes, and initiates download of deferred content portions
where the configured download constraints are satisfied by
the new current network connection. Many other possibilities
exist for client-side processing of content requests and for
content portion deferral processing and all are considered
within the scope of the present subject matter.

[0095] As described above in association with FIG. 1
through FIG. 6B, the example systems and processes provide
automated network-aware structured content downloads.
Many other variations and additional activities associated
with automated network-aware structured content downloads
are possible and all are considered within the scope of the
present subject matter.

[0096] Those skilled in the art will recognize, upon consid-
eration of the above teachings, that certain of the above
examples are based upon use of a programmed processor,
such as the CPU 202. However, the invention is not limited to
such example embodiments, since other embodiments could
be implemented using hardware component equivalents such
as special purpose hardware and/or dedicated processors.
Similarly, general purpose computers, microprocessor based
computers, micro-controllers, optical computers, analog
computers, dedicated processors, application specific circuits
and/or dedicated hard wired logic may be used to construct
alternative equivalent embodiments.

[0097] As will be appreciated by one skilled in the art,
aspects of the present invention may be embodied as a system,
method or computer program product. Accordingly, aspects

Aug. 23,2012

of the present invention may take the form of an entirely
hardware embodiment, an entirely software embodiment (in-
cluding firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that
may all generally be referred to herein as a “circuit,” “mod-
ule” or “system.” Furthermore, aspects of the present inven-
tion may take the form of a computer program product
embodied in one or more computer readable medium(s) hav-
ing computer readable program code embodied thereon.
[0098] Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable com-
bination of the foregoing. More specific examples (a non-
exhaustive list) of the computer readable storage medium
would include the following: an electrical connection having
one or more wires, a portable computer diskette, a hard disk,
a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a portable compact disc read-
only memory (CD-ROM), an optical storage device, a mag-
netic storage device, or any suitable combination of the fore-
going. In the context of this document, a computer readable
storage medium may be any tangible medium that can con-
tain, or store a program for use by or in connection with an
instruction execution system, apparatus, or device.

[0099] A computer readable signal medium may include a
propagated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

[0100] Program code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.
[0101] Computer program code for carrying out operations
for aspects of the present invention may be written in any
combination of one or more programming languages, includ-
ing an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

[0102] Aspects of the present invention have been
described with reference to flowchart illustrations and/or
block diagrams of methods, apparatus (systems) and com-
puter program products according to embodiments of the
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invention. It will be understood that each block of the flow-
chart illustrations and/or block diagrams, and combinations
of'blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer program instructions.
These computer program instructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks.

[0103] These computer program instructions may also be
stored in a computer-readable storage medium that can direct
a computer or other programmable data processing apparatus
to function in a particular manner, such that the instructions
stored in the computer-readable storage medium produce an
article of manufacture including instructions which imple-
ment the function/act specified in the flowchart and/or block
diagram block or blocks.

[0104] The computer program instructions may also be
loaded onto a computer, other programmable data processing
apparatus, or other devices to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other devices to produce a computer imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide pro-
cesses for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0105] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of pos-
sible implementations of systems, methods and computer
program products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks shown
in succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the reverse
order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flow-
chart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

[0106] A data processing system suitable for storing and/or
executing program code will include at least one processor
coupled directly or indirectly to memory elements through a
system bus. The memory elements can include local memory
employed during actual execution of the program code, bulk
storage, and cache memories which provide temporary stor-
age of at least some program code in order to reduce the
number of times code must be retrieved from bulk storage
during execution.

[0107] Input/output or I/O devices (including but not lim-
ited to keyboards, displays, pointing devices, etc.) can be
coupled to the system either directly or through intervening
1/O controllers.

[0108] Network adapters may also be coupled to the system
to enable the data processing system to become coupled to
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other data processing systems or remote printers or storage
devices through intervening private or public networks.
Modems, cable modems and Ethernet cards are just a few of
the currently available types of network adapters.

[0109] The terminology used herein is for the purpose of
describing particular embodiments only and is not intended to
be limiting of the invention. As used herein, the singular
forms “a”, “an” and “the” are intended to include the plural
forms as well, unless the context clearly indicates otherwise.
It will be further understood that the terms “comprises™ and/
or “comprising,” when used in this specification, specify the
presence of stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.
[0110] The corresponding structures, materials, acts, and
equivalents of all means or step plus function elements in the
claims below are intended to include any structure, material,
or act for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present invention has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the invention in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the invention. The embodiment was chosen and
described in order to best explain the principles of the inven-
tion and the practical application, and to enable others of
ordinary skill in the art to understand the invention for various
embodiments with various modifications as are suited to the
particular use contemplated.

1.-13. (canceled)

14. A system, comprising:

a communication module; and

a processor programmed to:

receive, via the communication module over a first net-
work connection, a request for content from a client
device, where the content comprises a plurality of
portions represented within a root document;

determine to defer at least one portion of the content for
download via a network connection other than the first
network connection based upon a download con-
straint of the at least one portion of the content and a
network characteristic of the first network connec-
tion; and

send the content with each of the at least one portion of
the content replaced with a content stub within the
root document, where each content stub identifies the
respective portion of the content as a deferred portion
of'the content and comprises a content identifier of the
respective deferred portion of the content.

15. The system of claim 14, where, in being programmed to
determine to defer the at least one portion of the content for
download via the network connection other than the first
network connection based upon the download constraint of
the at least one portion of the content and the network char-
acteristic of the first network connection, the processor is
programmed to:

compare the download constraint of the at least one portion

of the content to the network characteristic of the first
network connection; and

determine that the download constraint identifies a net-

work download characteristic greater than the network
characteristic of the first network connection.
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16. The system of claim 14, where the processor is further
programmed to:

receive a request for at least one deferred portion of the

content from the client device via a second network
connection;

determine that a network characteristic of the second net-

work connection is at least equivalent to the download
constraint of the at least one deferred portion of the
content; and

send the at least one deferred portion of the content to the

client device via the second network connection.

17. The system of claim 14, where the processor is further
programmed to:

detect a change of network connection with the client

device from the first network connection to a second
network connection;

determine that a network characteristic of the second net-

work connection is at least equivalent to the download
constraint of the at least one deferred portion of the
content; and

send the at least one deferred portion of the content to the

client device via the second network connection.

18. The system of claim 14, where the content stub com-
prises an extensible markup language (XML) fragment and
the processor is programmed to copy the XML fragment into
alocation of the deferred portion of the content within the root
document.

19. The system of claim 14, where at least one content stub
further comprises the download constraint of the respective
deferred portion of the content.

20. A computer program product comprising a computer
readable storage medium including computer readable pro-
gram code, where the computer readable program code when
executed on a computer causes the computer to:

receive, via a first network connection, a request for con-

tent from a client device, where the content comprises a
plurality of portions represented within a root document;
determine to defer at least one portion of the content for
download via a network connection other than the first
network connection based upon a download constraint
of the at least one portion of the content and a network
characteristic of the first network connection; and

send the content with each of the at least one portion of the

content replaced with a content stub within the root
document, where each content stub identifies the respec-
tive portion of the content as a deferred portion of the
content and comprises a content identifier of the respec-
tive deferred portion of the content.
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21. The computer program product of claim 20, where, in
causing the computer to determine to defer the at least one
portion of the content for download via the network connec-
tion other than the first network connection based upon the
download constraint of the at least one portion of the content
and the network characteristic ofthe first network connection,
the computer readable program code when executed on the
computer causes the computer to:

compare the download constraint of the at least one portion

of the content to the network characteristic of the first
network connection; and

determine that the download constraint identifies a net-

work download characteristic greater than the network
characteristic of the first network connection.

22. The computer program product of claim 20, where the
computer readable program code when executed on the com-
puter further causes the computer to:

receive a request for at least one deferred portion of the

content from the client device via a second network
connection;

determine that a network characteristic of the second net-

work connection is at least equivalent to the download
constraint of the at least one deferred portion of the
content; and

send the at least one deferred portion of the content to the

client device via the second network connection.

23. The computer program product of claim 20, where the
computer readable program code when executed on the com-
puter further causes the computer to:

detect a change of network connection with the client

device from the first network connection to a second
network connection;

determine that a network characteristic of the second net-

work connection is at least equivalent to the download
constraint of the at least one deferred portion of the
content; and

send the at least one deferred portion of the content to the

client device via the second network connection.

24. The computer program product of claim 20, where the
content stub comprises an extensible markup language
(XML) fragment and the computer readable program code
when executed on the computer causes the computer to copy
the XML fragment into a location of the deferred portion of
the content within the root document.

25. The computer program product of claim 20, where at
least one content stub further comprises the download con-
straint of the respective deferred portion of the content.
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