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Description
BACKGROUND

[0001] A blockchain can be described as a distributed
ledger, in which transactions, events, or other data en-
tries are collectively recorded and stored by a plurality of
computing devices, referred to as nodes. Blockchain
technology is often used in tracking exchange of digital
coin-based currencies. As new transactions or events
occur, new blocks are added to the chain by all computing
device nodes, while existing blocks are preserved and
remain unchanged.

US2018/137465 A1 describes a method comprising
identifying a metric configuration associated with a smart
contract stored in a blockchain, logging an event which is
part of the metric configuration, determining whether the
event supports requirements of the smart contract, de-
termining whether a smart contract policy in the smart
contract matches a system policy, and updating the smart
contract on the blockchain when the requirements of the
smart contract are supported by the event and the smart
contract policy matches the system policy.
WO2018/149504 A1 describes a technique comprising:
identifying, at a node forming part of a group of nodes
operating a distributed ledger comprising a blockchain, a
decision to retrospectively change a first smart contract
prescribing one or more changes in the ledger already
recorded in one or more existing blocks of the blockchain;
and, without changing any existing blocks of the block-
chain, updating the ledger by adding to the current end of
the blockchain a new block indicating a new state of the
ledger determined by a re-execution of all operations,
according to the first smart contract and one or more
other smart contracts, recorded in one or more blocks of
the blockchain after a block recording an operation of the
first smart contract, while taking into account the change
to the first smart contract.

W02018/019364 A1 discloses access control rules that
are converted into a smart contract, which is included into
a blockchain. The access decisions for a resource are
performed by evaluating the smart contract with regard to
the included access control rules.

BRIEF DESCRIPTION OF THE DRAWINGS
[0002]

FIG. 1 schematically illustrates a plurality of comput-
ing devices collectively maintaining a blockchain.
FIG. 2 schematically illustrates blocks in an example
blockchain.

FIG. 3 illustrates an example method for automati-
cally updating access criteria on a blockchain com-
puting device.

FIG. 4 schematically illustrates updating of access
criteria for a digital asset.

FIG. 5A schematically illustrates transmission of a
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request to update access criteria for a digital asset.
FIG. 5B schematically illustrates receipt of a pro-
posed update to a blockchain including a new block.
FIG. 6 schematically illustrates transmission of a
new block for incorporation into a blockchain.

FIG. 7 schematically shows an example computing
system.

DETAILED DESCRIPTION

[0003] As discussed above, blockchain technology
serves as the foundation for many digital coin-based
currencies. Using blockchain, transactions or other re-
levant events are recorded in a distributed ledger that is
collectively maintained by a large number of networked
computing devices. Because the blockchain is redun-
dantly stored on many devices, tampering with or dele-
tion of any particular copy of the blockchain should not
affect the blockchain as a whole, as other computing
devices maintaining the blockchain will rejectthe change.
Only valid, authorized blocks are approved and added to
the chain. This alleviates the need for a central institution,
such as a bank or national government, to serve as a
mediator or recordkeeper.

[0004] However, blockchain technology can be practi-
cally applied to many computer-based fields beyond
digital currencies. For instance, many owners and users
of digital assets struggle to manage and enforce access
to such assets. Presently, access rights are typically
tracked by the asset owner, which may maintain a data-
base defining the various criteria under which their digital
assets may be accessed by third parties. This can grow
complicated even in ideal scenarios, and can be almost
impossible to track and enforce when time restrictions,
geographic restrictions, breaches of contract, etc., are
considered.

[0005] Forinstance, after an entity A is granted access
to a particular digital asset (e.g., a subscription to a
database of financial security metadata), the entity
may in turn share their access with another entity B. In
this example, such entities may include subscribing cus-
tomers, providers of financial analysis tools, platform
owners that leverage access to the asset to enable
unique functionality on their platforms, etc. Should entity
A miss a payment, this may result in cancellation of entity
A's access to the asset, although it may not be immedi-
ately apparent to all parties involved if this also affects the
access granted to entity B. Similarly, in some scenarios
entity B may have the option to, as part of a subscription
or agreement, share access to the asset with additional
entities C and D, whose access may also be called into
question when the access rights of entities A and/or B are
changed. Such decisions are often made on a case-by-
case basis by the asset owner, which can make it difficult
to determine and enforce which entities have access to
which digital assets at any given time. As will be dis-
cussed in more detail below, a "digital asset" may take
any suitable form, and a financial database is only a non-
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limiting example. As other examples, the digital asset
may include digital audio or video content, books, docu-
ments, websites, databases, and/or any other suitable
digital information.

[0006] Accordingly, the present disclosure describes a
blockchain computing device that can track and auto-
matically update the criteria under which digital assets
can be unlocked and accessed by third parties over a
network. Such a blockchain computing device may main-
tain a blockchain in conjunction with a plurality of other
computing devices over a network. Individual blocks of
the blockchain may track the access criteria granted to
one or more entities for one or more digital assets. In
some cases, these blocks may implement "smart con-
tracts" that define the access criteria and can include
computer logic that automatically updates the access
criteria when certain conditions are met. For example,
a smart contract may define an access criterion granted
to an entity A for a particular digital asset, as well as logic
that automatically limits or revokes the entity’s access
should entity A miss a payment. In this manner, the
present disclosure applies blockchain technology toward
the practical application of unlocking digital assets for
access by third parties. This improves upon conventional
computerized means for access management, as it alle-
viates the need for a single centralized institution that
enforces asset access in favor for a universal, automatic,
and consistent decentralized solution.

[0007] FIG. 1 schematically illustrates a plurality of
computing devices 100A, 100B, and 100C collectively
maintaining a blockchain 102 over a network 104. Each
computing device may include a communications inter-
face configured to communicatively couple the plurality of
computing devices over the network. In the illustrated
example, computing devices 100A and 100B take the
form of desktop computers, while computing device
100C takes the form of a mobile device. It will be under-
stood that these are nonlimiting examples, and that a
computing device used to maintain a blockchain, referred
to herein as a "blockchain computing device," may have
any suitable hardware configuration and form factor. As
examples, a blockchain computing device may take the
form of a desktop computer, laptop, server, mobile device
(e.g., smartphone, tablet), wearable device, media cen-
ter, etc. In some examples, computing devices
100A-100C may be implemented as computing system
700 described below with respect to FIG. 7.

[0008] Onlythree computing devices are showninFIG.
1. However, this is for illustration purposes only. In prac-
tical usage, a blockchain may be collectively maintained
by any number and variety of computing devices. Such
computing devices may be separated by any physical
distance and may communicate over any suitable net-
work, including private networks, public networks such
as, for example, the Internet, and/or hybrid network en-
vironments. Furthermore, the computing devices may be
owned and maintained by any number of different indi-
viduals or organizations. In some examples, the block-
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chain may be publicly accessible, in which substantially
anyone can download and maintain a local copy of the
blockchain. Alternatively, access to the blockchain may
be restricted to known users or parties (e.g., only those
who own have a stake in a digital asset that is recorded on
the blockchain), in which case the blockchain may be
referred to as a "private blockchain." Regardless of
whether the blockchain is public or private, involved
parties may optionally be referred to anonymously, for
instance using unique identifiers that are not used out-
side of the blockchain and cannot be tied to a real-world
entity.

[0009] As shown, each of the computing devices
100A-100C maintains its own local copy 102A-102C of
the blockchain. Because the blockchain is collectively
maintained by the plurality of computing devices, each
local copy of the blockchain should be substantially iden-
tical in typical usage. Should any particular computing
device determine that the blockchain should be changed
(e.g., by adding a new block), it may transmit a proposed
update to the other computing devices in the plurality.
Depending on the implementation, this proposed update
may take a variety of suitable forms, as will be discussed
below, and may be evaluated for compliance by other
computing devices of the plurality before incorporation
into the blockchain. Assuming the proposed update is
compliant, the other computing devices of the plurality
may incorporate the proposed update into their local
copies of the blockchain, meaning each local copy will
continue to be substantially identical. If the proposed
update is non-compliant (e.g., because it includes frau-
dulent information), then the other computing devices
may reject its addition to the blockchain. In this manner,
each party associated with the blockchain can be con-
fident that any particular copy of the blockchain they
access will reflect an overall consensus.

[0010] FIG. 2 schematically shows an example block-
chain 200 in more detail. As shown, blockchain 200
includes a plurality of blocks, including three blocks la-
beled as 202A-202C. It will be understood that a block-
chain may include any arbitrary number of blocks.
[0011] Depending on the implementation, each block
in the chain can include a variety of suitable information.
In typical scenarios, each block will include a header and
a listing of transactions, events, or other data entries. In
FIG. 2, blocks 202A-202C include headers 204A-204C.
A block header often includes a hash of the previous
block in the chain. A hash can be described as a unique
"fingerprint" of a piece of digital information and can be
calculated using a variety of suitable hashing algorithms,
including MD5 and SHA-256 as nonlimiting examples.
Inclusion of prior block hashes serves to validate the
sequence of blocks in the chain, as each block should
be succeeded by a block including a corresponding hash
value, and also provides a defense against modifications
to the chain, as even minor changes to a block will affect
its hash value. In otherwords, header 204B may include a
hash of block 202A, while header 204C may include a
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hash of block 202B.

[0012] Similarly, a block header may in some cases
include a proof-of-work used to verify the block’s authen-
ticity. For example, in some blockchain implementations,
individuals or organizations referred to as "miners" com-
pete to computer generate new blocks for the chain. This
involves validating that pending transactions are consis-
tent with the existing blockchain and generating a hash
value for the new block that meets certain criteria, re-
ferred to as a "proof-of-work." Once a suitable hash value
has been generated, a new block can be created and
transmitted to the plurality of computing devices main-
taining the blockchain. Because the proof-of-work is in-
cluded in the new block, it is accepted as valid and added
to the blockchain.

[0013] Additionally, or alternatively, a block header
may include some representation of the transactions or
events recorded in the block. For example, in some
blockchain implementations, each block includes a Mer-
kle tree that summarizes the transactions or events re-
corded in the block. This can serve as another indicator
that the data found in the block has not been corrupted or
tampered with.

[0014] In addition to a header, each block in a block-
chain will typically include a list of transactions, events, or
other relevant data entries. For example, in digital cur-
rency implementations, each block will typically include
some number of transactions that record exchanges of
currency between different parties. Other blockchain
implementations may record other types of data in each
block. Accordingly, the listed entries in a block, distinct
from the block headers described above, will be referred
to herein as "data entries."

[0015] As discussed above, the present disclosure
describes a practical application of blockchain technol-
ogy toward the problem of selectively granting access to
digital assets. A"digital asset" as used herein may refer to
any digital information that one or more parties may seek
to access, use, or consume. As one example, a digital
asset may take the form of a database of financial in-
formation curated by an aggregator. Various other parties
-e.g., businesses, financial analysts, news sources - may
wish to access such data, and thus may pay for such
access. As other examples, digital assets may include
digital audio or video content, books, documents, web-
sites, databases, and/or any other suitable digital infor-
mation.

[0016] Automatic management and updating of ac-
cess to digital assets may be achieved through the use
of smart contracts. In FIG. 2, block 202A of blockchain
200 defines a smart contract 206A. A smart contractis a
data structure that automatically performs certain actions
when previously-specified events occur. For example,
when predetermined conditions are met, a smart contract
can perform transactions (e.g., reads and writes) that can
modify the state of the smart contract and/or trigger
events that can be monitored by external entities. In an
example scenario, a smart contract may be configured to
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transfer ownership of a particular asset (e.g., vehicle)
from one party to another upon confirmation of payment.
Once the smart contract receives an indication that the
payment has been made, the smart contract may auto-
matically record a transaction specifying the change in
ownership of the asset. Because the smart contract is
held in a block on a blockchain, the change in ownership
may similarly be recorded in a new block which is even-
tually added to every instance of the blockchain main-
tained by a plurality of computing devices. Thus, the
parties involved in the transaction can easily verify the
existence and nature of the smart contract, check
whether the transaction has occurred, and check the
current ownership status of the asset.

[0017] Inmore complicated scenarios, smart contracts
may include any number of functions that can perform
any number of actions when associated conditions are
met. In general, a smart contract will have a state, which
may, for example, define an agreementreached between
two parties (e.g., access criteria for a digital asset), as
well as one or more functions, which may be implemen-
ted as if/then statements that perform actions when
associated conditions are met. These functions may
be defined in terms of variables, such that when one or
more variables have previously-specified values, a con-
dition is satisfied and the function is triggered. This is
illustrated in FIG. 2, as smart contract 206A defines a first
access criterion 208A granted to an entity for a digital
asset, as well as a function 210A that, when an asso-
ciated condition is met, changes the first access criterion
to a second access criterion. In FIG. 2, the first access
criterion 208 specifies that an entity 1 has been granted
access to adigital asset A. As an example, if a paymentis
missed, function 210A may automatically update the
access criterion, for example to limit or entirely restrict
entity 1’s access to digital asset A.

[0018] On a technical level, a smart contract may be
implemented as computer code defined by one or more
data entries within one or more blocks in a blockchain.
Such computer code may be written in any suitable
coding language, depending on the specific implementa-
tion. Because the blockchain is distributed between a
plurality of computing devices, the computer code com-
prising the smart contract may run on any of the plurality
of devices, or on all devices simultaneously. In a typical
example, one or more devices of the plurality will receive
some indication (e.g., the current state of a variable) that
pertains to the smart contract, causing the smart contract
to execute and update access criteria for a digital asset.
[0019] Though the present disclosure focuses on a
scenario in which the smart contracts are stored an
executed in blocks of a blockchain (i.e., "on-chain"),
various "off-chain" scenarios are also within the scope
of this disclosure. In other words, the smart contract may
run and execute on a computing device that monitors the
blockchain, although does not maintain a local copy. As
one example, a dedicated computing system may store
and execute the smart contract, as well as monitor con-
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ditions relevant to the smart contract - e.g., payment
status. Nevertheless, upon determining that a relevant
condition has been satisfied, the computing device may
request an update to the blockchain, as will be described
in more detail below.

[0020] When access criteria for a digital asset are, the
update may be recorded in the blockchain as a new data
entry that is automatically generated by the smart con-
tractand eventually added to a new block. In FIG. 2, block
202B includes two data entries 212A and 212B reflecting
updates to access criteria granted to various entities for
various digital assets. Specifically, data entry 212A spe-
cifies achange to the access criteria held by an entity 2 for
digital asset A, allowing the entity to access the assetfora
longer period of time. Similarly, data entry 212B specifies
that the access granted to entity 1 for a digital asset B has
been canceled. Such data entries may be automatically
generated by smart contracts stored on the blockchain as
discussed above. Furthermore, block 202C includes an-
other smart contract 206B, which in turn includes a first
access criterion 208B granted to an entity 3 for digital
asset A, as well as a function 210B. Thus, various blocks
in the blockchain may define smart contracts that include
access criteria granted to multiple different entities for a
particular digital asset, as well as smart contracts that
include access criteria granted to the same entity for
multiple digital assets. In general, a blockchain may track
access criteria for any number of entities and digital
assets.

[0021] Updating an access criterion may encompass a
variety of potential changes to an entity’s access to a
digital asset. As examples, the smart contract may ex-
pand access to the digital asset (e.g., extend a time
period during which the asset can be accessed, relax
restrictions associated with the entity’s access, expand a
scope of the entity’s access); unlock access to the digital
asset for a new party,; constrain access to the digital
asset by the entity (e.g., terminate the access, reduce a
time period during which the asset can be accessed,
increase restrictions associated with the entity’s access);
etc. Furthermore, such changes to the access criteria
may be made upon satisfaction of any number of condi-
tions, such as the expiration of a limited access time,
receipt of a payment, anindication thata paymentis past-
due orinsufficient, arequestto share or transferaccess to
another party, a request to expand or restrict the access -
for instance in exchange for a corresponding increase or
decrease in price, etc. It will be understood that any
suitable condition may be satisfied, including those not
related to business transactions. As additional examples,
a condition may be satisfied based on weather condi-
tions, sporting event outcomes, political elections, and/or
virtually any other observable phenomena.

[0022] The process of updating asset access criteria
will be described in more detail with respect to FIG. 3,
which illustrates an example method 300 for automati-
cally updating an access criterion on a blockchain com-
puting device. As discussed above, due to the distributed
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nature of the blockchain, steps of method 300 may be
performed by any (or every) computing device maintain-
ing a blockchain. As with the computing devices de-
scribed above, the blockchain computing device(s) that
perform steps of method 300 may have any suitable form
factor and hardware configuration. As one example, the
blockchain computing device(s) that perform steps of
method 300 may be implemented as computing system
700 described below with respect to FIG. 7.

[0023] At 302, method 300 includes recognizing a
blockchain including a plurality of blocks. As used herein,
"recognizing" a blockchain refers to loading one or more
blocks of a blockchain into memory such that processing
can occur. This may include, as an example, loading
blocks of the blockchain into volatile memory from a
non-volatile storage machine, which may be on-board
or remote (e.g., stored on a remote server).

[0024] At 304, method 300 includes receiving a current
value of a variable. As discussed above, a smart contract
may include one or more functions that, when an asso-
ciated condition is satisfied, updates a first access criter-
ion for a digital asset to a second access criterion. The
condition may be satisfied when one or more variables
have specified values. The current value of a variable
may be received in any suitable way and from any sui-
table source. As examples, the current value of a variable
may be calculated by software running on the blockchain
computing device, retrieved by the blockchain computing
device from another device (e.g., a remote server), pas-
sively received by the blockchain computing device as
part of a transmission - e.g., a message or notification,
detected as part of a data entry in the blockchain, etc.
[0025] Furthermore, the variable itself may take any
suitable form, and can include virtually any information.
Such variables may be Boolean values, (e.g., yes/no
true/false, 1/0), integer values, float values, strings, an-
d/or any other variables supported by a computer lan-
guage that the smart contract is written in. As nonlimiting
examples, a variable may describe a current time/date,
whether a digital asset has been accessed, a number of
times the digital asset has been accessed, alocation from
which the asset was accessed, a date/time at which the
asset was accessed, whether a time limit imposed on an
entity’s access has elapsed, whether a payment was
received, the value of a payment received, a date/time
at which a payment was received, the current value of a
financial asset (e.g., currency, stock price, index value),
an indication that a contract breach has occurred, an
indication that one or more parties would like to terminate
or modify an agreement, etc.

[0026] Thisis schematicallyillustrated in FIG.4.FIG. 4
shows an example block 400, which may be one block of
a longer blockchain. Block 400 includes a smart contract
402, which in turn includes a first access criterion 404A
for a digital asset, as well as a function 406. In this case,
thefirstaccess criterion grants access for a digital asset A
to an entity 1. The function stipulates that the access
criterion will be updated to a second access criterion (i.e.,
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terminated) upon a missed payment, as indicated by a
"payment received" variable having a value of 0.

[0027] AlsoshowninFIG. 4 is the receipt of the current
state of a variable 408, which indicates that the payment
received variable has a current value of 0. As discussed
above, the current value of variable 408 may be received
in any suitable way and at any or all of the blockchain
computing devices maintaining the blockchain.

[0028] Returning briefly to FIG. 3, at 306, method 300
includes determining that the current value of the variable
satisfies the condition associated with a function in the
smart contract. In the example of FIG. 4, the function
terminates the entity’s access to the digital asset upon
receiving an indication that a payment was missed. Be-
cause the current value of the payment received variable
indicates that no payment was received (i.e., a value of
0), the condition is satisfied, and the function terminates
the access.

[0029] Although this example involves only a single
function and a single variable, it will be understood that
this is nonlimiting. In general, a smart contract may in-
clude any number of functions, and each function may
alter access criteria in the same or different ways. Indeed,
typical implementations will involve significant complex-
ity. Furthermore, each function may include any number
of conditions that are each satisfied by any number of
variables. Forinstance, to build upon the earlier example,
rather than immediately terminating an entity’s access to
a digital asset upon a single missed payment, the smart
contract may define multiple functions that each progres-
sively restrict the entity’s access as payments are
missed. After one payment is missed, a first function
may reduce an entity’s access to a digital asset. As
additional payments are missed, additional functions
may active and further restrict the access, until eventually
a function terminates the entity’s access altogether.
[0030] Returning again to FIG. 3, at 308, method 300
includes, based on the function, transmitting a request to
the plurality of computing devices to update the first
access criterion to the second access criterion. In FIG.
4, arequest 410 is transmitted to the plurality of comput-
ing devices maintaining the blockchain over a network
412. The request includes the second access criterion
404B, which specifies that the access to digital asset A
held by entity 1 has been terminated.

[0031] Depending on the implementation, the request
to update the access criterion can take various forms. In
some blockchain implementations, pending data entries
(e.g., transactions or other events) may be added to a
pool for validation. Once validated, the pending data
entries are added to a new block that is distributed
between the plurality of computing devices maintaining
the blockchain. As discussed above, in some scenarios
new blocks are created by miners who compete to gen-
erate hash values meeting certain criteria. The first miner
to generate a suitable hash validates the pending trans-
actions and adds them to a new block. Thus, after the
request to update the access criterion is transmitted, the
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blockchain computing device may receive, viaa commu-
nications interface, a proposed update to the blockchain
that includes a new block defining the second access
criterion.

[0032] Thisisillustratedin FIGS.5Aand5B.InFIG.5A,
a blockchain computing device 500A maintaining a local
copy of the blockchain 502A transmits a request 504 to
update an entity’s access to a digital asset from a first
access criterion to a second access criterion. This re-
quest may be generated after activation of a function
defined by a smart contract, as discussed above. The
request is received by a different blockchain computing
device 500B, which maintains its own local copy of the
blockchain 502B. Blockchain computing device 500B is
configured to validate pending data entries and add them
to the blockchain in new blocks, as discussed above.
[0033] InFIG. 5B, blockchain computing device 500B
has added a new block to its local copy of the blockchain
502B. Additionally, blockchain computing device 500B
transmits a proposed update 506 to the blockchain in-
cluding a new block 508. The new block defines the
second access criterion 510 for the digital asset. In
FIG. 5B, once the proposed update is received by block-
chain computing device 500A, itis evaluated according to
a consensus mechanism. In some scenarios, the con-
sensus mechanism may be a proof-of-work mechanism.
As discussed above, in proof-of-work scenarios, each
new block to the blockchain will include a unique hash
value that was generated to meet certain criteria. Thus,
the consensus mechanism may check the validity of such
a hash value included in the proposed update, as well as
check the included data entries for consistency with prior
data entries held by the blockchain.

[0034] As an alternative, the consensus mechanism
may be a proof-of-stake or proof-of-authority mechan-
ism. In such scenarios, creation of a new block is dele-
gated to an individual or organization based at least in
part on their age, contributions, wealth (i.e., in currency-
based blockchains), or other factors related to their par-
ticipation in the blockchain. Thus, evaluating the pro-
posed update via the consensus mechanismmay include
verifying that the new block was generated by an ex-
pected individual or device. The new block may therefore
include a unique identifier (e.g., a cryptographically un-
ique signature) that can be definitively linked to the block
creator.

[0035] Regardless, after determining that the pro-
posed update complies with the consensus mechanism,
the new block is incorporated into the blockchain. This is
shown in FIG. 5B, in which blockchain computing device
500A incorporates the new block into its local copy of the
blockchain 502A. Because a similar process occurs at
substantially all computing devices maintaining the
blockchain, each local copy of the blockchain remains
substantially identical. Furthermore, because new blocks
are added to the chain, rather than replacing older blocks,
the blockchain maintains the block defining the first ac-
cess criterion for the digital asset, as well as the new block
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defining the second, updated access criterion. In this
manner, any party can see the complete history of the
conditions under which an entity can access the digital
asset, even as the access criteria are changed and
updated over time.

[0036] In alternate implementations, transmitting the
request to update the access criterion may simply involve
generating a new block that defines the second access
criterion. This new block may then be transmitted to the
plurality of computing devices for incorporation into the
blockchain. This may be the case, for example, when the
blockchain computing device that initially updates the
access criterion is also a miner that generates a suitable
hash, or an individual selected via a proof-of-stake me-
chanism to create a new block. Furthermore, in private
blockchains in which all parties are known and trusted,
each node maintaining the blockchain may be authorized
to create new blocks as needed without rigorous com-
pliance checks.

[0037] FIG. 6 schematically illustrates generation and
transmission of a new block. Specifically, FIG. 6 shows a
blockchain computing device 600A including a local copy
of the blockchain 602A. Device 600A generates a new
block 604 defining the second access criterion 606 under
which an entity can access a digital asset. Thisis added to
the local copy of the blockchain 602A. Furthermore, at
T1, the blockchain computing device transmits the new
block to another blockchain computing device 600B,
which adds the new block to its own local copy of the
blockchain 602B.

[0038] In some embodiments, the methods and pro-
cesses described herein may be tied to a computing
system of one or more computing devices. In particular,
such methods and processes may be implemented as a
computer-application program or service, an application-
programming interface (API), a library, and/or other com-
puter-program product.

[0039] FIG. 7 schematically shows a non-limiting em-
bodiment of a computing system 700 that can enact one
or more of the methods and processes described above.
Computing system 700 is shown in simplified form. Com-
puting system 700 may take the form of one or more
personal computers, server computers, tablet compu-
ters, home-entertainment computers, network comput-
ing devices, gaming devices, mobile computing devices,
mobile communication devices (e.g., smart phone), an-
d/or other computing devices.

[0040] Computing system 700 includes a logic ma-
chine 702 and a storage machine 704. Computing sys-
tem 700 may optionally include a display subsystem 706,
input subsystem 708, communication subsystem 710,
and/or other components not shown in FIG. 7.

[0041] Logic machine 702 includes one or more phy-
sical devices configured to execute instructions. For ex-
ample, the logic machine may be configured to execute
instructions that are part of one or more applications,
services, programs, routines, libraries, objects, compo-
nents, data structures, or other logical constructs. Such
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instructions may be implemented to perform a task, im-
plement a data type, transform the state of one or more
components, achieve a technical effect, or otherwise
arrive at a desired result.

[0042] The logic machine may include one or more
processors configured to execute software instructions.
Additionally or alternatively, the logic machine may in-
clude one or more hardware or firmware logic machines
configured to execute hardware or firmware instructions.
Processors of the logic machine may be single-core or
multi-core, and the instructions executed thereon may be
configured for sequential, parallel, and/or distributed
processing. Individual components of the logic machine
optionally may be distributed among two or more sepa-
rate devices, which may be remotely located and/or
configured for coordinated processing. Aspects of the
logic machine may be virtualized and executed by remo-
tely accessible, networked computing devices config-
ured in a cloud-computing configuration.

[0043] Storage machine 704 includes one or more
physical devices configured to hold instructions execu-
table by the logic machine to implement the methods and
processes described herein. When such methods and
processes are implemented, the state of storage ma-
chine 704 may be transformed-e.g., to hold different data.
[0044] Storage machine 704 may include removable
and/or built-in devices. Storage machine 704 may in-
clude optical memory (e.g., CD, DVD, HD-DVD, Blu-
Ray Disc, etc.), semiconductor memory (e.g., RAM,
EPROM, EEPROM, etc.), and/or magnetic memory
(e.g., hard-disk drive, floppy-disk drive, tape drive,
MRAM, etc.), among others. Storage machine 704
may include volatile, nonvolatile, dynamic, static, read/-
write, read-only, random-access, sequential-access, lo-
cation-addressable, file-addressable, and/or content-ad-
dressable devices.

[0045] It will be appreciated that storage machine 704
includes one or more physical devices. However, aspects
of the instructions described herein alternatively may be
propagated by a communication medium (e.g., an elec-
tromagnetic signal, an optical signal, etc.) that is not held
by a physical device for a finite duration.

[0046] Aspects of logic machine 702 and storage ma-
chine 704 may be integrated together into one or more
hardware-logic components. Such hardware-logic com-
ponents may include field-programmable gate arrays
(FPGAs), program- and application-specific integrated
circuits (PASIC / ASICs), program- and application-spe-
cific standard products (PSSP / ASSPs), system-on-a-
chip (SOC), and complex programmable logic devices
(CPLDs), for example.

[0047] The terms "module," "program," and "engine"
may be used to describe an aspect of computing system
700 implemented to perform a particular function. In
some cases, a module, program, or engine may be
instantiated via logic machine 702 executing instructions
held by storage machine 704. It will be understood that
different modules, programs, and/or engines may be
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instantiated from the same application, service, code
block, object, library, routine, API, function, etc. Likewise,
the same module, program, and/or engine may be in-
stantiated by different applications, services, code
blocks, objects, routines, APls, functions, etc. The terms
"module," "program," and "engine" may encompass in-
dividual or groups of executable files, data files, libraries,
drivers, scripts, database records, etc.

[0048] It will be appreciated that a "service", as used
herein, is an application program executable across
multiple user sessions. A service may be available to
one or more system components, programs, and/or other
services. In some implementations, a service may run on
one or more server-computing devices.

[0049] When included, display subsystem 706 may be
used to present a visual representation of data held by
storage machine 704. This visual representation may
take the form of a graphical user interface (GUI). As
the herein described methods and processes change
the data held by the storage machine, and thus transform
the state of the storage machine, the state of display
subsystem 706 may likewise be transformed to visually
represent changes in the underlying data. Display sub-
system 706 may include one or more display devices
utilizing virtually any type of technology. Such display
devices may be combined with logic machine 702 and/or
storage machine 704 in a shared enclosure, or such
display devices may be peripheral display devices.
[0050] Whenincluded, input subsystem 708 may com-
prise or interface with one or more user-input devices
such as a keyboard, mouse, touch screen, or game
controller. In some embodiments, the input subsystem
may comprise or interface with selected natural user
input (NUI) componentry. Such componentry may be
integrated or peripheral, and the transduction and/or
processing of input actions may be handled on- or off-
board. Example NUI componentry may include a micro-
phone for speech and/or voice recognition; an infrared,
color, stereoscopic, and/or depth camera for machine
vision and/or gesture recognition; a head tracker, eye
tracker, accelerometer, and/or gyroscope for motion de-
tection and/or intent recognition; as well as electric-field
sensing componentry for assessing brain activity.
[0051] Whenincluded, communication subsystem 710
may be configured to communicatively couple computing
system 700 with one or more other computing devices.
Communication subsystem 710 may include wired an-
d/or wireless communication devices compatible with
one or more different communication protocols. As
non-limiting examples, the communication subsystem
may be configured for communication via a wireless
telephone network, or a wired or wireless local- or
wide-area network. In some embodiments, the commu-
nication subsystem may allow computing system 700 to
send and/or receive messages to and/or from other
devices via a network such as the Internet.

[0052] It will be understood that the configurations
and/or approaches described herein are exemplary in
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nature, and that these specific embodiments or examples
are not to be considered in a limiting sense, because
numerous variations are possible. The specific routines
or methods described herein may represent one or more
of any number of processing strategies. As such, various
acts illustrated and/or described may be performed in the
sequence illustrated and/or described, in other se-
quences, in parallel, or omitted. Likewise, the order of
the above-described processes may be changed.
[0053] The invention is defined by the appended
claims.

Claims
1. A computing device (700), comprising:

a communications interface (710) configured to
communicatively couple the computing device
(700) with a plurality of other computing devices
(100B, 100C) over a network (104), the plurality
of computing devices collectively maintaining a
blockchain (200);

a storage machine (704) holding a plurality of
blocks (202A, 202B, 202C) comprising the
blockchain (200), where a particular block
(400) of the plurality defines a smart contract
(402) that includes: (i) a first access criterion
(404A) granted to an entity for a digital asset,
and (ii) one or more functions (406) that, when
an associated condition is satisfied, change the
first access criterion (404A) to a second access
criterion (404B), the condition being satisfied
when one or more variables have specified va-
lues; and

a logic machine (704) configured to:

receive a current value of a variable (408);
determine that the current value of the vari-
able (408) satisfies the associated condi-
tion; and

based on the one or more functions (406),
transmit a request (504) to the plurality of
computing devices to update the first ac-
cess criterion (404A) to the second access
criterion (404B);

wherein when the associated condition is
satisfied, the smart contract performs at
least one of: expanding access to the digital
asset by the entity; granting access to the
digital asset to another entity; and con-
straining access to the digital asset by the
entity;

via the communications interface, receive a
proposed update to the blockchain that in-
cludes a new block defining the second
access criterion;

evaluate the proposed update to the block-
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chain according to a consensus mechan-
ism; and

after determining that the proposed update
complies with the consensus mechanism,
incorporate the new block into the block-
chain, where the blockchain maintains the
particular block defining the first access
criterion and the new block defining the
second access criterion.

The computing device of claim 1, where the con-
sensus mechanism is a proof-of-work mechanism.

The computing device of claim 1, where the con-
sensus mechanism is a proof-of-stake mechanism.

The computing device of claim 1, where transmitting
the request includes generating a new block that
defines the second access criterion and transmitting
the new block to the plurality of computing devices for
incorporation into the blockchain.

The computing device of claim 1, where other blocks
in the plurality of blocks comprising the blockchain
define smart contracts including access criteria
granted to other entities for the digital asset.

The computing device of claim 1, where other blocks
in the plurality of blocks comprising the blockchain
define smart contracts including access criteria
granted to the entity for other digital assets.

The computing device of claim 1, where the condition
is satisfied when a limited time expires.

The computing device of claim 1, where the condition
is satisfied when a payment is past-due.

Patentanspriiche

Computervorrichtung (700), umfassend:

eine  Kommunikationsschnittstelle (710), die
konfiguriert ist, um die Computervorrichtung
(700) uber ein Netzwerk (104) kommunikativ
an eine Vielzahl anderer Computervorrichtun-
gen (100B, 100C) zu koppeln, wobei die Vielzahl
von Computervorrichtungen gemeinsam eine
Blockchain (200) aufrechterhalt;

ein Speichergerat (704), das eine Vielzahl von
Blocken (202A, 202B, 202C) halt und die Block-
chain (200) umfasst, worin ein spezieller Block
(400) aus der Vielzahl von Blécken einen intelli-
genten Kontrakt (402) festlegt, der umfasst: (i)
ein erstes Zugangskriterium (404A) das einer
Entitat fir einen digitalen Vermdgenswert ge-
wahrt wird, und (ii) eine oder mehrere Funktio-
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nen (406), die ein erstes Zugangskriterium
(404A) in ein zweites Zugangskriterium (404B)
abandern, wenn eine zugeordnete Bedingung
erfullt ist, wobei diese erflllt ist, solange eine
oder mehrere Variablen spezifizierte Werte an-
nehmen; und

eine logische Maschine (704), die konfiguriertist
zum:

Empfangen eines gegenwartigen Wertes
einer Variablen (408);

Ermitteln, dass der gegenwartige Wert der
Variablen (408) die zugeordnete Bedingung
erflllt; und

Ubermitteln, anhand der einen oder mehre-
ren Funktionen (406), einer Anfrage (504)
an die Vielzahl von Computervorrichtun-
gen, das erste Zugangskriterium (404A)
zum zweiten Zugangskriterium (404B) zu
aktualisieren;

wobei der intelligente Kontrakt mindestens
einen der folgenden Ablaufe ausfiihrt, so-
lange die zugeordnete Bedingung erfulltist:
den Zugang der Entitat zum digitalen Ver-
mogenswert erweitern, einer anderen Enti-
tat den Zugang zum digitalen Vermdgens-
wert gewahren und/oder den Zugang der
Entitdt zum digitalen Vermdgenswert
einschranken;

Empfangen, Uber die Kommunikations-
schnittstelle, einer vorgeschlagenen Block-
chain-Aktualisierung, die einen neuen
Block einschlief3t, der das zweite Zugangs-
kriterium vorgibt;

Auswerten der vorgeschlagenen Block-
chain-Aktualisierung gemaR einem Kon-
sens-Mechanismus und

nach dem Ermitteln, dass die vorgeschla-
gene Blockchain-Aktualisierung den Kon-
sens-Mechanismus erflllt, Eingliedern
des neuen Blocks in die Blockchain, wobei
die Blockchain sowohl den speziellen Block
aufrechterhalt, der das erste Zugangskrite-
rium vorgibt, als auch den neuen Block, der
das zweite Zugangskriterium vorgibt.

Computervorrichtung nach Anspruch 1, wobei der
Konsens-Mechanismus ein Proof-of-work-Mecha-
nismus ist.

Computervorrichtung nach Anspruch 1, wobei der
Konsens-Mechanismus ein Proof-of-stake-Mecha-
nismus ist.

Computervorrichtung nach Anspruch 1, wobei das
Ubermitteln der Anfrage das Erzeugen eines neuen
Blocks umfasst, der das zweite Zugangskriterium
vorgibt, sowie das Ubermitteln des neuen Blocks
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an die Vielzahl von Computervorrichtungen zu sei-
ner Eingliederung in die Blockchain.

5. Computervorrichtung nach Anspruch 1, wobei an-
dere Blécke aus der Vielzahl von Bldcken, welche
die Blockchain bilden, intelligente Kontrakte festle-
gen, einschlief3lich anderen Entitaten gewahrter Zu-
gangskriterien flir den digitalen Vermogenswert.

6. Computervorrichtung nach Anspruch 1, wobei an-
dere Blocke aus der Vielzahl von Bldcken, welche
die Blockchain bilden, intelligente Kontrakte festle-
gen, einschliellich der Entitat gewahrter Zugangs-
kriterien fir andere digitale Vermdgenswerte.

7. Computervorrichtung nach Anspruch 1, wobei die
Bedingung erfllt ist, wenn ein begrenzter Zeitraum
ablauft.

8. Computervorrichtung nach Anspruch 1, wobei die
Bedingung erfiillt ist, wenn eine Zahlung uberfallig
ist.

Revendications
1. Dispositif de calcul (700) comprenant :

une interface de communications (710) configu-
rée pour coupler en communication le dispositif
de calcul (700) a une pluralité d’autres disposi-
tifs informatiques (100B, 100C) sur un réseau
(104), la pluralité de dispositifs informatiques
conservant collectivement une chaine de blocs
(200) ;

une machine de stockage (704) portant une
pluralité de blocs (202A, 202B, 202C) compre-
nant la chaine de blocs (200), un bloc particulier
(400) de la pluralité définissant un contrat intel-
ligent (402) comportant : (i) un premier critére
d’accés (404A) attribué a une entité pour un bien
numeérique, et (ii) une ou plusieurs fonctions
(406) qui, quand une condition associée est
satisfaite, font passer le premier critére d’acces
(404A) a un second critere d’acces (404B), la
condition étant satisfaite quand une ou plusieurs
variables ont des valeurs spécifiées ; et

une machine logique (704) configurée pour :

recevoir une valeur actuelle d’'une variable
(408) ;

déterminer que la valeur actuelle de la va-
riable (408) répond a la condition associée ;
et

d’'aprés la ou les fonctions (406), transmet-
tre une demande (504) a la pluralité de
dispositifs informatiques pour mettre a jour
le premier critére d’accés (404A) sur le se-
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cond critére d’acces (404B) ;

dans lequel, quand la condition associée
est satisfaite, le contrat intelligent réalise
au moins l'une des opérations suivantes :
I'expansion de I'accés au bien numérique
par I'entité ; Iattribution de I'accés au bien
numériqgue a une autre entité ; et la
contrainte d’acces au bien numérique par
I'entité ;

via l'interface de communication, recevoir
une mise a jour proposée a la chaine de
blocs, qui comporte un nouveau bloc défi-
nissant le second critére d’accés ;

évaluer la mise a jour proposée vers la
chaine de blocs selon un mécanisme de
consensus ; et

apres détermination de la conformité de la
mise a jour proposée avec le mécanisme de
consensus, incorporer le nouveau bloc a la
chaine de blocs, la chaine de blocs conser-
vantle bloc particulier définissant le premier
critére d’accés et le nouveau bloc définis-
sant le second critére d’acces.

Dispositif de calcul selon la revendication 1, le mé-
canisme de consensus étant un mécanisme prou-
vant le travail.

Dispositif de calcul selon la revendication 1, le mé-
canisme de consensus étant un mécanisme prou-
vant I'enjeu.

Dispositif de calcul selon la revendication 1, la trans-
mission de la demande comportant la génération
d’'un nouveau bloc qui définit le second critére d’ac-
ces et la transmission du nouveau bloc a la pluralité
de dispositifs informatiques pour les incorporer a la
chaine de blocs.

Dispositif de calcul selon larevendication 1, d’autres
blocs de la pluralité de blocs comprenant la chaine
de blocs définissant des contrats intelligents
comportant des critéres d’accés a d’autres entités
pour le bien numérique.

Dispositif de calcul selon la revendication 1, d’autres
blocs de la pluralité de blocs comprenant la chaine
de blocs définissant des contrats intelligents
comportant des criteres d’acces attribués a I'entité
pour d’autres biens numériques.

Dispositif de calcul selon la revendication 1, la condi-
tion étant satisfaite a I'expiration d’une durée limitée.

Dispositif de calcul selon la revendication 1, la condi-
tion étant satisfaite au dépassement d’'un délai de
paiement.
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