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INTERSYSTEM SINGLE SIGN-ON

RELATED APPLICATIONS

This application claims benefit of an earlier filing date of Chinese patent

application, Application No. 2006100655583, filed March 22, 2006, entitled "SYSTEMS

AND METHODS FOR INTERSYSTEM SINGLE SIGN-ON".

BACKGROUND

This disclosure relates generally to computer and internet technologies, and

particularly to systems and methods for intersystem Single Sign-On (SSO).

Many internet-based applications require the user to carry out a series of steps

crossing multiple systems that collaborate with each other yet each remains independent.

For example, in internet commerce applications, a consumer may select a product to

purchase on a seller's website, but need to make a payment through another website that

belongs to a payment service provider. This procedure is particularly common in

consumer-to-consumer (C2C) electronic commerce applications, in which the seller may

not be equipped to receive electronic payment, or has not established a reputation to be

trusted for making a direct payment. In internet auctions, for example, the buyer makes a

purchase selection at a C2C website (auction site), but instead of paying directly to the

seller, the buyer often prefers to make a payment through a payment website of a third-

party service provider, which may be known for its secure, reliable and convenient

instant electronic payment. In this example, the C2C website and the third party

payment website are two independent websites maintained by two independent

companies, each having its own user ID domain and ID verification mechanism. To

complete the purchase transaction, the buyer may have to logon twice, once in the C2C



website and another in the third party payment website. From the user (buyer) point of

view, however, it is usually desirable to have a smooth and simplified shopping

experience without having to sign on two different websites during a single purchase

transaction. Under such circumstances, it is desirable to have a Single Sign-On (SSO)

mechanism that is convenient, fast and secure.

SSO refers to a logon environment in which a user only needs to enter user ID

information once for ID verification, and thereupon can automatically sign on to multiple

systems or application programs that require user ID verification. The one-time entry of

user ID information is done in one of the multiple systems or application programs. The

user is not required to enter user ID information again by the other systems or application

programs.

Conventional SSO methods and systems are based on two basic software and

hardware components: (1) a centralized user administration system for maintaining a

universal user view; and (2) a common user ID verification system for conducting

unified user ID verification. A user first signs on at the common user ID verification

system using a universal user ID, and thereby obtains an authorized token to prove their

ID to the participating systems. As the user requests to visit a participating system

within the same user ID administrative domain, the authorized token is included in the

user's logon request as a hidden "password". The target participating system inquires the

common user ID verification system to verify the validity of the token, and determines

whether the user ID is valid based on the results of the inquiry.

FIG. 1 illustrates an example of the conventional SSO method and system. The

procedure for a single sign-on according to the method and system in FIG. 1 is described

as follows:



At step one, a user (not shown) makes an initial request through user browser 100

to application system 110 for accessing a certain resource therein. Upon finding that the

user does not have an authorized ID token, application system 110 redirects the user to

common ID verification and authorization system 120 for ID verification. The common

ID verification and authorization system 120 utilizes a common user ID library 130 for

user ID administration.

At step two, the user passes ID verification process at the common ID

verification and authorization system 120 and receives an authorized ID token.

At step three, the user is redirected by the common ID verification and

authorization system 120 to application system 110, and sends the authorized ID token to

application system 110.

At step four, application system 110 sends the authorized ID token to the

common ID verification and authorization system 120 to verify the validity of the ID

token. If the ID token is verified to be valid, application system 110 allows the user to

access the requested resource; if not, application system 110 denies access by the user.

As illustrated, the conventional SSO method requires a common ID verification

and authorization system shared by multiple application systems, and further requires a

common user ID library. With multiple application systems hosted at diverse websites

that use various administrative systems, establishing a common user ID library and

common ID verification and authorization system poses difficulties in both

administration strategies and technical implementations. Representative examples of

such difficulties include:

1. Different websites have different user groups. These user groups each

constitute a set. These sets may intersect with each other but usually are not identical to



each other. As a result, it is difficult to combine and unify different user groups into a

common user ID library.

2 . Different websites have their own unique strategy and procedure for user

registration and administration. Requiring different websites to convert their systems to

a common user ID administrative system for universal user registration and

administration is often incompatible with business requirements.

3 . Although the common user ID library is shared by multiple systems, each

system may need to upgrade independently. As a result, it is difficult to establish a

consensus with regard to the standard to be used, and further difficult to determine which

system should have the primacy in establishing and maintaining the common user ID

library.

4 . On the internet, ID tokens are usually communicated using cookies, which

generally require that all website systems of the same SSO logon domain belong to the

same network domain. Although possible, establishing SSO across different network

domains requires a very complicated procedure.

5 . The common user ID verification system is a centralized session management

unit and is typically prone to single point faults and performance bottleneck problems.

Solving such problems may require costly and complicated cluster technology,

significantly increasing the cost for constructing and maintaining the system.

6 . Considerable modification and renovation of the present system may be

necessary in order to change multiple discrete user ID verification and administration

systems into a common user ID verification and administration system. This not only

increases the cost, but also adds a great deal of risk.

For the foregoing reasons, there exist a significant need for an improved SSO

method and system.



Page left intentionally blank



SUMMARY

Single Sign-On (SSO) techniques using a distributed model of user ID

management, instead of a conventional centralized model, are described. The

intersystem Single Sign-On is made possible by using a user ID mapping concept to map

user IDs of multiple systems.

According to one aspect, a method for Single Sign-On between a first system and

a second system is provided. The first system obtains a user's ID information associated

with the first system. The first system then obtains the user' s ID information associated

with the second system from the user's ID information associated with the first system

according to an intersystem user ID mapping relationship, and sends the user's ID

information associated with the second system to the second system. Upon receiving the

user's ID information, the second system allows the user to be signed on the second

system.

In one embodiment, the user ID information communicated between the systems

is encrypted using digital signature techniques. For example, the first system creates a

signature attached to the user's ID information associated with the second system, and

sends the signature along with the user's ID information associated with the second

system to the second system. The second system verifies the user ID information by

examining the signature received. In one exemplary application, the user is first signed

on the first system. The second system allows the user to be signed on the second

system if the user's ID information is verified. The first system may request the user to

sign on to verify the user's ID if the user is not already signed on the first system.

The first system may be configured to create the signature upon receiving an

indication that the user intends to sign on the second system. The indication may either



be a logon request initiated by the user in the first system, or a logon request redirected

to the first system by the second system.

In one embodiment of the method, the first system indicates to the second system

that the user is from the first system. The second system may use this knowledge to

refine, for example limit, the privileges of the user when signed on the second system.

The signature may be a cryptographic digital signature encrypted by the first

system. Accordingly, the second system decrypts the cryptographic digital signature to

validate the signature. Encryption and decryption may be done using any suitable

cryptographic techniques such as public-key encryption and private-key encryption.

Hashing technique may also be used. For example, the first system may create a hash

from at least part of the user ID information associated with the second system before

sending the user ID information to the second system.

In one embodiment, the first system timestamps the signature and/or the user's ID

information associated with the second system before sending the signature and/or the

user's ID information to be second system. The second system validates the signature

and/or the user's ID information by checking the time-stamping information. For

example, the time-stamping information may be checked by comparing a present

stamped time with a previous stamped time associated with the same user. The signature

and/or the user's ID information are validated only if the present stamped time is

subsequent to the previous stamped time. The second system may keep a log record of

the signatures and the user' s ID information received.

According to another aspect, a system is provided for verifying intersystem user

sign-on. The system has a data storage and an ID verification device for verifying the ID

of a user requesting logon using user information stored in the data storage. The system

further has user ID mapping data stored in the data storage. The user ID mapping data



defines a mapping relationship between the user ID information associated with the

present system and user ID information associated with a partner system. The system is

adapted for obtaining the user ID information associated with the partner system from

the user ID information associated with the system using the matching relationship.

In one embodiment, the system has a signature generator for generating a

signature attached to the user ID information associated with the partner system. The

signature generator may use an encryption algorithm.

According to another aspect, a system for verifying intersystem user sign-on has

a data storage storing user ID information associated with the present system and an ID

verification device for verifying a user ID using the user ID information stored in the

data storage. The system further has a signature verification device for decrypting a

signature attached to a user ID received from a partner system and verifying the user ID

received from the partner system by checking the user ID information stored in the data

storage. The system may allow the user to logon upon a successful verification of the

signature by the signature verification device. In one embodiment, the system further

has a user privilege controller for limiting privileges of the user's session according to

the user' s logon manner.

Unlike the conventional SSO methods and systems, the techniques described in

the present disclosure use a distributed user management model instead of a centralized

one. Using the intersystem ID mapping concept, a straightforward user ID mapping

table may be constructed to coordinate user ID information associated with different

systems. Digital signature technology can be used for enhanced security. Both user ID

mapping and digital signature technology are simple extensions of existing systems and

do not require fundamental changes of the existing user ID verification systems. A large

collaborative system including multiple independent systems may be built based on



mutual trust relationships without requiring each system to significantly modify itself or

surrender its independence.

Other features and advantages of the described techniques will become more

readily understandable from the following detailed description and figures.



BRIEF DESCRIPTION OF THE FIGURES

The detailed description is described with reference to the accompanying figures.

In the figures, the left-most digit(s) of a reference number identifies the figure in which

the reference number first appears. The use of the same reference numbers in different

figures indicates similar or identical items.

FIG. 1 illustrates an example of a conventional SSO method and system.

FIG. 2 is a diagrammatic illustration of an exemplary system to accomplish

Single Sign-On in an internet electronic commerce.

FIG. 3 is a flow diagram illustrating an exemplary Single Sign-On process.

FIG. 4 is a flow diagram illustrating exemplary Single Sign-On process in which

Website B decides when to request Website A to sign user ID information.



DETAILED DESCRIPTION

As will be demonstrated in the following representative embodiments, the

techniques described herein move away from the centralized model for user ID

administration found in the existing Single Sign-On (SSO) methods, and introduce a

distributed model for user ID administration. The design addresses the problems of

high-level technical complexity and administrative difficulties.

According to one aspect of the disclosure, a method is provided for intersystem

Single Sign-On using intersystem user ID mapping to map user IDs of multiple systems.

Separate partner systems, each of which may be an independent website such as a C2C

website or payment website, are allowed to keep their own user IDs and user ID

administrative system, and not required to be conformed to a common user ID library

and a common user ID administrative system.

Because the user IDs associated with different systems may be different even for

the same user, the present disclosure introduces an intersystem user ID mapping

technique to coordinate among the different systems. Mapping defines a matching

correspondence between the IDs of the same user associated with different systems.

Each ID of a certain user may have basic attributes such as a username and password,

which may be different in different systems, but may also include other attributes such as

birth date, address, and preferences. Mapping may be done in any suitable manner but

preferably should allow the system to identify each user uniquely, and to allow each

user's ID information associated with one system to be identified based on the

knowledge of the user' s ID information associated with another system.

FIG. 2 is a diagrammatic illustration of an exemplary system 200 to accomplish

Single Sign-On in an internet electronic commerce in accordance with the present

disclosure. As shown in FIG. 2, User C tries to conduct through user browser 210 an



internet transaction involving two partner systems, which are represented by Website A

and Website B. Single Sign-On is accomplished between Website A and Website B.

Website A and Website B are two independent websites on the internet. They may be

located anywhere on the internet, and may belong to two different domains—Network

Domain A and Network Domain B—but may also belong to the same network domain.

Website A has its own user group, which is defined by user library 224 stored in

data storage 220. Website B also has its own user group, which is defined by user library

234 stored in data storage 230. Data storages 220 and 230 may each be a single storage

device or a complex storage system.

Website A further has ID verification device 221 for verifying ID of a user

requesting logon. The verification process utilizes the user ID information in user library

224 stored in data storage 220. The user is allowed to access a requested resource on

Website A if the user's ID has been verified.

Website A further has user ID mapping data 226 stored in data storage 220. The

user ID mapping data 226 defines mapping relationships between user ID information

associated with Website A and user ID information associated with Website B. The user

ID mapping data 226 enables Website A to obtain the user ID information associated

with Website B from the same user's ID information associated with Website A.

Website A further has ID signature generator 222 for generating a signature

attached to the user ID information associated with Website B. ID signature generator

222 and ID verification device 221 may be embodied either in two separate units or a

single unit.

Website B also has ID verification device 231 for verifying a user ID using the

user ID information in user library 234 stored in data storage 230. Website B further

includes signature verification device 232 for decrypting the signature attached to the



user ID information received from Website A. ID verification device 231 and ID

signature verification device 232 may be embodied either in two separate units or a

single unit.

Signature decryption is used for verifying the authenticity and integrity of the

user ID received from Website A. A user may be allowed to access a requested resource

on Website B if the user's ID has been verified.

In an exemplary application, Website A and Website B establish a partnership for

electronic commerce. The partnership allows Website A and Website B to exchange

user information and accordingly collect user ID mapping data 226, which may be in the

form of a mapping table. User C is a customer of both Website A and Website B.

Typically, User C may have become a customer of Website A and Website B separately

and independently. The same User C may have different user ID information (e.g., a

different username or password) associated with Website A and Website B. For

example, if User C s ID associated with Website A is CA and User C s ID associated

with Website B is CB, user ID mapping data 226 (such as a mapping table) would

contain an entry indicating a mapping relationship between CA and CB as CA CB,

meaning that the user whose ID on Website A is CA has an ID CB on Website B. When

properly constructed, user ID mapping data 226 would allow Website A to uniquely

identify each user, and to allow each user's ID information associated Website B to be

identified based on the knowledge of the same user's ID information associated with

Website A.

The matched ID information may comprise attributes such as a logon username

and a password, but may include additional attributes, varying from system to system.

Furthermore, additional information used for verification of the user ID, and for

controlling and limiting of user privileges may also be attached to user ID information.



In an exemplary process, Website A obtains User C s ID information associated

with Website A when User C signs on to Website A through user browser 210. With

proper use of ID mapping data 226, Website A obtains User C s ID information

associated with Website B from the same User C s ID information associated with

Website A. Website A then sends the user's ID information associated with Website B

to Website B. Upon receiving the user's ID information, the second system may allow

User C to be signed on if the received ID information is satisfactory.

The user ID information communicated between Website A and Website B may

be encrypted using digital signature techniques in order to have security. Website A has

ID signature generator 222 for this purpose. For example, after User C has successfully

signed on Website A, which has then determined User C s ID information associated

with Website A and Website B to be CA and CB, respectively, ID signature generator

222 may digitally sign the user ID information CB before sending it to Website B. Any

suitable cryptographic technique may be used for generating a signature for digitally

signing user ID information CB. Generally, a signature algorithm needs to be agreed

upon by both Website A and Website B in order to coordinate encryption in Website A

and decryption in Website B. One example of a suitable signature algorithm is public-

key signature algorithm, with which Website A may sign user ID information using its

private key, and allow Website B to decrypt the signature using the public-key matching

the private key of Website A.

The digital signature generated by ID signature generator 222 at Website A is

attached to the user's ID information CB associated with the second system. The digital

signature and ID information CB are then both sent to Website B to request logon to

Website B.



Website B receives logon request from Website A and detects that the logon

request contains a signature that needs to be verified. Website B has ID signature

verifier 232 for this purpose. ID signature verifier 232 decrypts the signature and

verifies the validity, such as authenticity and integrity, of the signature and the user's ID

information received. If the signature and the user's ID information pass the validity

test, Website B determines the ID of User C from the ID information sent by Website A.

Website B may accept CB as User C s valid ID associated with Website B, and

accordingly establish a proper role and a session for User C.

If the signature and the ID information fail to pass the validity test, Website B

shall deny the logon request by User C. In some cases, even if the signature and the ID

information may pass the validity test, the particular user ID CB may still not be allowed

logon due to certain additional restrictions implemented at Website B. For example, the

particular user ID CB may have expired, or otherwise carries a wrong status, or is found

to be in a blacklist maintained by Website B. Under such circumstances, Website B may

still deny User C s logon request.

Website B further has privilege controller 233 to control the privileges given to

User C as a visitor to access resources on Website B. Usually, a user with a certain user

ID has an inherent set of privileges prescribed when the user ID is created. However,

sometimes it is desirable to further control the privileges of a user depending on the

manner the user is requesting logon. For example, a user who is directly logging on

Website B may be given its inherent privileges, while a user who is redirected from

another website (e.g., Website A in the present example), may be given fewer privileges.

To determine the inherent privileges of a user requesting logon, privilege controller 233

may inquire user library 234 stored on data storage 230. To determine the logging

manner of a user, privilege controller 233 may consult with the logon request



information (included with the signature and the user ID) sent from Website A.

Alternatively, privilege controller 232 may also consult with session information

recorded on Website B which contains information for the user's logon manner. Session

information is usually recorded in a log file on Website B after User C has signed on and

established a session.

In an exemplary application, Website A is a C2C website and Website B is a

payment website. When User C signs on to Website B (payment website) through a

Single Sign-On process initiated at Website A (C2C website), privilege controller 233

may restrict the privileges of User C s present session such that User C may only

conduct payment transactions related to Website A and not conduct payment transactions

related to other websites during the present session. In general, payment websites have

more heightened securities than C2C websites. Using privilege controller 233 helps to

achieve a better partnership having a proper balance between security and convenience.

For instance, with proper privilege control, even if the user ID information (such as a

username, and a password or security code) associated with the C2C website is stolen or

otherwise compromised, only transactions between the user and the C2C website would

be affected.

As illustrated above, Single Sign-On between Website A and Website B is

enabled by user ID mapping data and further secured by a digital ID signature technique.

The signature algorithm used for digital ID signature is an important component for

providing security in Single Sign-On in accordance with the present disclosure.

Preferably, the signature algorithm should satisfy the following aspects of security

requirements:



(1) Authenticity, which is to verify that the information (including the signature,

the signed user ID information associated with Website B, and other additional signed

information) was indeed sent by Website A.

(2) Integrity, which is to verify that the signature and the ID information have not

been tampered by unauthorized party after the ID information has been signed.

(3) Non-Repudiation, which is to guarantee that other than Website A, no one

else, including Website B and any other third party, could have created the effective

signature on record. With a proper non-repudiation measure, in case where dispute

arises over the question of validity and security, Website A would not be able to deny

that it is the creator of the signature on record.

(4) Anti-Replay, which is to guarantee that the ID signature can only be

effectively used once. Once used, an ID signature will no longer be valid and therefore

cannot be used again. This is to prevent a third party eavesdropper from stealing the user

ID signature and reapplying the signature to gain logon access to Website B.

One exemplary technique to accomplish the above-described security measures

(authenticity, integrity and non-repudiation) is public-key digital signature algorithm. To

use this algorithm, Website A and Website B agree in advance on a pair of public-key

and private key. The private key is kept by Website A in secrecy from other entities

including Website B. The public-key that matches the private key is made public, and in

particular known to Website B. In actual application, ID signature generator 222 in

Website A applies the public-key digital signature algorithm and signs the user ID

information associated with Website B using the private key. Upon receiving the signed

user ID, ID signature verifier 232 of Website B decrypts the received signature using the

public-key according to the same public-key digital signature algorithm. This

encryption-decryption procedure provides a basis for verifying the authenticity and



integrity of the ID signature signed by Website A. At the same time, Website B records

the verified ID signature in a session log to provide a non-repudiation measure. With the

recorded session log, Website A is prevented from denying having executed the recorded

ID signature in case a dispute arises.

One exemplary technique to prevent replaying is using timestamping. The user

ID communicated from Website A to Website B can be timed stamped, and the logon

request may also include information indicating that the user ID is time stamped and

needs to be checked and verified by the recipient system Website B. In a preferable

embodiment, timestamping is implemented as an integral part of the signing procedure of

a digital signature. For example, the digital signature algorithm chosen for creating the

signature may require that a timestamp be attached to the ID information to be signed at

Website A, and that the timestamp and the ID information be signed together. This

guarantees the authenticity and integrity of both the ID information and the timestamping

information. At Website B, decrypting the signature verifies the authenticity and

integrity of both the ID information and the timestamping information at the same time.

The timestamping information may be used for anti-replay in various ways. The

following are two examples.

1. At Website B, as ID signature verifier 232 verifies the ID signature received

from Website A, it compares the timestamp of the present ID signature with the

timestamp of the previous ID signature of the same user (User C) sent from Website A.

Because consecutive logon requests by the same user are always incremental in time, a

replay attempt may be detected if the present timestamp is either older than the previous

timestamp or identical to the previous timestamp. Upon such detection, the ID signature

verification fails and Website B denies access by User C.



If User C is visiting Website B the first time, the timestamp may need to be

accepted without comparing to a previous timestamp, but there is no risk of replay in this

special situation as the signature and the user ID information are being applied the first

time. If User C is making a genuine legitimate repeating visit, the present signature and

the previous signature would have been created separately with different, unique and

consecutive timestamps. Using this technique, once User C makes a genuine visit with a

certain signature, the same signature effectively expires. This technique requires that

Website B keeps a log record of all logon requests including the additional attached

information such as timestamps.

2 . Website A and Website B agree on a time limit of the validity of a signature

after its creation. For example, Website A and Website B may have agreed that the

signature is valid only for one minute after it has been created. Upon receiving the

signature, Website B compares the timestamp of the signature and the present time (real

clock time) to determine whether the signature is still valid. Using this technique, in any

event where a signature is stolen or leaked, its validity is limited to one minute only. The

consequence of a security breach is therefore minimized. In practice, it may be

preferable for Website A to send signed user ID information immediately upon the

creation of the signature. This may enable Website A and Website B to agree upon an

expiration time limit much shorter than one minute.

The above two techniques for using timestamping information are not exclusive

to each other. They may be combined in practice. For example, the first technique, if

used alone, could be compromised in an event where the signature created at Website A

was stolen or leaked before it was ever communicated to Website B. In this case,

Website B would not have a proper record of the timestamps of User C, and a perpetrator

in possession of the stolen or leaked signature could pass the timestamp test. A



combination of both the first technique and the second technique described above,

however, may solve the problem because a stolen or leaked signature is likely not to be

applied until a considerable amount of time has elapsed.

Signature algorithms that can be used for signature creation and verification are

not limited to public-key signature algorithms such as Digital Signature Algorithm

(DSA). Various techniques are available, and may be chosen to best suit the needs of the

partner websites. For example, if Website A and Website B has a sufficient level of

mutual trust, there may not require a mechanism for non-repudiation. In this case,

Website A may use a private-key algorithm to encrypt user ID information and

timestamping information, and send a ciphertext (cryptographic text string) to Website B

to guarantee authenticity, integrity and anti-replay.

Alternatively, an even simpler algorithm such as hash algorithm SHAl (Secure

Hash Algorithm, version 1.0) or MD5 (Message Digest, version 5), may be used for

signing the ID information and the timestamping information. With a hash algorithm, a

seed chosen and agreed upon by both parties (Website A and Website B) may be used to

prevent a third party from creating an effective signature for user ID information.

FIG. 3 is a flow diagram illustrating an exemplary Single Sign-On process in

accordance with the present disclosure. The process is illustrated as a collection of

blocks in a logical flow graph, which represent a sequence of operations that can be

implemented in hardware, software, or a combination thereof. In the context of software,

the blocks represent computer-executable instructions that, when executed by one or

more processors, perform the recited operations. Generally, computer-executable

instructions include routines, programs, objects, components, data structures, and the like

that perform particular functions or implement particular abstract data types. The order

in which the operations are described is not intended to be construed as a limitation, and



any number of the described blocks can be combined in any order and/or in parallel to

implement the process. For discussion purposes, the process is described with reference

to the system 200 of FIG. 2

In this example, the user first signs on to Website A. Website A initiates the

process of generating a user ID signature to accomplish automatic logon to Website B.

The exemplary Single Sign-On process is described below in blocks.

At block 300, User C requests logon to Website A and enters ID information

(such as username and password) for ID verification.

At block 301, ID verification device 221 of Website A reads user ID information

from user library 224 stored on data storage 220 and verifies the user ID information

provided by User C.

At block 302, User C is allowed to access resources on Website A upon

successful user ID verification.

At block 303, Website A determines User C s ID information associated with

Website B and generates user ID signature based on user ID information. In some cases,

before User C s ID information is determined and signed, a mechanism might be

employed that permits Website A to detect whether User C should sign on at Website B.

This may be done either automatically or upon receiving an explicit instruction by User

C. For example, Website A may automatically detect that User C intends to sign on

Website B if User C has requested a resource on Website A which requires service or

support from Website B.

User C s ID information associated with Website B is determined using the user

ID mapping data 226 stored on data storage 220 at Website A. For example, if the user

ID mapping data 226 comprises a Website A/Website B (A/B) mapping table, ID

signature generator 222 may obtain User C s ID information associated with Website B



by reading the mapping table. ID signature generator 222 then uses the agreed-upon

signature algorithm to sign User C s ID information associated with Website B and other

additional information (such as timestamping information). ID signature generator 222

further attaches the ID signature to the logon request for Website B.

At block 304, Website A directs the logon request including user ID signature to

Website B. In the logon request, Website A may further label User C as being coming

from Website A. Such labeling may be in the form of a different subdomain name or an

additional attached parameter.

At block 305, Website B determines whether the user ID signature received from

Website A is valid. This is accomplished by ID signature verifier 232 which uses the

agreed-upon signature algorithm to decrypt the signature. If the user ID signature is

invalid, Website B denies User C s logon request. If the user ID signature is valid, the

process proceeds to the next step 306.

At block 306, having decided that the user ID signature from Website A is valid,

Website B determines that User C has already signed on the trusted Website A and

therefore should be given permission to log on Website B as well. Accordingly, Website

B establishes a session for User C to allow User C to access the requested resource on

Website B. The session is established according to the user ID information associated

with Website B which is identified from the user ID information received from Website

A. Website B may further record user ID signature in a session log, which may be used

for other purposes such as timestamp comparison for future logon request.

At block 307, Website B checks the status of User C and determines its privileges

for the established session. This is accomplished by privilege controller 233. If it is

found that the particular User C does not have the privilege to assess the specific

requested resource, Website B denies User C s request, despite a valid user ID of User C.



If it is found that the particular User C has the privilege to access the specific requested

resource, Website B allows such access.

It is appreciated that the above steps may be combined into fewer steps or further

expanded into more steps to accomplish the same or similar goal. For example, step 306

and step 307 may be carried out at the same time as a single step.

The above-described Single Sign-On process may be a onetime exercise for an

unclosed session involving multiple requests or multiple transactions by the same User

C. Once User C and Website B has established a valid session, User C may choose to

continue the session and directly access authorized resources on Website B without

having to return to Website A to repeat the above described Single Sign-On process. A

continuous session may include repeated accesses to the original resource accessed or

new accesses to the other authorized resources.

In the above exemplary embodiment, Website A initiates the signature process.

It should be noted that a signature needs not to be generated every time when User C

requests logon to Website B. The method in accordance with the present disclosure may

be designed in a way that Website A is required to sign user ID information only when a

new signature is necessary. For example, instead of having Website A initiating on its

own a signature process every time when User C tries to visit Website B from Website

A, Website A may take this action only when it receives from Website B a request for

sending signed user ID information. This design will avoid unnecessary repetition and

redundancy of signature generation and verification. Because executing a signature

algorithm takes an appreciable amount of computation resources, reducing the number of

such executions may save a considerable amount of operating cost. In addition, fewer

incidences of signature generation and verification also results in less record-keeping and

lower risks of signature leaking.



FIG. 4 is a flow diagram illustrating exemplary Single Sign-On process in which

Website B decides when to request Website A to sign user ID information. The

exemplary process is described in blocks below.

At block 400, User C requests logon to Website B to access a certain resource.

This may be initiated by User C at Website B directly, but in the illustrated example

where Website A is a C2C site while Website B is a payment site, it is more likely that

the request for logon is directed to Website B from Website A. In this case, the logon

request may identify User C as being coming from Website A. Such identification may

comprise either a different subdomain name, or an additional parameter in the logon

request information.

At block 401, Website B determines whether User C has already signed on

Website B, either directly or indirectly from website be through a Single Sign-On

process. If User C has already signed on Website B, the process skips steps of signature

generation and verification and jumps to step 407 where Website B determines User C s

privileges for accessing the requested resource. If User C has not signed on Website B,

the process proceeds to step 402.

At block 402, Website B redirects User C s logon request to Website A. The

request includes a parameter to identify a need for Website A to send the ID information

of User C to Website B. If the ID information is secured by a signature, the request may

include a parameter to identify a need for Website A to securely sign the ID information

to be sent to Website B. If necessary, the request may also identify the particular

resource or resources on Website B User C is requesting to access.

At block 403, ID signature generator 222 on Website A reads from user ID

mapping data 226 User C s user ID information associated with Website B and generates

user ID signature over the user ID information using the signature algorithm agreed upon



by Website A and Website B. The user ID signature may also cover additional

information such as timestamping information. Preferably, Website A may check

whether User C has already signed on Website A at the beginning of step 403. If User C

has not already signed on Website A, Website A generally should request User C to sign

on Website A first before executing step 403. In this case, a regular logon process takes

place in which username and password may be requested and verified by ID verification

device 221.

At block 404, Website A attaches the newly generated user ID signature to the

logon request and redirects logon request including user ID signature to Website B.

At block 405, ID signature verifier 232 of Website B verifies the validity of the

ID signature by decrypting the ID signature using the signature algorithm agreed upon by

Website A and Website B. If the ID signature is invalid, Website B denies User C access

to the requested resource. If the ID signature is valid, the process proceeds to step 406.

At block 406, having decided that the user ID signature from Website A is valid,

Website B determines that User C has already signed on the trusted Website A and

establishes a session for User C to allow User C to access the requested resource on

Website B. The session is established according to the user ID information associated

with Website B received from Website A. Website B may further record user ID

signature in a session log, which may be used for other purposes such as timestamp

comparison for future logon requests.

At block 407, privilege controller 233 of Website B checks the status of User C

and determines its privileges for the established session. If User C is found to have no

privilege to assess the specific requested resource, Website B denies User C s request. If

User C is found to have the privilege to access the requested resource, Website B allows

such access.



The above techniques may be implemented with the help of one or more

computer-readable media containing computer-executable instructions. The computer-

executable instructions enable the processor to perform an intersystem single sign-on

(SSO) procedure in accordance with the techniques described herein. It is appreciated

that the computer readable media may be any of the suitable memory devices for storing

computer data. Such memory devices include, but not limited to, hard disks, flash

memory devices, optical data storages, and floppy disks. Furthermore, the computer

readable media containing the computer-executable instructions may consist of

component(s) in a local system or components distributed over a network of multiple

remote systems. The data of the computer-ex-complete instructions may either be

delivered in a tangible physical memory device or transmitted electronically.

As illustrated herein, the present disclosure proposes a distributed model for

Single Sign-On by introducing an intersystem user ID mapping concept. The distributed

model avoids some of the management risks and technical risks inherent with

conventional centralized model of Single Sign-On methods. Partner systems (e.g.,

Website A and Website B in the exemplary embodiments) remain their independence,

while the user ID mapping component between the partner systems is flexible and may

be constructed, modified or removed easily according to the actual need at the time.

With the distributed model, the ID signature generator and the ID signature

verifier establish a mutually trusted intersystem (e.g., inter-website) Single Sign-On

mechanism without having to use a centralized user ID verification system, thus avoiding

potential performance bottleneck and single point fault problems caused by centralized

user ID verification systems. The ID signature generator and the ID signature verifier in

accordance with the present disclosure are simple extensions of the existing websites. In

contrast to centralized ID verification systems, the techniques described in the present



disclosure do not require significant modification of the original ID verification system

of the existing websites. This helps to relieve the problems of high operating cost and

high risk of the conventional Single Sign-On methods.

Security features are also a simple extension of the existing systems. A suitable

signature algorithm can be readily chosen and implemented by the parties to guarantee

authenticity, integrity, non-repudiation and anti-replay of the Single Sign-On process.

The level of security can satisfy the most stringent security requirement of the websites

conducting electronic commerce. The Single Sign-On procedure in accordance with the

present disclosure may be optimized to minimize the occurrences of signature generation

and verification, thus achieving the design goals of speediness and convenience.

It is appreciated that although the exemplary embodiments are illustrated using

two partner websites Website A and Website B, the techniques described in the present

disclosure are not limited to this type of applications. For example, in addition to

establishing a website A/B user ID mapping table with Website B, Website A may also

establish a website A/C user ID mapping table with Website C. Likewise, Website B

may also establish a website B/C user ID mapping table with Website C. That is,

Website C may establish partner relationship with multiple websites. In addition,

Website B may also establish a website B/A user ID mapping table to conduct

transactions that are reverse of the transactions conducted using the website A/B user ID

mapping table as described herein. Regardless of the complexity of the implementation

and the number of parties involved, two websites that have established a user ID

mapping table may conduct transactions in the same manner as described herein.

Furthermore, although the exemplary embodiments are illustrated using websites

in the context of electronic commerce, the techniques described in the present disclosure

are not limited to this type of applications. The techniques may be applied in any



network systems and communication systems such as instant messaging systems where

at least one of the partner systems requires user ID verification to access a resource in the

system.

It should be noted that the term "user ID signature" used herein refers to a

signature signed over, or attached to, certain user ID information, and does not suggest

that the signature is to be signed by the owner of a user ID. In the exemplary

embodiments discussed herein, for example, it is preferable that the first system (e.g.,

Website A) signs the user ID information of a user (User C), instead of having the user

himself to sign the user ID information.

The above description, including the specification and drawings, is illustrative

and not restrictive. Many variations of the techniques will become apparent to those of

skill in the art upon review of this disclosure. Various features and aspects of the above-

described disclosure may be used individually or jointly. Further, the present disclosure

can be utilized in any number of environments and applications beyond those described

herein without departing from the broader spirit and scope of the specification. The

scope of the disclosure should, therefore, be determined not with reference to the above

description, but instead should be determined with reference to the appended claims

along with their full scope of equivalents.



CLAIMS

The invention claimed is:

1. A method for intersystem single sign-on (SSO), the method comprising:

obtaining a user's ID information associated with a first system;

in the first system, obtaining the user's ID information associated with a second

system from the user's ID information associated with the first system

according to a user ID mapping relationship between the first system and the

second system; and

sending the user's ID information associated with the second system to the second

system.

2 . The method as recited in claim 1, further comprising:

in the first system, creating a signature attached to the user' s ID information

associated with the second system, and sending the signature along with the

user' s ID information associated with the second system to the second

system; and

in the second system, verifying the user's ID information by examining the

signature received.

3 . The method as recited in claim 2, wherein the user is first signed on the first system,

the method further comprising:

in the second system, allowing the user to be signed on the second system if the

user' s ID information is verified.



4 . The method as recited in claim 2 wherein creating the signature takes place upon

receiving an indication that the user intends to sign on the second system.

5 . The method as recited in claim 2 wherein creating the signature takes place upon

receiving a logon request redirected to the first system by the second system,

6 . The method as recited in claim 5, further comprising:

redirecting the logon request back to the second system upon creating the signature.

7 . The method as recited in claim 1 wherein the user is first signed on the first system,

the method further comprising:

in the second system, allowing the user to be signed on the second system after

receiving the user's ID information associated with the second system.

8. The method as recited in claim 1, further comprising:

in the first system, requesting the user to sign on to verify the user's ID if the user

is not already signed on the first system.

9 . The method as recited in claim 1, further comprising:

indicating to the second system that the user is being redirected from the first

system.

10. A method for intersystem single sign-on (SSO), the method comprising:

in a first system, obtaining a user's ID information associated with a first system;



in the first system, obtaining the user's ID information associated with a second

system from the user's ID information associated with the first system

according to a user ID mapping relationship between the first system and the

second system;

in the first system, creating a signature attached to the user' s ID information

associated with the second system; and

sending the signature along with the user's ID information associated with the

second system to the second system.

11. The method as recited in claim 10 wherein the signature comprises a cryptographic

digital signature.

12. The method as recited in claim 11, further comprising:

in the second system, decrypting the cryptographic digital signature to validate the

signature.

13. The method as recited in claim 11, further comprising:

in the second system, verifying the user' s ID information associated with the

second system by decrypting the cryptographic digital signature received, and

allowing the user to be signed on the second system if the user's ID

information is verified.

14. The method as recited in claim 10, further comprising:



in the first system, time-stamping the signature or the user's ID information

associated with the second system before sending the signature or the user's

ID information to the second system; and

in the second system, validating the signature or the user's ID information by

checking time-stamping information.

15. The method as recited in claim 14, wherein checking time-stamping information

comprises comparing a present stamped time with a previous stamped time associated

with the same user.

16. The method as recited in claim 10, wherein creating the signature comprises

encrypting a text string using public-key encryption or private-key encryption.

17. The method as recited in claim 10, wherein creating the signature comprises hashing

a digital content to generate a hash text string.

18. The method as recited in claim 17 wherein the digital content comprises at least a

part of the user' s ID information associated with the second system.

19. The method as recited in claim 10, further comprising:

in the second system, verifying the user' s ID information associated with the

second system by examining the signature received;

allowing the user to be signed on the second system if the user's ID information is

verified; and

restricting the privileges of the user signed on the second system.



20. The method as recited in claim 10, further comprising:

in the second system, verifying the user' s ID information associated with the

second system by examining the signature received;

allowing the user to be signed on the second system and establishing a session for

the user if the user' s ID information is verified; and

keeping a log record of at least some of the user's logon and session information.

21. One or more computer readable media containing computer-executable instructions

to enable an intersystem single sign-on (SSO) procedure, the procedure comprising:

in a first system, obtaining a user's ID information associated with a first system;

in the first system, obtaining the user's ID information associated with a second

system from the user' s ID information associated with the first system

according to a user ID mapping relationship between the first system and the

second system;

in the first system, creating a signature attached to the user' s ID information

associated with the second system; and

sending the signature along with the user's ID information associated with the

second system to the second system.

22. The computer readable media as recited in claim 2 1 wherein the signature comprises

a cryptographic digital signature.

23. A system for verifying intersystem user sign-on, the system comprising:



a data storage containing a user ID library and user ID mapping data, which user ID

matching data defines a mapping relationship between user ID information

associated with the said system and user ID information associated with a

partner system; and

an ID verification device in communication with the data storage, wherein the ID

verification device uses the user ID library stored in the data storage to verify

ID of a user requesting logon and to determine the user's ID information

associated with the said system, and wherein the said system uses the user ID

matching data to determine the user's ID information associated with the

partner system from the user's ID information associated with the said system.

24. The system as recited in claim 23, further comprising a signature generator for

generating a signature attached to the user ID information associated with the partner

system.

25. The system as recited in claim 24, wherein the signature generator comprises a

encryption algorithm.

26. A system for verifying intersystem user sign-on, the system comprising:

a data storage to store user ID information associated with the said system;

a signature verification device to decrypt a signature attached to a user's ID

information received from a partner system; and

an ID verification device to verify the user's ID information received from the

partner system using the user ID information stored in the data storage.



27. The system as recited in claim 26 wherein the system allows the user to logon upon

a successful verification of the signature by the signature verification device.

28. The system as recited in claim 27 further comprising a user privilege controller for

limiting privileges of the user according to the user' s logon manner.











International application No.
INTERNATIONAL SEARCH REPORT

PCT/IB2007/051018

A . CLASSIFICATION OF SUBJECT MATTER

H04L9/32 (2006.01) i

According to International Patent Classification (IPC) or to both national classification and JPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC: H04L, H04Q

Documentation searched other than minimum documentation to the extent that such documents arc included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNPAT, CNKI, WPI, EPODOC, PAJs intersystem, single, sign?on, signed, order, ED, identify+, tim<

stamp, mapping, signature, send, sent.

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A CN15 14394A(INT BUSINESS MACHINES CORP) 21 JuI. 2004 (21.07.2004) 1-28
see the whole document

A CNl 322094A(LUCENT TECHNOLOGIES INC) 14 Nov. 2001 (14.11.2001) see 1-28
the whole document

A CN1604547A (HUAWEI TECH CO LTD) 06 Apr. 2005 (06.04.2005) see the 1-28
whole document

A US6438369B1 (NORTELNETWORKS LTD) 20 Aug. 2002 (20.08.2002) see 1-28

the whole document

□ Further documents are listed in the continuation of Box C. See patent family annex.

Special categories of cited documents: "T" later document published after the international filing date
Or priority date and not in conflict with the application but

"A'' document defining the genera] state of the art which is not cited to understand the principle or theory underlying the
considered to be of particular relevance invention

"E" earlier application or patent but published on or after the < VX" document of particular relevance; the claimed invention

international filing date cannot be considered novel or cannot be considered to involve
an inventive step when the document is taken alone

"L" document which may throw doubts on priority claim (S) or
"Y" document of particular relevance; the claimed invention

which is cited to establish the publication date of another
cannot be considered to involve an inventive step when the

citation or other special reason (as specified) document is combined with one or more other such
"O" document referring to an oral disclosure, use, exhibition or documents, such combination being obvious to a person

other means skilled in the art

"P" document published prior to the international filing date " "document member of the same patent family

bnt later than the priority date claimed

Date of the actual completion of the international search Ϊ Jate of mailing of the international search report

22 Aug. 2007(22.08.2007) 06 Sep. 2007 (06.09.2007)

lame and mailing address of the ISA/CN Authorized officer
Tie State Intellectual Property Office, the P.R.Chtna
Xituchcng Rd., Jimen Bridge, Haidian District, Beijing, China LI,Zhenhua

00088 Telephone No. (86-10)62084559
'acsiroile No. 86-10-62019451

Form PCT/ISA/^IO (second sheet) (April 2007)



.
Information on patent family members

PCT/IB2007/051018

Patent Documents referred Publication Date Patent Family Publication Date
in the Report

CN1514394A 21.07.2004 US2004128383A1 01.07.2004

CN1322094A 14.11.2001 EP1150529A1 31.10.2001

AU3890801A 01.11.2001

CA2338892A1 28.10.2001

JP2002027525A 25.01.2002

KR20010098938A 08.11.2001

BRPI0101478A 07.01.2003

CN1604547A 20.04.2005 NONE

US6438369B1 20.08.2002 US6058309A 02.05.2000

US6363251B 26.03.2002

Form PCT/TSA/210 (patent family annex) (April 2007)


	front-page
	description
	claims
	drawings
	wo-search-report

