0 2021/027982 A 1|0 K01 OO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
18 February 2021 (18.02.2021)

(10) International Publication Number

WO 2021/027982 Al

WIPO I PCT

(51) International Patent Classification:
Ho04L 9/32 (2006.01) GO6F 21/64 (2013.01)
Ho04L 29/06 (2006.01)

(21) International Application Number:
PCT/CZ2020/050053

(22) International Filing Date:
08 August 2020 (08.08.2020)

TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

in black and white; the international application as filed
contained color or greyscale and is available for download
Jfiom PATENTSCOPE

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
19191320.1 12 August 2019 (12.08.2019) EP

(71) Applicant: ADUCID S.R.O. [CZ/CZ]; Videnska 204/125,
61900 Brmo (CZ).

(72) Inventors: RIHAK, Miroslav; Brezinova 1361/14, 61600
Brno (CZ). NEUMANN, Libor; Brdickova 1910/23, 15500
Praha 5 (CZ).

(74) Agent: HARTVICHOVA, Katerina, Harber IP s.r.o,
Dukelskych hrdinu 567/52, 17000 Praha 7 (CZ).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL,CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, IT, JO, JP, KE, KG, KH, KN,
KP, KR, KW,KZ, LA, LC,LK,LR,LS,LU,LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW,
SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US,UZ, VC, VN, WS, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE,LR, LS, MW, MZ, NA,RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,

(54) Title: SYSTEM AND METHOD FOR ELECTRONIC SIGNATURE CREATION AND MANAGEMENT FOR LONG-TERM
ARCHIVED DOCUMENTS

(57) Abstract: The present invention provides a system and method for electronic signature creation and management. The system
contains - an electronic signature managing authority having means for authentication of users, means for generating electronic signature
creation data and issuing certificates, means for creating time stamps, and a database of electronic signatures and time stamps, wherein
the means for generating electronic signature creation data and issuing certificates are configured to generate single-use electronic
signature creation data and certificate and to delete the electronic signature creation data after signing one document or message, and
wherein the means for creating time stamps are configured to generate a time stamp immediately after the signing of one document or
message and before deletion of the electronic signature creation data used to sign the document or message, and optionally to create a
new time stamp before the expiry of validity of any time stamp in the database, - an identity verification authority having means for
authentication of users, means for identity proofing of users, and - an archive provider has a database for storing the signed documents
or messages.



10

15

20

25

30

35

WO 2021/027982 PCT/CZ2020/050053
1

System and method for electronic signature creation and management for long-term archived

documents
Field of Art
The present invention relates to a system and method for electronic signature creation and
for management of long-term archived documents, the said system having a significantly

increased security.

Background Art

An electronic signature is a mathematical scheme for verifying the authenticity of
digital/electronic messages or documents. It allows to validate the sender as well as the
integrity of the message or document contents.

Typically, an electronic signature scheme includes three steps: issuing of a signature
creation data and a signature certificate for the user (most commonly based on a private key
contained in the signature creation data and a corresponding public key contained in the
signature certificate), signing (producing an electronic signature), and signature verification.
Each step is carried out by a corresponding algorithm. Suitable algorithms are known in the
art. The signing step often includes the sub-steps of calculating a hash value of the document
or message content and encrypting the hash value by the private key to create the electronic
signature. The signature verification step usually involves decrypting the electronic signature
by the public key included in the certificate and calculating the hash of the original message
or document — if the calculated hash values are the same, the message or document is
authentic and has not been tampered with.

The data necessary for creating the electronic signature (or “signature creation data”) and a
signature certificate are issued by a certification authority, and are usually stored by the user
in the user’s computer or on a dedicated piece of hardware, such as chip cards or USB
tokens. The document to be signed is usually located in the user’s computer memory and
the signing step is performed with the piece of hardware connected to the computer, said
piece of hardware carrying the private key corresponding to the signature creation data.

The certification authority is an authority which is entrusted with generating signature creation
data compliant with technical standards and legal requirements. The signature creation data
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have a limited validity, or they can be revoked. Often, after expiry of the validity of the
signature creation data, it is not possible to verify the signed documents any longer.

The problem of verification of the signature after the expiry of the signature creation data has
been addressed by introduction of a time stamp. A time stamp is a mechanism allowing to
prove the integrity of data, verifying that the data existed in a specific moment and has not
been altered since that moment. The time stamp is provided by a trusted third party, which
is usually referred to as a time stamping authority. There are existing technical standards for
the time stamps, such as the standard RFC 3161. The time stamp is derived from the original
message or document or from its hash, from its electronic signature and from the time
information. The derivation may include, for example, creation of a hash value. The time
stamp is usually hashed and encrypted by the private key of the time stamping authority. The
time stamp should be created only when the original electronic signature or the previous time
stamp is valid. Thus, the integrity and authenticity of the original document and its signature
can be verified by means of a time stamp long after the the original electronic signature
creation data have lost their validity (e.g., by expiry or revocation).

When signed documents are archived, the default procedure is to create a new time stamp
just before the expiry of the previous time stamp or of the electronic signature, and this new
time stamp is added to the document stored in the archive. During the archivation period,
new versions of the document with new time stamps are added to the archive or replace the

previous versions of the document in the archive.

It is also known to use time stamps for the archiving purposes, the time stamps being stored
and managed separately from the original document.

There exists also a so-called remote signature — this technology is also called “generating or
managing electronic signature creation data on behalf of the signatory”. In the remote
signature system, an electronic signature managing authority (also called “qualified trust
service provider’) manages the electronic signature resources for the users and creates
electronic signatures on behalf of the users. In this case, the user is typically remotely
authenticated to the electronic signature managing authority and the electronic signature
managing authority is responsible for using the correct electronic signature creation data for
the respective authenticated user.
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In this case, the electronic signature managing authority typically manages a large number
of electronic signature creation data and thus assembles a valuable asset database that
needs to be safely protected. The protection is demanding and costly, as it includes the need
to guarantee the availability of electronic signature creation data even in emergencies such
as equipment failure while ensuring high security, thus preventing unauthorized persons from
gaining access to or obtaining a copy of electronic signature creation data. To do this, special
technical arrangements with high security (HSMs) in redundant configurations and complex

spatial and personnel security measures are often used.

The known and above described systems and procedures have a number of disadvantages.
They either require complex management from users and authorities, such as care for
individual electronic identity media, renewal of electronic signature certificates, rewriting or
supplementing archives of long-term archived documents. Organizational, competency and
technical complications arise in situations where the administrator of long-term archived
electronically signed documents wishes to use the services of an archive management

service provider. The present invention aims at overcoming these disadvantages.

Disclosure of the Invention

The present invention provides a system and method for electronic signature creation and
management, suitable for long-term archived documents. The system and method of the
invention are based on the remote signature paradigm, and provide a high security for the

electronic signature users.

The system contains an electronic signature managing authority (or “qualified trust service
provider”), an identity verification authority, and an archive provider. The electronic signature
managing authority, the identity verification authority, and the archive provider may be
separate entities or sub-systems, or they may form one or two entities or one or two sub-
systems. E.g., in some embodiments, the electronic signature managing authority and the
identity verification authority may form one entity or one sub-system, and the archive provider
may be a separate entity or a separate sub-system. In other embodiments, the electronic
signature managing authority and the archive provider may form one entity or one sub-
system, and the identity verification authority may be a separate entity or a separate sub-

system.
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The electronic signature managing authority has means for generating electronic signature
creation data and issuing certificates, means for creating time stamps, and a database of
electronic signatures and time stamps, wherein the means for generating electronic signature
creation data and issuing certificates are configured to generate single-use electronic
signature creation data and certificate and to delete the electronic signature creation data
and optionally to revoke the electronic signature certificate after signing one document or
message, and wherein the means for creating time stamps are configured to generate a time
stamp immediately after the signing of one document or message and before deletion of the
electronic signature creation data used to sign the document or message, and optionally to
create a new time stamp before the expiry of validity of any time stamp in the database. The
electronic signature managing authority further has means for authentication of users; and
may optionally also have means for verifying electronic signatures and time stamps. The
electronic signature managing authority is configured to contain the electronic signature
creation data only in operational memory or in a hardware security module of the electronic

signature managing authority.

The identity verification authority has means for authentication of users and means for
identity proofing of users.

The archive provider has a database for storing the documents or messages, optionally
together with electronic signatures and time stamps. The archive provider may be a server
or a database system.

The method of the present invention uses the system as described above, and contains the
following steps:

- the electronic signature managing authority receives a request to sign a document or
message from a user, and the electronic signature managing authority and the identity
verification authority perform the authentication of the user;

- the identity verification autority provides to the electronic signature managing authority user
identity data of the user;

- the electronic signature managing authority generates an electronic signature creation data
and signature certificate;

- the electronic signature managing authority signs the document using the generated

electronic signature creation data, thus producing an electronic signature;
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- the electronic signature managing authority creates a time stamp for the produced
electronic signature, and then deletes the electronic signature creation data (including the
private key);

- the electronic signature managing authority transmits the signed document or message to
the archive provider, optionally together with the electronic signature and the time stamp;

- the electronic signature managing authority saves the electronic signature and the time
stamp, while the archive provider saves the signed document or message, optionally
together with the electronic signature and the time stamp,

- optionally the electronic signature managing authority creates a new time stamp before the
expiry of validity of the time stamp, saves the new time stamp, and optionally transmits the

new time stamp to the archive provider.

Preferably, the electronic signature managing authority creates a time stamp for the
produced electronic signature, and immediately afterwards deletes the electronic signature
creation data (including the private key). The term “immediately afterwards” means that there
are no intervening steps, i.e., no additional steps in between creating the time stamp and
deleting the electronic signature creation data.

The need to create a new time stamp based on the previous time stamp is dependent on the
validity period of the time stamps and on the archiving period of the documents or messages.
If the archiving period is shorter than the validity period of the time stamps, it is not necessary
to create new time stamps. On the contrary, if the archiving period is longer than the validity
period of the time stamps, it is necessary to create a new time stamp for each time stamp
before its expiry, in order to allow the verification of authenticity and integrity of the

documents or messages.

The new time stamp is created by the electronic signature managing authority on the basis
of the electronic signature and the valid time stamp which are stored in the database of the
electronic signature managing authority. The previous (no longer valid) time stamps can be
used for creating the new time stamp, in addition to the electronic signature and the valid
time stamp. Alternatively, the new time stamp may be created by the electronic signature
managing authority in cooperation with the archive provider, on the basis of the electronic
signature and the valid time stamp stored in the database of the electronic signature
managing authority and the signed document or message stored in the database of the

archive provider.
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The archive provider may or may not store all versions of the signed document or message
with new time stamps or modify the originally saved document or message by a new time

stamp.

The use of a single-use electronic signature creation data, which are used to sign only one
document or message, significantly increases the security of the system. Even if an attacker
could obtain the electronic signature creation data within the short time it exists, it is only
destined for one use. Furthermore, there is no need to store electronic signature creation
data and to take protective measures to ensure sufficient security of such database, as the
electronic signature creation data are created for the single use and then deleted (or
removed, destroyed) from the system. The electronic signature creation data are not saved
or stored anywhere on a permanent medium during the process (at any moment between
their issuing and their deletion or revocation, they only exist in operational memory or in a
hardware security module (HSM) and then they are removed from the operational memory
or HSM). The electronic signature creation data are not stored anywhere in the system after
they are used for the creation of one electronic signature, neither outside the system, and
there are no back-up copies of electronic signature creation data.

The electronic signature managing authority stores the electronic signatures and the time
stamps, but does not manage and store the archived documents or messages. Only the
archive provider stores the archived documents or messages, but the archive provider
preferably does not store the electronic signatures and time stamps. This further increases
the security of the system and supports the guarantee of the authenticity and integrity of the
documents provided by the system.

The electronic signatures and the time stamps are stored by the electronic signature
managing authority, only in some embodiments the electronic signatures and the time
stamps can optionally additionally be stored by the archive provider.

The creation of an electronic signature creation data with sufficient cryptographic parameters
is usually very demanding in terms of computing power and time. Considering that for each
operation of signing a document or a message, a new electronic signature creation data must
be generated, this could limit the capacity of the service or increase the technical
requirements imposed on the hardware and software equipment of the electronic signature
managing authority and thus increase the costs of the service. This potential issue can be
overcome by generating cryptographic elements for electronic signature creation data at the
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time when the electronic signature managing authority has a free (i.e., not fully used up)
computing capacity. Such cryptographic elements are not final electronic signature creation
data, but represent the electronic signature creation data elements which are most
demanding in terms of computing power necessary for their creation. The generated
cryptographic elements for electronic signature creation data are stored solely in the
operational memory or hardware security module of the electronic signature managing
authority computer. They are never stored on any external memory media. The said
cryptographic elements may then be used for generating electronic signature creation data
when needed, for example when the number of requests for signing a document or a

message exceeds the available computing power.

For the purpose of authentication, each user may be provided with electronic identity means
which are then used by the identity verification authority (in cooperation with the electronic
signature managing authority) for authenticating the user after receiving the request for
signing a document. Means and methods for creating electronic identity means (also often
referred to as authentication factors, such as user names, passwords, local factors, biometric
factors, etc.) and for authentication of users by means of such electronic identity means are

known in the art.

The identity verification authority and the electronic signature managing authority
authenticate the user when the user requests signing of a document. To this end, a secure
channel is usually created between the two authorities, through which the user identity data
needed for generating an electronic signature creation data and signature certificate are
transmitted.

The system and method of the present invention enable the verification of authenticity and
integrity of the signed documents or messages. All necessary data, i.e., the document or
message and the valid time stamp, optionally also previous time stamps and the electronic
signature, are available in the system.

The verification of authenticity and integrity of the signed document or message is usually
performed by known procedures using the original document or message, the electronic
signature, and all time stamps up to a currently valid time stamp. Computer programmes
exist for this purpose, using standard data formats containing the needed data. Such
programmes and standards exist only for some document and message formats. For other

document formats, certified verification providers provide the verification services. However,
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up to now, the user (or any third party) requesting the verification must provide complete
data. In the present invention, the user only needs to provide the original document
(optionally with the electronic signature and the first time stamp), and the remaining data
needed for verification is provided by the electronic signature managing authority, and
optionally archive provider.

The verification of authenticity and integrity of the signed document or message according
to the present invention may in some embodiments be carried out so that the signed
document or message is an entry of the verification process and the verification process then
uses the valid time stamp and optionally the previous time stamps and the electronic
signature stored in the database of the electronic signature managing authority. In these
embodiments, the user (or any third party) requests the verification by entering the original
document or message (i.e., the document or message which was subject to signing), and
optionally also the electronic signature with the first time stamp, the first time stamp being
the stamp which was generated immediately after signing. The electronic signature
managing authority then provides all the remaining time stamps (as well as the electronic
signature if not provided as part of the entry data) from its database. The verification can
then be performed by verification means of the electronic signature managing authority.
Alternatively, the electronic signature managing authority may create a data file in a standard
format for verification, and the verification may be performed by a third party.

In some embodiments, the verification of authenticity and integrity of the signed document or
message may be perfomed by a third party which obtains from the archive provider and from
the electronic signature managing authority, respectively, the signed document or message
and the valid time stamp and optionally the previous time stamps and the electronic

signature.

Definitions:

Means for authentication of users are means configured for performing the verification of the
identity of the user and/or of his authentication means. Methods and algorithms for
verification are well known and are usually based on verification whether the user or his
authentication means possess an information which is available only to the authorized user
or the authorized authentication means. Electronic identity means may be used for the

authentication of users.
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Authentication means are means which are possessed by the respective user and are used
for connecting to the electronic signature managing authority, for requesting the signing of
the message or document, and for authentication of the user. Authentication means may
include a computer, a mobile phone, a tablet, a smart watch, a smart card, an authentication

calculator, an authentication token, hardware one-time password generator.

Means for identity proofing of users are means configured to verify the physical identity of
the user and/or his authentication means, typically using a personal document such as an ID
card or a unique production number of the authentication means. Systems, methods and
algorithms for identity proofing are well known. Most typically, identity proofing is carried out
by an employee of the electronic signature managing authority or by a specialized service
provider carrying out the identity proofing externally for the electronic signature managing
authority, based on visual comparison of the user with his photograph on his ID card.
Knowledge-based identity proofing systems and dynamic knowledge-based identity proofing
systems are also available, which are based on knowledge of information that can be
available only to the rightful user. Furthermore, remote identity proofing systems are
available on the market. The means for identity proofing of users present in the system of
the invention may also be configured to securely take over the identity proofing information
from third parties. Typically, the user and/or his authentication means have to undergo
identity proofing only once, and then again only when personal information of the user is
changed, or when the authentication device is replaced.

Means for creating time stamps are means configured to create a time stamp using known
protocols and algorithms. For example, some algorithms include creating a hash of the
message or document, at least one previous time stamp or electronic signature, and time
information, and encrypting the hash using a private key possessed by the electronic
signature managing authority. Other known algorithms of creating time stamps may be used.

The electronic signature managing authority may be a server or a computer system.

The electronic signature may be an encrypted hash value generated using the electronic
signature creation data. The electronic signature creation data and certificate in this invention
are single-use electronic signature creation data and certificate, i.e., they are generated with
a very limited validity period (in the order of seconds or minutes). The signature creation data
are deleted immediately after a single use for signing a document or a message and after
the creation of the electronic signature. The signature creation data (or electronic signature
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creation data) typically are or contain the private key of a private/public key data pair. The
signature certificate typically contains the public key of the private/public key data pair. The
signature certificate may or may not be revoked after the single use for signing a document
or a message. It is preferred that the signature certificate is not revoked, as the revocation
increases the technical requirements for the system, e.g., requires entry to the list of revoked
certificates. It is practically more convenient if the signature certificate is merely left to expire.
A signature certificate principally cannot be used to create an electronic signature on its own,
without the accompanying electronic signature creation data (which are deleted immediately
after the single use for signing a document or a message).

The users are typically natural persons or legal persons who need to sign documents
electronically and to archive them.

The user identity data are data relating to the physical identity of the user which are used for
creating the electronic signature certificate. They are obtained and verified during the identity
proofing procedure.They can be provided by the identity verification authority to the electronic
signature managing authority each time an electronic signature certificate is created. This
avoids the need for the user to undergo a separate identity proofing procedure each time
when an electronic signature creation data and an electronic signature certificate are created

and a document is signed.

Example of carrying out the Invention

A user having a mobile phone as an authentication means undergoes identity proofing at the
identity verification authority. The identity proofing typically includes a personal visit of the
user in an office of the identity verification authority where the identity of the user and/or of
his authentication means is verified. The level of the identity proofing must comply with the
requirements necessary for issuing an electronic signature creation data. However, no
electronic signature creation data are issued to the user.

When the user needs to sign a document by an electronic signature, he sends a request to
the electronic signature managing authority. The electronic signature managing authority and
the identity verification authority authenticate the user and/or his authentication device, and
the identity verification authority provides to the electronic signature managing authority the
user identity data.

After successful authentications, the electronic signature managing authority creates an
electronic signature creation data, typically a private key, and a public key and issues
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electronic signature certificate. To this end, the electronic signature managing authority uses
user identity data provided by the identity verification authority after authentication of the
user. The electronic signature managing authority uses the electronic signature creation data
to create an electronic signature and a time stamp. Immediately afterwards, the electronic
signature managing authority deletes the electronic signature creation data. The electronic
signature creation data are not saved or stored anywhere on a permanent medium during
the process (at any moment between their issuing and their deletion or revocation, they only
exist in operational memory or HSM and then they are removed from the operational memory
or the HSM).

The signed document is stored with the archive provider. The time stamp, and any further
time stamps created during the time of storage of the document, may optionally be stored
together with the document by the archive provider, and they are always stored separately
by the electronic signature management authority.
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CLAIMS

1. A system for electronic signature creation and management, which contains

- an electronic signature managing authority having means for authentication of users,
means for generating electronic signature creation data and issuing certificates, means for
creating time stamps, and a database of electronic signatures and time stamps, wherein the
means for generating electronic signature creation data and issuing certificates are
configured to generate single-use electronic signature creation data and certificate and to
delete the electronic signature creation data after signing one document or message, and
wherein the means for creating time stamps are configured to generate a time stamp
immediately after the signing of one document or message and before deletion of the
electronic signature creation data used to sign the document or message, and optionally to
create a new time stamp before the expiry of validity of any time stamp in the database,
wherein the electronic signature managing authority is configured to contain the electronic
signature creation data only in operational memory or in a hardware security module of the
electronic signature managing authority;

- an identity verification authority having means for authentication of users, means for identity
proofing of users, and

- an archive provider having a database for storing the signed documents or messages.

2. The system according to claim 1, wherein the electronic signature managing authority

further has means for verifying electronic signatures and time stamps.

3. A method for electronic signature creation and management using the system according
to claims 1 or 2, and containing the following steps:

- the electronic signature managing authority receives a request to sign a document or
message from a user, and the electronic signature managing authority and the identity
verification authority perform the authentication of the user,

- the identity verification autority provides to the electronic signature managing authority user
identity data of the user;

- the electronic signature managing authority generates an electronic signature creation data
and signature certificate;

- the electronic signature managing authority signs the document using the generated
electronic signature creation data, thus producing an electronic signature;

- wherein the electronic signature creation data only exist in operational memory or in a

hardware security module of the electronic signature managing authority;
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- the electronic signature managing authority creates a time stamp for the produced
electronic signature, and then deletes the electronic signature creation data;

- the electronic signature managing authority transmits the signed document or message to
the archive provider, optionally together with the electronic signature and the time stamp;

- the electronic signature managing authority saves the electronic signature and the time
stamp, while the archive provider saves the signed document or message, optionally
together with the electronic signature and the time stamp,

- optionally the electronic signature managing authority creates a new time stamp before the
expiry of validity of the time stamp, saves the new time stamp, and optionally transmits the

new time stamp to the archive provider.

4. The method according to claim 3, wherein the new time stamp is created by the electronic
signhature managing authority on the basis of the electronic signature and the valid time stamp
which are stored in the database of the electronic signature managing authority, optionally
also on the basis of all previous time stamps.

5. The method according to claim 3, wherein the new time stamp is created by the electronic
signature managing authority in cooperation with the archive provider, on the basis of the
electronic signature and the valid time stamp stored in the database of the electronic
signature managing authority and the signed document or message stored in the database
of the archive provider, optionally also on the basis of all previous time stamps.

6. The method according to any one of claims 3 to 5, wherein the electronic signature
managing authority stores the electronic signatures and the time stamps, but does not
manage and store the archived documents or messages; and wherein only the archive
provider stores the archived documents or messages, but the archive provider does not store
the electronic signatures and time stamps.

7. The method according to any one of claims 3 to 6, wherein cryptographic elements for the
electronic signature creation data are generated at the time when the electronic signature
managing authority has a free computing capacity; the generated cryptographic elements for
electronic signature creation data are stored solely in the operational memory or in the
hardware security module of the electronic signature managing authority; and the said
cryptographic elements are then used for generating electronic signature creation data when
needed.
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8. The method according to any one of claims 3 to 7, which further comprises the step of
verification of authenticity and integrity of the signed document or message, in which

- the user or any third party requests the verification by entering the document or message
which was subject to signing, and optionally also the electronic signature with the first time
stamp, the first time stamp being the stamp which was generated immediately after signing;
- the electronic signature managing authority then provides all the remaining time stamps, as
well as the electronic signature if not provided as part of the entry data, from its database;

- the verification is then performed by verification means of the electronic signature managing
authority, or the electronic signature managing authority creates a data file in a standard
format for verification, and the verification may be performed by a third party.
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