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(57) Abstract: A system for generating simulated data is disclosed. The system may determine items of content utilized by a network.
The system may also retrieve one or more data patterns associated with one or more features associated with the content. The system
may also determine a plurality of indices associated with the data patterns. The system may also generate, based on the data patterns
and the plurality of indices, simulated data associated with the content.
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METHODS, APPARATUSES AND COMPUTER PROGRAM PRODUCTS FOR GENERATING
SYNTHETIC DATA
TECHNOLOGICAL FIELD
[0001] Exemplary embodiments of this disclosure relate generally to methods, apparatuses and
computer program products for generating synthetic data associated with content of a system to
facilitate generation of tailored hardware and/or applications.
BACKGROUND
[0002] Currently, some hardware developers may utilize representations of actual system data for
designing applications and/or hardware tailored for usage by the system. In this regard, some existing
systems typically rely on actual system data to observe characteristics that may impact computational
performance for the design of the applications and/or hardware. Although actual system data may
provide high fidelity for application/hardware design, some disadvantages may include reading of the
actual data may be lengthy and laborious and may undesirably constrain processing resources of
computing devices and may not adequately protect privacy associated with the actual data. As such, it
may be beneficial to provide techniques to overcome these drawbacks.
BRIEF SUMMARY

[0003] According to a first aspect of the present invention, there is provided a method
comprising; determining items of content utilized by a network; retrieving one or more data patterns
associated with one or more features associated with the content; determining a plurality of indices
associated with the data patterns; and generating, based on the data patterns and the plurality of
indices, simulated data associated with the content.
[0004] Optionally, the method further comprises: enabling usage of the simulated data to
facilitate generation of at least one item of hardware or at least one application.
[0005] Optionally, the simulated data is associated with one or more characteristics associated
with the content.
[0006] Optionally, the method further comprises: determining one or more memory access
patterns based on the plurality of indices.
[0007] Optionally, determining comprises determining a first frequency of a first set of the
plurality of indices and a second frequency of a second set of the plurality of indices.
[0008] Optionally, the first set of the plurality of indices comprises a quantity of indices above a
predetermined threshold.

Optionally, the second set of the plurality of indices comprises a quantity of indices below a
predetermined threshold.
[0009] Optionally, determining comprises determining at least one length of one or more of the
plurality of indices.
[0010] Optionally, generating the simulated data comprises applying at least one Markov chain
to the first set of the plurality of indices.
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[0011] Optionally, generating the simulated data comprises applying a random permutation
associated with the second set of the plurality of indices to determine another set of indices and
arranging the another set of indices in at least one sequence.

[0012] Optionally, generating the simulated data further comprises; determining at least one
simulated length based on the at least one length.

[0013] According to a further aspect of the present invention there is provided a system
comprising: a device comprising one or more processors; and at least one memory storing
instructions, that when executed by the one or more processors, cause the device to: determine items
of content utilized by a network; retrieve one or more data patterns associated with one or more
features associated with the content; determine a plurality of indices associated with the data patterns;
and generate, based on the data patterns and the plurality of indices, simulated data associated with
the content.

[0014] Optionally, when the one or more processors further execute the instructions, further
causes the device to: enable usage of the simulated data to facilitate generation of at least one item of
hardware or at least one application.

[0015] Optionally, the simulated data is associated with one or more characteristics associated
with the content.

[0016] Optionally, when the one or more processors further execute the instructions, further
causes the device to: determine one or more memory access patterns based on the plurality of indices.
[0017] Optionally, when the one or more processors further execute the instructions, further
causes the device to: determine the plurality of indices by determining a first frequency of a first set of
the plurality of indices and a second frequency of a second set of the plurality of indices.

[0018] Optionally, the first set of the plurality of indices comprises a quantity of indices above a
predetermined threshold.

[0019] Optionally, the second set of the plurality of indices comprises a quantity of indices
below a predetermined threshold.

[0020] According to a further aspect of the present invention, there is provided a computer-readable
medium storing instructions that, when executed, cause: determining items of content utilized by a
network;  retrieving one or more data patterns associated with one or more features associated with
the content; determining a plurality of indices associated with the data patterns; and generating, based
on the data patterns and the plurality of indices, simulated data associated with the content.

[0021] Optionally, the instructions, when executed, further cause: enabling usage of the simulated
data to facilitate generation of at least one item of hardware or at least one application

[0022] Exemplary embodiments may utilize a statistical model to gencrate synthetic data (e.g.,
simulated data) that mimics actual content (also referred to herein as production data) of a system to
accurately capture beneficial characteristics of the content (e.g., network content). As referred to

herein, production data, production data workloads or the like may be data content that a
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system/network observes when the system/network operates for its intended purposes, for example,
operating in a production environment as opposed to test or staging environments. The synthetic data
may be beneficial to design a tuned architecture (e.g., hardware (¢.g., a chip), an application). For
instance, the exemplary embodiments may utilize embedding lookup data patterns to facilitate
generation of synthetic data that may preserve certain statistical characteristics associated with the
actual content corresponding to the system and the synthetic data may be pertinent to the generation
of application(s) and/or hardware designs.

[0023] In some exemplary embodiments, the synthetic data may be provided to one or more
external systems to facilitate the generation of the application(s) and/or hardware. Since the synthetic
data may not be the actual system content, the synthetic data may be more easily sharable with these
external systems for developing the application(s) and/or hardware. The synthetic data may mimic
one or more characteristics/qualities of actual system content and may be utilized for hardware (e.g., a
chip(s)) optimization while minimizing privacy risks since the actual system content may not be
shared with external systems.

[0024] During the generation of the synthetic data, the exemplary embodiments may provide a
mechanism to understand memory access patterns associated with lookup tables (¢.g., embedding
lookup tables) to develop adaptive memory optimizations for the lookup tables. The lookup tables
may be associated with actual content of the system used, in part, to generate the synthetic data.
These memory access patterns may be beneficial for the generation of application(s) and/or hardware
designs that may be tailored for the system.

[0025] In one example embodiment, a method for generating simulated data is provided. The
method may include determining items of content utilized by a network. The method may further
include retrieving one or more data patterns associated with one or more features associated with the
content. The method may further include determining a plurality of indices associated with the data
patterns. The method may further include generating, based on the data patterns and the plurality of
indices, simulated data associated with the content.

[0026] In another example embodiment, a system for generating simulated data is provided. The
system may include a device including one or more processors and a memory including computer
program code instructions. The memory and computer program code instructions are configured to,
with at least one of the processors, cause the device to at least perform operations including
determining items of content utilized by a network. The memory and computer program code are also
configured to, with the processor, cause the device to retrieve one or more data patterns associated
with one or more features associated with the content. The memory and computer program code are
also configured to, with the processor, cause the device to determine a plurality of indices associated
with the data patterns. The memory and computer program code are also configured to, with the
processor, cause the device to generate, based on the data patterns and the plurality of indices,
simulated data associated with the content.

[0027] In yet another example embodiment, a computer program product for generating
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simulated data is provided. The computer program product includes at Ieast one computer-readable
storage medium having computer-executable program code instructions stored therein. The
computer-executable program code instructions may include program code instructions configured to
determine items of content utilized by a network. The computer program product may further include
program code instructions configured to retrieve one or more data patterns associated with one or
more features associated with the content. The computer program product may further include
program code instructions configured to determine a plurality of indices associated with the data
patterns. The computer program product may further include program code instructions configured to
generate, based on the data patterns and the plurality of indices, simulated data associated with the
content.
[0028] Additional advantages will be set forth in part in the description which follows or may be
learned by practice. The advantages will be realized and attained by means of the elements and
combinations particularly pointed out in the appended claims. It is to be understood that both the
foregoing general description and the following detailed description are exemplary and explanatory
only and are not restrictive, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS
[0029] The summary, as well as the following detailed description, is further understood when
read in conjunction with the appended drawings. For the purpose of illustrating the disclosed subject
matter, there are shown in the drawings exemplary embodiments of the disclosed subject matter;
however, the disclosed subject matter is not limited to the specific methods, compositions, and
devices disclosed. In addition, the drawings are not necessarily drawn to scale. In the drawings:
[0030] FIG. 1 is a diagram of an exemplary network environment in accordance with an
exemplary embodiment.
[0031] FIG. 2 is a diagram of an exemplary communication device in accordance with an
exemplary embodiment.
[0032] FIG. 3 is a diagram of an exemplary computing system in accordance with an exemplary
embodiment.
[0033] FIG. 4 is a diagram of an exemplary training and data generation process in accordance
with an exemplary embodiment.
[0034] FIG. 5 is a diagram of an exemplary indices generation process in accordance with an
exemplary embodiment.
[0035] FIG. 6 is a diagram of an exemplary process for generating simulated data in accordance
with an exemplary embodiment.
[0036] The figures depict various embodiments for purposes of illustration only. One skilled in
the art will readily recognize from the following discussion that alternative embodiments of the
structures and methods illustrated herein may be employed without departing from the principles
described herein.

DETAILED DESCRIPTION
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[0037] Some embodiments of the present invention will now be described more fully hereinafter
with reference to the accompanying drawings, in which some, but not all embodiments of the
mvention are shown. Indeed, various embodiments of the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein. Like

27 6

reference numerals refer to like elements throughout. As used herein, the terms “data,” “content,”
“information” and similar terms may be used interchangeably to refer to data capable of being
transmitted, received and/or stored in accordance with embodiments of the invention. Moreover, the
term “exemplary”, as used herein, is not provided to convey any qualitative assessment, but instead
merely to convey an illustration of an example. Thus, use of any such terms should not be taken to
limit the spirit and scope of embodiments of the invention.

[0038] As defined herein a “computer-readable storage medium,” which refers toa non-
transitory, physical or tangible storage medium (e.g., volatile or non-volatile memory device), may be
differentiated from a “computer-readable transmission medium,” which refers to an electromagnetic
signal.

[0039] As referred to herein “synthetic data,” may refer to simulated data associated with a
network in which the simulated data may not be the actual data/content associated with the network
and may for example be a statistical approximation of the actual data. The synthetic data may mimic
ong or more characteristics/qualities of the actual data.

[0040] It is to be understood that the methods and systems described herein are not limited to
specific methods, specific components, or to particular implementations. It is also to be understood
that the terminology used herein is for the purpose of describing particular embodiments only and is
not intended to be limiting.

Exemplary System Architecture

[0041] FIG. 1 illustrates an example network environment 100 associated with a social-
networking system 160 (also referred to herein as network device 160). Network environment 100
(also referred to herein as system 100) includes a user 101, a client system 130, a social-networking
system 160, and a third-party system 170 connected to each other by a network 110. Although FIG. 1
illustrates a particular arrangement of user 101, client system 130, social-networking system 160,
third-party system 170, and network 110, this disclosure contemplates any suitable arrangement of
user 101, client system 130, social-networking system 160, third-party system 170, and network 110.
As an example and not by way of limitation, two or more of client system 130, social-networking
system 160, and third-party system 170 may be connected to each other directly, bypassing network
110. As another example, two or more of client system 130, social-networking system 160, and third-
party system 170 may be physically or logically co-located with each other in whole or in part.
Moreover, although FIG. 1 illustrates a particular number of users 101, client systems 130, social-
networking systems 160, third-party systems 170, and networks 110, this disclosure contemplates any
suitable number of users 101, client systems 130, social-networking systems 160, third-party systems

170, and networks 110. As an example and not by way of limitation, network environment 100 may
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include multiple client systems 130, social-networking systems 160, third-party systems 170, and
networks 110.

[0042] In particular embodiments, user 101 may be an individual (human user), an entity (e.g.,
an enterprise, business, or third-party application), or a group (e.g., of individuals or entities) that
interacts or communicates with or over social-networking system 160. In particular embodiments,
one or more users 101 may use one or more client systems 130 to access, send data to, and receive
data from social-networking system 160 or third-party system 170.

[0043] This disclosure contemplates any suitable network 110. As an example and not by way of
limitation, one or more portions of network 110 may include an ad hoc network, an intranet, an
extranet, a virtual private network (VPN), a local arca network (LAN), a wireless LAN (WLAN), a
wide area network (WAN), a wircless WAN (WWAN), a metropolitan area network (MAN), a
portion of the Internet, a portion of the Public Switched Telephone Network (PSTN), a cellular
telephone network, or a combination of two or more of these. Network 110 may include one or more
networks 110,

[0044] Links 150 may connect client system 130, social-networking system 160, and third-party
system 170 to communication network 110 or to each other. This disclosure contemplates any
suitable links 150. In particular embodiments, one or more links 150 include one or more wireline
(such as for example Digital Subscriber Line (DSL) or Data Over Cable Service Interface
Specification (DOCSIS)), wireless (such as for example Wi-Fi or Worldwide Interoperability for
Microwave Access (WIMAX)), or optical (such as for example Synchronous Optical Network
(SONET) or Synchronous Digital Hierarchy (SDH)) links. In particular embodiments, one or more
links 150 each include an ad hoc network, an intranet, an extranet, a VPN, a LAN, a WLAN, a WAN,
a WWAN, a MAN, a portion of the Internet, a portion of the PSTN, a cellular technology-based
network, a satellite communications technology-based network, another link 150, or a combination of
two or more such links 150. Links 150 need not necessarily be the same throughout network
environment 100, One or more first links 150 may differ in one or more respects from one or more
second links 150.

[0045] In particular embodiments, client system 130 may be an electronic device including
hardware, software, or embedded logic components or a combination of two or more such
components and capable of carrying out the appropriate functionalities implemented or supported by
client system 130. As an example and not by way of limitation, a client system 130 may include a
computer system such as a desktop computer, notebook or laptop computer, netbook, a tablet
computer, e-book reader, global positioning system (GPS) device, camera, personal digital assistant
(PDA), handheld electronic device, cellular telephone, smartphone, augmented/virtual reality device,
other suitable electronic device, or any suitable combination thereof. This disclosure contemplates
any suitable client systems 130. A client system 130 may enable user 101 to access network 110. A
client system 130 may enable its user 101 to communicate with other users 101 at other client systems
130.
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[0046] In particular embodiments, social-networking system 160 may be a network-addressable
computing system that can host an online social network. Social-networking system 160 may
generate, store, receive, and send social-networking data, such as, for example, user-profile data,
concept-profile data, social-graph information, or other suitable data related to the online social
network. Social-networking system 160 may be accessed by the other components of network
environment 100 either directly or via network 110. As an example and not by way of limitation,
client system 130 may access social-networking system 160 using a web browser or a native
application associated with social-networking system 160 (e.g., a mobile social-networking
application, a messaging application, another suitable application, or any combination thereof) either
directly or via network 110. In particular embodiments, social-networking system 160 may include
ong or more servers 162, Each server 162 may be a unitary server or a distributed server spanning
multiple computers or multiple datacenters. Servers 162 may be of various types, such as, for
example and without limitation, web server, news server, mail server, message server, advertising
server, file server, application server, exchange server, database server, proxy server, another server
suitable for performing functions or processes described herein, or any combination thereof. In
particular embodiments, each server 162 may include hardware, software, or embedded logic
components or a combination of two or more such components for carrying out the appropriate
functionalities implemented or supported by server 162. In particular embodiments, social-
networking system 160 may include one or more data stores 164. Data stores 164 may be used to
store various types of information. In particular embodiments, the information stored in data stores
164 may be organized according to specific data structures. In particular embodiments, each data
store 164 may be a relational, columnar, correlation, or other suitable database. Although this
disclosure describes or illustrates particular types of databases, this disclosure contemplates any
suitable types of databases. Particular embodiments may provide interfaces that enable a client
system 130, a social-networking system 160, or a third-party system 170 to manage, retrieve, modify,
add, or delete, the information stored in data store 164.

[0047] In particular embodiments, social-networking system 160 may store one or more social
graphs in one or more data stores 164. In particular embodiments, a social graph may include
multiple nodes—which may include multiple user nodes (each corresponding to a particular user 101)
or multiple concept nodes (each corresponding to a particular concept)—and multiple edges
connecting the nodes. Social-networking system 160 may provide users 101 of the online social
network the ability to communicate and interact with other users 101. In particular embodiments,
users 101 may join the online social network via social-networking system 160 and then add
connections (e.g., relationships) to a number of other users 101 of social-networking system 160 to
whom they want to be connected. Herein, the term “friend” may refer to any other user 101 of social-
networking system 160 with whom a user 101 has formed a connection, association, or relationship
via social-networking system 160,

[0048] In particular embodiments, social-networking system 160 may provide users 101 with the
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ability to take actions on various types of items or objects, supported by social-networking system
160. As an example and not by way of limitation, the items and objects may include groups or social
networks to which users of social-networking system 160 may belong, events or calendar entries in
which a user might be interested, computer-based applications that a user may use, transactions that
allow users to buy or sell items via the service, interactions with images/videos, interactions with
advertisements that a user may perform, or other suitable items or objects. A user may interact with
anything that is capable of being represented in social-networking system 160 or by an external
system of third-party system 170, which is separate from social-networking system 160 and coupled
to social-networking system 160 via a network 110.

[0049] In particular embodiments, social-networking system 160 may be capable of linking a
variety of entitics. As an example and not by way of limitation, social-networking system 160 may
enable users to interact with each other as well as receive content from third-party systems 170 or
other entities, or to allow users to interact with these entities through an application programming
interfaces (API) or other communication channels.

[0050] In particular embodiments, social-networking system 160 also includes user-generated
content objects, which may enhance a user’s interactions with social-networking system 160, User-
generated content may include any data a user (¢.g., user 101) may add, upload, send, or “post” that is
publicly (e.g., not private) available to social-networking system 160. As an example and not by way
of limitation, a user may communicate public posts to social-networking system 160 from a client
system 130, Public posts may include data such as status updates or other textual data, location
information, photos, videos, audio, links, music or other similar data or media that is publicly
available to social-networking-system 160, Content may also be added to social-networking system
160 by a third-party through a “communication channel,” such as a newsfeed or stream.

Exemplary Communication Device

[0051] FIG. 2 illustrates a block diagram of an exemplary hardware/software architecture of a
communication device such as, for example, user equipment (UE) 30. In some exemplary
embodiments, the UE 30 may be any of client systems 130 (also referred to herein as client devices
130). In some exemplary embodiments, the UE 30 may be a computer system such as for example a
cellular telephone, a smartphone, a desktop computer, notebook or laptop computer, netbook, a tablet
computer (¢.¢., a smart tablet), ¢-book reader, global positioning system (GPS) device, camera,
personal digital assistant, handheld electronic device, smart glasses, augmented/virtual reality device,
smart watch, or any other suitable electronic device. As shown in FIG. 2, the UE 30 (also referred to
herein as node 30) may include a processor 32, non-removable memory 44, removable memory 46, a
speaker/microphone 38, a keypad 40, a display, touchpad, and/or indicators 42, a power source 48, a
GPS chipset 50, and other peripherals 52. The power source 48 may be capable of receiving electric
power for supplying clectric power to the UE 30. For example, the power source 48 may include an
alternating current to direct current (AC~t0-DC) converter allowing the power source 48 to be

connected/plugged to an AC electrical receptable and/or Universal Serial Bus (USB) port for
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receiving electric power. The UE 30 may also include one or more cameras 54. In an exemplary
embodiment, the cameras 54 may be smart cameras configured to sense images/videos appearing
within one or more bounding boxes. The one or more cameras 54 may capture on¢ or more
images/videos indicative of a scene (e.g., from a viewpoint of a user). In other words, the one or more
cameras 54 may identify/capture the scene or view which the user sees. The UE 30 may also include
communication circuitry, such as a transceiver 34 and a transmit/receive element 36. It will be
appreciated the UE 30 may include any sub-combination of the foregoing elements while remaining
consistent with an embodiment.

[0052] The processor 32 may be a special purpose processor, a digital signal processor (DSP), a
plurality of microprocessors, one or more microprocessors in association with a DSP core, a
controller, a microcontroller, Application Specific Integrated Circuits (ASICs), Field Programmable
Gate Array (FPGAs) circuits, any other type of integrated circuit (IC), a state machine, and the like.
In general, the processor 32 may execute computer-executable instructions stored in the memory (e.g.,
memory 44 and/or memory 46) of the node 30 in order to perform the various required functions of
the node. For example, the processor 32 may perform signal coding, data processing, power control,
input/output processing, and/or any other functionality that enables the node 30 to operate in a
wireless or wired environment. The processor 32 may run application-layer programs (¢.g., browsers)
and/or radio access-layer (RAN) programs and/or other communications programs. The processor 32
may also perform security operations such as aunthentication, security key agreement, and/or
cryptographic operations, such as at the access-layer and/or application layer for example.

[00S3] The processor 32 is coupled to its communication circuitry (¢.g., transceiver 34 and
transmit/receive element 36). The processor 32, through the execution of computer executable
istructions, may control the communication circuitry in order to cause the node 30 to communicate
with other nodes via the network to which it is connected.

[0054] The transmit/receive element 36 may be configured to transmit signals to, or receive
signals from, other nodes or networking equipment. For example, in an exemplary embodiment, the
transmit/receive element 36 may be an antenna configured to transmit and/or receive radio frequency
(RF) signals. The transmit/receive element 36 may support various networks and air interfaces, such
as wireless local area network (WLAN), wireless personal arca network (WPAN), cellular, and the
like. In yet another exemplary embodiment, the transmit/receive element 36 may be configured to
transmit and/or receive both RF and light signals. It will be appreciated that the transmit/receive
element 36 may be configured to transmit and/or receive any combination of wireless or wired
signals.

[0055] The transceiver 34 may be configured to modulate the signals that are to be transmitted
by the transmit/receive element 36 and to demodulate the signals that are received by the
transmit/receive element 36. As noted above, the node 30 may have multi-mode capabilities. Thus,
the transceiver 34 may include multiple transceivers for enabling the node 30 to communicate via

multiple radio access technologies (RATSs), such as universal terrestrial radio access (UTRA) and
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Institute of Electrical and Electronics Engineers (IEEE 802.11), for example.

[0056] The processor 32 may access information from, and store data in, any type of suitable
memory, such as the non-removable memory 44 and/or the removable memory 46. For example, the
processor 32 may store session context in its memory, as described above. The non-removable
memory 44 may include RAM, ROM, a hard disk, or any other type of memory storage device. The
removable memory 46 may include a subscriber identity module (SIM) card, a memory stick, a secure
digital (SD) memory card, and the like. In other exemplary embodiments, the processor 32 may
access information from, and store data in, memory that is not physically located on the node 30, such
as on a server or a home computer.

[0057] The processor 32 may receive power from the power source 48, and may be configured to
distribute and/or control the power to the other components in the node 30. The power source 48 may
be any suitable device for powering the node 30. For example, the power source 48 may include one
or more dry cell batteries (e.g., nickel-cadmium (NiCd), nickel-zinc (NiZn), nickel metal hydride
(NiMH), lithium-ion (Li-ion), etc.), solar cells, fuel cells, and the like. The processor 32 may also be
coupled to the GPS chipset 50, which may be configured to provide location information (e.g.,
longitude and latitude) regarding the current location of the node 30. It will be appreciated that the
node 30 may acquire location information by way of any suitable location-determination method
while remaining consistent with an exemplary embodiment.

Exemplary Computing System

[0058] FIG. 3 is a block diagram of an exemplary computing system 300. In some exemplary
embodiments, the network device 160 may be a computing system 300. The computing system 300
may comprise a computer or server and may be controlled primarily by computer readable
instructions, which may be in the form of software, wherever, or by whatever means such software is
stored or accessed. Such computer readable instructions may be executed within a processor, such as
central processing unit (CPU) 91, to cause computing system 300 to operate. In many workstations,
servers, and personal computers, central processing unit 91 may be implemented by a single-chip
CPU called a microprocessor. In other machines, the central processing unit 91 may comprise
multiple processors. Coprocessor 81 may be an optional processor, distinct from main CPU 91, that
performs additional functions or assists CPU 91.

[0059] In operation, CPU 91 fetches, decodes, and executes instructions, and transfers
information to and from other resources via the computer’s main data-transfer path, system bus 80.
Such a system bus connects the components in computing system 300 and defines the medium for
data exchange. System bus 80 typically includes data lines for sending data, address lines for sending
addresses, and control lines for sending interrupts and for operating the system bus. An example of
such a system bus 80 is the Peripheral Component Interconnect (PCI) bus. In an exemplary
embodiment, the computing system 300 may include a synthetic data generator module 98 (also
referred to herein as data generator module 98). The synthetic data generator module 98 may simulate

data to obtain synthetic data associated with a network (¢.g., system 100) in which the simulated data
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may not be the actual data associated with the network and may for example be a statistical
approximation of the actual data. The synthetic data may mimic one or more characteristics/qualities
of the actual data. In some exemplary embodiments, the actual data may be associated with
production data which may, for example, be utilized by machine learning models associated with the
network to provide one or more system recommendations.

[0060] Memories coupled to system bus 80 include RAM 82 and ROM 93. Such memories may
include circuitry that allows information to be stored and retrieved. ROMs 93 generally contain
stored data that cannot easily be modified. Data stored in RAM 82 may be read or changed by CPU
91 or other hardware devices. Access to RAM 82 and/or ROM 93 may be controlled by memory
controller 92. Memory controller 92 may provide an address translation function that translates virtual
addresses into physical addresses as instructions are executed. Memory controller 92 may also
provide a memory protection function that isolates processes within the system and isolates system
processes from user processes. Thus, a program running in a first mode may access only memory
mapped by its own process virtual address space; it cannot access memory within another process’s
virtual address space unless memory sharing between the processes has been set up.

[0061] In addition, computing system 300 may contain peripherals controller 83 responsible for
communicating instructions from CPU 91 to peripherals, such as printer 94, keyboard 84, mouse 95,
and disk drive 83.

[0062] Display 86, which is controlled by display controller 96, is used to display visual output
generated by computing system 300. Such visual output may include text, graphics, animated
graphics, and video. Display 86 may be implemented with a cathode-ray tube (CRT)-based video
display, a liquid-crystal display (LCD)-based flat-pancl display, gas plasma-based flat-panel display,
or a touch-panel. Display controller 96 includes electronic components required to generate a video
signal that is sent to display 86.

[0063] Further, computing system 300 may contain communication circuitry, such as for
example a network adaptor 97, that may be used to connect computing system 300 to an external
communications network, such as network 12 of FIG. 2, to enable the computing system 300 to
communicate with other nodes (e.g., UE 30) of the network.

Exemplary System Operation

[0064] The exemplary embodiments may implement machine learning models in which sparse
features may be accessed and evaluated through embeddings. As referred to herein, a feature(s) may
be a property of an entity modeled by machine learning models. For purposes of illustration and not
of limitation, in an instance in which a person is considered as the entity of the machine learning
model, the features may include the person’s height, weight, gender, income, etc. These features may
be either continuous, ¢.g., represented by a number (in this example, height, weight, and income are
continuous features), or categorical, ¢.g., unable to be represented by a number (in this example,
gender is a categorical feature). The categorical features may be represented with numbers by a

technique known as encoding. The encoding technique may list all the possible categories and assign
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a value of 1 to the category that the entity belongs to and a value of 0 otherwise. For instance, in a
gender example, consider three genders (in this order): male, female, non-binary. In this example, a
male entity may be expressed as a triplet (1, 0, 0), in which a triplet is a three dimensional vector; a
female entity may be expressed as a triplet (0, 1, 0); and a non-binary entity may be expressed as a
triplet (0, 0, 1). In an instance in which there is a categorical feature with many categories (e.g., a
categorical feature such as nationality), encoding associated with the categories may provide long
vectors in which many of the values of the vectors are 0. Categories with long vectors having many
values of the vectors being 0 may be known as sparse. Therefore, a sparse feature may be a
categorical feature with many categories such that when encoded, may provide long vectors with
many zeroes, i.¢., 0s (e.g., sparse vectors).

[0065] Sparse features expressed by this method of encoding may be very long, ¢.g., having high
dimensionality. Embedding may be a technique to project these high-dimensional vectors into lower
dimensional spaces to support more efficient machine learning model operations. Referring to the
above gender example, the original encoding involves 3-dimensional vectors (e.g., the triplets).
Embedding may be utilized to project these 3-dimensional vectors onto a 1-dimensional embedding
space (also referred to herein as 1-dimensional embedding vectors), for example, with three 1-
dimensional vectors (1), (2), and (3), representing males, females and non-binary, respectively.
[0066] For purposes of illustration and not of limitation, the type of device that a user(s) may
utilize to access content on a network (e.g., a social network (e.g., social-networking system 160))
may be a sparse feature (for example, because it is categorical/not continuous, €.g., unable to be
represented as a continuous number), and in machine learning models, these device types (e.g., sparse
features) may be represented by a numerical matrix (e.g., a feature table, a lookup data table), where
cach row of the numerical matrix may correspond to a device type (¢.g., an embedding). By
representing sparse data in this manner, the exemplary embodiments may determine what types of
devices, for example, a user(s) utilizes by keeping track of the row indices (¢.g., the rows of the
matrix) of the embeddings, and these indices associated with users may be lookup data patterns of
interest. There may be hundreds of these sparse features considered in each machine learning model,
each having a unique lookup data pattern (e.g., list of indices, indexes), and each of these sparse
features may consist of thousands or millions of embeddings (e.g., depending on the size of the
feature space).

[0067] For purposes of illustration and not of limitation, the unique webpages (¢.g., social
network pages) that a user visited in the past month may include many embeddings. The exemplary
embodiments may provide a mechanism to generate synthetic data lookup patterns for each of the
sparse features and the synthetic data may retain characteristics of the source data (¢.g., actual
data/content of a network).

[0068] By focusing on the lookup patterns in feature tables, the exemplary embodiments may
provide/guide hardware designers (e.g., chip designers) with better techniques for tailoring their

solutions such that network/system (e.g., social-networking system 160) production data workloads
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may run/execute with improved performance (for example, via power efficiency gains, raw
throughput (e.g., bandwidth) improvement, lower latency, etc.). For instance, the lookup data patterns
in feature tables may inform hardware designers (e.g., chip designers) regarding the manner in which
to configure memory hierarchy such that necessary hardware (e.g., chip) real estate may be devoted to
memory storage and data transfer. The distribution of embedding aggregation may also inform
hardware designers (¢.g., chip designers) of the computational load to be expected based on executing
network (e.g., social-networking system 160) production data workloads along with the characteristics
of the production data workloads (¢.g.. bursts of large computations vs. steady stream of medium
computations). In this regard, the exemplary embodiments may capture these two aspects of the
computation load and the characteristics of the production data workloads associated with feature
table data lookup operations.

[0069] In view of the foregoing and as described above, the exemplary embodiments may utilize
a statistical model generated based on actual data (e.g., system data) to capture one or more
characteristics of the actual data which may be beneficial for designing a tuned architecture (c.g., a
hardware item(s), an application(s), etc.). Based in part on the exemplary embodiments determining
frequency rates of indices (e.g., indexes) associated with the actual data, and/or data lookup table
patterns, the exemplary embodiments may influence the manner in which hardware (¢.g., a chip, a
memory (€.g., a cache system)) may be designed. For purposes of illustration and not of limitation,
by determining that system data may require a particular amount of computing for a given
operation(s), this may influence an amount of chip area devoted to computations of a computing
device allowing for improved power consumption and may conserve memory space for storage of
data associated with other operations.

[0070] Referring now to FIG. 4, a diagram illustrating a process for generating
synthetic/simulated data is provided according to an exemplary embodiment. The process may begin
with an apparatus such as for example synthetic data generator module 98 implementing a training
phase. In this regard, at operation 400, the synthetic data generator module 98 may store a plurality of
mput embeddings. For purposes of illustration and not of limitation, the input embeddings may, but
need not, be associated with content such as, for example, production data captured by a network
device (e.g., network device 160). The production data may, but need not, be associated with for
example tracking activities (e.g., accessing of webpages, likes/interactions with content by users (e.g.,
users 101), user device types, content types (¢.g., advertisements, newsfeeds), etc.) occurring within a
system (e.g., system 100). The production data may, but need not, also be associated with types of
content (¢.g., advertisements, multimedia content, etc.). The production data associated with the input
embeddings may be any suitable content captured by a network device based in part on activities
and/or content types that may occur within a system. The synthetic data generator module 98 may
characterize the production data and may generate feature tables associated with different feature
characteristics such as sparse features (e.g., device types as described in an example above) of the

production data.
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[0071] At operation 402, the synthetic data generator module 98 may retrieve lookup data
patterns for each of the features (e.g., sparse features) from the input embeddings associated with the
production data. The synthetic data generator module 98 may extract the lookup data patterns for
ecach of the features (e.g., sparse features) of the input embeddings. As one example, the lookup data
pattern for one feature may be [[1,2,3.4].[1.7].[2].]1.3.5,6],[1,1.2,6]], which may be a nested list. The
i-th inner list may represent the feature table lookups that the i-th output (e.g., data output) is
associated with in the input embeddings associated with this feature (e.g., device type as one
example). Data lookup patterns for a given output may then be aggregated together by the synthetic
data gencrator module 98. As such, the length of the i-th inner list may be utilized by the synthetic
data generator module 98 as a proxy for determining the computational burden of computing the i-th
output. Nested lists, as the lookup data patterns for example, may be determined for all sparse
features associated with the input embeddings. The lengths for the inner lists and the unique number
of indices may be much larger (or smaller) in some examples. In the example above, there may be 5
inner lists of the nested list and each inner list may have a unique number of indices (¢.g., the first
mnner list includes 4 unique indices, which are 1, 2, 3 and 4 corresponding to inner list [1,2,3.4]).
[0072] At operation 404, the synthetic data generator module 98 may identify/determine one or
more rare and/or frequent indices from each of the nested lists. For example, the synthetic generator
module 98 may categorize the indices that are looked up for each of the features into two classes such
as, for example, rare indices and frequent indices. For purposes of illustration and not of limitation,
the rare indices may be indices with appearances below a predetermined threshold. In the previous
example above of the nested list [[1,2,3,4].,[1,7],]2].[1.3,5,6].[1.1,2,6]], the unique indices 4 and 7
may be rare indices since these indices only appeared once (¢.g., below a predetermined threshold).
The synthetic generator data module 98 may determine that the other indices of this nested list (e.g.,
[11,2,3.4],[1,7],]2].[1,3.5,6],]1,1,2.6]]) are frequent indices (e.g., above the predetermined threshold).
For example, unique indices 2 is indicated 3 times in the nested list example above which may be
above a predetermined threshold (e.g., 2, etc.).

[0073] At operation 406, the synthetic generator data module 98 may, for determined frequent
mdices associated with each of the features, generate a Markov chain for the frequent indices. A
Markov chain may be a statistical summary of the order of appearances of the indices. In this regard,
utilizing the nested list example above, the synthetic generator data module 98 may first remove each
of the determined rare indices, which were 4 and 7 in this example. As such, the lookup data pattern
determined by the synthetic generator data module 98 for this Markov chain may be
[11.2,3].[1].12].]1.3.5.6].[1.1,2,6]].

[0074] For cach determined frequent index, the synthetic generator data module 98 may
determine the probability distribution of the next index (unless there is no next index in which case
the Markov chain may end). Consider for example frequent indices 1 in the Markov chain above
which is [[1,2,3].[1].]2].[1,3,5,6].]1,1,2,6]]. In this example, frequent indices 1, is followed by 2 two

times, ends the chain one time, is followed by another 1 one time, and followed by 3 one time.
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Accordingly, the Markov chain involving index 1 may be determined by the synthetic generator data
module 98 as {1: 0.2, 2: 0.4,3: 0.2, END: 0.2}. The Markov chain involving index 1 may be, for
example, one state (referred to herein as state 1) in an entire Markov chain. The Markov chain
involving index 1 may characterize/denote the probability of moving to other states, given that state 1
is currently being considered. In this example, the state 1 occurs a total of 5 times. The synthetic data
generator module 98 may determine the probability distribution values by dividing the number of
occurrences following frequent indices 1 divided by the total number of occurrences of 1 in the
original nested list of indices (e.g., [[1.2,3],]1].]2],]1.3,5,6],]1,1,2.6]]) which is 5 in this example. By
dividing these occurrences/frequencies by the number of appearances, the synthetic data gencrator
module 98 may determine a transition probability which is {1: 0.2, 2: 0.4, 3: 0.2, END: 0.2} in this
example. The synthetic data generation module 98 may make this determination as follows. Since
state 1 is followed by another 1 one time (e.g., [1,1,2,6]), it is determined by the synthetic data
generation module 98 to have a probability 1/5=0.2. Since state 1 is followed by 2 two times (¢.g.,
[1,2,3].]1,1,2,6]), it is determined by the synthetic data generation module 98 to have a probability
2/5=0.4. Since state 1 is followed by 3 one time (¢.g., [1,3.5,6]), it is determined by the synthetic data
generation module 98 to have a probability 1/5=0.2. Since state 1 ends the Markov chain one time
(e.g., [1]), it is determined to have a probability 1/5=0.2. The synthetic data generator module 98, in
this example, may determine that indices 2 has a higher of chance, among the indices in the Markov
chain, (e.g., at 40% probability distribution) of being the next index following frequent indices 1. The
synthetic data generator module 98 may determine the probability distributions of the next index in a
similar manner for each of the frequent indices for each of the features (e.g., sparse features)
associated with the input embeddings. In some exemplary embodiments, determining the probability
distribution of the next index may be considered as a lossy compression of the original lookup data
patterns associated with the frequent indices.

[0075] At operation 408, for the rare indices associated with a feature(s), the synthetic data
generator module 98 may record the distribution of index values and the proportion of rare indices.
Consider the nested list above, which is [[1,2,3,4].[1.7].]12].[1.3.5,6],]1,1,2,6]]. In this example, the
rare indices are 4 and 7, each appearing once, as described above. As such, the synthetic data
generator module 98 may determine that the distribution of rare index values is {4: 0.5, 7: 0.5} (e.g., 1
occurrence (of 4 and 7) divided by the 2 rare indices (e.g., [4].[7]) =0.5).

[0076] For the feature, in this example, associated with the data lookup pattern (e.g.. the nested
list) of [[1,2.3,4],[1,7],]2].[1.3,5,6],[1.1,2,6]], the total length is 15. The synthetic data generator
module 98 may determine the total length of 15 by summing up the lengths for each of the inner lists
in the data lookup pattern, while 2 of them are rare indices, as described above. Accordingly, the
synthetic data generator module 98 may determine the proportion of rare indices in this instance is
2/15=0.133. The distribution of rare indices values and the distribution proportions may be
determined by the synthetic data generator module 98 and may be recorded/stored for each of the

features associated with the input embeddings.
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[0077] At operation 410, the synthetic data generator module 98 may for the Markov chain for
frequent indices associated with operation 106 and the rare indices associated with operation 108 be
serialized in a configuration (config) file for each of the features associated with the input
embeddings. This serialization of the Markov chain for frequent indices and the rare indices in the
config file may complete the training phase of the synthetic data generator module 98. The config file
may be utilized by the synthetic data generator module 98 to generate synthetic data lookup patterns.
A state defining the synthetic data generator module 98 may consist of these two picces of
information associated with the Markov chain for frequent indices and the rare indices and in response
to the config file being written (¢.g., stored in memory (e.g., RAM 82)), the synthetic data generator
module 98 may be considered as fully trained and may next perform a data generation phase (e.g.,
synthetic data generation).

[0078] At operation 412, the synthetic data generator module 98 may retrieve data associated
with each of the features in the config file. At operation 414, the synthetic data generator module 98
may simulate lengths associated with synthetic data lookup patterns. In this regard, the synthetic data
generator module 98 may determine the lengths for the inner lists of the nested lists for each of the
features associated with input embeddings (¢.g., source data). This may be achieved by the synthetic
data generator module 98 sampling from the length distribution obtained from the original/source data
associated with the input embeddings. The synthetic data generator module 98 may sample this
information from the config file. In this example, the length for each inner list may be determined as
[4,2.1,4,4] based on sampling the length distribution obtained from the original/source data (¢.g.,
[[1,2,3,4].11,7].]2].]1.3,5.6].]1.1,2.6]]).

[0079] In simulating the lengths, the synthetic data generator module 98 may make draws with
replacement from this list as the simulated lengths. For example, the synthetic data generator module
98 may determine [4,4,1,1,2] as the simulated lengths. The synthetic data generator module 98 may
determine the simulated lengths [4,4,1,1,2] by randomly selecting lengths from the lengths vector of
the inner list, which is [4,2,1,4.4], five times. For purposes of illustration and not of limitation, in
order to randomly select the lengths, consider a set having the five numbers of the inner list
[4,2.1,4,4]. The synthetic data generator module 98 may randomly pick a number (e.g., 4, 2, ¢etc.)
from the set, and may record the number and insert the recorded number back in the set. The
synthetic data generator module 98 may repeat this step four times for a total of five times (i.¢., since
there are five numbers in the set) to obtain five randomly selected numbers, which may correspond
to/denote the simulated lengths [4,4,1,1,2] in this example. These five numbers that were selected and
recorded, in this example, may be referred to as a result of a draw with replacement. In this example,
[4.2.1,4,4] are the lengths of the actual inner list of indices and [4.4,1,1,2] are the simulated lengths
based on randomly selecting the lengths of the actual inner list of indices. Benefits from this random
selection technique may be two-fold. For example, this random selection technique may introduce
stochasticity to the length generation process such that the same configuration of data (c.g.,

[4,2.1,4,4]) may be utilized to generate different synthetic datasets (e.g., [4,4,1,1,2], etc.,) by repeating
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the random data generation process (¢.g., randomly selecting the lengths). The aspects of this random
selection technique may also be particularly useful for external users of the data (e.g., [4.2,1,4.4]).

For example, this random selection technique may enable the external users to generate new datasets
that may have similar statistical properties from the same configuration data. This random selection
technique may also add an additional layer of obfuscation to preserve the privacy of the data.

[0080] As a next step in synthetic data generation, at operation 500, the synthetic data generator
module 98 may generate the indices sequences for each of the features associated with the
original/source data associated with the input embeddings. Referring to FIG. 5, a subprocess of
operation 500 may be implemented by the synthetic data generation module 98 associated with
indices generation. The synthetic data generator module 98 may have already determined the target
length of the synthetic sequence (e.g., the sum of the simulated length). In this example, the target
length of the synthetic sequence is 12 as determined by the synthetic data generator module 98. The
target length is the summation of each individual lengths of the inner lists (¢.g., determined by adding
up [4.4,1,1,2] to obtain 12).

[0081] In the subprocess of the operation 500, the synthetic data generator module 98 may
determine locations where to put the rare indices in synthetic data, at step 302. The synthetic data
generator module 98 may determine whether one or more rare indices appear at a location(s) based in
part on analyzing the rare indices in the config file, at step 504. In this regard, the synthetic data
generator module 98 may randomly select locations in the indices vacancies of the target length of 12
such that the proportion is similar to the proportion of rare indices that the synthetic data generator
module 98 determined with regards to the original/source data associated with the input embeddings.
In this example, the synthetic data generator module 98 determined that the proportion of rare indices
associated with the original/source data was 0.133, as described above. As such, the synthetic data
generator module 98 may randomly pick 12 * 0.133 = 1.6, for example, 2 locations within the 12 slots
of the target length. Presume for example that the synthetic data generator module 98 selected
locations 3 and 8 in the target length 12. In this regard, the synthetic data generator module 98 may
fill in these two slots with a random permutation of the rare indices based in part on sampling, without
replacing, the rare indices indicated in the config file, at step 506. As described above, the synthetic
data generator module 98 determined that rare indices were 4 and 7 and may determine a random
permutation of the rare indices as [7, 4]. Therefore, the synthetic data generator module 98 may
determine the synthetic sequence as [x,x,7,x.x,X,x.4,x,x.x,x| in which x stands for vacancies.

[0082] At step 508, the synthetic data generator module 98 may generate the remainder of the
synthetic sequence based in part on utilizing Markov chains in the manner described above with
regards to operation 406. In an instance in which the Markov chain may END before reaching the
target length, the synthetic data generator module 98 may restart the Markov chain. The Markov chain
may end in the simulation before the target length is reached. In this regard, no more numbers may be
generated once the Markov chain reaches the END state. In an instance in which the Markov chain

reaches the END state, the synthetic data generator module 98 may restart the same Markov chain and
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may append the generated numbers to the original simulation result until the target length is reached.
In this example, the synthetic data generator module 98 may determine that a sequence with length 10
may be needed to complete the synthetic sequence since 2 locations within the 12 slots of the target
length have been occupied by rare indices (e.g., [7, 4]). The synthetic data generator module 98 may
run/execute the Markov chain repeatedly until the length 10 is met. For purposes of illustration and
not of limitation, the synthetic data generator module 98 may run/execute the Markov chain to
determine a synthetic sequence such as, for example, [1,2,6,1,3,5.6,1,1,2] having length 10.

[0083] The synthetic data generator module 98 may append the 10 slots associated with the
frequent indices corresponding to the Markov chain with the 2 slots associated with the rare indices to
determine a synthetic sequence, at step 510. The synthetic data generator module 98 may determine
whether the appended synthetic sequence has reached the target length, which is 12 in this example, at
step 512. If the target length is not reached, the process may return to step 504 and continues. On the
other hand, in an instance in which the synthetic data generator module 98 determines that the entire
synthetic sequence has reached the target length 12 (e.g., 12 slots), the synthetic data generator
module 98 may put the Markov chain synthetic sequence with the empty slots and the indices
generation process may end. As described above, the synthetic data generator module 98 may have
selected slots 3 and 8 of the 12 slots to fill in two slots (¢.g., [7, 4]) as the rare indices. As such, in an
example embodiment, the synthetic data generator module 98 may determine the entire synthetic
sequence having target length 12 as [1,2,7.6,1,3,5,4,6,1,1,2] based in part on putting the Markov chain
synthetic sequence of [1,2,6,1,3,5,6,1,1,2] in the empty slots of [x,X,7,x,x,X,X,4,X,X,X,X].

[0084] At operation 418, the synthetic data generator module 98 may repeat operations 414 and
500 (e.g., including the subprocess operations of operation 500 in FIG. 5) as a final assembling stage.
At operation 418, the synthetic data gencrator module 98 may regroup the indices into inner lists
according to the simulated lengths. In this example, the simulated lengths were determined by the
synthetic data generator module 98 as [4,4,1,1,2]. As such, the entire synthetic sequence having target
length 12 as [1,2,7,6,1,3,5.4.6,1,1,2] may be grouped by the synthetic data generator module 98 as
[[1,2,7.6].[1,3.5.4].[6].[1].]1.2]], where the first inner list has a length of 4, the second inner list has a
length of 4, the third inner list has a length of 1, the fourth inner list has a length of 1 and the fifth
mner list has a length of 2.

[0085] In this manner, the synthetic data generator module 98 has determined a synthesized
lookup data pattern (¢.g., simulated data) associated with at least one feature (e.g., device type, etc.).
Additionally, during operation 418, the synthetic data generator module 98 may repeat operations 414
and 500 (including the subprocess operations of operation 500) for cach of the features (e.g., sparse
feature) associated with the original/source data of the input embeddings and in this regard may
determine complete simulated data associated with the original/source data associated with the input
embeddings. The complete simulated data may have one or more characteristics/features associated
with the original/source data but may not be the actual original/source data.

[0086] In some exemplary embodiments, the complete simulated data may be provided by the
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synthetic data generator module 98 to an entity (¢.g., a remote entity) within a system (¢.g., system
100) to enable the entity to develop an application(s) and/or hardware(s) (¢.g., a chip(s)) tailored to
the complete simulated data for usage by a network (e.g., social networking system 160). In some
other exemplary embodiments, the complete simulated data may be provided by the synthetic data
generator module 98 to an external entity (¢.g., an external entity of third-party system 170)
associated with a system (e.g., system 100) to enable the external entity (e.g., a hardware/chip design
enterprise) to develop an application(s) and/or hardware(s) (¢.g., a chip(s)) tailored for the complete
simulated data for usage by a network (e.g., social networking system 160). The lookup data patterns
associated with the complete final simulated data, generated by the synthetic data generator module
98 may enable the remote entity and/or the external entity to better understand the manner in which
hardware (and/or an application) may be optimally generated such as, for example, a memory
hierarchy of a chip(s). For purposes of illustration and not of limitation, in an instance in which the
final complete simulated data has many frequent indices this may serve to denote that a memory
hierarchy (e.g., chip area) may be smaller (e.g., relative to complete final data with many rare indices)
but may need to have fast processing capability associated with the memory hierarchy to handle
particular tasks/applications associated with the final complete simulated data. On the other hand, in
an instance in which there may be many rare indices in the final complete simulated data, this may
serve to denote that more memory space may be needed but slower processing capability may be
satisfactory for the tasks/applications associated with the final complete simulated data. For instance,
in some example embodiments, the co-processor 81 may also be influenced by the characteristics of
the simulated data whereby many frequent indices may suggest a benefit to adding
compression/decompression in a design (e.g., a hardware design) as a mechanism to reduce the
burden on data movement technologies (¢.g., memory hierarchies).

[0087] FIG. 6 illustrates an example flowchart illustrating operations for generating simulated
data according to an exemplary embodiment. At operation 600, a device (¢.g., network device 160)
may determine items of content utilized by a network (e.g., system 100). The content may be
associated one or more input embeddings that may be stored in a memory device. In some exemplary
embodiments, the content may be utilized by a machine learning model associated with the network.
[0088] At operation 602, a device (e.g., network device 160) may retrieve one or more data
patterns (e.g., lookup data table patterns) associated with one or more features associated with the
content. The features may include one or more sparse features (e.g., device types, content types (e.g.,
advertisements, newsfeeds, other suitable features) associated with a network (e.g., system 100). At
operation 604, a device (e.g., network device 160) may determine a plurality of indices associated
with the data patterns. In an example embodiment, the device (e.g., network device 160) may
determine one or more memory access patterns (e.g., lookup table data patterns) based on the plurality
of indices. The device (e.g., network device 160) may determine a first frequency of a first set of the
plurality of indices (e.g., frequent indices) and a second frequency of a second set of the plurality of

indices (e.g., rare indices). The first set of the plurality of indices (e.g., frequent indices) may include
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a quantity of indices above a predetermined threshold. The second set of the plurality of indices (¢.g.,
rare indices) may include a quantity of indices below the predetermined threshold.

[0089] At operation 606, a device (¢.g., network device 160) may generate, based on the data
patterns and the plurality of indices, simulated data associated with the content. In an exemplary
embodiment, a device (¢.g., a network device 160) may determine at least one length of one or more
of the plurality of indices. A device (e.g., a network device 160) may generate the simulated data
based in part on determining a simulated length(s) (¢.g., a target length) associated with the
determined length(s). Additionally, a device (e.g., a network device 160) may generate the simulated
data based in part on applying at least one Markov chain to the first set of the plurality of indices (¢.g.,
frequent indices). A device (e.g., network device 160) may also generate the simulated data based in
part on applying a random permutation associated with the second set of the plurality of indices (¢.g.,
rare indices) to determine another set of indices (e.g., a random permutation of the second set of
indices) and may arrange/order the other set of indices in at least one sequence (e.g., a synthetic
sequence).

[0090] Optionally, at operation of 608, a device may enable usage of the simulated data to
facilitate generation of at least one item of hardware (¢.g., a chip, a memory hierarchy of a memory
device) or at least one application. The simulated data may be associated with one or more
characteristics associated with the content of the network. In some exemplary embodiments, an entity
of the network may generate the item of hardware(s) and/or the application(s). In other exemplary
embodiments, an external entity (¢.g., a hardware enterprise) associated with the network may
generate the item of hardware(s) and/or the application(s).

Alternative Embodiments

[0091] The foregoing description of the embodiments has been presented for the purpose of
illustration; it is not intended to be exhaustive or to limit the patent rights to the precise forms
disclosed. Persons skilled in the relevant art can appreciate that many modifications and variations
are possible in light of the above disclosure.

[0092] Some portions of this description describe the embodiments in terms of algorithms and
symbolic representations of operations on information. These algorithmic descriptions and
representations are commonly used by those skilled in the data processing arts to convey the
substance of their work effectively to others skilled in the art. These operations, while described
functionally, computationally, or logically, are understood to be implemented by computer programs
or equivalent electrical circuits, microcode, or the like. Furthermore, it has also proven convenient at
times, to refer to these arrangements of operations as modules, without loss of generality. The
described operations and their associated modules may be embodied in software, firmware, hardware,
or any combinations thereof.

[0093] Any of the steps, operations, or processes described herein may be performed or
implemented with one or more hardware or software modules, alone or in combination with other

devices. In one embodiment, a software module is implemented with a computer program product
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comprising a computer-readable medium containing computer program code, which can be executed
by a computer processor for performing any or all of the steps, operations, or processes described.
[0094] Embodiments also may relate to an apparatus for performing the operations herein. This
apparatus may be specially constructed for the required purposes, and/or it may comprise a computing
device selectively activated or reconfigured by a computer program stored in the computer. Such a
computer program may be stored in a non-transitory, tangible computer readable storage medium, or
any type of media suitable for storing electronic instructions, which may be coupled to a computer
system bus. Furthermore, any computing systems referred to in the specification may include a single
processor or may be architectures employing multiple processor designs for increased computing
capability.

[0095] Embodiments also may relate to a product that is produced by a computing process
described herein. Such a product may comprise information resulting from a computing process,
where the information is stored on a non-transitory, tangible computer readable storage medium and
may include any embodiment of a computer program product or other data combination described
herein.

[0096] Finally, the language used in the specification has been principally selected for readability
and instructional purposes, and it may not have been selected to delineate or circumscribe the
inventive subject matter. It is therefore intended that the scope of the patent rights be limited not by
this detailed description, but rather by any claims that issue on an application based hereon.
Accordingly, the disclosure of the embodiments is intended to be illustrative, but not limiting, of the

scope of the patent rights, which is set forth in the following claims.

21



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

WO 2023/183331 PCT/US2023/015811

WHAT IS CLAIMED:

1. A method comprising:

determining items of content utilized by a network;

retrieving one or more data patterns associated with one or more features associated with the
content;

determining a plurality of indices associated with the data patterns; and

generating, based on the data patterns and the plurality of indices, simulated data associated
with the content.

2. The method of claim 1, further comprising:

enabling usage of the simulated data to facilitate generation of at least one item of hardware
or at least one application.

3. The method of claim 1 or 2, wherein the simulated data is associated with one or
more characteristics associated with the content.

4, The method of any preceding claim, further comprising:

determining one or more memory access patterns based on the plurality of indices.

3. The method of any preceding claim , wherein determining comprises determining a
first frequency of a first set of the plurality of indices and a second frequency of a second set of the
plurality of indices.

6. The method of claim 3, and any one of:

a) wherein the first set of the plurality of indices comprises a quantity of indices above a
predetermined threshold; or

b) wherein the second set of the plurality of indices comprises a quantity of indices below a
predetermined threshold.

7. The method of claim 4, wherein determining comprises determining at least one
length of one or more of the plurality of indices.

8. The method of claim 5, wherein generating the simulated data comprises applying at
least one Markov chain to the first set of the plurality of indices.

9. The method of claim 5, wherein generating the simulated data comprises applying a
random permutation associated with the second set of the plurality of indices to determine another set
of indices and arranging the another set of indices in at least one sequence.

10. The method of claim 7, wherein generating the simulated data further comprises:

determining at least one simulated length based on the at least one length.

11, A system comprising;

a device comprising one or more processors; and

at least one memory storing instructions, that when executed by the one or more processors,

cause the device to:
determine items of content utilized by a network;

retrieve one or more data patterns associated with one or more features associated
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with the content;
determine a plurality of indices associated with the data patterns; and
generate, based on the data patterns and the plurality of indices, simulated data

associated with the content.

12. The system of claim 11, and any one or more of:

a) wherein when the one or more processors further execute the instructions, further causes
the device to:

enable usage of the simulated data to facilitate generation of at least one item of hardware or
at least one application; or

b) wherein the simulated data is associated with one or more characteristics associated with
the content; or

¢) wherein when the one or more processors further execute the instructions, further causes
the device to:

determine one or more memory access patterns based on the plurality of indices.

13. The system of claim 11 or 12, wherein when the one or more processors further
execute the mstructions, further causes the device to:

determine the plurality of indices by determining a first frequency of a first set of the plurality
of indices and a second frequency of a second set of the plurality of indices, in which case optionally
any ong of’

a) wherein the first set of the plurality of indices comprises a quantity of indices above a
predetermined threshold; or

b) wherein the second set of the plurality of indices comprises a quantity of indices below a
predetermined threshold.

14. A computer-readable medium storing instructions that, when executed, cause:

determining items of content utilized by a network;

retrieving one or more data patterns associated with one or more features associated with the
content;

determining a plurality of indices associated with the data patterns; and

generating, based on the data patterns and the plurality of indices, simulated data associated
with the content.

15. The computer-readable medium of claim 14, wherein the instructions, when executed,
further cause:

enabling usage of the simulated data to facilitate generation of at least one item of hardware

or at least one application.
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