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HASH VALIDATION KEY

BACKGROUND
[0001] Hash tables are used in a variety of data processing contexts, such as

for network routing functions, image matching, language recognition, and so
forth. Hash tables may be stored as data structures in computing device
memories. A variety of hash functions may be used in connection with such
hash tables to create hash indexes from input keys. In general, the hash
indexes that are created are of a smaller size, e.g., less bits, than the input
keys. In some cases, aliasing can occur, where two or more input keys map to
the same hash index. This may cause undesirable performance, such as
incorrect router behavior in the case where the hash table is used in connection

with network routing functions.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] FIG. 1 illustrates an example system of the present disclosure;

[0003] FIG. 2 illustrates a flowchart of a first example method for maintaining
a hash table;

[0004] FIG. 3 illustrates a flowchart of a second example method for
maintaining a hash table;

[0005] FIG. 4 illustrates a flowchart of a third example method for
maintaining a hash table;
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[0006] FIG. 5 Illustrates a flowchart of a fourth example method for
maintaining a hash table;

[0007] FIG. 6 illustrates an additional example system of the present
disclosure; and

[0008] FIG. 7 depicts a high-level block diagram of an example computer
that can be transformed into a machine capable of performing the functions
described herein.

DETAILED DESCRIPTION

[0009] In one example, the present disclosure describes a device, method,

and non-transitory computer-readable medium for maintaining a hash table. For
example, a processor may apply a first hash function to an input key to
determine a hash index. In one example, the input key is associated with a data
record. The processor may further apply a second hash function to the input
key to generate a hash validation key, and store the hash validation key and the
data record in a bucket for the hash index in a hash table.

[0010] In another example, the present disclosure describes a device,
method, and non-transitory computer-readable medium for maintaining a hash
table. For example, a processor may apply a first hash function to a search key
to generate a hash value and locate a bucket for a hash index in a hash table
using the hash value. In one example, the hash index corresponds to the hash
value. The processor may further apply a second hash function to the search
key to generate a validation value, compare the validation value to a hash
validation key in the bucket for the hash index, and retrieve a data record
associated with the hash validation key when the validation value corresponds
to the hash validation key.

[0011] In another example, the present disclosure describes a device for
maintaining a hash table. In one example, the device may include a hardware
memory storing the hash table that comprises a bucket associated with a hash
index. In one example, the bucket may comprise a hash validation key and a
data record associated with the hash validation key. In one example, the hash
validation key is associated with an input key. The device may further include
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hardware logic to apply a first hash function to a search key to generate a hash
value and to locate the bucket for the hash index in the hash table using the
hash value. In one example, the search key corresponds to the input key and
the hash value corresponds to the hash index.

[0012] Hash tables are employed in many data processing tasks. For
example, a router hash table may include many hash entries for various
functions. Input keys used in connection with such hash tables may average
100-200 bits or more. For example, an input key may comprise a plurality of
fields such as: a layer 2 source address, a layer 2 destination address, a flow
(n-tuple), and so forth. Hash indexes created from such input keys are often 20
bits or less, which can result in aliasing and incorrect router behavior. Aliasing,
or collisions, may similarly arise in the context of hash tables used for image
processing, language recognition, and so forth.

[0013] In one example, the present disclosure implements a first hash
function for generating a hash index for an input key and a second hash
function to generate a hash validation key. In one example, the hash validation
key may comprise a wider hash of the input key than the hash index, e.g., a
greater number of bits or other symbols. For instance, when input keys are
between 100 and 200 bits, the hash indexes may be 12-20 bits, while hash
validation keys may comprise 64-72 bits. As such, while the second hash for
the hash validation keys is a “wide” hash, it comprises less bits or symbols than
the original input keys. The hash validation key may be stored in the hash table
in a hash entry for confirming matches, rather than the entire input key. In this
way, storage overhead for the hash table can be reduced or more hash entries
may be accommodated in the hash table without increasing the storage volume.
[0014] It should be noted that the hash index and the hash validation key are
similar insofar as both are the results of applying a hash function to an input
key. However, the hash index may be used for locating a bucket and/or a hash
entry in a hash table, while the hash validation key may be used to confirm a
match, as described in greater detail below. In one example, the hash
validation key and a data record associated with the input key are stored in a
hash table and associated with the first hash index. For example, the hash
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validation key and associated data record may comprise a “hash entry” that is
stored in a bucket in the hash table associated with the first hash index.

[0015] In accordance with the present disclosure, a bucket can store
anywhere from zero, one, or several hash entries. Thus, in one example,
multiple input keys may map to the same hash index, and hence the same
bucket. However, in another example, a bucket may have at most a single hash
entry. For example, in some implementations of a two-way hash, a four-way
hash, a cuckoo hash, or the like, each hash index may have a single storage
location in the hash table, e.g., a bucket, where a single hash entry may be
stored. However, in any of these examples, a hash validation key may be used
as a match validation, e.g., to confirm that a data record should be associated
with a particular input key mapping to the bucket.

[0016] A hash entry that requires storing the original input key for match
validation is costly in terms of the number of bits or other symbols to store. For
example, in the case of a router hash table for routing functions, the original
input key may be up to 400-600 bits, e.g., for Internet Protocol (IP) Version 6
(IPV6) functions. The return data may vary from several bits up to 200 bits or
more. Thus, the entire hash entry may be up to 800 bits or more. In addition,
storing the original input key may occupy up to half or more of the total storage
space for the hash entry. This impacts the number of hash entries that can be
placed on a given storage volume, e.g., a random access memory (RAM), or
other storage type. At the same time, there are a number of router/switch
functions that utilize large hash tables. By storing a validation key from a
second hash, e.g., 64-72 bits of data, instead of the original input key, the
amount of storage required for each hash entry can be reduced. Thus, a
smaller application specific integrated circuit (ASIC), e.g., with a smaller RAM,
or other logic/memory device may be used, or the hash table may store more
hash entries in the same storage area. For example, each hash entry may
require ten to more than fifty percent less storage bits or other symbols as
compared to storing the entire input key. The savings may depend on the
original input key width relative to the hash validation key width. The data
record size may also impact the overall percentage of storage savings.
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[0017] In one example, the width of the hash validation key is selected to be
wide enough to reduce the possibility of a false match to an acceptable level
(e.g., near zero). In one example, using 64-72 bits for the hash validation key
reduces the possibility of undesired false match to a low enough likelihood that
it can be treated as zero, e.g., for routing functions where the original input keys
are from 100-600 bits. However, a hash validation key may be selected to
comprise any number of sizes/widths, e.g., 32 to 96 bits. This may depend
upon the willingness to tolerate collision risks and the type of use of the hash
table. For instance, using a 64 bit validation key in a system with inputs ranging
from 100 to 200 bits, there may be less than a 1 / (2%%) likelihood of a
collision/aliasing. In one example, the likelihood may approach 1/(2%%) x 1/(2"),
where “n” is the original hash index width that is used. With 96 bit validation
keys, the likelihood of a collision is even less. Another advantage associated
with storing a wide hash is a reduction in the power requirement per hash entry.
The power savings per hash entry may be reduced by approximately the same
percentage as the storage area reduction per hash entry.

[0018] Although various hash functions may be used for both the first hash
and the second hash, the hash functions may be selected to ensure good
random values for all input keys (considering strides of input fields, etc). In one
example, using different hash functions for the original hash and the verification
hash better insulates against the possibility of a hash collision. However, in one
example, the same hash function may be used to produce the hash indexes and
the hash verification keys. For instance, the 12 most significant bits may
comprise the hash index, while a remaining 64 bits may be used for the hash
verification key, but it may be more likely for a hash collision to occur.

[0019] In addition, examples of the present disclosure are configurable such
that different hash functions may be used for the first hash function and the
second hash function, and such that the hash functions may be changed and
substituted. For instance, a single router may have a number of hash tables
associated with different functions. Some of the hash tables may take the same
format and same size inputs, but have an entirely different set of possible
outputs. Others of the hash tables can take entirely different formatted and
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sized inputs, and also have different sets of possible outputs. The hash
functions used in connection with the different hash tables may be the same, or
may be entirely different for different hash tables, in addition to the various sizes
of the hash indexes and verification keys. These and other aspects of the
present disclosure are described in greater detail below in connection with the
example FIGs. 1-7.

[0020] FIG. 1 illustrates an example system 100 of the present disclosure for
maintaining a hash table. In one example, the system 100 may comprise a
portion of a router in a communication network, e.g., an IP network. In one
example, the system 100 receives an input key 110. In one example, the input
key 110 is of size “X”, e.g., 100-600 bits, or any other number of bits or symbols.
The input key 110 may comprise, for example, an n-tuple characterizing a
packet of a flow in an IP network. The data record 120 may comprise a
particular output, a routing decision or other action to take in response to an
input corresponding to the input key 110, e.g., a packet or other unit of data of a
flow characterized by the n-tuple. In this regard, it should be noted that input
key 110 may comprise the first instance of a packet or other data unit of a
network flow received by a router, or may comprise additional data of a network
flow that has already been detected and processed by the router. Thus, the
system 100 may process input key 110 to locate an existing hash entry in hash
table 160, or may determine that input key 110 is a new instance, requiring a
new hash entry in the hash table 160.

[0021] As shown in FIG. 1, a first hash function 130 is applied to the input
key 110 to generate a hash index 135. In one example, the hash index 135 is
of size “Z,” where Z is less than X, the size, or width, of the input key. In one
example, Z is between 12 and 30 bits, where X is between 100 and 200 bits. A
second hash function 140 is also applied to the input key 110 to generate a
hash validation key 145. In one example, the hash validation key 145 is of size
“Y,” where Y is less than X. In one example, Y is also greater than Z, such that
the hash validation key 145 is of a larger size than the hash index 135. In one
example, the first hash function and the second hash function comprise any
hash function that is suitable for randomly or semi-randomly mapping an input
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key to a smaller-size hash of the input key. In other words, the hash functions
should produce a good distribution of input keys over a range of hash indexes
or hash verification key values. In addition, the input data may include fields
with strides. As such, the hash functions may also be selected such that any
strides present in the input data do not affect the randomness of the hash
function output in a significant way or manifest in other problems.
Experimentation may confirm which hash function meets these criteria. In
addition, different hash functions may be more advantageous than others
depending upon the particular use of the hash table and the type of data to
which it relates, e.g., whether it is used for network routing functions, image
processing, speech recognition, and so forth.

[0022] FIG. 1 also illustrates hash table 160 that includes various hash
indexes and associated buckets. As shown, hash table 160 includes hash
indexes 1 through N and buckets 1 through N, where “N” is a maximum number
of buckets in the hash table 160, or a current number of buckets that are
contained in the hash table 160. In one example, the system 100 may compare
hash index 135 to the hash indexes that are present in the hash table 160 to
locate a corresponding bucket. For instance, it may be determined that hash
index 135 matches one of the hash indexes and may therefore be associated
with the corresponding bucket.

[0023] The buckets in hash table 160 may take the form of bucket 170, as
further illustrated in FIG. 1. In the present example, bucket 170 may represent a
bucket that is located by looking-up hash index 135 in the hash table 160. The
bucket 170 may include a number of hash entries, each comprising a hash
validation key and an associated data record. As shown, bucket 170 includes
hash entries with hash validation keys 1 through M and data records 1 through
M, where “M” is a maximum number of hash entries in the bucket 170, or a
current number of hash entries that are contained in the bucket 170. In one
example, hash validation key 145 is compared to existing hash validation keys
in the bucket 170. If there is match between the hash validation key 145 and an
existing hash validation key in the bucket 170, the data record associated with

the matching hash validation key may be retrieved. In this way, the input key
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110 may be mapped to the appropriate data record using the hash validation
key 145 for resolving any conflicts with respect to other input keys that may map
to the same hash index and the same bucket.

[0024] However, if there is no match for hash validation key 145 in the
bucket 170, then the hash validation key 145 may be stored in a new hash entry
in bucket 170. In one example, data record 120 may also be obtained and
stored in the new hash entry in association with the hash validation key 145.
For instance, if input key 110 is the first instance of receiving data of a particular
flow, a router may not yet have a routing decision for the flow. Thus, in one
example, additional logic may process the input key and/or other data of the
flow, make a routing decision, and provide the routing decision as data record
120. With data record 120 storing the routing decision, any additional input
keys derived from a packet for the same flow may be matched to the data
record 120 and the packet routed accordingly. In another example, the data
record 120 may comprise logic for making a routing decision, or may comprise a
pointer to another storage location for obtaining further instructions for making a
routing decision.

[0025] It should be noted that the foregoing example is described with
respect to a system 100 implementing a hash table 160 for a router. However,
the examples of the present disclosure are broadly applicable to hash tables
that may be used for various purposes where faster searches and greater
storage efficiency would improve existing systems. For example, hash table
160 may store N-grams for language processing, may be used to store and
process features for image, fingerprint, and facial recognition, may be utilized to
correlate data from disparate sources, e.g., for multiple antennas in radio
communications, and so forth. Thus, it should be appreciated that the
description of FIG. 1 is provided for illustrative purposes and that other, further
and, different examples may be implemented in the same or a similar system.
In addition, the hash table 160 and bucket 170 are provided for illustrative
purposes. Thus, it should also be appreciated that in other, further, and
different examples of the present disclosure, hash table 160 and/or bucket 170
may be implemented in a different format than that which is illustrated in FIG. 1.
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[0026] FIG. 2 illustrates a flowchart of an example method 200 for
maintaining a hash table. The method 200 may be performed, for example, by
the system 100 of FIG. 1, or by at least one of the components of the system
600 illustrated in FIG. 6. For example, the method 200 may be performed by at
least one of the hardware logic units 611-614 and 630 in conjunction with at
least one of the storage units 651-654, comparison logic units 661-664, output
enable gates 671-674, and so forth. However, the method 200 is not limited to
implementation with the systems illustrated in FIGs. 1 and 6, but may be applied
in connection with any number of devices that store hash tables and/or perform
hash-related services. Alternatively, or in addition, at least one of the blocks of
the method 200 may be implemented by a computing device having a
processor, a memory, and input/output devices as illustrated below in FIG. 7,
specifically programmed to perform the blocks of the method. Although any one
of the elements in system 600, or in a similar system, may be configured to
perform various blocks of the method 200, the method will now be described in
terms of an example where blocks of the method are performed by a processor,
such as processor 702 in FIG. 7. As used in connection with the description of
FIG. 2, the term “processor” may also include multiple processors, hardware
state machines, or hardware logic units, e.g., an application specific integrated
circuit (ASIC), a programmable logic device (PLD), such as a field
programmable gate array (FPGA), and so forth.

[0027] The method 200 begins in block 205. In block 210, the processor
applies a first hash function to an input key to generate a hash index. In one
example, the input key is associated with a data record. In one example, the
input key may comprise a source IP address, a destination IP address, a
destination port number, an n-tuple, or the like of a packet or other data unit that
is received by a router. The data record may comprise a routing decision or
routing logic for making a routing decision regarding the packet. Alternatively,
or in addition, the first data record may comprise another action to take in
response to the input key and/or a processing to be performed on the packet
associated with the input key. For instance, the data record may direct that a

packet associated with the input key should be rerouted by changing a
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destination IP address of the packet, that the packet should be dropped, and so
forth. In one example, the first hash function may comprise any hash function
that randomly or semi-randomly maps the input key to a smaller-size hash
index.

[0028] In block 220, the processor applies a second hash function to the first
input key to generate a hash validation key. In one example, the second hash
function may comprise any hash function that randomly or semi-randomly maps
the input key to a smaller-size hash validation key. In one example, the second
hash function is different from the first hash function. For instance, this may
help ensure that two input keys that map to the same hash index via the first
hash function would not also map to the same hash validation key via the
second hash function. In one example, the second hash function produces a
hash validation key that is smaller than the input key, but larger than the hash
index (in terms of the width, or the number of bits or symbols comprising the
input key, hash index, and hash validation key, respectively). It should be noted
that the hash validation key is similar to a hash index insofar as both a hash
index and the hash validation key comprise outputs from a hash function.
However, the hash index may be used to locate a hash entry in a hash table,
whereas the hash validation key may be used to differentiate among different
hash entries in the hash table associated with the same hash index, or to
confirm a matching hash entry.

[0029] In block 230, the processor stores the hash validation key and the
data record in a bucket for the first hash index in a hash table. For example, the
hash index may be used to locate a bucket in the hash table. The bucket may
comprise a chain of hash entries, with a first hash entry in the bucket containing
a pointer to a next hash entry in the bucket, and so forth. In another example,
the bucket for each hash index may comprise an array, e.g., a dynamic array
that may be resized as more or less hash entries are contained in the bucket. In
still another example, the bucket may comprise a sequence of addresses in the
hash table, starting with the hash index. For instance, if there is only one hash
entry for a hash index, the hash entry will be placed in the hash table at the
hash index location, which may also be referred to as an address in the hash
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table. If there is a second hash entry that is mapped to the same hash index, it
will be placed at the next address in the hash table adjacent to the
address/location of the hash index. Thus, the “bucket” will comprise the
sequence of addresses starting from the hash index and continuing through
adjacent hash indexes that have hash entries until an empty hash index, or
address is found. In any case, once the address, or location of the bucket for
the hash index is located, the hash validation key and the data record may be
stored in the bucket, e.g., as a hash entry. In one example, block 230 may be
performed following a confirmation that there is not an existing hash entry for
the hash validation key and the data record in the bucket. In one example,
block 230 may be performed following the eviction of a previous hash entry in
the bucket, e.g., in the case where a cuckoo hashing scheme is employed.
[0030] Following block 230, the method 200 proceeds to block 295 where the
method ends.

[0031] FIG. 3 llustrates a flowchart of an example method 300 for
maintaining a hash table. The method 300 may be performed, for example, by
the system 100 of FIG. 1, or by at least one of the components of the system
600 illustrated in FIG. 6. For example, the method 300 may be performed by at
least one of the hardware logic units 611-614 and 630 in conjunction with at
least one of the storage units 651-654, comparison logic units 661-664, output
enable gates 671-674, and so forth. However, the method 300 is not limited to
implementation with the systems illustrated in FIGs. 1 and 6, but may be applied
in connection with any number of devices that store hash tables and/or perform
hash-related services. Alternatively, or in addition, at least one of the blocks of
the method 300 may be implemented by a computing device having a
processor, a memory, and input/output devices as illustrated below in FIG. 7,
specifically programmed to perform the blocks of the method. Although any one
of the elements in system 600, or in a similar system, may be configured to
perform various blocks of the method 300, the method will now be described in
terms of an example where blocks of the method are performed by a processor,
such as processor 702 in FIG. 7. As used in connection with the description of
FIG. 3, the term “processor” may also include multiple processors, hardware
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state machines, or hardware logic units, e.g., an application specific integrated
circuit (ASIC), a programmable logic device (PLD), such as a field
programmable gate array (FPGA), and so forth.

[0032] The method 300 begins in block 305. In block 310, the processor
receives an input key, where the input key is associated with a data record. In
one example, the input key may comprise a source IP address, a destination IP
address, a destination port number, an n-tuple, or the like. For example, the
input key may be associated with a packet or other data unit that is received by
a network router, e.g., in an IP network or the like. The data record may
comprise a routing decision or routing logic for making a routing decision
regarding the packet. Alternatively, or in addition, the data record may comprise
another action to take in response to the input key and/or a processing to be
performed on the packet associated with the input key. However, it should be
noted that the present method 300 and other examples of the present
disclosure are not limited to router functions, but are broadly applicable to
various systems that utilize hash tables and where faster searches and greater
storage efficiency would be beneficial, e.g., in connection with language
processing, image, fingerprint, and facial recognition, radio communications,
and so forth.

[0033] In block 315, the processor applies a first hash function to the input
key to generate a hash index. In one example, the first hash function may
comprise any hash function that randomly or semi-randomly maps the input key
to a smaller-size hash index. In one example, block 315 may comprise the
same or similar operation(s) as described above in connection with block 210 of
the method 200.

[0034] In block 320, the processor applies a second hash function to the
input key to generate a hash validation key. In one example, the second hash
function may comprise any hash function that randomly or semi-randomly maps
the input key to a smaller-size hash validation key. In one example, the first
hash function and the second hash function comprise different hash functions.
In one example, the second hash function produces a hash validation key that is
smaller than the input key, but larger than the hash index. In one example,
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block 320 may comprise the same or similar operation(s) as described above in
connection with block 220 of the method 200.

[0035] In block 325, the processor stores the hash validation key and the
data record in a bucket for the hash index in a hash table. For example, the
hash index may be used to locate a bucket in the hash table. In one example,
block 325 may comprise the same or similar operation(s) as described above in
connection with block 230 of the method 200.

[0036] In block 330, the processor receives a search key corresponding to
the input key. For instance, the search key may be equivalent to the input key.
To illustrate, a router may receive a first packet for a flow. The input key may be
derived from the first packet, and may comprise an n-tuple of source IP address,
destination |IP address, destination port number, etc. If there is no hash entry
already associated with the flow in the hash table, i.e., it is the first time that the
router is detecting the flow, a new hash entry may be created in the hash table
for the flow. For example, blocks 310-325 may comprise the detection of a new
flow and the creation of a hash table entry associated with the input key, and
therefore associated with the flow. A subsequent packet or other data unit of
the flow will have a similar input key. For purposes of distinguishing between a
first detection of a flow and a subsequent detection of the same flow, the terms
“input key,” and “search key” are used. However, it should be understood that
the input key and search key may have corresponding values, or may be
equivalent, if the input key and search key are associated with the same flow.
[0037] In block 335, the processor applies the first hash function to the
search key to generate a hash value. In one example, the hash value may be
equivalent to the hash index, e.g., where the search key and the input key are
associated with the same flow.

[0038] In block 340, the processor locates the bucket for the hash index in
the hash table using the hash value. For example, where the search key and
the input key are the same, the search key and the input key should be
processed the same by the first hash function such that the hash value and the
hash index are equivalent, i.e., having corresponding values. Thus, the hash
value may be used to locate the address for the hash index in the hash table.
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[0039] In block 345, the processor applies the second hash function to the
search key to generate a validation value. In one example, the validation value
is equivalent to the hash validation key. For instance, when the search key and
the input key are equivalent, the validation value and the hash validation key
should be processed the same by the second hash function such that the
validation value and the hash validation key are equivalent, i.e., having
corresponding values.

[0040] In block 350, the processor compares the validation value to at least
the hash validation key. For example, the bucket may be traversed to find a
correct hash entry having a hash validation key corresponding to the validation
value. For instance, the validation value is derived from the search key, which
may be associated with the same flow as the input key and the hash validation
key. The hash validation key may be stored in a hash entry of the bucket, along
with the data record. However, there may be other hash entries in the bucket.
For instance, the other hash entries may be associated with other flows, and
have different validation keys and different data records. As such, the
comparison between the validation value and the hash validation keys of any
hash entries that are already present in the bucket allows the identification of
the correct hash entry, e.g., the one with a hash validation key that corresponds
to the validation value. In this case, since the search key corresponds to the
input key, the validation value will also correspond to the hash validation key.
For example, the hash validation key is already stored in a hash entry in the
bucket by virtue of the operations of block 325.

[0041] In block 355, the processor retrieves the data record when the
validation value is equivalent to the hash validation key. For instance, in one
example the data record may be output to another device or component. In
another example, the data record may be used by the processor to make a
routing decision or to modify a packet or other data unit, in the case where the
method relates to processing network flows, and so forth.

[0042] Following block 355, the method 300 proceeds to block 395 where the
method ends.

[0043] FIG. 4 llustrates a flowchart of an example method 400 for
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maintaining a hash table. The method 400 may be performed, for example, by
the system 100 of FIG. 1, or by at least one of the components of the system
600 illustrated in FIG. 6. For example, the method 400 may be performed by at
least one of the hardware logic units 611-614 and 630 in conjunction with at
least one of the storage units 651-654, comparison logic units 661-664, output
enable gates 671-674, and so forth. However, the method 400 is not limited to
implementation with the systems illustrated in FIGs. 1 and 6, but may be applied
in connection with any number of devices that store hash tables and/or perform
hash-related services. Alternatively, or in addition, at least one of the blocks of
the method 400 may be implemented by a computing device having a
processor, a memory, and input/output devices as illustrated below in FIG. 7,
specifically programmed to perform the blocks of the method. Although any one
of the elements in system 600, or in a similar system, may be configured to
perform various blocks of the method 400, the method will now be described in
terms of an example where blocks of the method are performed by a processor,
such as processor 702 in FIG. 7. As used in connection with the description of
FIG. 4, the term “processor” may also include multiple processors, hardware
state machines, or hardware logic units, e.g., an application specific integrated
circuit (ASIC), a programmable logic device (PLD), such as a field
programmable gate array (FPGA), and so forth.

[0044] The method 400 begins in block 405. In block 410, the processor
applies a first hash function to a search key to generate a hash value. In one
example, the first hash function may comprise any hash function that randomly
or semi-randomly maps the search key to a smaller-size hash value. In one
example, block 410 may comprise the same or similar operation(s) as described
above in connection with block 335 of the method 300.

[0045] In block 420, the processor locates a bucket for a hash index in a
hash table using the hash value. For example, where the search key and an
input key are the same, the search key and the input key should be processed
the same by the first hash function such that the hash value and a hash index
generated from the input key via the first hash function have corresponding
values. Thus, the hash value may be used to locate the address for the hash
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index in the hash table. In one example, block 420 may comprise the same or
similar operation(s) as described above in connection with block 340 of the
method 300.

[0046] In block 430, the processor applies a second hash function to the
search key to generate a validation value. The second hash function may
comprise any hash function that randomly or semi-randomly maps the search
key to a smaller-size validation value. In one example, the first hash function
and the second hash function are different hash functions. In one example, the
second hash function produces a validation value that is smaller than the search
key, but larger than the hash value. In one example, block 430 may comprise
the same or similar operation(s) as described above in connection with block
345 of the method 300.

[0047] In block 440, the processor compares the validation value to a hash
validation key in a bucket for the hash index in the hash table. For example, the
bucket may be traversed to find a correct hash entry corresponding to the
validation value, e.g., the hash entry with the hash validation key, where the
hash validation key is equivalent to the validation value. The bucket may
comprise zero, at least one hash entry, each with a different hash validation key
and different data records. However, in the method 400 it is assumed that the
hash validation key that corresponds to the validation value is already present in
the bucket.

[0048] In one example, the search key is determined to match an input key
associated with the hash validation key when the validation value and the hash
validation key are determined to be equivalent. For example, the search key
and the input key may comprise a same n-tuple identifying a same flow in a
communication network. As mentioned above, a bucket associated with the
hash index may include multiple hash entries, each having a different hash
validation key and different data record. Each of the hash entries may therefore
be associated with a different network flow. As such, a determination that a
validation value and a hash validation key are equivalent is a confirmation that a
packet or other data unit is part of the same flow. In addition, by storing the
hash validation key in the hash entry along with the data record, the size of the
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hash table may be reduced, or the number of hash entries in the hash table may
be increased as compared to a hash table where a full input key is stored along
with each data record for verification purposes.

[0049] In block 450, the processor retrieves a data record associated with
the hash validation key when the validation value is equivalent to the hash
validation key. For instance, the data record may be contained in a hash entry
along with the hash validation key. In one example the data record may be
output to another device or component. In another example, the data record
may be used by the processor to make a routing decision or to modify a packet
or other data unit, in the case where the method relates to processing network
flows, and so forth.

[0050] Following block 450, the method 400 proceeds to block 495 where the
method ends.

[0051] FIG. 5 llustrates a flowchart of an example method 500 for
maintaining a hash table. The method 500 may be performed, for example, by
system 100 of FIG. 1, or by at least one of the components of the system 600
illustrated in FIG. 6. For example, the method 500 may be performed by at least
one of the hardware logic units 611-614 and 630 in conjunction with at least one
of the storage units 651-654, comparison logic units 661-664, output enable
gates 671-674, and so forth. However, the method 500 is not limited to
implementation with the systems illustrated in FIGs. 1 and 6, but may be applied
in connection with any number of devices that store hash tables and/or perform
hash-related services. Alternatively, or in addition, at least one of the blocks of
the method 500 may be implemented by a computing device having a
processor, a memory, and input/output devices as illustrated below in FIG. 7,
specifically programmed to perform the blocks of the method. Although any one
of the elements in system 600, or in a similar system, may be configured to
perform various blocks of the method 500, the method will now be described in
terms of an example where blocks of the method are performed by a processor,
such as processor 702 in FIG. 7. As used in connection with the description of
FIG. 5, the term “processor” may also include multiple processors, hardware

state machines, or hardware logic units, e.g., an application specific integrated
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circuit (ASIC), a programmable logic device (PLD), such as a field
programmable gate array (FPGA), and so forth.

[0052] The method 500 begins in block 505. In block 510, the processor
applies a first hash function to a search key to generate a hash value. In one
example, the first hash function may comprise any hash function that randomly
or semi-randomly maps the search key to a smaller-size hash value. In one
example, block 510 may comprise the same or similar operation(s) as described
above in connection with block 335 of the method 300 and/or block 410 of the
method 400.

[0053] In block 520, the processor locates a bucket for a hash index in a
hash table using the hash value. For example, where the search key and an
input key are the same, the search key and the input key should be processed
the same by the first hash function such that the hash value and a hash index
generated from the input key via the first hash function have corresponding
values. Thus, the hash value may be used to locate the address for the hash
index in the hash table. In one example, block 520 may comprise the same or
similar operation(s) as described above in connection with block 340 of the
method 300 and/or block 420 of the method 400.

[0054] Following block 520, the method 500 proceeds to block 595 where the
method ends.

[0055] It should be noted that although not explicitly specified, at least one of
the blocks, functions, or operations of the methods 200, 300, 400, and 500
described above may include storing, displaying, and/or outputting. In other
words, any data, records, fields, and/or intermediate results discussed in the
methods can be stored, displayed, and/or outputted to another device
depending on the particular application. Furthermore, blocks, functions, or
operations in FIGs. 2-5 that recite a determining operation, or involve a decision,
do not necessarily imply that both branches of the determining operation are
practiced. In other words, one of the branches of the determining operation can
be deemed as optional.

[0056] It should also be noted that the examples of FIGs. 2-5 are applicable
to various types of hashing schemes, such as 2-way associative hashing, 4-way
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associative hashing, cuckoo hashing, and so forth. For example, when used in
connection with 2-way associative hashing, blocks 310-325 may comprise
storing a hash entry in a bucket associated with a first portion of a hash table,
where the hash table hash two portions, each portion associated with a different
hash function for generating different hash indexes. Similarly, blocks 330-340
may involve using the same hash function associated with the first portion of the
hash table to generate a hash value that can be used the search the first portion
of the has table to locate the bucket where the hash entry is stored. Operations
similar to blocks 330-340 may be repeated using a different hash function
associated with a section portion of the hash table. However, no matching
hash entry may be found in the second portion of the hash table, since the hash
entry has been stored at the hash index in the first portion of the hash table.
Thus, in other, further, and different examples of the present disclosure, 2-way
associative hashing, 4-way associative hashing, cuckoo hashing, and any other
hashing techniques may be used in connection with any of the example
methods 200, 300, 400, or 500 of FIGs. 2-5.

[0057] FIG. 6 illustrates an example system 600 of the present disclosure,
e.g., for maintaining a hash table. In one example, the system 600 may be
implemented on a single device or may comprise hardware that is distributed
among several devices. The system 600 includes several storage units 651-
654 which may comprise portions any kind of static or dynamic storage media,
such as a random access memory (RAM), several RAMSs, or the like. For
instance, the storage units 651-654 may individually or collectively comprise at
least a portion of a lookup RAM, e.g., a dynamic RAM (DRAM), a static RAM
(SRAM), or the like. Each of the storage units 651-654 may store a hash table
having a plurality of buckets that are addressable by a plurality of hash indexes.
Each bucket may include, zero, one, or more hash entries, where each hash
entry includes a hash validation key and a data record. Alternatively, or in
addition, each of the storage units 651-654 may store respective portions of a
hash table, where each portion contains buckets that are separately
addressable, and where a same hash function or different hash functions may
be associated with the different portions. For instance, system 600 may be
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used to implement a cuckoo hashing scheme or a 4-way associative hashing
scheme, where a hash entry may be stored in any one of four different storage
locations, where each of the four possible storage locations is located in a
respective one of the portions of the hash table in storage units 651-654. For
example, a hash entry may be stored in a bucket in one of the respective
portions of the hash table that is not occupied (in the case where a bucket can
have at most one hash entry), or in a bucket that is least occupied.

[0058] System 600 further includes an input port 601 for receiving an input
key and/or a search key, hardware logic units 611-614 and 630, select lines
621-624, verification line 640, comparison logic units 661-664, output enable
gates 671-674, and an output port 691. To illustrate the functioning of system
600, the following example of a cuckoo hashing scheme is provided. A search
key may be received via the input port 601. The search key may comprise, for
example, an n-tuple of a packet that is received. For instance, the system 600
may comprise a network router. The search key may then be processed by at
least one of the hardware logic units 611-614. For instance, in a cuckoo
hashing scheme, hardware logic units 611-614 may implement different hash
functions that operate on input keys and/or search keys that are received via
input port 601, and generate hash indexes and/or hash values that are output
on select lines 621-624. In one example, hardware logic unit 630 also
implements a hash function for generating a hash validation key and/or a
validation value to output on verification line 640. In another example, a same
hash functions may be used in hardware logic units 611-614, in order to provide
a 4-way set associative hash system, for instance.

[0059] The hash indexes or hash values that are output on select lines 621-
624 may be used to select a bucket from a hash table in one of storage units
651-654. For example, a bucket from a hash table portion of storage unit 651
may be selected via a hash value on select line 621 that is generated by
hardware logic unit 611. Any hash entries in the bucket may be accessed and
the hash validation key(s) retrieved and passed to the comparison logic unit
661. The comparison logic unit 661 may then compare the hash validation
key(s) to a validation value that is received from verification line 640. If there is
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a match, the comparison logic unit 661 may provide an enable signal to the
output enable gate 671. The output enable gate 671 may pass the data record
associated with the hash validation key that matches to the validation value as
an output to the output port 691.

[0060] It should be noted that at the same time, buckets from a hash table
portions of storage units 652-654 may be selected via respective hash values
on select lines 622-624. Any hash entries in these buckets may then be
accessed, the hash validation keys compared to the validation value on
verification line 640 by the hardware logic units 662-664, and so forth.
However, in a multi-way hashing scheme (including 4-way cuckoo hashing),
only a single hash entry should exist that matches the search key. Therefore, if
a match is found by comparison logic unit 661, comparison logic units 662-664
should not find matches, and therefore should not send enable signals to the
enable gates 672-674. It should be noted, that occasionally, the same entry
may be found in two hash tables, or two hash table portions. For example, in
cuckoo hashing, if it is determined to move an existing entry from one hash
table to another to make room for a new entry, a copy may first be made in the
new hash table location prior to deleting or overwriting the existing entry in the
old hash table location. Thus, there may be a small time window where the
same entry exists in both locations. However, in practice any entry that
matches the search key should contain the same data record. Therefore, either
entry may be used to obtain the same data record to output as the return data.
[0061] The foregoing is just one example use of system 600. In addition, it
should be noted that the system 600 of FIG. 6 is provided for illustrative
purposes. Thus, other systems that are different from system 600 may be
utilized in accordance with the present disclosure. For example, a system may
be used where hardware logic portions 613 and 614, storage units 653 and 654,
comparison logic units 663 and 664, and enable gates 673 and 674 are omitted.
Such as system may be used, for example, in a 2-way associative hashing
scheme or a 2-way cuckoo hashing scheme. Additional components may be
omitted, e.g., so that hardware logic units 612-614, storage units 652-654, and
related components are omitted. In still another example, any two or more of
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storage units 651-654 may be implemented in a single physical storage device,
such that storage units 651-654 comprise logical partitions of the physical
storage device. In addition, various components of the system 600 may be
implemented in a form different from that which is illustrated in FIG. 6. For
instance, enable gates 671-674 are illustrated as AND gates. However, these
components, as well as others, may be implemented by a processor executing
computer-readable instructions, in a digital signal processing (DSP) hardware
component, in a programmable logic device (PLD), and so forth. As such,
variants of the above-disclosed and other features and functions, or alternatives
thereof, may be omitted, or may be combined or altered into many other
different systems or applications.

[0062] FIG. 7 depicts an example high-level block diagram of a computing
device suitable for use in performing the functions described herein. As
depicted in FIG. 7, the computer 700 comprises a hardware processor element
702, e.g., a central processing unit (CPU), a microprocessor, or a multi-core
processor, a memory 704, e.g., random access memory (RAM), a module 705
for maintaining a hash table, and various input/output devices 706, e.g., storage
devices, including but not limited to, a tape drive, a floppy drive, a hard disk
drive or a compact disk drive, a receiver, a transmitter, a speaker, a display, a
speech synthesizer, an output port, an input port and a user input device, such
as a keyboard, a keypad, a mouse, a microphone, and the like. Although one
processor element is shown, it should be noted that the computer may employ a
plurality of processor elements. Furthermore, although one computer is shown
in the figure, if the method(s) as discussed above is implemented in a
distributed or parallel manner for a particular illustrative example, i.e., the blocks
of the above method(s) or the entire method(s) are implemented across multiple
or parallel computers, then the computer of this figure is intended to represent
each of those multiple computers.

[0063] It should be noted that the present disclosure can be implemented by
machine readable instructions and/or in a combination of machine readable
instructions and hardware, e.g., using application specific integrated circuits
(ASIC), a programmable logic array (PLA), including a field-programmable gate
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array (FPGA), or a state machine deployed on a hardware device, a computer
or any other hardware equivalents, e.g., computer readable instructions
pertaining to the method(s) discussed above can be used to configure a
hardware processor to perform the blocks, functions and/or operations of the
above disclosed methods.

[0064] In one example, instructions and data for the present module or
process 705 for maintaining a hash table, e.g., machine readable instructions,
can be loaded into memory 704 and executed by hardware processor element
702 to implement the blocks, functions, or operations as discussed above in
connection with the example methods 200, 300, 400, and 500. For instance,
the module 705 may include a plurality of computer-readable components,
including a first hash function component 711, a bucket locator component 712,
a second hash function component 713, and a data record retrieval component
714. When executed by the hardware processor element 702 the first hash
function component 711 may cause the processor to generate a hash value in
response to a received search key, the bucket locator component 712 may
cause the hardware processor element 702 to locate a bucket corresponding to
the hash value in a hash table, the second hash function component 713 may
cause the hardware processor element 702 to generate a validation value, and
the data record retrieval component 714 may cause the processor 702 to return
a data record having a hash validation key that matches the validation value.
The foregoing is just one example configuration of module 705 in accordance
with the present disclosure. Furthermore, when a hardware processor executes
instructions to perform “operations,” this could include the hardware processor
performing the operations directly and/or facilitating, directing, or cooperating
with another hardware device or component, e.g., a co-processor and the like,
to perform the operations.

[0065] The processor executing the machine readable instructions relating to
the above described method(s) can be perceived as a programmed processor
or a specialized processor. As such, the present module 705 for maintaining a
hash table, including associated data structures, of the present disclosure can

be stored on a tangible or physical (broadly non-transitory) computer-readable
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storage device or medium, e.g., volatile memory, non-volatile memory, ROM
memory, RAM memory, magnetic or optical drive, device or diskette and the
like. Furthermore, the computer-readable storage device may comprise any
physical device or devices that provide the ability to store information such as
data and/or instructions to be accessed by a processor or a computing device
such as a computer or an application server.

[0066] It will be appreciated that variants of the above-disclosed and other
features and functions, or alternatives thereof, may be combined into many
other different systems or applications. Various presently unforeseen or
unanticipated alternatives, modifications, or variations therein may be
subsequently made, which are also intended to be encompassed by the

following claims.
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What is claimed is:

1. A method, comprising:

applying, by a processor, a first hash function to an input key to
determine a hash index, wherein the input key is associated with a data record;

applying, by the processor, a second hash function to the input key to
generate a hash validation key; and

storing, by the processor, the hash validation key and the data record in a
bucket for the hash index in a hash table.

2. The method of claim 1, further comprising:

receiving a search key, wherein the search key corresponds to the input
key;

applying the first hash function to the search key to generate a hash
value, wherein the hash value corresponds to the hash index; and

locating the bucket for the hash index in the hash table using the hash

value.

3. The method of claim 2, further comprising:

applying the second hash function to the search key to generate a
validation value;

comparing the validation value to at least the hash validation key; and

retrieving the data record when the validation value is equivalent to the
hash validation key.

4. The method of claim 1, wherein the bucket for the hash index comprises:
a plurality of hash validation keys; and
a plurality of data records associated with the plurality of hash validation

keys.

5. The method of claim 4, wherein the plurality of hash validation keys and
the plurality of data records associated with the plurality of hash validation keys
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are associated with different input keys of a plurality input keys that are
associated with the hash index.

6. The method of claim 1, wherein the hash table comprises a network
routing table.

7. The method of claim 1, wherein the hash validation key is of a greater
size than the hash index, wherein the hash validation key is of a lesser size that
the input key.

8. The method of claim 1, wherein the first hash function and the second

hash function are different hash functions.

9. A device, comprising:
a processor; and
a non-transitory computer-readable medium storing instructions which,
when executed by the processor, cause the processor to:
apply a first hash function to a search key to generate a hash
value;
locate a bucket for a hash index in a hash table using the hash
value, wherein the hash index corresponds to the hash value;
apply a second hash function to the search key to generate a
validation value;
compare the validation value to a hash validation key in the bucket
for the hash index; and
retrieve a data record associated with the hash validation key
when the validation value corresponds to the hash validation key.

10.  The device of claim 9, wherein the bucket for the hash index includes a
plurality of hash validation keys and a plurality of data records associated with
the plurality of hash validation keys.
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11.  The device of claim 9, wherein the hash validation key is generated by
applying the second hash function to an input key, wherein the input key is

equivalent to the search key.

12. A device comprising:
a hardware memory storing a hash table, wherein the hash table
comprises:
a bucket associated with a hash index, wherein the bucket
comprises:
a hash validation key, wherein the hash validation key is
associated with an input key; and
a data record associated with the hash validation key; and
a hardware logic to:
apply a first hash function to a search key to generate a
hash value, wherein the search key corresponds to the input key,
wherein the hash value corresponds to the hash index; and
locate the bucket for the hash index in the hash table using

the hash value.

13. The device of claim 12, wherein the bucket associated with the hash
index further comprises:

a plurality of hash validation keys; and

a plurality of data records associated with the plurality of hash validation

keys.

14.  The device of claim 12, wherein the hardware logic is further to:

apply a second hash function to the search key to generate a validation
value;

compare the validation value to at least the hash validation key of the
bucket associated with the hash index; and

retrieve a data record that is associated with the hash validation key

when the validation value is equivalent to the hash validation key.
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15. The device of claim 12, wherein the hash validation key is associated
with the input key by applying the second hash function to the input key to

generate the hash validation key.
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