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ANALYSES OF A RADIO-FREQUENCY ERVIRONMENT
UTILIZING PULSE MASKING

CLAIM OF PRIORITY
{0001] This patent application claims the benefit of priority to U.S. Application
Serial No. 15/497,554, filed April 26, 2017, which 15 incorporated by reference

herein in its entirety.

TECHNICAL FIELD
{0062} Embodiments described herein generally relate to the detection,
monitoring, or analysis of radio-frequency emissions and, more particularly, to
methods and apparatus for performing the detection, monitoring, or analysis, of
particular radio-frequency emissions of interest, in a computationaily-efficient

manner.

BACKGROUND
{0003} Radio-frequency (RF) environments in which signals or RF emissions
of interest are to be distinguished from among other RF emissions to be detected,
monitored, or analyzed, present increasingly difficult challenges for designers of
signal-analysis systems. This is due in no small part to the growing utilization of
the RF spectrum by the general public, whether intentionally, or unintentionally.
As an example of a practical application, consider the task of threat detection,
such as detection of weapons-targeting RADAR signals. Unimportant signals,
such as civilian communications, civilian RADAR usage, and the like, tend to
clutter the spectrum to be monitored for the presence of signals of importance
(S01). In dense RF environments signal-analysis systems may become
overwhelmed, or saturated, and thus unable to keep up with processing each and
every detected signal to distinguish the SOI from the non-SOI observable RF
emissions.
{0064] Conventional approaches have relied on limiting the instantaneous
bandwidth of signal analysis systems. As a consequence, such systems suffer in

thetir visibility into the spectrum of interest as they commutate their
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instantaneous bandwidth. A practical solution is needed to facilitate the detection

and analysis of signals of interest.

BRIEF DESCRIPTION OF THE DRAWINGS
{0065] In the drawings, which are not necessarily drawn to scale, ike numerals
may describe similar components in different views. Like numerals having
different letter suffixes may represent ditferent tnstances of similar components.
Some embodiments are illustrated by way of example, and not limitation, in the
figures of the accompanying drawings.
{00086] FIG. 1A isa high-level system diagram illustrating a pulse processing
system according to some embodiments.
{00071 FIG. 1B ts a system block diagram iHustrating a pulse analyzer system
in greater detail according to some embodiments.
{0068] FIG. 2 isa block diagram tllusirating a computing platform in the
example form of a general-purpose machine.
{0009] FIG. 3 1s a diagram dlustrating an exemplary hardware and software
architecture of a computing device such as the one depicted in FIG. 2, in which
various interfaces between hardware compounents and software components are
shown.
{0010] FIG. 4 1s a block diagram ilustrating examples of processing devices
that may be implemented on a computing platform, such as the computing
platform described with reference to FIGs. 2-3, according to an embodiment.
{0011} FIG. 51sa process flow diagram illustrating an example of the
operation of a pulse analyzer system according to some embodiments.
{0012] FIG 6 1s a diagram tllustrating a feature-grading algorithm according to
an example embodiment.
{0013] FIGs. TA-7B present source code as an example of the feature-grading
algorithm according to an embodiment.
{0014] FIG. B dlustrates an example set of pulse masks for the feature of pulse

width over frequency.
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DETAILED DESCRIPTION
{0015] Aspects of the embodiments are directed to pulse processing systems
and methods. An RF pulse in the present context is a burst of energy 1u the
monttored RF spectrum. Sources of RF pulses include communications systems,
RADAR, unintentional transmitters such as arc welding tools, other industrial
equipment such as microwave ovens, plasma generators, or the like, electronic
wartare signals such as jamming signal transmitters, and many others.
{0016] Aspects of the embodiments may be implemented as part of a signal-
processing and computing platform. The signal-processing and computing
platform may be one physical machine, or may be distributed among multiple
physical machines, such as by role or function, or by process thread in the case
of a cloud computing distributed model. In various embodiments, aspects of the
mvention may be configured to run in virtual machines that in turn are executed
on one or more physical machines. It will be understood by persons of skill in
the art that features of the invention may be realized by a variety of different
suitable machine implementations.
{0617} FIG. 1A is a high-level system diagram illustrating a pulse processing
system according to some embodiments. As depicted, the system includes pulse
capture circuitry 102, fast-time signal processing circuitry 104, and slow-time
signal processing circuitry 106, each communicatively coupled to the others.
Pulse capture circuitry 102 may include radio receiver circuitry, including such
arrangements as super heterodyne circuitry, in-phase and quadrature (1-Q)
demodulation circuitry, coordinate rotation digital computer ({CORDIC)
algorithm implementing circuitry, peak detection, pulse-width measurement
circutiry, and the like. Any suttable RF receiver circuitry is contemplated for the
various embodiments, whether presently known in the art, or ansing in the
future. Pulse capture circuitry 102 may also include analog-to-digital conversion
circuitry that performs sampling, quantization, and digital encoding operations to
interface the RF receiver circuitry with the signal processing circuitry. Pulse
capture circuitry 102 captures incoming pulses according to a resource
scheduling configuration 110, which roay be provided to pulse capture circuitry
102 by slow-time signal processing circuitry 106, for example. Resource

scheduling configuration 110 includes one or more directives such as frequency
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band designations, bandwidth designations, sampling rate destgnations, and
designations of other adjustable parameters of the pulse capture operations.
{6018} Fast-time signal processing circuitry 104 is constructed, programmed,
or otherwise configured to priornitize captured RF pulses for certain operations,
including the slow-time signal processing. The prioritization of the captured RF
pulses may be based on dynamic pulse-grading criteria 112, which may be
provided to fast-tirae signal processing circuitry 104 by slow-time signal
processing circuitry 106, for example. Incoming RF pulses are compared to the
dynamic pulse-grading criteria 112 and, if the criteria 112 are met or exceeded
by a given pulse, that pulse is prioritized. Prioritization of pulses may be a
simple binary designation of passing/not passing the pulse for further evaluation,
or it may be prioritized according to a variable scoring measure. The dynamic
pulse-grading criteria 112 are dynamic in the sense that it may be updated, in
some embodiments, continuously, to track the current features that are of interest
for signal analysis.

{6019} Slow-time signal processing circuitry 106 ts constructed, programmed,
or otherwise configured, to perform relevance evaluation of prioritized RF
pulses, and to adjust the dynamic pulse-grading criteria 112 and the resource
scheduling configuration 110 based on the relevance evaluation. Slow-time
signal processing circuitry 106 may involve higher-order signal analysis, such as
a machine-learning system. Vartous examples are contemplated, such as a
Markov model, a hidden Markov model (HMM), or other stochastic system
according to one type of embodiment. In another type of embodiment, a
supervised machine-learning system, such as an artificial neural network (ANN)
may be utilized. Cther examples include classification engines, such as a K-
nearest neighbor classifier, for instance. Unsupervised machine-learning
algorithms may also be used.

{0020] In the present context, the terms fast-time and siow-fime designate
alternative types of signal processing paradigms. These terms are to be
juxtaposed with one another, such that fast-time signal processing is fast in
comparison to the slow-time signal processing, and the slow-time signal
processing is slower than the fast-time signal processing. In practical examples,
fast-time signal processing generally refers to real-time or near-real-time

processing operations with respect to incoming RF pulses being recetved,
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whereas slow-time signal processing generally refers to higher-order processing
operations that may not keep up with the received incoming RF pulses. In some
embodiments, as evident from the examples provided, fast-time signal
processing tends to involve computationally simpler operations than the slow-
time signal processing, which may entail more complex algorithms. Also, in
related embodiments, fast-time signal processing is handled primarily by lower-
level machine implementations, such as using dedicated circuitry or processors
running firmware, while the slow-time signal processing may be implemented
using higher-level machine implementations such as using computing platforms
running system and application software, for example.

{0021} In the general topology of the high-level example illustrated in FIG.
1A, two feedback loops are implemented via slow-time signal processing
circuitry 106: adjustment of the resource scheduling configuration 110, and
adjustment of the dynamic pulse-grading criteria 112, Each of these feedback
loops operates to prioritize RF pulses of interest. The resource scheduling
configuration 110 facilitates selectivity of certain frequency bands that were
found to contain pulses of interest, for example. The dynamic pulse-grading
criteria 112 facilitate rapid, computationally-efficient, selection of pulses and
related information derived from the pulses, for further processing, while de-
prioritizing those tterns that lack features determined to be of interest. As will be
discussed in greater detail below, the dynamic pulse-grading criteria 112 may be
applied continuously at various layers of fast-time signal processing, and the
criteria 112 may be continucusly refined to facilitate a dynamic signal analysis
system that adjusts to dynamic signals of interest.

{6022} FIG. 1B is a system block diagran illustrating a pulse analvzer system
in greater detail according to some embodiments. The pulse analyzer system
according to these embodiments utilizes an adaptive pulse mask to prioritize
incoming pulses. As itlustrated, receiver 122 and analog-to-digital converter
(ADC) 124 receive and digitize incoming pulses 120 emitted in the RF
environment being monitored. One or both of these circuits may be
programmable by resource scheduling configuration 126

{00231 The received and digitized pulses are fed to feature correlator 128,
which 1s constructed, programmed, or otherwise configured to extract various

predefined features of the pulses and assess correlations between features of
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various pulses to determine and track one or more emitters of interest. According
to some embodiments, feature correlator 128 extracts features such as frequency,
bandwidth, pulse width, pulse repetition frequency, 1-Q) parameters, modulation
type, angle of arrival, and the like, and generates pulse descriptor data structures,
such as pulse descriptor words (PDWs) for the assessed pulses. As a subsequent
layer of correlation, the PDWs are compared to determine any patterns that are
indicative of relationships among the PDWs, such as whether certain pulses
appear {0 emanate from a common emitter, such as a RADAR station,
communication transmitter, efc. The result of this assessment is an emitter
descriptor data structure, such as an emitter descriptor word (EDW) for each
suspected emitter. The EDW may include certain features of the PDWs which
have been determined to be correlated to a common emitter, for example, along
with additional indicia that distinguish the enmutter from among other emitters. As
a further layer of assessment, the EDWSs corresponding to the various emitters
are stored in an active emitter data structure, such as an active emitter file (AEF),
which maintains and updates features describing a known set of emitiers and
their various feature sets.

{0024] Notably, at each layer of feature extraction and assessment, feature
correlator 128 applies pulse masking. Pulse masking according to various
embodiments involves comparison of one or more features {or combinations of
features) of a pulse (i.e., a feature set) in question with a reference set of values
corresponding to the same feature set (with the latter constituting the pulse
mask}. The pulse mask represents features and their values that have been
determined to be of interest. Generally speaking, if the pulse in question has
feature values that are similar to those of the pulse mask for that feature set, then
the pulse 1s prioritized for further assessment. To fully assess a pulse in question,
a pulse mask may be applied for each corresponding feature. For instance, a first
pulse mask may represent pulse amplitude distribution over frequency, whereas
a second pulse mask may represent angle of arrival distribution over frequency.
A third pulse mask may represent pulse width distribution over frequency, while
a fourth pulse mask may represent modulation type distribution over frequency.
{00251 In another type of embodiment, a pulse mask may be represented as an
N-dimensional array for N features. For example, in a case where N=3, a pulse

mask may include frequency, pulse width, and angle of arrival. Each element in
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the array, contains a grading value based on an assessment of whether or not a
feature 1s of interest, and based on a temporal-proximity weighting of those
features of interest. The grading values are adapted over time via a machine-
learning algorithm.

{0026} The plurality of pulse masks are maintained in pulse mask store 130
When pulses arrive, each feature is extracted, compared to the pulse mask, and
assigned a mask-based prionty value for each feature. These operations are
performed in fast time by feature correlator 128,

{0027} Signal processing input buftfer 132 stores pulses to be processed in
order of priority according to application of the pulse masking. In various
embodiments, prioritization of the pulses is based on input buffer prioritizer 134.
The overall pulse processing priority depends on the highest cumulative feature
priority determined as a result of application of the pulse masking at the various
lavers of pulse correlation {e.g., PDW, EDW, AEF). High Priority pulses are
ordered in signal processing input buffer 132 to be processed first and the lowest
priofity pulses are ordered to be processed last, provided that there are available
processing resources to process the lowest-priority pulses.

{0028] Pulse processor 135 analyzes the contents of the filtered pulses. These
operations may be pertormed on the in-phase and quadrature components, Kt),
and Q(t), individually according to an example embodiment. Pulse processor 135
may be implemented using a graphics processor unit (GPU}, a field-
programmable gate array (FPGA), a digital signal processor (DSP), or other
suitable signal-processing device or combination of devices.

{002%9] The pulses are further processed to further refine the pulse masks by
feature grader 136. Feature grader 136 applies pulse-grading criteria 138 along
with the temporal-proximity weighting such that features deemed “good” in
received pulses tend to elevate the grading, and features deemed “bad” tend to
suppress the grading score. Pulses that are consecutive are given increased
weighting, as will be discussed in greater detail below. As pulses are processed,
those found as higher priority receive a positive grade, and vice versa.

{00306] In arelated embodiment, user input 140 is accepted to provide guidance
on the grading of certain features. Feature correlator 128, input buffer priornitizer
134, and feature grader 136 are all processed using fast-time signal processing.

On the other hand, pulse processor 135 and machine-learning engine 142 are
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counstructed, programmed, or otherwise configured to perform slow-time
processing.

{0031} Machine learning engine 142 determunes which features are of interest
and updates pulse-grading criteria 138 accordingly. As a result, operation of
machine-learning engine 142 contributes to the dynamic adaptation of the pulse
masking. Machine learning engine 142 may apply any suitable machine-learning
algorithm from among known, or future-arising, machine-learning algorithms,
according to various embodiments.

{0032} Resource scheduler 144 is constructed, programmed, or otherwise
configured to supply the resource-scheduling configuration 126 to establish the
nature and degree of selectivity of the receiver 122 and ADC 124 to pulses
having certain features.

{0033} FIG. 2 1s a block diagram illustrating a computing platform 200 in the
example form of a general-purpose machine on which some, or all, of the system
of FIGs. 1A or 1B may be carried out according to some embodiments. In
certain embodiments, programming of the computing platform 200 according to
one or more particular algorithms produces a special-purpose machine upon
execution of that programming, In a networked deployment, the computing
platform 200 may operate in the capacity of either a server or a client machine in
server-client network environments, or it may act as a peer machine in peer-to-
peer {or distributed) network environments. Computing platform 200, or some
portions thereof, may represent an example architecture of computing platform
106 or external computing platform 104 according to one type of embodiment.
{0034} Example computing platform 200 includes at least one processor 202
{e.g., a central processing unit (CPU), a graphics processing unit (GPU} or both,
processor cores, compute nodes, etc.), a main memory 204 and a static memory
206, which communicate with each other via a link 208 (e.g, bus). The
computing platform 200 may further include a video display unit 210, input
devices 212 {e.g., a keyboard, camera, microphone), and a user interface (Ul)
navigation device 214 (e.g., mouse, touchscreen}. The computing platform 200
may additionally include a storage device 216 (e.g., a drive unit), a signal
generation device 218 {e.g., a speaker), and a RF-environment interface device

(RFEID) 220.
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{0035]  The storage device 216 includes a machine-readable medium 222 on
which is stored one or more sets of data structures and instructions 224 (e.g.,
software) embodying or utilized by any one or more of the methodologies or
functions described herein. The instructions 224 may also reside, completely or
at teast partially, within the main memory 204, static memory 206, and/or within
the processor 202 during execution thereof by the computing platform 200, with
the main memory 204, static memory 206, and the processor 202 also
constituting machine-readable media.

{0036] While the machine-readable medium 222 is illustrated in an example
embodiment to be a single medium, the term “machine-readable medium” may
include a single medium or multiple media (e g, a centralized or distributed
database, and/or associated caches and servers) that store the one or more
mstructions 224. The term “machine-readable medium” shall also be taken to
include any tangible medium that is capable of storing, encoding or carrying
mstructions for execution by the machine and that cause the machine to perform
any one ot more of the methodologies of the present disclosure or that is capable
of storing, encoding or carrying data structures utilized by or associated with
such instructions. The term “machine-~-readable medium” shall accordingly be
taken to include, but not be limited to, solid-state memories, and optical and
magnetic media. Specific examples of machine-readable media include non-
volatile memory, including but not limited to, by way of example,
serniconductor memory devices {(e.g., electrically programmable read-only
memory (EPROM), electrically erasable programmable read-only memory
(EEPROM)) and flash memory devices; magnetic disks such as internal hard
disks and removable disks; magneto-optical disks; and CI-ROM and DVD-
ROM disks.

{0037] RFEID 220 includes radio receiver circuitry, along with analog-to-
digital conversion circuitry, and interface circuitry to communicate via link 208
according to various embodiments. Various form factors are conternplated tor
RFEID 220. For instance, RFEID may be in the form of a wideband radic
receiver, or scanning radio receiver, that interfaces with processor 202 via link
208. In one example, link 208 includes a PCI Express (PCle) bus, including a
slot into which the NIC form-factor may removably engage. In another

embodiment, RFEID 220 includes circuitry laid out on a motherboard together
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with local link circuitry, processor interface circuitry, other input/output
circuitry, memory circuitry, storage device and peripheral controller circuitry,
and the like. Tn another embodiment, RFEID 220 is a peripheral that interfaces
with link 208 via a peripheral input/output port such as a universal serial bus
(USB) port. RFEID 220 receives RF emissions over wireless transmission
medium 226. RFEID 220 may be constructed to receive RADAR signaling,
radio communications signaling, unintentional emissions, or some combination
of such emissions.

{0038} FIG 3 is a diagram illustrating an exemplary hardware and software
architecture of a computing device such as the one depicted in FIG. 2, in which
various interfaces between hardware components and software components are
shown. As indicated by HW, hardware components are represented below the
divider line, whereas software components denoted by SW reside above the
divider line. On the hardware side, processing devices 302 {(which may include
one or more microprocessors, digital signal processors, etc.}, each having one or
more processor cores, are interfaced with memory management device 304 and
system interconnect 306. Memory management device 304 provides mappings
between virtual memory used by processes being executed, and the physical
memory. Memory management device 304 may be an integral part of a central
processing unit which also includes the processing devices 302,

{0039] Interconnect 306 includes a backplane such as memory, data, and
control lines, as well as the interface with input/output devices, e.g., PCI, USB,
etc. Memory 308 (e.g., dynamic random access memory or DRAM) and non-
volatile memory 309 such as flash memory (e.g., electrically-erasable read-only
memory such as EEPROM, NAND Flash, NOR Flash, etc.) are interfaced with
memory management device 304 and interconnect 306 via memory controller
310. This architecture may support direct memory access {DMA) by peripherals
in one type of embodiment. VO devices, including video and audio adapters,
nou-volatile storage, external peripheral links such as USB, Bluetooth, etc, as
well as network interface devices such as those communicating via Wi-Fi or
LTE-family interfaces, are collectively represented as VO devices and
networking 312, which interface with interconnect 306 via corresponding /O

controllers 314.
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{00408] On the software side, a pre-operating system {pre-05) environment 316
is executed at initial system start-up and is responsible for initiating the boot-up
of the operating system. One traditional example of pre-OS environment 31615 a
system basic input/output system (BIOS). In present-day systems, a unified
extensible firmware interface (UEFD 1s implernented. Pre-O8 environment 316,
is responsible for initiating the launching of the operating system, but also
provides an execution environment for embedded applications according to
certain aspects of the invention.

{0041} Operating system {OS) 318 provides a kernel that controls the hardware
devices, manages memory access for programs in memory, coordinates tasks and
facilitates multi-tasking, organizes data to be stored, assigns memory space and
other resources, loads program binary code into memory, inttiates execution of
the application program which then interacts with the user and with hardware
devices, and detects and responds to various defined interrupts. Also, operating
system 318 provides device drivers, and a vartety of common services such as
those that facilitate interfacing with peripherals and networking, that provide
abstraction for application programs so that the applications do not need to be
responsible for handling the details of such common operations. Operating
system 318 additionally provides a graphical user interface (GUI) engine that
facilitates interaction with the user via peripheral devices such as a mouitor,
keyboard, mouse, microphone, video camera, touchscreen, and the hike.

{0042} Runtime system 320 implements portions of an execution model,
including such operations as putting parameters onto the stack before a function
call, the behavior of disk input/output (I/0), and paraliel execution-related
behaviors. Runtime system 320 may also perform support services such as type
checking, debugging, or code generation and optimization.

{0043] Libraries 322 include collections of program functions that provide
further abstraction for application programs. These include shared libraries and
dynamic linked libraries (BLLs), for exarple. Libraries 322 may be integral to
the operating system 318, runtime system 320, or may be added-on features, or
even remotely-hosted. Libraries 322 define an application program interface
(AP through which a variety of function calis may be made by application
programs 324 to invoke the services provided by the operating system 318,

Application programs 324 are those programs that perforn useful tasks for users,
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beyond the tasks performed by lower-level system programs that coordinate the
basis operability of the computing device itself

{0044} FIG. 4 1s a block diagram iHustrating processing devices 302 according
to one type of embodiment. CPU 410 may contain one or more processing cores
412, each of which has one or more arithmetic logic units (ALU), instruction
fetch unit, instruction decode unit, control unit, registers, data stack pointer,
program counter, and other essential components according to the particular
architecture of the processor. As an illustrative example, CPU 410 may be a x86-
type of processor. Processing devices 302 may also include a graphics
processing unit (GPU} or digital signal processor (DSP) 414, In these
embodiments, GPU/DSP 414 may be a specialized co-processor that offloads
certain computationally-intensive operations, particularly those associated with
numerical computation, from CPU 410. Notably, CPU 410 and GPU/DSP 414
may work collaboratively, sharing access to memory resources, VO channels,
etc.

{0045] Processing devices 302 may also include a specialized processor 416,
such a field-programmable gate array (FPGA), for example. Specialized
processor 416 generally does not participate in the processing work to carry out
software code as CPU 410 and GPU 414 may do. In one type of embodiment,
specialized processor 416 18 configured to execute time-critical operations, such
as real-time, or near-real-time signal processing. Specialized processor 416 may
execute dedicated firmware. Specialized processor 416 may also include a
dedicated set of VO facilities to enable it to communicate with external entities.
Input/output (/0O) controller 415 coordinates information flow between the
various processing devices 410, 414, 416, as well as with external circuitry, such
as a system interconnect.

{0046} Exaroples, as described herein, may include, or may operate on, logic or
a number of components, circuits, or engines, which for the sake of consistency
are termed engines, although it will be understood that these terms may be used
interchangeably. Engines may be hardware, software, or firmware
communicatively coupled to one or more processors in order to carry out the
operations described herein. Engines may be hardware engines, and as such
engines may be considered tangible entities capable of performing specified

operations and may be configured or arranged in a certain manner. In an
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example, circuits may be arranged {e.g., internally or with respect to external
entities such as other circuits) in a specified manner as an engine. In an example,
the whole or part of one or more computing platforms (e.g., a standalone, client
or server computing platform} or one or more hardware processors may be
configured by firmware or software (e g., instructions, an application portion, or
an application} as an engine that operates to perform specified operations. In an
example, the software may reside on a machine-readable medium. In an
example, the software, when executed by the underlying hardware of the engine,
causes the hardware to perform the specified operations. Accordingly, the term
hardware engine is understood to encompass a tangible entity, be that an entity
that 1s physically constructed, specifically configured (e g, hardwired), or
temporarily (e.g., transitorily} configured (e.g., programmed) to operate in a
specified manner or to perform part or all of any operation described herein.
{00477 Considering examples in which engines are temporarily configured,
each of the engines need not be instantiated at any one moment in time. For
exampie, where the engines comprise a general-purpose hardware processor
configured using software; the general-purpose hardware processor may be
configured as respective different engines at different times. Software may
accordingly contfigure a hardware processor, for example, to constitute a
particular engine at one instance of time and to constitute a different engine at a
different instance of time.

{0048} FIG. 515 a process flow diagram illustrating an example of the
operation of a pulse analyzer system, such as the system described above with
reference to FIGs. 1A-1B according to some embodiments. At 504, receiver 122
of the system receives pulses emitted from within an RF environment 502, At
506 ADC 124 digitizes the recetved pulses. At 508, feature correlator 128
performs pulse descriptor word (PDW)-layer operations to extract features of the
pulses and compare them to corresponding pulse masks at 510, The pulse masks
are initially provided from ruission data file 512, which may be implernented in
pulse mask store 130, though operations at 510 also include continuous updating
of the pulse masks. At 514, feature correlator 128 sumularly extracts features at
an emitter descriptor word (EDW ) layer to apply corresponding pulse masking at

510. At 516, the AEF 1s generated and the pulses are prioritized in signal
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processing input buffer 132 by input buffer prioritizer 134 based on their highest
cumulative feature score according to the application of the pulse masks.

{0049] At 513, the pulses are processed by pulse processor 135 in order of their
prioritization. Signal processing may involve automated investigation of the
signal properties and content, if the latter 1s accessible. From this information,
information about the signals’ source and purpose may be inferred. The signal
processing operation may be in slow-time. However, since the pulses are
prioritized by input buffer prioritizer 134, the computing bottleneck, if any, may
be obviated since the pulses are processed in order of decreasing interest. Hence,
the available computing resources are applied to process the pulses of greatest
importance, as assessed by application of the pulse masking.

{00501 Also at 518, feature grader 136 grades the importance of the various
features respectively as part of updating the pulse masks. An example of the
feature~-grading is described in greater detail below with reference to FIG. 6. A
user interface may be provided at 520 to obtain user input 140 in regard to the
signal processing and the grading of features. User input 140 may provide
assistance to the machine learning algorithm in the form of reinforcement
{(positive or negative) input, frorn which the machine-learning algorithm may
self-adapt to improve accuracy of signal processing or grading for future pulses.
For example, a user may identify features of interest, adjust weighting of filters,
define or redefine prioritization criteria, and the like.

{0051} At 522, higher-order learning operations are carried out. These may
include stochastic-type machine learning, as well as neural-network,
classification, association rule mining, clustering, support vector machine, or
other machine-learning mechanism, whether supervised or unsupervised,
according to various embodiments. At 524, resource scheduling is performed
based on the updated pulse mask grades. For example, frequency bands of
greater interest may be identified as corresponding to frequent incidence of other
features deemed important, such as pulse width, angle of arrival, modulation
type, etc. These frequency bands may be specified for preferential listening by
the pulse reception hardware. The hardware resource scheduling feedback 1s
indicated at 526. At 528, results of the higher-order learning are used to further

update the pulse masks.
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{0052] FIG. 61is a diagram illustrating a feature-grading algorithm according to
an example embodiment. The grading algorithm uses a temporal proximity
weighting approach to rapidly converge the feature grade to a value. As
depicted, the horizontal axis represents the passage of time. Here, each
increment along the horizontal axis is an observed effect of an analyzed pulse.
The observed effect may be considered to be “good” or “bad” in terms of its
impact on the relevance of the feature. Good effects are indicated by the upward-
pointing arrows such as arrow 602, whereas bad effects are represented by the
downward-facing arrows such as arrow 604. For each observed effect, an
adjustment of the grade is made. The grading in this example is in the numerical
range of -1 to 1, with positive values corresponding to good feature effects —1.¢
the feature is deemed to be relevant; and negative values corresponding to bad
feature effects — 1.e, the feature is deemed not relevant.

{0053} According to an example set of dectsion logic, if the number of times
the feature within the region is assessed as interesting is 1, then the value
increases by: 0.33*(1-currentScore). If the number of times the feature within
the region is assessed as interesting is greater than 1, then the value increases by:
0.66%(1-currentScore). If the number of times the feature within the region 18
assessed as NOT interesting is 1, then the value decreases by: abs{0.33%(-
I+eurrentScore)). I the number of times the feature within the region is assessed
as interesting is greater than 1, then the value tncreases by: abs{0.66*{-
I+currentScore)).

{0054] These scores are tracked over time and used as priorities for processing
and scheduling resources. Advantageously, this algorithm is relatively
fightweight and only uses the most recent value from which the next value s
determined upon receiving a new observed effect.

{0085} This example algorithm quickly adapts to changes in feature
importance. As can be seen in FIG. 6, one change in importance assessment does
not appreciably affect the overall score; however, a second consecutive
importance assessment of the same polarity as the preceding one produces a
dramatic effect.

10056] Also depicted in FIG. 6 are category thresholds 606, 608, 610, and 612.
Threshold 606 is at 0.75; threshold 608 is at 0.25; threshold 610 1s at -0.25; and

threshold 612 15 at -0.75. Thus, five classifications are defined: GREAT {(x >=
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0.753, GOOD (0.25 <= x < 0.75), FAIR (-0.25 <= x < 0.25), POOR (-0.75 <= x
<-0.25); and BAD (x <= -0.75). Each category is marked with a corresponding
shading pattern as indicated at 614. The categorizations for the example grading
is indicated at 616.

{0087} FIGs. TA-7B present source code as an example of the feature-grading
algorithm according to an embodiment. This example implements an expansion
of a Newtoruan growth/decay algorithm for grading significance of signal
features. If a signal is deemed to be of interest, a positive grade is applied, while
i a signal 1s deemed insigniticant, a negative grade is applied. Grades are
compounded in response to multiple occurrences to accelerate the convergence
to a particular classification score. Advantageously, this approach facilitates
rapid responstveness to signals that exhibit variable relevance.

{0058} FIG. 8 illustrates an example set of pulse masks for the feature of pulse
width over frequency. The pulse masks are depicted as 2-D arrays in this
example, with each cell of the array corresponding to a particular pulse width
value (rounded) at a particular frequency (rounded). Each cell represents a
grading point, such as grading point 802. Each grading point has a value
corresponding to a determined categorization using an feature-grading algorithm
such as the one described above with reference to FIGs. 6 and 7A-7B. Notably,
there are separate pulse masks for the various feature-extraction layers of PDW,
EDW, and AEF.

{0059} In an example embodiment, each grading point has a grade applied to it
which is adapted over time via machine learning. When pulses arrive, the feature
is extracted, compared to the mask, and assigned a mask-based priority value for
each feature, in fast time. The overall pulse processing priority depends on the
highest cumulative feature priority. High-priority pulses are processed first and
the fowest priority pulses are processed last. As pulses are processed, those
found as higher priority receive a positive grade, and vice versa. Updating of the
mask may be based on a combination of higher-order processing learning
algorithmic feedback, operator-provided feedback, and signal processing
feedback. The mapping 1s continuously updated throughout a mission, and

resources are scheduled to focus on highly scored features.
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{0060] Additional Notes & HExamples:

{0061} Example 1 is a radio-frequency (RF) signal analyzer for analyzing RF
pulses, the RF signal analyzer comprising: pulse capture circuitry to capture
incoming RF pulses according to a resource scheduling configuration and to
store captured RF pulses; fast-time sigoal processing circuiiry, and slow-time
signal processing circuitry, wherein: the fast-time signal processing circuitry is
to prioritize the captured RF pulses for slow-time signal processing based on
dynamic pulse-grading criteria; and the slow-time signal processing is to
perform relevance evaluation of the prioritized RF pulses, and to adjust the
dynamic pulse-grading criteria and the resource scheduling configuration based
on the relevance evaluation.

{0062] In Example 2, the subject matter of Example 1 optionally includes
wherein the fast-time signal processing circuitry includes a feature correlator to
extract various predefined features of the RY pulses and assess correlations
between features of the RF pulses to determine one or more emitters of interest.
{0063] In Example 3, the subject matter of Example 2 optionally includes
wherein the feature correlator is to generate: pulse descriptor data structures,
each pulse descriptor data structure based on extracted features of a
corresponding RF pulse; an emitter descriptor data structure based on detected
correlations of features of various pulse descriptor data structures corresponding
to different pulses; and an active emitter data structure based on a plurality of
emitter descriptor data structures.

{00641 In Example 4, the subject matter of any one or more of Examples 1-3
optionally include wherein the fast-time signal processing circuitry includes a
pulse mask store containing feature set-specific pulse masks, wherein each pulse
mask represents pulse features and values of the pulse features that are relevant
for analysis of the RF pulses.

{0065 In Example 5, the subject matter of Example 4 optionally includes
wherein each pulse mask is to be compared against a RF pulse descriptor data
structure to assess whether a corresponding feature set of the RF pulse is
relevant for analysis of the pulse.

{0066] In Example 6, the subject matter of any one or more of Examples 4-5
optionally include wherein each pulse mask is represented as an N-dimensional

array representing N pulse features, wherein N is greater than one.
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{0067] In Example 7, the subject matter of Example 6 optionally includes
wherein N is equal to two.

{6068} Iu Example 8, the subject ratter of any one or more of Examples 4-7
optionally include wherein each pulse mask represents a pulse feature
distribution over a spectrum of frequencies.

{0069} In Example 9, the subject matter of any one or more of Examples 4-8
optionally include a feature grader to apply pulse-grading criteria to update at
feast one of the pulse masks based on temporal proximity weighting of relevance
at least one corresponding teature of the RF pulses.

{0076} In Example 10, the subject matter of any one or more of Examples 1-9
optionally include wherein the fast-time signal processing circuitry includes: a
signal processing input buffer to store R¥ pulse information for pulses to be
processed; and an input butfer prioritizer to reorder the RF pulse information
according to assessed relevance of the RF puises.

{0071} In Example 11, the subject matter of any one or more of Examples 1-10
optionally include wherein the slow-time signal processing circuitry includes a
machine-learning engine to determine relevance of features of the RF pulses
according to at least one machine-learning algorithm.

{0072} Example 12 is an automated method for analyzing radio-frequency (R¥)
pulses, the method comprising: capturing incoming RF pulses accordingto a
resource scheduling configuration; storing captured RF pulses; applying fast-
time signal processing to perform prioritizing of the captured RF pulses for
slow-time signal processing based on dynamic pulse-grading criteria applied via
fast-time signal processing; performing relevance evaluation of the prioritized
RF pulses via the slow-time signal processing ; and adjusting the dynamic pulse-
grading criteria and the resource scheduling configuration based on the relevance
evaluation.

{00731 In Example 13, the subject matter of Example 12 optionally includes
wherein in the fast-time signal processing, various predefined features of the RF
pulses are extracted and correlations between features of the RF pulses are
assessed to determine one or more eruitiers of interest.

{0074] In Example 14, the subject matter of Example 13 optionally includes
wherein the fast-time signal processing includes storing: pulse descriptor data

structures, each pulse descriptor data structure based on extracted features of a
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corresponding RF pulse; an emitier descriptor data structure based on detected
correlations of features of various pulse descriptor data structures corresponding
to ditferent pulses; and an active emtter data structure based on a plurality of
emitter descriptor data structures.

{0075} In Example 15, the subject matter of any one or more of Examples 12—
14 optionally include wherein the fast-time signal processing includes storing
feature set-specific pulse masks, wherein each pulse mask represents pulse
features and values of the pulse features that are relevant for analysis of the RF
pulses.

{0076] In Example 16, the subject matter of Example 15 optionally includes
wherein each pulse mask is compared against a RF pulse descriptor data
structure to assess whether a corresponding feature set of the RF pulse is
relevant for analysis of the pulse.

{60771 In Example 17, the subject matter of any one or more of Examples 15—
16 optionally include wherein each pulse mask is represented as an N-
dimensional array representing N pulse features, wherein N is greater than one.
{0078] In Example 18, the subject matter of Example 17 optionally includes
wherein N is equal to two.

{0079} In Example 19, the subject matter of any one or more of Examples 15—
18 optionally include wherein each pulse mask represents a pulse feature
distribution over a spectrum of frequencies.

{0080} In Example 20, the subject matter of any one or more of Examples 15—
19 optionally include applying pulse-grading criteria to update at least one of the
pulse masks based on temporal proximity weighting of relevance at least one
corresponding feature of the RF pulses.

{6081} In Example 21, the subject matter of any one or more of Examples 12—
20 optionally include wherein the fast-time signal processing includes: storing
RF pulse information for pulses to be processed; and reordering the RF pulse
information according to assessed relevance of the RF pulses.

{6082} In Example 22, the subject matter of any one or more of Examples 12—
21 optionally include wherein the slow-time signal processing includes
determining relevance of features of the RF pulses according to at least one

machine-learning algorithm.
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{0083] Example 23 is a set of at least one non-transitory machine-readable
medium containing instructions that, when executed by signal-processing
equipment, cause the signal-processing equipment to : capture incoming RF
pulses according to a resource scheduling configuration; store captured RF
pulses; apply fast-time signal processing to perform prioritizing of the captured
RF pulses for stow-time signal processing based on dynamic pulse-grading
criteria applied via fast-time signal processing; perform relevance evaluation of
the prioritized RF pulses via the slow-time signal processing ; and adjust the
dynamic pulse-grading criteria and the resource scheduling configuration based
on the relevance evaluation.

{0084] In Example 24, the subject matter of Example 23 optionally includes
wherein in the fast-time signal processing, various predefined features of the RF
pulses are extracted and correlations between features of the RF pulses are
assessed to determine one or more emitters of interest.

{0085] In Example 25, the subject matter of Example 24 optionally includes
wherein the fasi-time signal processing includes storing: pulse descriptor data
structures, each pulse descriptor data structure based on extracted features of a
corresponding RF pulse; an emutter descriptor data structure based on detected
correlations of features of various pulse descriptor data structures corresponding
to ditferent pulses; and an active emutter data structure based on a plurality of
emitter descriptor data structures.

{0086} In Example 26, the subject matter of any one or more of Examples 23—
25 optionally include wherein the fast-time signal processing includes storing
feature set-specific pulse masks, wherein each pulse mask represents pulse
features and values of the pulse features that are relevant for analysis of the RF
pulses.

{0087} In Example 27, the subject matter of Example 26 optionally includes
wherein each pulse mask is compared against a RF pulse descriptor data
structure to assess whether a corresponding feature set of the RF pulse is
relevant for analysis of the pulse.

{0088} In Example 28, the subject matter of any one or more of Examples 26—
27 optionally include wherein each pulse mask is represented as an N-

dimensional array representing N pulse features, wherein N is greater than one.
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{0089] In Example 29, the subject matter of Example 28 optionally includes
wherein N is equal to two.

{0090] In Example 30, the subject matter of any one or more of Examples 26—
29 optionally include wherein each pulse mask represents a pulse feature
distribution over a spectrum of frequencies,

{0091] In Example 31, the subject matter of any one or more of Examples 26—
30 optionally include 1nstructions that, when executed by signal-processing
equipment, cause the signal-processing equipment to apply pulse-grading criteria
to update at least one of the pulse masks based on temporal proximity weighting
of relevance at least one corresponding feature of the RF pulses.

{0092] In Example 32, the subject matter of any one or more of Examples 23—
31 optionally include wherein the fast-time signal processing includes: storing
RF pulse information for pulses to be processed; and reordering the RF pulse
information according to assessed relevance of the RF puises.

{00931 In Example 33, the subject matter of any one or more of Examples 23~
32 optionally include wherein the slow-time signal processing includes
determining relevance of features of the RF pulses according to at least one
machine-learning algorithm.

{0094] Example 34 is a system for analyzing radio-frequency (RF) pulses, the
system comprising: means for capturing incoming RF pulses accordingto a
resource scheduling configuration; means for storing captured RF pulses; fast-
time signal processing means for prioritizing the captured RF pulses for
processing by means for slow-time signal processing based on dynamic pulse-
grading criteria applied via fast-time signal processing; means for performing
relevance evaluation of the prioritized RF pulses via the means for slow-time
signal processing ; and means for adjusting the dynamic pulse-grading criteria
and the resource scheduling configuration based on the relevance evaluation.
{00951 In Example 35, the subject matter of Example 34 optionally includes
wherein the fast-time signal processing means include means for exiracting
various predefined features of the RF pulses; and means for assessing
correlations between features of the RF pulses to determine one or more emitters
of interest.

{0096] In Example 36, the subject matter of Example 35 optionally includes

wherein the fast-time signal processing means include means for storing: pulse
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descriptor data structures, each pulse descriptor data structure based on extracted
features of a corresponding RF pulse; an emitter descriptor data structure based
on detected correlations of features of various pulse descriptor data structures
corresponding to different pulses; and an active emitter data structure based on a
plurality of eruitier descriptor data structures.

{00971 In Example 37, the subject matter of any one or more of Examples 34~
36 optionally include wherein the fast-time signal processing means include
storing feature set-specific pulse masks, wherein each pulse mask represents
pulse features and values of the pulse features that are relevant for analysis of the
RF pulses.

{0098] In Example 38, the subject matter of Example 37 optionally includes
wherein each pulse mask is compared against a RF pulse descriptor data
structure to assess whether a corresponding feature set of the RF pulse is
relevant for analysis of the pulse.

{00991 In Example 39, the subject matter of any one or more of Examples 37~
38 optionally include wherein each pulse mask is represented as an N-
dimensional array representing N pulse features, wherein N is greater than one.
{06106} In Example 40, the subject matter of Example 39 optionally includes
wherein N is equal to two.

{0161] In Example 41, the subject matter of any one or more of Examples 37—
40 optionally include wherein each pulse mask represents a pulse feature
distribution over a spectrum of frequencies.

{01021 In Example 42, the subject matter of any one or more of Examples 37—
41 optionally include means for applying pulse-grading criteria to update at least
one of the pulse masks based on temporal proximity weighting of relevance at
least one corresponding teature of the RF pulses.

{0163] In Example 43, the subject matter of any one or more of Examples 34—
42 optionally include wherein the fast-time signal processing means include:
means for storing RF pulse information for pulses to be processed; and means
for reordering the RF pulse information according to assessed relevance of the
RF pulses.

i01064] In Example 44, the subject matter of any one or more of Examples 34~

43 optionally include wherein the means for slow-time signal processing include
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means for determining relevance of features of the RF pulses according to at
least one machine-learning algorithm.

{0185] The above detailed description includes references to the accompanying
drawings, which form a part of the detailed description. The drawings show, by
way of Hlustration, specific embodiments that way be practiced. These
embodiments are also referred to herein as “examples.” Such examples may
include elements in addition to those shown or described. However, also
contemplated are examples that include the elements shown or described.
Moreover, also contemplated are examples using any combination or
permutation of those elements shown or described (or one or more aspects
thereof), either with respect to a particular example {or one or more aspects
thereot}, or with respect to other examples (or one or more aspects thereof)
shown or described herein.

{31686] Publications, patents, and patent documents referred to in this document
are incorporated by reference herein in their entirety, as though individually
incorporated by reference. In the event of inconsistent usages between this
document and those documents so incorporated by reference, the usage in the
mcorporated reference(s) are supplementary to that of this document; for
irreconciiable inconsistencies, the usage in this document controls.

{0167] In this document, the terms “a” or “an” are used, as is common in
patent documents, to include one or more than one, independent of any other
instances or usages of “at least one” or “one or more.” In this document, the term
“or’ is used to refer to a nonexclusive or, such that “A or B” includes “A but not
B,” “B but not A,” and A and B.” unless otherwise indicated. In the appended
claims, the terms “including” and “in which” are used as the plain-English
equivalents of the respective terms “comprising” and “wherein.” Also, in the
following claimsg, the terms “including” and “comprising” are open-ended, that
is, a system, device, article, or process that includes elements in addition to those
Histed after such a term in a claim are still deemed to fall within the scope of that
claim. Moreover, in the following claims, the terms “first,” “second,” and
“third,” etc. are used merely as labels, and are not intended to suggest a
numerical order for their objects.

{0108] The above description s intended to be illustrative, and not restrictive.

For example, the above-described examples (or one or more aspects thereof)
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may be used in combination with others. Other embodiments may be used, such
as by one of ordinary skill in the art upon reviewing the above description. The
Abstract 15 to allow the reader to quickly ascertain the nature of the technical

disclosure. It is submitted with the understanding that 1t will not be used to

W

interpret or limit the scope or meaning of the claims. Also, in the above Detailed
Description, various features may be grouped together to streamline the
disclosure. However, the claims may not set forth every feature disclosed herein
as embodiments may feature a subset of said features. Further, embodiments
may include fewer features than those disclosed in a particular example. Thus,
10 the following claims are hereby incorporated into the Detailed Description, with
a claim standing on its own as a separate embodiment. The scope of the
embodiments disclosed herein is to be determined with reference to the
appended claims, along with the full scope of equivalents to which such claims
are entitled.
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CLAIMS

What 1s claimed is:

i A radio-frequency (RY) signal analyzer tor analyzing RF pulses, the
RF signal analyzer comprising:
pulse capture circuitry to capture incoming RF pulses according to a
resource scheduling configuration and to store captured RF pulses;
fast-time signal processing circuitry, and slow-time signal processing
circuitry, wherein:
the fast-time signal processing circuitry is to prioritize the captured RF
pulses for slow-time signal processing based on dynamic pulse-grading
criteria; and
the slow-time signal processing is to perform relevance evaluation of
the prioritized RF pulses, and to adjust the dynamic pulse-grading criteria
and the resource scheduling configuration based on the relevance

evaluation.

2. The RF signal analyzer of claim 1, wherein the fast-time signal
processing circuitry includes a feature correlator to extract various predefined
features of the RF pulses and assess correlations between teatures of the RF
pulses to determine one or more emitters of interest.
3. The RF signal analyzer of claim 2, wherein the feature correlator is to
generate:

pulse descriptor data structures, each pulse descriptor data structure
based on extracted features of a corresponding RF pulse;

an emitter descriptor data structure based on detected correlations of
features of various pulse descriptor data structures corresponding to different
pulses; and

an active emiiter data structure based on a plurality of emutter

descriptor data structures.
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4. The RF signal analyzer of claim 1, wherein the fast-time signal
processing circuitry includes a pulse mask store containing feature set-specific
pulse masks, wherein each pulse mask represents pulse features and values of

the pulse features that are relevant for analysis of the RF pulses.

5. The RF signal analyzer of claim 4, wherein each pulse mask is to be
compared against a RF pulse descriptor data structure to assess whether a

corresponding feature set of the RF pulse is relevant for analysis of the pulse.

6. The RF signal analyzer of claim 4, wherein each pulse mask is
represented as an N-dimensional array representing N pulse features, wherein N

is greater than one.

The RF signal analyzer of claim 6, wherein N is equal to two.

& The RF signal analyzer of claim 4, wherein each pulse mask represents

a pulse feature distribution over a spectrum of frequencies.

9. The RF signal analyzer of claim 4, further comprising: a feature grader
to apply pulse-grading criteria to update at least one of the pulse masks based on
temporal proximity weighting of relevance at least one corresponding feature of

the RF pulses.

10. The RF signal analyzer of claim 1, wherein the fast-time signal
processing circuitry includes:

a signal processing input buffer to store RF pulse information for
pulses to be processed; and

an input buffer prioritizer to reorder the RF pulse information

according to assessed relevance of the RF pulses.

tL The RF signal analyzer of claim 1, wherein the slow-time signal
processing circuitry includes a machine-learning engine to determine relevance
of features of the RF pulses according to at least one machine-learning

algorithn.

PCT/US2018/029381
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12 An automated method for analyzing radio-frequency (RF) pulses, the
method comprising:

capturing incoming RF pulses according to a resource scheduling
configuration;

storing captured RF pulses;

applying fast-time signal processing to perform prioritizing of the
captured RF pulses for slow-time signal processing based on dynamic pulse-
grading criteria applied via fast-time signal processing;

performing relevance evaluation of the prioritized RF pulses via the
slow-time signal processing; and

adjusting the dynamic pulse-grading criteria and the resource

scheduling configuration based on the relevance evaluation.

3. The method of claim 12, wherein in the fast-time signal processing,
various predefined features of the RF pulses are extracted and correlations
between features of the RF pulses are assessed to determine one or more emitters

of interest.

14 The method of claim 12, wherein the fast-time signal processing
includes storing feature set-specific pulse masks, wherein each pulse mask
represents pulse features and values of the pulse features that are relevant for

analysis of the RF pulses.

15. The method of clatm 12, wherein the fast-time signal processing
includes:

storing RF pulse information for pulses to be processed; and

reordering the RF pulse information according to assessed relevance of

the RF pulses.

16. A set of at least one non-transitory machine-readable medium
containing instructions that, when executed by signal-processing equipment,

cause the signal-processing equipment to:

o
3
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capture incoming RF pulses according to a resource scheduling
configuration;

store captured RF pulses;

apply fast-time signal processing to perform prioritizing of the captured
RF pulses for slow-time signal processing based on dynamic pulse-grading
criteria applied via fast-time signal processing;

perform relevance evaluation of the prionitized RF pulses via the slow-
time signal processing; and

adjust the dynamic pulse-grading criteria and the resource scheduling

configuration based on the relevance evaluation.

17. The set of ai leasi one machine-readable medium of claim 16, wherein
in the fast-time signal processing, various predefined teatures of the RF pulses
are extracted and correlations between features of the RF pulses are assessed to

determine one or more emitters of interest.

18. The set of at least one machine-readable medium of claim 16, wherein
the fast-time signal processing includes storing feature set-specific pulse masks,
wherein each pulse mask represents pulse features and values of the pulse

features that are relevant for analysis of the RF pulses.

19 The set of at least one machine-readable medium of claim 18, wherein
each pulse mask is compared against a RF pulse descriptor data structure to
assess whether a corresponding feature set of the RF pulse 1s relevant for

analysis of the pulse.

20. The set of at least one machine-readable medium of claim 18, wherein
each pulse mask is represented as an N-dimensional array representing N pulse

features, wherein N is greater than one.

2% The set of at least one machine-readable medium of claim 20, wherein

N is equal to two.

PCT/US2018/029381
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22. The set of at least one machine-readable medium of claim 18, wherein
each pulse mask represents a pulse feature distribution over a spectrum of

frequencies.

23. The set of at least one machine-readable medium of claim 18, further
comprising:

instructions that, when executed by signal-processing equipment, cause
the signal-processing equipment to apply pulse-grading criteria to update at least
one of the pulse masks based on temporal proximity weighting of relevance at

least one corresponding feature of the RF pulses.

24. The set of at least one machine-readable medium of claim 16, wherein
the fast-time signal processing includes:
storing RF pulse information for pulses to be processed; and
reordering the RF pulse information according to assessed relevance of

the RF pulses.

25, A system for analyzing radio-frequency (RF) pulses, the system
comprising:

means for capturing incoming RF pulses according to a resource
scheduling configuration;

means for storing captured RF pulses;

fast-time signal processing means for prioritizing the captured RF
pulses for processing by means for slow-time signal processing based on
dynamic pulse-grading criteria applied via fast-time signal processing;

means for performing relevance evaluation of the prioritized RF pulses
via the means for stow-time signal processing; and

means for adjusting the dynamic pulse-grading criteria and the resource

scheduling configuration based on the relevance evaluation,
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if obj.obs{index}1) > O
obj.con{index, filterPointindex}(l) = +0.33;
elseif obj cb&{ndex Wiy < 0

obj.con{index, filierPointindex}{i) = -0.33
else
bj.con{index, filierPointindex}Hi) = 0;
end
delta(i} = obj.con{index, filterPointindex}(
else
growVal =
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= -optionZ;

it obj.obs{index}(i-

1} > 0 && growval > 0

deita(i) = optionp;

eEseif obj obsfi-ﬁdex}’i 1) >

eEseJ obj.obsvndex}u -1) <

0 && growval < |

0 && growval > 0
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end
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end
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+ delta(i);
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