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SNIPPET MATCHING IN FILE SHARING NETWORKS 

BACKGROUND 

Cross-Reference to Related Application(s).  

This application claims priority to and the benefit of U.S. Provisional Patent 

5 Application Serial No. 61/697,916 filed September 7, 2012.  

Technical Field 

This application relates to determining whether certain information is being 

shared in a computer network.  

10 Background Information 

File sharing is the practice of distributing or providing access to digitally stored 

information, such as computer programs, multimedia (audio, images and video), 

documents, or electronic books. Sharing mechanisms may include centralized servers, 

World Wide Web-based hyperlinked documents, or the use of file sharing networks.  

15 Sharing Networks may be implemented in a variety of ways such as using peer-to-peer 

technologies, bit torrent technologies, file hosting services and the like.  

File sharing continues to rank as one of the most popular Internet applications.  

The ability to pool resources from thousands or millions of users makes filesharing an 

extremely attractive for a number of applications. However, such convenience and rapid 

20 accessibility to information is not without its risks. In particular, users that accidentally or 

unwittingly share private files can find personal and other sensitive information rapidly 

downloaded by other users all over the world.  

Most businesses collect and store sensitive information about their employees and 

customers such as Social Security numbers, credit card and account information, medical 

25 and other personal data. Many of them have a legal obligation to protect this information 

against inadvertent disclosure. If such information gets in the wrong hands, it can lead to
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fraud and identity theft. People who use P2P filesharing software can end up 

inadvertently sharing files. They may accidentally choose to share drives and folders that 

contain sensitive information, or they could save a private file to a shared drive or folder 

by mistake, making a private file available to others. In addition, viruses and other 

5 malware can change the access to drives and folders designed for sharing, also putting 

private files at risk. As a result, instead of simply sharing their music files as intended, 

other sensitive information such as tax records, private medical records, work documents 

and so on end up being available via general circulation on filesharing networks.  

The risks are very high for businesses as well as end users. For example, the 

10 United States Federal Trade Commission (FTC) has recently announced settlements 

against multiple companies who had illegally exposed sensitive personal information of 

their customers by allowing it to be shared on peer to peer (P2P) networks. These 

enforcement actions point out the serious implications of inadequate or nonexistent data 

privacy and security policies.  

15 There are audit services for hire that can locate sensitive data in an organization 

and determine what sort of access can be gained to it via file sharing networks. In 

government and military end uses that can use in-depth standards for classifying the 

sensitivity of data such as "secret", "top-secret" and so on. These classifications detail 

who can have access to the information and what level of security assurance should be 

20 implemented to protect against inadvertent disclosure.  

Several problems occur when attempting to locate private files that include 

sensitive information on file sharing networks. The owner or custodian of the information 

wants to know if their file is being shared,but also even if pieces of the file are being 

shared. For example, a long list of credit card numbers may be compromised even if a 

25 small number of the credit card numbers are exposed. In addition, sensitive information 

may be rearranged or combined with other information to obfuscate it. Furthermore, the 

sensitive content may be split among multiple files. In addition the private file may 

contain classified or other highly sensitive information and yet the custodian of the 

information wishes to be able to avail themselves of the commercial services to locate the 

30 information, but without disclosing it entirely.
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A reference herein to a patent document or any other matter identified as prior 

art, is not to be taken as an admission that the document or other matter was known or 

that the information it contains was part of the common general knowledge as at the 

priority date of any of the claims.  

5 Where any or all of the terms "comprise", "comprises", "comprised" or 

"comprising" are used in this specification (including the claims) they are to be 

interpreted as specifying the presence of the stated features, integers, steps or 

components, but not precluding the presence of one or more other features, integers, 

steps or components.  

10 

SUMMARY 

According to a first aspect of the present invention, there is provided a system 

for determining if sensitive private information has been leaked to a public network, 

the system comprising: a computer including at least one processor, a memory, and a 

15 network interface; a private digital file containing sensitive content produced by an 

application program; and a private information matching process executing in the 

memory of the processor and configured to receive the private digital file; process the 

private digital file to generate snippet portions thereof, wherein each snippet portion 

includes a plurality of rolling chunks of a digital file, wherein a first snippet portion 

20 contains a first chunk comprising a first set of words in the file, and a second snippet 

portion contains a second chunk comprising a second set of words in the file, and 

wherein the second set of words includes at least some of but not all of the words in 

the first set of words; receive multiple public digital files via the network interface 

from a public network; process the public digital files to generate snippet portions 

25 thereof; and match the generated snippets of the private digital files against the 

generated snippets of the public digital files to determine if at least some of the 

content of the private digital file is accessible to other computers connected to the 

public network.  

The present disclosure provides for matching private files against files 

30 available via a public network (such as a web server, P2P network, BitTorrent, etc.) to 

determine if information content of a private file has been leaked. The set of tools
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operates on pieces of information obtained from or about private files, which affords a 

number of advantages including greater processing throughput, the ability to handle 

different types of content, and the ability to search for classified information without 

disclosing the information itself.  

5 In specific embodiments, techniques are provided for matching pieces of a 

private file against public files available on filesharing networks. A process makes use 

of for example at least a snipper tool, a matcher tool and a post match tool.  

The snipper tool extracts the content of files into a stream of words and breaks 

that stream into rolling chunks of a configurable size called a snippet. For example, 

10 given a snippet size of 25 in a stream of 50 words, the snipper tool breaks up the 

stream of 50 words into 26 snippets, each 25 words long. A hash is then calculated for 

each snippet.  

The matcher tool loads all the hashes calculated for all of the generated 

snippets for all of the private files. For each public file located on a file sharing 

15 network, a set of snippets and hashes are then generated using the same snippet 

process described above. To perform a match, the resulting hashes of the public files 

are compared to a map of the private hashes. Results of the matching process, such as 

a list of matching files, is then persisted such as to a database.  

The post match tool examines all of the resulting matching files and aggregates 

20 consecutive matching snippets into contiguous blocks of matching words. The result is 

then persisted such as to a database. Contiguous matching blocks can then be 

examined via match evaluation user interfaces, such as may be presented to human 

analysts, to obtain greater details about the specific matches between files.  

In a specific embodiment, the user interface can allow a human analyst to 

25 launch the matching/snippet processes against a directory of public files located on 

one or more
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file sharing networks. The matcher performs the same snippet process against the public 

files, and summary information from that result is then persisted to a database.  

A snippit match evaluation user interface can further permit the analyst to 

examine matches between two files. The user interface can, for example, present a side

5 by-side view of a match with the private information shown on the left and the public 

information shown on the right. A list of matching files can be shown in a scrollable list.  

When a user selects a private and public file the match view can present, for example, a 

summary of the percent of match found. Colors such as red green and yellow or lack 

thereof can be used to indicate degree of match.  

10 The matching process can also examine all matching snippets and determine 

blocks of continuous matching sections between matching files. A preview of each block 

can be presented such as in a scrollable list on one portion of the screen. The blocks can 

be sorted, a order such as, for example, with the matching block found having the highest 

number of files being sorted first.  

is Further embellishments can be provided to the implementation. For example, if 

the private file contains highly sensitive information, it may not be desirable for the 

owner of the private file to provide a complete copy of the same to an external service 

provider. The owner can instead provide only pieces of the private file which they seek 

to locate, or can even provide only the hash information to the tool.  

20 Snippet size can be determined by analysts or determined via heuristics. Other 

heuristics may be applied by the analyst to for example to concentrate on which 

information is most important, either by automatic or manual processes.  

BRIEF DESCRIPTION OF THE DRAWINGS 

25 The invention description below refers to the accompanying drawings.  

Fig. 1 is a high level architecture of a system that determines if private 

information has been leaked to a public network.  

Fig. 2 shows a scanner component in more detail.  

Fig. 3 is an example Public/Private scan table.  

30 Fig. 4 shows a spooler component.  

Fig. 5 is an example SpoolerBatch table.
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Fig. 6 shows a snipper component.  

Fig. 7 is an example SnipperBatch table.  

Fig. 8 shows an extraction process for "snipping" a file.  

Fig. 9 shows a matcher component.  

5 Fig. 10 is example summary information stored concerning matching files.  

Fig. 11 is a Total File Match Report.  

Fig. 12 is a File Match Report.  

Fig. 13 is a Classification Tool.  

Fig. 14 is a Side-By-Side Match Evaluation Tool.  

10 Fig. 15 is a Match Block Evaluation Tool.  

DETAILED DESCRIPTION OF AN EMBODIMENT 

Overview 

The system provides a set of data processing tools for matching private files that 

15 contain sensitive information against files downloaded from a public network. The tools 

determine if all or part of the content of a private file has been leaked to the public 

network. The set of tools typically include at least a Snipper, a Matcher, and a PostMatch 

element.  

20 Snipper 

The Snipper tool extracts the content of files into a stream of words and breaks 

the stream into rolling chunks of words of a configurable size (i.e. a "snippet"). For 

example, given a snippet size of 25 and a stream of 50 words, the Snipper will break up 

25 the 50 words into 26 snippets of 25 words long [length:] 

Snippet 1 words 1-25 

Snippet 2 words 2-26 

30 Snippet 26 words 26-50
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A hash is calculated for each snippet in order to facilitate later matching of the 

snippet.  

5 Matcher 

The Matcher tool loads all of the hashes calculated for all of the generated 

snippets for all of the private files into a memory-based map. For each public file, a set 

of snippets and hashes are then also generated using the same snippet process described 

10 above.  

To perform the match, the hashes of the public file are compared to map of the 

private hashes. Results of the matching process (e.g. a complete list of matching files) 

are then placed in a persistent storage device such as a database.  

15 PostMatch 

The PostMatch tool examines all of the persisted matching files and aggregates 

consecutive matching snippets into contiguous blocks of matching words. The results of 

this processs are persisted (to a database or to the file system) in a .match file. The 

20 contiguous matching blocks are then used by the match evaluation. User interfaces can 

present the match information to analysts to obtain greater details about the specific 

matches between files.  

Architecture 

25 

Fig. 1 illustrates a high level system architecture.  

The Scanner component is responsible for collecting files, private and public, 

from the file system for processing by the remaining components. Private files may be 

obtained from users of the system, or submitted by customers to a service provider who is 

30 operating the system on behalf of others. Private files will typically included digitally 

coded information representing a human-readable document with sensitive private
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information and may be generated by an application program such as a word processor, 

spreadsheet program, presentation slide program, database, web browser, executing 

process output capture, or similar application that creates an output digital file.  

Public files are located by searching public file networks. These may include file 

5 servers, web servers, peer to peer (P2P) networks, Bit Torrent networks, and any other 

technology that permits sharing of information. Other protocol engine machines (not 

shown here) may continually scan P2P, BitTorrent and other networks to locate and store 

large numbers of public files for later use by the system.  

The Spooler processes files provided by the Scanner component. The spooler 

10 copies each file to a staging area and calculates the SHA-1 (or other hash) of the file.  

Once the SHA-1 is calculated, the file is renamed to a SHA-1-based name in the Spool 

Hash directory. An entry is added to the database for each spooled file.  

The Snipper then extracts the content of each file provided by the Spooler into a 

stream of words, breaks the words into a set of rolling snippets and calculates a hash for 

15 each snippet. The associated hashes and words are written to the file system and 

summary information is written to the database.  

The Matcher calculates matches by comparing hashes for each private file against 

the hashes for each public file. Results of these set matches are written to the database.  

20 The Post Match component collects details about each matching file, aggregates 

matching snippets into matching contiguous blocks, and executes heuristics to 

automatically classify the contiguous blocks.  

The architecture of Fig. 1 seeks to achieve the following.  

High Throughput. High throughput is provided by running processors in 

25 parallel. While new files are scanned, previously scanned files can be spooled. While new 

files are spooled, previously spooled files can be snipped. While new files are snipped, 

previously snipped files can be matched. While new files are matched, previously 

matched files can be processed by the Post Matcher. Extensive use of memory, 

especially in the Matcher component, also contributes to the highest possible throughput.
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Scalability. Each processor processes batches of work. The number of threads 

for each process is set by the configuration, Scaling is provided by increasing the number 

of threads for the process and/or using multiple machines to run additional processor.  

5 Scanner (Fig. 2) 

The Scanner component is responsible for collecting files for analysis by the 

remaining components. To collect files from a directory, an analyst adds the directory to 

a list of Scanner directories using a configuration Graphical User Interface (GUI.) 

10 The Scanner creates one thread for every configured directory [SourceF2f]. Each 

scanner thread scans its assigned directory looking for new or modified files. Files are 

considered new if the file does not exist in the Private/Public Scan File tables or the 

Public/Private Source File tables. The scanning process populates the Public/Private 

Scan File tables (Fig. 3). When the Spooler spools a scanned file, the Spooler will 

is populate the Public/Private Source File tables.  

A Last Access Time attribute is saved to the tables above and is used to determine 

if a file has been modified. A modified file will be scanned in at the next run of the 

Scanner and will add another entry in the Scan File tables.  

20 

Spooler (Fig. 4) 

The Spooler component is responsible for collecting scan files for analysis by the 

remaining components. The files to be collected are the list of files persisted by the 

25 Scanner component. All files from the PrivateScan and PublicScan tables are processed.  

The Spooler processes batches [SpoolerBatch table] (Fig. 5) of files from the 

Private/Public Scan File table or the files from the P2P or other protocol engines 

[P2pSpoolerBatch]. The Spooler copies each file to a staging area and calculates the 

SHA-1 of the file. Once the SHA-1 is calculated, the file is renamed to a SHA-1-based 

30 name in the Spooler directory. An entry is added to the Private/Public Source File table
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for each file and if the file is unique, an entry will be added to the Private/Public Source 

Hash table.  

Snipper (Fig. 6) 

5 

The Snipper component is responsible for processing files collected for analysis 

by the Spooler component. Once files have been correctly spooled into the system, the 

Snipper will extract the content of each file and writes the associated hashes and words 

into the file system as directed by the Snippet Hash and Snippet Word directories as 

10 configured by the configuration.  

The Snipper processes batches [SnipperBatch table] (Fig. 7) of files from the 

Private/Public Source Hash tables. The snipper generates a hash file and a word file for 

each Private/Public Source Hash file in the batch. A entry is also added to the 

Private/Public Snippet File table file for each Private/Public Source Hash file in the 

15 batch.  

If a batch contains files that failed to snip correctly, then an entry in the Failed 

Private/Public Snippet File table will be added for each failed file.  

Extraction (Fig. 8) 

20 

The first step in "snipping" a file is to extract the content from each file in the 

form of a stream of words. All formatting and punctuation is removed.  

The first step in the snipping process is extraction. The extractor reads the content 

of the spool file and generates a stream of words. The stream of words is then separated 

25 into smaller lists of consecutive words, known as a "Snippet". The "snippet size" 

determines how many words a "snippet" will contain. To ensure the most complete 

matching, the stream of words is separated into "rolling snippets". Rolling snippets are 

small lists of consecutive words that are offset by one word- see below: 

30 File [Snippet Size = 5] 

The quick brown fox jumps over the lazy dog.
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Five Rolling Snippets: 

The quick brown fox jumps 

quick brown fox jumps over 

brown fox jumps over the 

5 fox jumps over the lazy 

jumps over the lazy dog 

For each rolling snippet, a hash is calculated to optimize the matching process.  

The hashes are saved to a .hash file and the complete list of words is saved to the .words 

10 file. Summary information about each file is written to the database.  

Matcher (Fig. 9) 

The Matcher component is responsible for matching hashes created by the 

15 Snipper component.  

The Matcher loads hashes from the private snippet files. Based on the Hash Limit 

configuration, the Matcher will break up the private snippet file hashes into batches to 

manage the amount of memory used by the Matcher.  

20 Once the private file hashes have been loaded, the public files are collected into 

batches. Processing one batch of public files at a time, the Matcher loads the hashes of 

each public file in the batch and compares the hashes to the previously loaded private file 

hashes. Summary information about each set of matching files is saved to the database 

(Fig. 10).  

25 

Post Matcher 

The Post Match component is responsible for performing additional processing 

against the matched files detected by the Matcher component. The Post Match process 

30 aggregates consecutive matching snippets between a private and public file into 

Contiguous Blocks. For each matching private and public file one or more contiguous 

blocks will be determined [see example below].
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Private File [Snippet Size = 5] 

Content = ................................ The quick brown fox jumps over the lazy dog ...........  

5 Public File [Snippet Size = 5] 

Content =.................. The quick brown fox jumps over the lazy dog ...........................................  

................................................. The quick brown fox jumps over the lazy dog 

................ ......... The quick brown fox jumps over the lazy dog 

10 

Private File Matching Snippets [Snippet Size = 5] 

The quick brown fox jumps 

quick brown fox jumps over 

brown fox jumps over the 

15 fox jumps over the lazy 

jumps over the lazy dog 

Private File Contiguous Blocks 

20 The quick brown fox jumps over the lazy dog, starting offset =x, ending offset=y, other offset = z 

Public File Matching Snippets [Snippet Size = 5] 

The quick brown fox jumps [3 instances] 

quick brown fox jumps over [3 instances] 

25 brown fox jumps over the [3 instances] 

fox jumps over the lazy[3 instances] 

jumps over the lazy dog [3 instances] 

Public File Contiguous Blocks 

30 

The quick brown fox jumps over the lazy dog, starting offset =a, ending offset=b, other offset = z 

The quick brown fox jumps over the lazy dog, starting offset =d, ending offset=e, other offset = z 

The quick brown fox jumps over the lazy dog, starting offset =f, ending offset=g, other offset = z
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Classification 

Classifications are used to drive the workflow for the processing of a match. For 

5 example, high priority matches can be identified and processed immediately or low 

priority matches can be filtered out from further processing. The classification of a match 

begins by assigning tag(s) to each of the contiguous blocks. The Darwin product provides 

reports and GUI for the processing of match results. Most reports and tools provide a 

filtering mechanism to remove or display matches with associated classifications.  

10 Heuristics (see below) can be used to automatically assign classifications to Contiguous 

Blocks.  

Escalation 

15 Once tags have been assigned to all contiguous blocks for a match, the 

classifications on each block can be escalated to the match level based on the escalation 

property (ALL, ANY, NONE) of the specific classification.  

For example, the escalation property for the "Ignore" classification is "ALL".  

20 The "ALL" escalation property directs the Post Matcher to only add the "ignore" tag to 

the entire match if ALL of the contiguous blocks for the match (from both the private and 

public file's perspectiveO) are tagged with the "Ignore" tag.  

The escalation property for the "High Priority" classification is "ANY". The 

"ANY" escalation property directs the Post Matcher to add the "High Priority" tag to the 

25 entire match if ANY of the contiguous blocks for the match (from both the private and 

public file's perspective), are tagged with the "High Priority" tag.  

The escalation property, "NONE", directs Post Match processing to bypass 

escalation for the classification
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Heuristics 

There are a number of heuristics that can be used by the Post Match processor to 

automatically classify matches. For example, the Repeating Sequence heuristic adds the 

5 "Repeating Sequence" and "ignore" tags to any match that qualify as a repeating 

sequence. The Email Signature heuristic adds the "Email Signature" tag to any match 

that qualifies as an email signature.  

Match Evaluation 

10 

The system provides a number of reports and tools to aid analysts in the 

evaluation of match results. The tools are listed below: 

Total File Match Report (Fig. 11) 

This report shows files that are a complete copy of each other (i.e. match at the 

is binary level).  

File Match Report (Fig. 12) 

This report shows all files that have matching snippets (i.e. at least one matching 

20 snippet).  

Classification Tool (Fig. 13) 

The analyst, uses the Classification tool can pre-assign tags to blocks. For 

example, the analyst can assign the "ignore" tag to legal disclaimers, common headings 

25 and footers, greetings, etc. Within the UI's and reports, the analyst can easily filter or 

suppress matches tagged with the "ignore" tag in order to focus on more important match 

results.  

Side-By-Side Match Evaluation Tool (Fig. 14) 

30 Using the Side-By-Side Match Evaluation tool, analysts can also assign 

classification to contiguous blocks.
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Match Block Evaluation Tool (Fig. 15) 

Using the Match Block Evaluation tool, analysts can assign classifications to 

5 matching contiguous blocks as well as defining new classifications.  

Continuous Improvement 

The initial match processing may result in a large number of matches that match 

10 only on a small number of snippets. Most of the matches can be considered "false 

positives" or "noise" because the match involves common phrases, headers, footers, etc.  

When the analysts tags these matches (i.e. contiguous block) with the "ignore" 

classification, each time that block appears in a match between two files, the block carries 

that classification. Based on the escalation property of the classification, the 

15 classification may be tagged to the match as well. Over time, the vast majority of "noise" 

will be preclassified with the "Ignore" tag. Analysts processing the match results will 

process a greater and greater percentage of true matches, as more and more of the "noise" 

is filtered out.  

The efficiency of match processing improves continuously. Analysts can get a 

20 jump start on this gain in efficiency by using the classification tool to identify the most 

prevalent common phrases, headers, footers, etc. Using the same tool, high priority 

blocks can be identified to fast-track the processing of matches containing high priority 

blocks ("golden snippets").  

25 Total File Match Report (Fig. 11) 

This report shows the full file path and shal for each matching file.  

File Match Report (Fig. 12) 

30
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This report shows the full file path, file size, words, and matching percentage for 

each matching file.  

Classification Tool (Fig. 13) 

5 

The Classification tool takes a file selected by the analyst and extracts the 

contents of the file into a stream of words. The analyst can then select a series of words, 

or snippet, from the content. Once a block of the content has been selected the analyst 

can assign one or more classifications to the block. The analyst can also add new 

10 classifications as necessary.  

Side-by-Side Match Evaluation Tool (Fig. 14) 

The Side-by-Side Match Evaluation Tool allows the analyst to examine matches 

is between two files. The matches are highlighted in an HTML viewer. The UI presents a 

side by side view of a match with the private information shown on the left and the public 

information shown on the right.  

The list of matching private files are shown in a scrollable list at the top left of the 

screen. The list of public files that match the selected private file are presented in the 

20 scrollable list at the top right of the screen. Selecting a private file from the list on the 

left will drive the population of the matching public files on the right and the auto

selection of the first matching public file.  

Once a user selects a private and public file, the matching overview HTML view 

presented just below the list of files and the matching details presented at the bottom of 

25 the screen will be updated. The overview HTML view presents an overview of the 

matching files. Each character represents a snippet in the file. If the snippet does not 

match any other snippet in the corresponding file, a "." character is shown. If the entire 

snippet matches a snippet in the corresponding file, a '*' character is shown. If part of the 

snippet matches the percentage of the number of words in the snippet that match is shown 

30 as outlined below:
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0 Less than 10% match 

1 10 -19% match 

2 20 = 29% match 

3 30 - 39% match 

5 4 40 - 49% match 

5 50 - 59% match 

6 60 - 69% match 

7 70 - 79% match 

8 80 - 89% match 

10 9 90 - 99% match 

The matching details show the list of words extracted from the private and public 

files. Each block of contiguous matches is highlighted in green. A block is one or more 

matching snippets. Consecutive matching snippets are organized into a block to assist the 

is analyst in reviewing the match. The current block is highlighted in yellow. Non

matching words have no highlighting. The use can navigate between matching using the 

buttons (i.e. First, Prev, Next, Last) at the bottom of the screen. The Open button allows 

the user to see the corresponding file using its native editor (e.g. MS/Word for .doc and 

.docx files).  

20 The analyst can also assign classification tags to the highlighted block using the 

Tag button.  

Match Block Evaluation Tool (Fig. 15) 

25 The Match Block Evaluation user interface allows the analyst to examine the 

contiguous matching blocks found during the matching process. A preview of each block 

is presented in the scrollable list at the top left of the screen. The block are sort in match 

count descending order (i.e. Matching block found in the highest number of files are 

sorted first). The Matches checkbox indicates the number of times the current block was 

30 found in matching files.
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The analyst can filter the list of blocks by classification tag using the checkboxes 

at the top right part of the screen to limit the list to the blocks that contain certain 

classifications. A classification can be assigned to a block using the Classifications area 

the bottom right part of the screen. To assign a classification to a block, the analyst 

5 checks the checkbox next to the classification. A block can be assigned any number of 

classifications. The add button allows the analyst to create additional classifications.  

The Ignore classification is a special classification that can be used to indicate the 

match should be ignored. When a block has the ignore classification, the block will be 

highlighted in yellow at the bottom left part of the screen in the Block Details section.  

10 The analyst can apply heuristics against all of the matching blocks by selecting 

one or more heuristics in the Heuristics section of the screen and clicking on the Apply 

button. For example, the Repeating Sequence heuristic examines each block for a 

repeating sequence of words and adds the ignore classification to a block if it contains 

only repeated words.  

15 

High Priority Classification 

If a file contains a set of words that are very important, the analyst can tag this 

"golden snippet" with the high priority tag so that the appropriate personnel are made 

20 aware of any matches. The user could also tag the snippet with the ignore classification 

for snippets that are not important.  

Ignore Classification 

25 New contiguous block matches that were previously tagged with the "Ignore" 

classification will be tagged with the "ignore" classification. The analyst can also tag any 

contiguous block with the "Ignore" classification so the block can be filtered out in the 

UI's and reports.
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Analyst-Specified Classification 

The analyst can also add new classifications via the Match Block Evaluation tool.  

The classifications can be used to tag any matching block discovered by the matching 

5 process. The classification can also be used to filter matches.  

Filtering by Classification 

The analyst can filter the list of blocks displayed by activating the filter for one or 

10 more classifications.  

Implementation Variations 

It should be understood that the example embodiments described above may be 

15 implemented in many different ways. In some instances, the various "data processors" 

described herein may each be implemented by a physical or virtual general purpose 

computer having a central processor, memory, disk or other mass storage, communication 

interface(s), input/output (1/0) device(s), and other peripherals. The general purpose 

computer is transformed into the processors and executes the processes described above, 

20 for example, by loading software instructions into the processor, and then causing 

execution of the instructions to carry out the functions described.  

As is known in the art, such a computer may contain a system bus, where a bus is 

a set of hardware lines used for data transfer among the components of a computer or 

processing system. The bus or busses are essentially shared conduit(s) that connect 

25 different elements of the computer system (e.g., processor, disk storage, memory, 

input/output ports, network ports, etc.) that enables the transfer of information between 

the elements. One or more central processor units are attached to the system bus and 

provide for the execution of computer instructions. Also attached to system bus are 

typically 1/0 device interfaces for connecting various input and output devices (e.g., 

30 keyboard, mouse, displays, printers, speakers, etc.) to the computer. Network interface(s) 

allow the computer to connect to various other devices attached to a network. Memory
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provides volatile storage for computer software instructions and data used to implement 

an embodiment. Disk or other mass storage provides non-volatile storage for computer 

software instructions and data used to implement, for example, the various procedures 

described herein.  

5 Embodiments may therefore typically be implemented in hardware, firmware, 

software, or any combination thereof.  

The computers that execute the processes described above may be deployed in a 

cloud computing arrangement that makes available one or more physical and/or virtual 

data processing machines via a convenient, on-demand network access model to a shared 

10 pool of configurable computing resources (e.g., networks, servers, storage, applications, 

and services) that can be rapidly provisioned and released with minimal management 

effort or service provider interaction. Such cloud computing deployments are relevant 

and typically preferred as they allow multiple users to access computing resources as part 

of a shared marketplace. By aggregating demand from multiple users in central 

15 locations, cloud computing environments can be built in data centers that use the best and 

newest technology, located in the sustainable and/or centralized locations and designed to 

achieve the greatest per-unit efficiency possible.  

In certain embodiments, the procedures, devices, and processes described herein 

are a computer program product, including a computer readable medium (e.g., a 

20 removable storage medium such as one or more DVD-ROM's, CD-ROM's, diskettes, 

tapes, etc.) that provides at least a portion of the software instructions for the system.  

Such a computer program product can be installed by any suitable software installation 

procedure, as is well known in the art. In another embodiment, at least a portion of the 

software instructions may also be downloaded over a cable, communication and/or 

25 wireless connection.  

Embodiments may also be implemented as instructions stored on a non-transient 

machine-readable medium, which may be read and executed by one or more procedures.  

A non-transient machine-readable medium may include any mechanism for storing or 

transmitting information in a form readable by a machine (e.g., a computing device). For 

30 example, a non-transient machine-readable medium may include read only memory 

(ROM); random access memory (RAM); magnetic disk storage media; optical storage
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media; flash memory devices; and others.  

Furthermore, firmware, software, routines, or instructions may be described 

herein as performing certain actions and/or functions. However, it should be appreciated 

that such descriptions contained herein are merely for convenience and that such actions 

5 in fact result from computing devices, processors, controllers, or other devices executing 

the firmware, software, routines, instructions, etc.  

It also should be understood that the block and network diagrams may include 

more or fewer elements, be arranged differently, or be represented differently. But it 

further should be understood that certain implementations may dictate the block and 

10 network diagrams and the number of block and network diagrams illustrating the 

execution of the embodiments be implemented in a particular way.  

Accordingly, further embodiments may also be implemented in a variety of 

computer architectures, physical, virtual, cloud computers, and/or some combination 

thereof, and thus the computer systems described herein are intended for purposes of 

is illustration only and not as a limitation of the embodiments.  

What is claimed is:
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CLAIMS 

1. A system for determining if sensitive private information has been leaked to 

a public network, the system comprising: 

a computer including at least one processor, a memory, and a network 

5 interface; 

a private digital file containing sensitive content produced by an application 

program; and 

a private information matching process executing in the memory of the 

processor and configured to 

10 receive the private digital file; 

process the private digital file to generate snippet portions thereof, wherein 

each snippet portion includes a plurality of rolling chunks of a digital file, wherein a 

first snippet portion contains a first chunk comprising a first set of words in the file, 

and a second snippet portion contains a second chunk comprising a second set of 

15 words in the file, and wherein the second set of words includes at least some of but not 

all of the words in the first set of words; 

receive multiple public digital files via the network interface from a public 

network; 

process the public digital files to generate snippet portions thereof; and 

20 match the generated snippets of the private digital files against the generated 

snippets of the public digital files to determine if at least some of the content of the 

private digital file is accessible to other computers connected to the public network.  

2. The system of claim 1 wherein the private information matching process is 

further configured to calculate a hash of the private file and the public files.  

25 3. The system of claim 1 or 2 wherein the private information matching 

process is further configured to calculate hashes of each of the chunks of the 

private file and public files.  

4. The system of claim 3 wherein the private information matching process is 

further configured to aggregate consecutive snippets of the private digital
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file that match corresponding consecutive snippets of at least one public 

digital file into at least on contiguous block of matching words.  

5. The system of any one of the preceding claims wherein the private 

information matching process is further configured to display, via a user 

5 interface, indication of a private file and matched public files with a 

graphical indication of a percent match.  

6. The system of any one of the preceding claims wherein the private digital 

file as received contains only a part of a content of an original digital file 

omitting at least some information and not complete content of the original 

10 digital file.  

7. The system of claim 4 wherein the private information matching process is 

further configured to match the snippets of the private file against the 

snippets of public files to ignore designated conditions resulting from the 

match.  

15 8. The system of claim 4 wherein the private information matching process is 

further configured to match the snippets of the private file against the 

snippets of the public files by considering a snippet class.  

9. The system of claim 7 wherein the private information matching process is 

further configured to ignore repeating snippets in the public files.
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