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(57) ABSTRACT 

An alarm system is disclosed for transmitting data over a data 
network at a monitored site. The alarm system may include at 
least two alarm panels operatively connected to the data net 
work and connected to one another by an alternate data path. 
The alarm panels may be configured to communicate with 
one another via the data network if the data network is able to 
facilitate Such communication. The alarm panels may further 
be configured to communicate with one another via the alter 
nate data path if the data network is notable to facilitate such 
communication. A method of operating the disclosed system 
is also disclosed. 

20 Claims, 6 Drawing Sheets 
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SYSTEMAND METHOD FOR USING 
CUSTOMER DATANETWORKS FOR ALARM 

SYSTEMS 

FIELD OF THE DISCLOSURE 

The disclosure relates generally to the field of alarm sys 
tems, and more particularly to a system and method for using 
customer data networks to enable communication between 
components in alarm systems. 

BACKGROUND OF THE DISCLOSURE 

Alarm systems, such as fire alarm and security systems, 
typically include one or more alarm panels that receive infor 
mation from various sensors that are distributed throughout a 
monitored structure or area. For example, a typical fire alarm 
system may include several alarm panels that are installed at 
various locations throughout a building and that are con 
nected to one another via a data network. Each alarm panel 
may be operatively connected to a plurality of initiating 
devices (e.g., Smoke detectors, manually-actuated pull sta 
tions, etc.) that are distributed throughout respective areas of 
the building. 

During normal operation of the alarm system, the alarm 
panels may monitor electrical signals associated with each of 
the respective initiating devices connected thereto for varia 
tions that may represent the occurrence of an alarm condition. 
For example, a variation in a particular electrical signal may 
represent the detection of Smoke by a Smoke detector in a 
corresponding area of the building in which the Smoke detec 
tor is located, and may cause the alarm panel to enteran alarm 
mode. The alarm panel may be configured to respond to Such 
a condition by initiating certain predefined actions, such as 
communicating the alarm condition to other alarm panels in 
the building and activating one or more notification appli 
ances (e.g. Strobes, sirens, public announcement systems, 
etc.) within the building. 
A first shortcoming associated with traditional alarm sys 

tems of the type described above is that they typically require 
the installation of a dedicated data network within a moni 
tored building to facilitate communication between alarm 
panels. Such installations are generally very expensive and 
require significant maintenance and Supervision. A more con 
Venient and less expensive solution is to connect alarm panels 
to one another via a building's existing data network, Such as 
an Internet protocol (IP) compatible data network within a 
building that is used primarily for connecting business and/or 
personal computers to one another and to the Internet. How 
ever, such networks are generally not robust or reliable 
enough to meet governmentissued safety guidelines (e.g., fire 
codes) that establish minimum requirements for connection 
Supervision, redundancy, battery backup capability, etc., 
which are of particular importance within the context of fire 
alarm system applications. 

SUMMARY 

In view of the foregoing, it would be advantageous to 
provide means for utilizing a building's existing data network 
to facilitate the interconnection of alarm panels in an alarm 
system, wherein Such means meet or exceed government 
issued safety guidelines. 
An exemplary embodiment of an alarm system in accor 

dance with the present disclosure may include at least two 
alarm panels operatively connected to a data network at a 
monitored site and connected to one another by an alternate 
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2 
data path that is independent from the data network. The 
alarm panels may be configured to communicate with one 
another via the data network if the data network is able to 
facilitate Such communication. The alarm panels may be fur 
ther configured to communicate with one another via the 
alternate data path if the data network is notable to facilitate 
Such communication. One or more of the alarm panels may 
monitor the connectivity of the data network, such as by 
performing intermittent, end-to-end pinging via the data net 
work, in order to determine whether the data network is able 
to facilitate communication between the alarm panels. 
An exemplary method in accordance with the present dis 

closure may include the steps of transmitting alarm system 
data between at least two alarm panels via a data network at a 
monitored site if the data network is able to facilitate such 
transmissions, and transmitting the alarm system data 
between the alarm panels via an alternate data path if the data 
network is not able to facilitate such transmissions. The 
method may further include the step of monitoring connec 
tivity between the alarm panels via the data network, wherein 
Such monitoring may include at least of the alarm panels 
performing intermittent, end-to-end pinging via the data net 
work. 

BRIEF DESCRIPTION OF THE DRAWINGS 

By way of example, specific embodiments of the disclosed 
device will now be described, with reference to the accom 
panying drawings, in which: 

FIG. 1 is a schematic diagram illustrating an exemplary 
alarm system in accordance with an embodiment of the 
present disclosure. 

FIG. 2 is a schematic diagram illustrating the alarm system 
of FIG. 1 and highlighting a data network connection between 
alarm panels of the alarm system. 

FIG.3 is a flow diagram illustrating an exemplary method 
in accordance with the present disclosure. 

FIG. 4 is a schematic diagram illustrating the alarm system 
of FIG. 1 and highlighting a network ping being transmitted 
from one alarm panel to another alarm panel. 

FIG. 5 is a schematic diagram illustrating the alarm system 
of FIG. 1 and highlighting a response to a networkping being 
transmitted from one alarm panel to another alarm panel. 

FIG. 6 is a schematic diagram illustrating the alarm system 
of FIG. 1 and highlighting an alternate data path connection 
between alarm panels of the alarm system. 

DETAILED DESCRIPTION 

A system and method for implementing an alarm system 
using a building's existing data network will now be 
described more fully hereinafter with reference to the accom 
panying drawings, in which preferred embodiments of the 
invention are shown. This disclosed system and method, how 
ever, may be embodied in many different forms and should 
not be construed as limited to the embodiments set forth 
herein. Rather, these embodiments are provided so that this 
disclosure will be thorough and complete, and will fully 
convey the scope of the invention to those skilled in the art. In 
the drawings, like numbers refer to like elements throughout. 

It will be appreciated by those of ordinary skill in the art 
that the system and method described herein may be imple 
mented in virtually any type of alarm or monitoring system, 
including, but not limited to, fire alarm systems, burglar alarm 
systems, Surveillance systems, air quality monitoring sys 
tems, inventory monitoring systems, etc., or any combination 
thereof. Such as may be provided for detecting an alarm event 
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(e.g. a security breach) or a warning condition (e.g. an 
elevated temperature) in a building, structure, enclosure, or 
area. Many other applications are contemplated and may be 
implemented without departing from the scope of the present 
disclosure. All such applications are collectively referred to 
herein as “alarm systems.” 
An exemplary alarm system 10 in accordance with the 

present disclosure is depicted in FIG.1. The alarm system 10 
may be installed at a monitored site 12, Such as a building, 
School, residence, campus, or any other type of facility or 
area. The monitored site 12 may include a data network 14 
installed therein, Such as may be provided for interconnecting 
and facilitating data transmission between various electronic 
devices 16 at the monitored site 12. Such electronic devices 
may include, but are not limited to, laptop computers, desktop 
computers, tablet computers, servers, telephones, personal 
data assistants (PDAs), various peripheral devices, and the 
like, wherein such devices do not normally include the com 
ponents of an alarm system. The term “data network as used 
herein is thus defined to mean a network that is not normally 
used to interconnect components of an alarm system. 

The data network 14 may be implemented using any wired 
or wireless network connection technology Suitable for 
directly or indirectly connecting the electronic devices 16 to 
one another and/or to the Internet, including, but not limited 
to, dial-up, Ethernet, token ring, wireless cellular data net 
works, etc. It is contemplated that the data network 14 may in 
Some embodiments of the present disclosure provide a secure 
connection, such as may be achieved through the implemen 
tation of a virtual private network (VPN) or other secure 
network connection technology. 

The alarm system 10 may include alarm panels 18 and 19. 
Only two alarm panels 18 and 19 are shown in FIG. 1, but it 
will be understood that a greater number of alarm panels may 
be similarly implemented without departing from the scope 
of the present disclosure. Each alarm panel 18 and 19 may be 
operatively connected to one or more initiating devices 20, 
Such as Smoke detectors, heat detectors, manually-actuated 
pull stations, etc., as well as one or more notification appli 
ances 22. Such as strobes, sirens, public announcement sys 
tems, etc., that are distributed throughout the monitored site 
12. 

During normal operation of the alarm system 10, one or 
more of the initiating devices 20 may be manually or auto 
matically activated upon the occurrence of a hazardous con 
dition (e.g., a fire) within the monitored structure 12. Such 
actuation may result in the activation of one or more of the 
notification appliances 22, thereby providing occupants of the 
monitored site 12 with visual and/or auditory warnings relat 
ing to the hazardous condition. Actuation of the initiating 
devices 22 may further cause the alarm system 10 to perform 
a variety of additional actions as further described below. 

Each of the alarm panels 18 and 19 may be adapted for 
operative connection to the data network 14. For example, if 
the data network 14 is an Ethernet network, each of the alarm 
panels 18 and 19 may be provided with an Ethernet port and 
may be configured to send and receive datavia Such ports. The 
alarm panels 18 and 19 may be similarly adapted for connec 
tion to dial-up, token ring, or other types of data networks as 
may be dictated by the particular network infrastructure in the 
monitored site 12. It is contemplated that each of the alarm 
panels 18 and 19 may be adapted for connection to only the 
specific type of data network in the monitored site 12 (i.e., 
tailored for a specific application). Alternatively, it is contem 
plated that each of the alarm panels 18 and 19 may be con 
figured for connection to a variety of different types of data 
networks (i.e., suitable for impletion in several different 
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4 
applications), including the type of data network in the moni 
tored site 12. For example, each of the alarm panels 18 and 19 
may be provided with an Ethernet port, a dial-up port, a 
Token-Ring port, etc., only one of which may be used for 
connection to the particular data network 14 in the monitored 
site 12 as further described below. 
The alarm panels 18 and 19 may be connected to the data 

network 14 at various points therein, as shown in FIG. 1. 
Connected thusly, the alarm panels 18 and 19 may be placed 
in communication with one another, as illustrated by the 
dashed line shown in FIG. 2. Particularly, the alarm panels 18 
and 19 may send and receive various data, including, but not 
limited to, data relating to the operational status of the initi 
ating devices 20 and notification appliances 22. For example, 
if one of the initiating devices 20 connected to the alarm panel 
18 is actuated. Such as upon the occurrence of a hazardous 
condition in the monitored site 12, the alarm panel 18 may, in 
addition to entering an alarm mode and activating the notifi 
cation appliances 22 connected directly thereto, transmit an 
alarm signal to the alarm panel 19 via the data network 14. 
The alarm signal may cause the alarm panel 19 to also enteran 
alarm mode and to activate the notification appliances 22 
connected directly thereto, thus notifying occupants in all 
areas of the monitored site 12 of the detected hazardous 
condition. The data network 14 thereby allows the alarm 
panels 18 and 19 to exercise control over one another in a 
predefined manner. 
The data network 14 may also facilitate numerous Super 

visory functions of the alarm panels 14. For example, if one or 
more of the initiating devices 20 connected to the alarm panel 
18 is actuated. Such as upon the occurrence of a hazardous 
condition in the monitored site 12, unique addresses associ 
ated with each of the actuated initiation devices 20 connected 
thereto may be transmitted to the alarm panel 19. Thus, by 
consulting a user interface of the alarm panel 19, response 
personal (e.g., firefighters, police, emergency medical tech 
nicians, etc.) may identify which initiating devices 20 in the 
alarm system 10 were activated and may thereby localize the 
Source of the hazardous condition. 
As will be appreciated by those of ordinary skill in the art, 

many other Supervisory and control functions of the alarm 
system 10 may be facilitated by communication between the 
alarm panels 18 and 19 via the data network 14. All such 
functions are contemplated and may be implemented without 
departing from the scope of the present disclosure. 

In addition to being connected to one another via the data 
network 14 of the monitored site 12, the alarm panels 18 and 
19 of the alarm system 10 may be connected to one another 
via an alternate data path 30. The alternate data path 30 may 
be entirely independent from the data network 14, and may be 
facilitated by network connection technologies that are the 
same type as, or that are entirely different from, the network 
connection technology that facilitates the data network 14. 
For example, the alternate data path 30 may be implemented 
using various wired or wireless data connection technologies, 
including, but not limited to, Ethernet, Token-Ring, dial-up, 
cellular, Bluetooth, Wi-Fi, etc. The alternate data path 30 is 
shown in the figures as a solid line, but it will be understood 
that this may represent both wired and wireless modes of 
connection. In one non-limiting embodiment, the alternate 
data path 30 may be facilitated by a wireless connection 
enabled by IP communicator wireless modules 32 residing 
within each of the alarm panels 18 and 19. Such modules 32 
may be listed for fire alarm applications pursuant to guide 
lines issued by Underwriters Laboratories (UL), for example. 

Referring to FIG. 3, a flow diagram illustrating an exem 
plary method for operating the alarm system 10 in accordance 
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with the present disclosure is shown. The method will now be 
described in detail in conjunction with the schematic repre 
sentations of the alarm system 10 shown in FIGS. 1, and 4-6. 
At step 100 of the exemplary method, the alarm panels 18 

and 19 may, during normal operation of the alarm system 10, 
be configured to communicate with one another via the data 
network 14 in the manner described above for sending and 
receiving data pertaining to the operation of the alarm system 
10 as desired. At various times during operation of the alarm 
system 10, one or both of the alarm panels 18 and 19 may, at 
step 110 of the exemplary method, monitor the data network 
connection in order to verify that the data network 14 is 
functioning properly and is able to facilitate communication 
between the alarm panels 18 and 19 should active communi 
cation become necessary. For example, the alarm panels 18 
and 19 may perform "end-to-end pinging,” whereby data 
packets are intermittently sent back and forth between the 
alarm panels 18 and 19 to verify connectivity via the data 
network 14. Particularly, the alarm panel 18 may transmit a 
data packet to the other alarm panel 19 as indicated by the 
dashed line shown in FIG. 4, and may expect to receive a 
response (e.g., a data packet issued by the alarm panel 19) 
within a predetermined amount of time t. If a response is 
received within the expected time periodt, as indicated by the 
dashed line shown in FIG. 5, the alarm panel 18 may deter 
mine that the data network 14 is functioning properly and the 
alarm panels 18 and 19 may continue to communicate via the 
data network 14. However, if the alarm panel 18 does not 
receive a response within the expected time periodt, the alarm 
panel 18 may determine that the network connection has 
failed. It is contemplated that the alarm panel 18 may attempt 
to ping the alarm panel 19 several times without response 
before determining that the network connection has failed. 

It is contemplated that various methods for verifying con 
nectivity over the data network 14 other than end-to-end 
pinging may additionally or alternatively be implemented in 
the alarm system 10. For example, such verification tech 
niques may include, but are not limited to, sending data pack 
ets and “ack/nak” (acknowledged and not acknowledged) 
messages, time sync messages, broadcast periodic polling, 
end node sequence updating, etc. 

If it is determined at step 110 of the method that the data 
network 14 has failed and is notable to transmit data between 
the alarm panels 18 and 19, the alarm panels 18 and 19 may, 
at step 120 of the exemplary method, cease attempting to 
communicate via the data network 14 and may switch to 
communicating via the alternate data path 30, as indicated by 
the dashed line shown in FIG. 6. For example, the alarm 
panels 18 and 19 may activate their respective wireless mod 
ules 32 (described above) and establish active communica 
tion with each other therethrough if and when such active 
communication becomes necessary. Such as upon the occur 
rence of a hazardous condition within the monitored structure 
12. Such Switchover may be performed in a seamless manner 
without any disruption at the alarm panel 19. 

The alarm panels 18 and 19 may continue to use the alter 
nate data path 30 for data transmission there between until, at 
step 130 of the exemplary method (see FIG. 3), connectivity 
via data network 14 is restored. For example, a technician 
may repair the data network 14 and may “reset the alarm 
panels connection thereto. Such as by selecting an appropri 
ate reset option using hard or soft input means at one or both 
of the alarm panels 18 and 19. The alarm panels 18 and 19 
may then seamlessly resume communicating and monitoring 
connectivity over the data network 14 as described above. 
The alternate data path 30, as well as the method of moni 

toring the state of the connection provided by the data net 
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6 
work 14, thus provide the alarm system 10 with a redundant 
data transmission path that may effectively preserve connec 
tivity between the alarm panels 18 and 19 even if the data 
network 14 completely fails. This is because the alternate data 
path 30 is entirely separate from the data network 14 and is 
therefore not subject to the same failure modes as that data 
network 14. The robustness and monitoring capability pro 
vided by the disclosed alarm system 10 and corresponding 
method may meet and/or exceed government issued stan 
dards dictating minimum requirements for Such attributes. 
Moreover, the alarm system 10 may be implemented at a 
much lower cost than traditional alarm systems which require 
the installation of a dedicated alarm system data network. 
This is because the alarm system 10 utilizes the data network 
14 at a very low cost during normal operation (i.e., the major 
ity of the time) and utilizes the higher cost, alternate data path 
30 very rarely, if ever. 

It is contemplated that the alarm system 10 may be installed 
in a monitored structure at the same time as the data network 
14. Alternatively, it is contemplated that the alarm system 10 
may be conveniently installed in a monitored structure at any 
time after installation of the data network 14 in a retrofit 
manner, Such as by connecting the alarm panels 18 and 19 of 
the alarm system 10 to access points (e.g., servers, routers, 
Switches, hubs, etc.) throughout an existing data network 14. 
Still further, it is contemplated that the alarm system 10 may 
be installed in a monitored structure before the data network 
14 in installed, and that the alternate data path.30 may be used 
to provide connectivity until the data network 14 is installed 
(e.g., after the structure has been granted an occupancy per 
mit). 
As used herein, an element or step recited in the singular 

and proceeded with the word “a” or “an' should be under 
stood as not excluding plural elements or steps, unless Such 
exclusion is explicitly recited. Furthermore, references to 
“one embodiment of the present invention are not intended 
to be interpreted as excluding the existence of additional 
embodiments that also incorporate the recited features. 

While certain embodiments of the disclosure have been 
described herein, it is not intended that the disclosure be 
limited thereto, as it is intended that the disclosure beas broad 
in scope as the art will allow and that the specification be read 
likewise. Therefore, the above description should not be con 
Strued as limiting, but merely as exemplifications of particu 
lar embodiments. Those skilled in the art will envision other 
modifications within the scope and spirit of the claims 
appended hereto. 
The various embodiments or components described above 

may be implemented as part of one or more computer sys 
tems. Such a computer system may include a computer, an 
input device, a display unit and an interface, for example, for 
accessing the Internet. The computer may include a micro 
processor. The microprocessor may be connected to a com 
munication bus. The computer may also include memories. 
The memories may include Random Access Memory (RAM) 
and Read Only Memory (ROM). The computer system fur 
ther may include a storage device, which may be a hard disk 
drive or a removable storage drive Such as a floppy disk drive, 
optical disk drive, and the like. The storage device may also be 
other similar means for loading computer programs or other 
instructions into the computer system. 
As used herein, the term "computer may include any 

processor-based or microprocessor-based system including 
systems using microcontrollers, reduced instruction set cir 
cuits (RISCs), application specific integrated circuits 
(ASICs), logic circuits, and any other circuit or processor 
capable of executing the functions described herein. The 
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above examples are exemplary only, and are thus not intended 
to limit in any way the definition and/or meaning of the term 
“computer.” 
The computer system executes a set of instructions that are 

stored in one or more storage elements, in order to process 
input data. The storage elements may also store data or other 
information as desired or needed. The storage element may be 
in the form of an information source or a physical memory 
element within the processing machine. 
The set of instructions may include various commands that 

instruct the computer as a processing machine to perform 
specific operations such as the methods and processes of the 
various embodiments of the invention. The set of instructions 
may be in the form of a software program. The Software may 
be in various forms such as system software or application 
software. Further, the software may be in the form of a col 
lection of separate programs, a program module within a 
larger program or a portion of a program module. The Soft 
ware also may include modular programming in the form of 
object-oriented programming. The processing of input data 
by the processing machine may be in response to user com 
mands, or in response to results of previous processing, or in 
response to a request made by another processing machine. 
As used herein, the term “software' includes any computer 

program stored in memory for execution by a computer, Such 
memory including RAM memory, ROM memory, EPROM 
memory, EEPROM memory, and non-volatile RAM 
(NVRAM) memory. The above memory types are exemplary 
only, and are thus not limiting as to the types of memory 
usable for storage of a computer program. 

The invention claimed is: 
1. An alarm system configured to transmit data over a data 

network at a monitored site, the data network interconnecting 
and facilitating communication between a plurality of elec 
tronic devices that are not components of the alarm system, 
the alarm system comprising: 

at least two alarm panels operatively connected to one 
another via the data network, the alarm panels further 
connected to one another by an alternate data path, 

wherein the alarm panels are configured to communicate 
with one another via the data network when the data 
network is capable of facilitating Such communication, 
and 

wherein the alarm panels are configured to communicate 
with one another via the alternate data path when the 
data network is not capable of facilitating Such commu 
nication. 

2. The alarm system of claim 1, wherein the alternate data 
path comprises a data connection selected from the group 
consisting of an Ethernet connection, a Token Ring connec 
tion, a dial-up connection, a cellular connection, a Bluetooth 
connection, and a Wi-Fi connection. 

3. The alarm system of claim 1, wherein the alternate data 
path is independent from the data network. 

4. The alarm system of claim 1, wherein the alternate data 
path includes IP wireless communicator modules associated 
with each of the alarm panels. 

5. The alarm system of claim 1, wherein at least one of the 
alarm panels is configured to intermittently verify connectiv 
ity between the first and second panels via the data network. 

6. The alarm system of claim 5, wherein the one or more of 
the alarm panels is configured to perform end-to-end pinging 
to verify connectivity via the data network. 
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7. The alarm system of claim 1, further comprising at least 

one initiating device connected to at least one of the alarm 
panels. 

8. The alarm system of claim 1, further comprising at least 
one notification appliance connected to at least one of the 
alarm panels. 

9. A method for transmitting alarm system data over a data 
network at a monitored site, the data network interconnecting 
and facilitating communication between a plurality of elec 
tronic devices that are not components of analarm system, the 
method comprising: 

transmitting the alarm system data between at least two 
alarm panels in the alarm system via the data network 
when the data network is capable of facilitating Such 
transmissions; and 

transmitting the alarm system data between the alarm pan 
els via an alternate data path when the data network is 
not capable of facilitating Such transmissions. 

10. The method of claim 9, further comprising monitoring 
connectivity between the alarm panels via the data network. 

11. The method of claim 10, further wherein the step of 
monitoring connectivity between the alarm panels via the 
data network comprises at least one of the alarm panels per 
forming end-to-end pinging. 

12. The method of claim 11, wherein the end-to-end ping 
ing is performed intermittently. 

13. The method of claim 11, wherein the end-to-end ping 
ing comprises one of the alarm panels transmitting a data 
packet to another of the alarm panels via the data network and 
waiting a predetermined amount of time to receive a response. 

14. The method of claim 13, further comprising determin 
ing that the data network is able to facilitate data transmission 
between the alarm panels if the alarm panel that transmitted 
the data packet receives a response within the predetermined 
amount of time. 

15. The method of claim 13, further comprising determin 
ing that the data network is not able to facilitate data trans 
mission between the alarm panels if the alarm panel that 
transmitted the data packet does not receive a response within 
the predetermined amount of time. 

16. The method of claim 9, wherein the step of transmitting 
the alarm system data between the alarm panels via the alter 
nate data path if the data network is not capable of facilitating 
Such transmissions further comprises ceasing the transmis 
sion of the alarm system data via the data network. 

17. The method of claim 9, wherein the step of transmitting 
the alarm system data between the alarm panels via the alter 
nate data path further comprises restoring connectivity 
between the alarm panels via the data network and resuming 
transmission of the alarm system data via the data network. 

18. The method of claim 9, wherein the alarm system data 
comprises information pertaining to at least one initiating 
device connected to one of the alarm panels. 

19. The method of claim 9, wherein the alarm system data 
comprises information pertaining to at least one notification 
appliance connected to one of the alarm panels. 

20. The method of claim 9, wherein the alarm system data 
comprises information pertaining to an alarm state of one of 
the alarm panels. 


