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(57) Abstract: The disclosure relates a method for
controlling, by a first user device, user data exchange
of a second user device over a telecommunications
network. The first user device obtains a set of cre-
dentials and at least a portion of the set of credentials
is provided to the second user device to enable the
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Controlled credentials provisioning between user devices

FIELD OF THE INVENTION

The invention relates to controlled credentials provision between user devices. In particu-
lar, the invention relates to a control method by a first user device for user data exchange of a second
user device over a telecommunications network, the control method enabling the first user device to stay

in control when provisioning credentials from the first user device to the second user device.

BACKGROUND

Over the last years, the number of user devices, which can use or need connectivity has
increased steadily. Currently, devices such as televisions, game consoles, camera’s etc. come with facili-
ties to connect to wifi access points or cabled in-house Ethernet. It is expected that in the upcoming
years a typical household will have a hundred connected devices, a large part of which is portable (tablet,
phone, game console, camera, navigation system, car keys, medical devices, watches, eyeglasses com-
prising cameras, electronic displays, etc.).

For some of these devices, connectivity is limited to wifi access points. Whereas that is
not a problem for local devices, such as a refrigerator or heating system, for portable devices this means
that when used on the move, access is only intermittent and often a burden to configure.

A solution to this problem would be to provide every user device with its own subscription
in a telecommunications network comprising a wireless access network. Although such a solution would
provide access while traveling, it comes with a burden of managing all the different subscriptions (poten-
tially with different providers) for all the different devices for both the user and the operator of the
telecommunications network. Moreover, every subscription may likely come with its own subscription fee.
Therefore an easier solution is necessary that provides the user with sufficient flexibility to provide con-
nectivity for devices while on the move. These devices comprise any of the devices mentioned in the
previous paragraph and can be portable or integrated in a vehicle, in a machine or in an apparatus, e.g.
household appliances.

US 2012/0129498 discloses a method and device for allowing a wireless communication
device initially unauthorized for communication with a network to obtain persistent soft network subscrip-
tion credential information from a wireless communication device initially authorized for communication
with the network. The transfer of the subscription credentials from one device to another authorizes the
previously unauthorized device to become authorized for communication with the network. The method
ensures that only one communication device is capable of communicating with a network at any one time.

The prior art method and device allows user data exchange over the telecommunications
network for multiple user devices by obtaining credential information from another device. Only the latter
device needs to have a subscription with the telecommunications network. However, the prior art method
assumes complete trust of the (user of the) devices obtaining the credential information from the device

originally having the credential information.
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SUMMARY

The present disclosure presents a method wherein a device, referred to as second user
device or slave device, may be provided with credential information obtained by another user device,
referred to as first device or master device. The first user device maintains some form of control over the
user data exchange of the second user device over the telecommunications network while having provid-
ed credentials to the second user device. This form of control may e.g. include a control action from the
first user device to abort the user data exchange of the second user device over the telecommunications
network.

In one aspect of the disclosure, a method for controlling, by a first user device, user data
exchange of a second user device over a telecommunications network. Both the first user device and the
second user device are configured to wirelessly connect to the telecommunications network (i.e. both
devices have wireless access capabilities, but the second user device may not be authorized to access
the telecommunications network, e.g. because it has no subscription and therefore does not have or can-
not obtain credentials on its own).

The first user device obtains a set of credentials, e.g. over the telecommunications net-
work or from a (U)SIM or by deriving credentials from information received over the telecommunications
network and/or from the (U)SIM. The credentials comprise information enabling wireless access to and
secure communication over the telecommunications network and include an identifier (e.g. a temporary
identifier, such as a T-IMSI) and a plurality of keys (both for user data transmission and for signalling
data transmission) for signal transmission over the network.

At least a portion of, but possibly the complete, set of credentials is provided to the sec-
ond user device to enable the second user device (which did not yet have the credentials required for
authorized access to the network, for example because it did not have a separate subscription) to ex-
change user data over the telecommunications network.

The data exchange of the second user device over the telecommunications network is
controlled by the first user device. To that end, the first user device performs a control action with respect
to the credentials obtained by the first user device and provided to the second device. Various options for
such control are disclosed in the embodiments described below.

Another aspect of the disclosure relates to a computer program comprising software code
portions configured for, when executed on a computer system, performing the method disclosed herein.

A still further aspect of the disclosure relates to a non-transitory computer program medi-
um comprising the computer program.

Still further, a user device configured with the computer program is disclosed.

In all of these aspects, the first user device is given control of the data exchange of the
second user device by means of a control action related to a set of credentials obtained by the first user
device while not requiring a separate subscription for the second user device. This enables the first user
device to provide credentials to the second user device without assuming a complete trust. If for any rea-
son, the first user device desires to abort the user data exchange of the second user device, it can

perform the control action.
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It should be appreciated that the first user device and the second user device are sepa-
rate devices. For example, the first user device and second user device each have a baseband
processor and software such that both are configured to wirelessly connect to the telecommunications
network.

It should further be appreciated that the credentials (identifier, signal transmission key(s))
may also be derived by the first device from information received by the first user device.

In one embodiment, the first user device obtains a set of credentials and provides the
complete set of credentials to the second user device. The set of credentials would allow the first user
device, if the first user device would apply the credentials itself, to exchange user data over the telecom-
munications network. An advantage of providing a complete set of credentials to the second user device
is that handovers within a telecommunications network and between telecommunications networks with
different radio access technologies (RATs) are possible for the second user device without the interven-
tion of the first user device.

In this case, the control action of the first user device may comprise instructing the tele-
communications network to invalidate the identifier and/or the keys provided to the second user device.
Either of these control actions would at some point in time disable user data exchange for the second
user device.

In another embodiment, the first user device obtains a set of credentials but only provides
a portion of the set of credentials to the second user device. An advantage of this embodiment is that
increased control options are available for controlling the user data exchange of the second user device
over the telecommunications network. Examples include modifying one or more credentials retained in
the first user device andfor invalidating one or more of the credentials provided to the second user device.

In one embodiment, the signal transmission keys of the set of credentials are organized
in a key hierarchy, wherein a key lower in the key hierarchy is derived from a key higher in the key hierar-
chy. Such a key hierarchy exists e.g. for the 4G LTE telecommunications network or for a next
generation telecommunications network. The portion of the keys provided to the second user device may
e.g. consist of one or more signal transmission keys lower in the key hierarchy. The keys retained in the
first user device, i.e. not provided to the second device, may e.g. consist of keys higher in the key hierar-
chy. The control action by the first user device may comprise generating new higher keys, thereby
making the lower keys (derived from the higher keys) invalid. This control action by the first user may be
performed without any cooperation of the second user device (and can therefore also not be blocked by
the second user device) for the key generation and derivation is performed by the first user device and
the telecommunications network.

In another embodiment, the only signal transmission key provided to the second user de-
vice is a user plane encryption key used to encrypt user data over the radio part of the network. The first
user device provides further user data inclusion details to the second user device, e.g. by a direct connec-
tion to the baseband processor of the second user device. In this manner, the first user device provides

user data inclusion details, i.e. informs the second user device where to insert and/or retrieve user data in
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the user data transmission to/from the first user device. The first user device can control any credential
remaining in the first user device to control the user data exchange via the second user device.

In yet another embodiment, control may be performed by the first user device by main-
taining at least part of the signaling information transmission for the user data exchange of the second
user device with the first user device. Accordingly, manipulating the signaling information or the trans-
mission thereof enables control by the first user device of the user data exchange of the second user
device.

In one particular example thereof, the telecommunications network comprises an LTE
network and the set of credentials obtained by the first user device includes one or more non-access stra-
tum (NAS) keys. The NAS keys are kept with the first user device and the control action from the first
user device in relation to the NAS key may comprise transmitting a NAS message Detach Request to the
telecommunications network (in particular to the MME and/or transmitting an authentication failure mes-
sage upon receiving a challenge from the telecommunications network during a Tracking Area Update
(TAU). The advantage of this embodiment is that the control actions comply with procedures currently
provided in the 3GPP standards 3GPP TS 23.401 and 3GPP TS 33.102, respectively.

Another particular example involves a next generation network wherein user data trans-
mission and signalling transmission will even be further separated than for LTE networks. For next
generation networks, the physical connections for user data transmission and for signalling may be differ-
ent for the first user device and the second user device, enabling the first user device to control a physical
data connection of the second user device by controlling the physical signalling connection on the first
user device.

In one embodiment of the disclosure, the method comprises applying a first identifier from
the telecommunications network enabling the first user device to exchange user data over the telecom-
munications network and requesting a second identifier from the telecommunications network. The
second identifier may be provided to the second user device to enable the second user device to ex-
change user data over the telecommunications network. In this manner the telecommunications network
may be informed of the transfer of the credentials to the second user device. An advantage of this method
is that both the first user device (via the first identifier) and the second user device (via the second user
identifier) may connect to the telecommunications network for the exchange of user data.

In another embodiment, the first user device provides its own user identifier to the second
user device. In this manner the network does not need to support the existence of two user devices with
two respective identifiers under one subscription.

In yet another disclosed embodiment, the method comprises the step of establishing a di-
rect connection, such as an LTE direct connection or a Bluetooth connection, between the first user
device and the second user device for at least providing the at least portion of the set of credentials to the
second user device. This step is particularly useful for embodiments wherein only a portion of the set of
credentials is provided to the second user device.

In one embodiment, the first user device obtains one or more sets of credentials in ad-

vance and provides one or more of the sets of credentials to one or more second user devices at a later
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time. In this manner, the first user device does not need to establish his own connection with the tele-
communications network before providing the one or more credentials to the second user device.

In one embodiment, the first user device provides its identifier to the second user device.
The second user device connects to the telecommunications network using the identifier and receives
information from the telecommunications network. The information is forwarded to the first user device to
derive one or more credentials, such as one or more signal transmission keys. An example of such a
process is a challenge-response process with the telecommunications network. The first user device
provides one or more of the derived credentials to the second user device.

It should be appreciated that the control action by the first user device may contain time
information informing the network when the user data exchange should no longer be allowed. The time
information would comprise a validity time for the credentials provided to the second user device. This
information may be provided to the network at any suitable time prior to the moment that the data connec-
tion for the second user device should be disabled or not allowed anymore.

It is noted that the invention relates to all possible combinations of features recited in the

claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Aspects of the invention will be explained in greater detail by reference to exemplary em-
bodiments shown in the drawings, in which:

FIG. 1 is a schematic illustration of system comprising a first user device and a second
user device in combination with a telecommunications network;

FIG. 2 is a time diagram illustrating an embodiment of the disclosed method;

FIG. 3 is a general overview diagram of an LTE network and a 3G network;

FIG. 4 is an illustration of the key hierarchy in the LTE network shown in FIG. 3;

FIGS. 5-8B are various embodiments of methods wherein the first user devices provides
a portion of the credentials to the second user device;

FIG. 9 is an embodiment of a method wherein the first user device only provides a user
plane key to the second user device;

FIGS. 10-12 are various embodiments of methods wherein the first user device provides
all of the user credentials to the second user device; and

FIGS. 13 and 14 provide an embodiment for a next generation network.

DETAILED DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic illustration of a system comprising a first user device 1 and a sec-
ond user device 2 in combination with a telecommunications network 3.

First user device 1 comprises a USIM 11 authorizing the first user device 1 to wirelessly
access the telecommunications network 3 using baseband processor 12. First user device 1 further

comprises a general processor 13 and a storage 14.
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Second user device 2 comprises a baseband processor 22, a general processor 23 and
a storage 24. The second user device may not contain a USIM.

First user device 1 comprises a direct communication interface 15 and second user de-
vice 2 comprises a direct communication interface 25 over which a direct connection can be established.
The direct connection is a one-to-one connection independent from the telecommunications network 3.
Examples include LTE direct, Bluetooth, infrared etc.. Processors 13, 23 may run a discovery protocol
detecting the presence of other devices capable of establishing such a direct connection.

By virtue of the information in the USIM 11, the first user device is a device that may on
its own access the telecommunications network 3 and exchange user data over the telecommunications
network 3. The USIM 11 typically contains subscription information, such as an IMSI and a master key
enabling the telecommunications network 3 to recognize the first user device 1 as a device with a sub-
scription to subsequently provide the first user device 1 with the necessary information, such as keys or
information from which key(s) can be derived. Examples of such devices include cellular telephones,
tablet computer, laptops etc.

The second user device 2 does not contain a USIM (or cannot or does not want to use
the USIM). However, similarly to the first user device 1, the second user device 2 is equipped with a
baseband processor 22 that would, when it would have access to credentials, enable the second user
device 2 to access the telecommunications network 3. It is expected that in the upcoming years, devices
such as the second device 2 will find their way into households. Such devices may include devices pres-
ently enabled to access wifi access points, such as tablets, phones, game consoles, camera’s,
navigations systems, car keys, medical devices, watches, eyeglasses comprising cameras, electronic
displays, etc. The second user device 2 preferably also is a portable device. The second device 2 may
also comprise a machine or a household appliance.

FIG. 2 is a time diagram illustrating an embodiment of provisioning the second user de-
vice 2 with credentials to enable access and data exchange over the telecommunications network 3 for
the second user device 2 without originally possessing such credentials. The credentials comprise or
consist of one or more (temporary) identifiers under which a device is known in the network and one or
more keys or derived keys.

In step S1, first user device 1 contacts the telecommunications network 3 in a manner
known as such using some information stored in the USIM 11 and obtains information from the network 3
in step S2. The information may e.g. contain a temporary identifier (T-IMSI) and information from which,
in combination with the master key stored in USIM 11, one or more keys may be derived, step S3. The T-
IMSI and the derived keys constitute the credentials that the first user device 1 may use to access the
telecommunication network 3 for exchanging data over the telecommunications network 3. The creden-
tials may be stored in memory 14.

Then, in step $4, the first user device 1 provides some or all of the credentials to the
second user device 2. Preferably, these credentials are transferred from the first user device 1 to the sec-
ond user device 2 over the direct connection established between direct communication interfaces 15,25.

The second user device may store the received credentials in memory 24.
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Then, in step S5, the second user device 2 accesses the network 3 using baseband pro-
cessor 22 and the credentials stored in memory 24 as obtained from the first user device 1.

In step S6, the second user device 2 is now enabled to exchange user data over the tel-
ecommunications network 3.

In one disclosed aspect, however, the first user device 1 stays in control over the data
exchange of the second user device 2. In particular, this control is independent of the second user device
2, such that the second user device 2 cannot frustrate the control. This control, performed either solely
by the first user device or by cooperation of the first user device 1 and the network 3, is illustrated sche-
matically by the dashed lines around step S6. The control may be time-dependent, i.e. the first user
device may inform the network that the data exchange of the second user device 2 should no longer be
possible or continued after a particular moment in time derived from the time information.

The control scope by the first user device 1 depends on the credentials provided to the
second user device. For example, the first user device 1 may inform the network 3 that the temporary
identifier T-IMSI provided to the second user device 2 should no longer be considered a valid identifier.
Another example may be to initiate a key refresh procedure for a key under control of the first user device
1 such that another key provided to the second user device 2 that is derived from the key under control of
the first user device 1 becomes invalid.

Before providing various more detailed examples with reference to FIGS. 5-12, a brief
description of a Long Term Evolution (LTE) network 3 will be provided with reference to FIG. 3 and of the
various keys used in such a network with reference to FIG. 4.

FIG. 3 is a schematic illustration of a telecommunications network 3.

The upper branch in FIG. 3 represents a next generation network, commonly indicated as
Long Term Evolution (LTE) or Evolved Packet System (EPS). Such a network comprises a PDN Gate-
way (P-GW) and a Serving Gateway (S-GW). The E-UTRAN of the EPS comprises evolved NodeBs
(eNodeBs or eNBs) providing wireless access for a device 2 that is connected to the S-GW via a packet
network. The S-GW is connected to a Home Subscriber Server HSS and a Mobility Management Entity
MME for signalling purposes. The HSS may include a subscription profile repository SPR containing
subscription information of user device 1.

Further information of the general architecture of a EPS network can be found in 3GPP
TS 23.401.

The lower branch of FIG. 3 represents a GPRS or UMTS network comprising a Gateway
GPRS Support Node (GGSN), a Serving GPRS Support Node (SGSN) and a Radio Access Network
(RAN or UTRAN). For a GSM/EDGE radio access network (GERAN), the RAN comprises a Base Station
Controller (BSC) connected to a plurality of Base (Transceiver) Stations (BSs, BTSs), both not shown.
For a UMTS radio access network (UTRAN), the RAN comprises a Radio Network Controller (RNC) con-
nected to a plurality of NodeBs), also not shown. The GGSN and the SGSN are conventionally
connected to a Home Location Register (HLR) or Home Subscriber Server (HSS) that may contain sub-

scription information of the user devices 1.
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The telecommunications network 3 enables establishing connections for user data, also
referred to as data sessions or as PDP Contexts, between a server system 40 and a user device 1 over a
packet data network 41, wherein access of the user device 1 to the telecommunications network 3 is wire-
less.

Fig. 4 is a schematic illustration of a key hierarchy for an LTE telecommunications net-
work.

A key, Kasue, is generated in both the first user device and the network (more specifically,
the authentication centre AuC) from integrity key IK, cipher key CK and a serving network id in a known
manner. From the generated key Kasue, keys for the protection of NAS signalling, RRC signalling and
user plane communication on the radio interface are generated, as illustrated in Fig. 4.

The NAS keys Kyasenc €N Knasint Used for encryption of session management between the
first user device and the MME. Keys Kupenc, Krrcint, €N Krrecene are used at the radio interface between the
UE and the base station eNodeB. These keys are derived using an intermediate key Koys. The Krre keys
are access stratum keys used for the radio resources signalling. User plane key Kyp is used for encryp-
tion of the (user plane) traffic on the radio interface.

Control of the data exchange of the second user device may be based on any of the keys
obtained by the first user device. For example, if the user plane key K has been provided to the second
user device, control can be exercised by the first user device through initiating a key refresh for either one
of the NAS or RRC keys. Similarly, if the RRC keys or the NAS keys have been provided to the second
user device, control can be performed on the basis of the user plane and/or NAS keys or on the basis of
the user plane and/or RRC keys, respectively. If key Kasye is provided to the second user device, the first
user device may perform control by requesting the network to initiate a new AKA.

Similar control options exist for other types of networks, including the UTMS and GPRS
networks as discussed briefly with reference to Fig. 3.

Some embodiments for the LTE network will now be described in further detail with refer-
ence to Figs. 5-12.

In Fig. 5, it is assumed that the first user device 1 and second user device 2 have been
paired at some time {; and have setup a direct connection. A session may be going on between the first
user device 1 and the network. At some later time t; = {, + df, the first user device 1 would like to go into
battery saving mode or forward an ongoing call to the nearby second user device 2. In step i), the first
user device 1 informs the network that it would like to transfer the call / session to the second user device.
In step ii), the network provides the first user device 1 with a temporary identifier X and a key or key iden-
tifier (an identifier signaling which key to use or which information to use to derive a key) to be used by
the second user device 2. In step iii), the first user device 1 provides the second user device 2 with just
the identifier X over the direct link and the identifier of the network it can reach. In step iv), the second
user device 2 then connects to the network using the identifier X.

In step v), the network initiates an AKA (with a challenge). This could be any standard-
ized LTE AKA. The second user device 2 forwards the challenge to the first user device 1 in step vi). In

step vii), the first user device 1 calculates the response and sends it to the second user device 2 which
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forwards it to the network. The network compares the response to the expected response and provides
an OK to the second user device 2 which forwards it to the first user device 1 in step viii).

In step ix), the first user device 1 provides a set of keys to the second user device 2.
These keys may e.g. contain the user plane key Kyp and the radio resource key Krre. With these two
keys, the second user device 2 can decrypt and insert the user plane traffic and behave properly on the
radio channel as long as it remains in reach of one eNodeB in the E-UTRAN. For hand-overs, etc. (which
require a key on a higher level) the second user device 2 consults the first user device 1 for all the proce-
dures. For session management, which require non-access stratus keys Kyas, the second user device 2
also relies on the first user device 1. In this manner, the first user device remains in control of the connec-
tion and can quickly disable the second user device if necessary or desired.

Optionally, in case a user data session (e.g. call, video stream) was open between the
first user device 1 and the network at this moment, the first user device 1 or an entity within the network
may initiate a hand-over from the first user device 1 to the second user device 2 as shown in step x). At
the network side, this requires that the session is rerouted to the second user device 2 (i.e. changing the
address of the destination traffic) and encrypted with the new keys. At the first user device 1, application
specific information is forwarded to the second user device 2 as shown in step xi). This means that the
second user device 2 is informed about what application traffic is to be expected (e.g. VoIP traffic, video
stream, Facebook traffic) and what traffic should be handled in the second user device 2 (e.g. VoIP and
video) and what should be forwarded to the first user device 1 (e.g. Facebook and email retrieval). Such a
mechanism is easily implemented on the TCP/IP layer, where the destination port numbers correspond to
certain applications. The second user device 2 can then selectively forward traffic. The second user de-
vice 2 may forward at least the NAS signaling to the first user device 1 (the second user device 2 itself
has no NAS keys) likely some application traffic is forwarded as well. The connection can be terminated
by initiating a key refresh procedure, thereby invalidating the keys of the second user device 2.

It is noted that in the embodiment of Fig. 5, even before the first user device 1 and the
second user device 2 have established a direct connection, the first user device 1 could already have
requested and performed an AKA and store this information. The first user device 1 may now inform a
second user device 2 to become a slave device on its behalf. In this manner, fewer steps may be neces-
sary to set up the connection.

The keys provided to the second user device 2 do not enable a handover for the second
user device 2 to a network with a different radio access technology (inter-RAT handover). If the second
user device 2 has keys for an LTE network, these keys cannot be used for a UMTS network or fora GSM
network. However, such handovers may still be performed within the mechanism as presented in this
disclosure.

In a first solution, the second user device 2 may obtain all credentials from the first user
device 1 necessary for a full UMTS or GSM connection. The second user device 2 detects that LTE cov-
erage is ending and that UMTS or GSM are available in a manner known as such. The second user
device 2 initiates an attach to the UMTS/GSM network. The network then initiates an AKA, which the

second user device 2 forwards to the first user device 1. The first user device 1 and the network derive
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new keys to be used in the UMTS (two keys) or GSM (one key) case. The direct connection between the
first user device 1 and the second user device 2 may or may not remain. The first user device 1 may no
longer have a signaling path to the network in this case. However, the first user device 1 itself may still
be allowed to connect to the LTE network (if possible) and the session signaling could then be protected
using the same keys that were used before. In arder to have both the first user device 1 and the second
user device 2 connected to different networks in this manner, extra signaling between the core network
components of the LTE network (to which the first user device 1 is connected) and the UMTS network (to
which the second user device 2 may be connected) may be arranged for.

In a second solution, if a handover is required, the direction of the traffic between the first
user device 1 and the second user device 2 may be reversed. The direct connection between the first
user device 1 and the second user device 2 is kept and the first user device 1 connects to the UMTS or
GSM network. The first user device 1 receives the user data from the second user device 2 and forwards
the user data to the network. An advantage of this second solution is that even if the handover cannot be
performed by second user device 2, the exchange of user data of second user device 2 can continue via
first user device 1.

In the embodiment of Fig. 6, the network is not informed about the transfer of a part of the
credentials from the first user device 1 to the second user device 2. The advantage of the embodiment of
Fig. 6 is that no network support is required for a connection of the second user device with the network.

The first user device 1 and second user device 2 are paired at some time £, and have es-
tablished a direct connection. At some later time {, = £, + df, the first user device 1 would like to go into
battery saving mode or let the second user device 2 handle incoming traffic on its behalf. This can be
done if no session is currently active.

In comparison with the embodiment of Fig. 5, the network does not need to be informed
such that steps i) and ii) of Fig. 5 wherein the network was informed can be omitted.

In step iii), the first user device 1 provides the second user device 2 with its own identifier
Y over the direct link and the identifier of the network it can reach. In step iv), the second user device 2
then connects to the network going using the identifier Y of the first user device.

In step v), the network initiates an AKA (with a challenge). This could be any standard-
ized LTE AKA. In step vi), the second user device 2 forwards the challenge to first user device 1. The
first user device 1 calculates the response and sends it to the second user device 2 which forwards it to
the network in step vii). The network compares the response to the expected response and provides an
OK to the second user device 2 which forwards it to the first user device 1 in step viii). Steps v)-viii) may
be omitted in cases wherein security contexts can be stored, such as in LTE. The keys are stored in the
network and no full AKA is necessary. In that case, the steps 5-8 can be omitted. Such an example is
provided in Fig. 7.

In step ix), the first user device 1 provides a set of keys to the second user device 2.
These keys may e.g. contain the user plane key Kyp and the radio resource key Krre. With these two
keys, the second user device 2 can decrypt and insert the user plane traffic and behave properly on the

radio channel as long as it remains in reach of one eNodeB in the E-UTRAN.
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For hand-overs, etc. (which require a key on a higher level) the second user device 2
may consult the first user device 1 for all the procedures. For session management, which require non-
access stratus keys Kyas, the second user device 2 also relies on the first user device 1. In this manner,
the first user device 1 remains in control of the connection and can quickly disable the second user device
2 if necessary or desired.

The first user device 1 may indicate whether there is some application traffic that it would
like to receive and request that the second user device 2 forwards it to the first user device 1. The second
user device 2 may forward at least the NAS signaling to the first user device 1 (the second user device 2
itself has not obtained the NAS keys). The connection may be terminated by the first user device 1 by
initiating a key refresh procedure, thereby invalidating the keys provided to the second user device 2.

Figs. 8A and 8B schematically illustrate in a different representation than Figs. 5-7 how
control is maintained with the first user device 1 while providing a part of the credential information to the
second user device 2.

Fig. 8A illustrates the case prior to handing over some of the credential from the first user
device 1 to the second user device 2. User data is transferred from the first user device 1 over a connec-
tion | to the radio network and further to a content network over connection Il to a content network and
then further over connection Ill, if necessary. Signaling traffic is conveyed over connections | and IV for
session handling to the MME making up a logical connection V illustrated by the dashed arrow.

Fig. 8B is the illustration after transferring a part of the credentials to the second user de-
vice 2 over connection VI. User data is transferred from the second user device 2 over connection VII
(and maybe over connection VI) to the radio network and then further over connections Il and Ill. Signal-
ing traffic is now over connections VI, VIl and 1V, still making up for logical connection V. Accordingly,
control remains with the first user device 1 since the first user device 1 can decide to render the creden-
tials provided to the second user device 2 invalid and stop the session. If the direct connection between
the first user device 1 and the second user device 2 is blocked, for some reason, the connection of the
second user device 2 will fail as soon as a new key should be derived or when the network terminates the
connection e.g. because session management errors occur.

The amount and/or type of credentials provided from the first user device 1 to the second
user device 2 can vary from only few to the complete set.

In the embodiment of Fig. 9, only the user plane key Kyp is provided to the second user
device 2.

When proximity is detected by the first user device 1 and the second user device 2, a di-
rect connection is established. In step i), the second user device 2 requests a data session to the network
from the first user device 1. The first user device 1 establishes a session with the network if such a ses-
sion is not yet in existence. In step ii), the first user device informs the second user device 2 that it would
like to talk directly to its base band processor 22 (see Fig. 1). Additionally, the first user device 1 informs
the second user device 2 how to insert the user data and provides the user plane key Kyp to the second

user device 2. At a specified point in time, the second user device 2 takes over the radio connection and



10

15

20

25

30

35

WO 2015/059286 PCT/EP2014/072874
12

the first user device 1 talks to the base band processor directly and informs the second user device 2
where to insert user data traffic.

Because the first user device 1 talks directly to the base band processor 22 of the second
user device 2, the first user device 1 does all the signaling (access stratum and non-access stratum). The
second user device 2 inserts the user plane traffic straight away. Handovers to GSM or UMTS require
that either the first user device 1 gives the newly derived keys to the second user device 2 and lets the
second user device 2 handle the session or that the first user device 1 handles all the traffic itself and that
the user data flows over the direct connection (so from the second user device 2 to the first user device 1
to the network).

Instead of only providing a single key to the second user device 2, as described with ref-
erence to Fig. 9, the complete set of obtained credentials may be provided from the first user device 1 to
the second user device 2. Control by the first user device 1 is obtained by informing the network that one
or more of the credentials provided to the second user device 2 should no longer be accepted. Various
examples of such an embodiment will now be described with reference to Figs. 10-12.

In FIG. 10 it is assumed that the first user device 1 and the second user device 2 are
nearby and have paired at some time f, and have established a direct connection. At some later time ¢; =
fo + dt, the first user device 1 would like to go into battery saving mode or forward an ongoing call to the
nearby second user device 2. The first user device 1 informs the network in step i) that it would like to
connect through the second user device 2. The network provides the first user device 1 with a full set of
credentials comprising a temporary identifier X and a key or keys or key identifier(s) Y in step ii). The first
user device 1 provides the second user device 2 with the identifier X and the key and the identifier of the
network it can reach in step iii).

The second user device 2 then connects to the network in step iv) using the credentials
received from the first user device 1 and performs a full AKA, steps v)- vii), in a known manner. The sec-
ond user device 2 has the complete set of credentials and can perform all management functions on its
own. The first user device 1 may hand over a session to the second user device 2. Control, however,
may still be exercised from the first user device 1, knowing the credentials of the second user device 2, by
connecting to the network and signaling, using information relating to the credentials provided to the sec-
ond user device 2, that the second user device 2 should be connected. The second user device 2 may
save the security context when it detaches from the network (step viii)) and attach again (steps ix) and x))
at a later time as long as the first user device 1 has not instructed the network otherwise.

Further embodiments are disclosed in Figs. 11 and 12. In both embodiments, the first
user device 1 and second user device 2 device are paired at some time f, and have setup a direct con-
nection. At some later time f; = £, + df, the first user device 1 would like to go into battery saving mode or
forward an ongoing call to the nearby second user device 2. The first user device 1 informs the network
that it would like to connect through the second user device 2 device in step i). The network provides the
first user device 1 device with an identifier X in step ii). Then, in steps iii)- viii) for Fig. 11 and in steps iii)-
vi) for Fig. 12 an AKA is performed by the first user device 1 (either relayed through the second user de-

vice as in Fig. 11) or by the first user device 1 itself (as illustrated in Fig. 12).
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When the keys are obtained, the first user device 1 provides the keys to the second user
device 2 in step ix) (Fig. 11) and in step vii) (Fig. 12). In the example of Fig. 12, also the identifier is pro-
vided to the second user device 2. Again, by saving the security context, the second user device 2 may
detach and attach again as long as the first user device 1 has not informed the network that the second
user device 2 should not be allowed to connect anymore.

In an alternative to the above solutions, the first user device 1 may obtain the credentials
independent of whether it has a connection to a second user device 2. The first user device 1 could for
example obtain multiple full credential sets in advance and use these whenever needed. Similarly, the
network and first user device 1 could agree a shared secret / key that the first user device 1 could use for
deriving new sets of credentials in the first user device 1. In that case, the shared secret will provide
proof of origin of the set of credentials (only the network and first user device 1 know the shared secret so
any third device should have got it from the first user device 1). Such information could also be contained
in a certificate which could be provided by the first user device 1 to the second user device 2 upon attach
of the second user device 2.

The second user device 2 may be instructed to listen for the identifier that has been given
to it before in order to setup a direct connection between the second user device 2 and first user device 1
(the first user device 1 would then be broadcasting this identifier). When the first user device 1 and the
second user device 2 find themselves at a greater distance, the broadcast by the first user device 1 could
propagate through the operator network and the second user device 2 device could connect to the cellu-
lar network (or only the radio / access network) and set up a device-to-device connection. An additional
requirement would be that the network knows where to page the second user device 2, either because it
has a static location, or because the second user device 2 device keeps the network or the user device 1
informed.

Advantageously, there is no need for a separate subscription for every device and all de-
vices could be managed from one device (or multiple in case it is a family owned device). So, if a
household has four members and four subscriptions, there are four devices potentially capable of control-
ling the in-house entertainment system, photo camera or game console.

For solutions where a full credential set is provided to the second user device 2, there is
no need for special arrangements for changing coverage. Moving between LTE, UMTS and GSM cover-
age is seamlessly possible because the set is full and therefore all standard procedures for hand-overs
apply.

In some of the disclosed embodiments where not all information is provided to the second
user device 2, the first user device 1 informs the second user device 2 about the channels (e.g. frequen-
cies) that are to be used and the time slots that are available for sending information. The second user
device 2 then has all information to be able to effectively eavesdrop on the connection it is relaying or
repeating.

In some embodiments, the control by the first user device 1 is performed by keeping the
signaling on the first user device 1 and only working with the user data on the second user device 2. That

way, the first user device 1 can effectively control by initiating a key refresh procedure. Another point of
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added security is that the session signaling remains between the first user device 1 and the network.
Thereby, the first user device 1 can control the properties of the session, such as maximum allowed
throughput and QoS aspects. The first user device 1 retains (some) control of what is allowed for the ses-
sion (no large downloads, e.g.).

The disclosed control mechanisms can be used for privacy enhancing technology. For
example, medical devices, such as a pacemaker, a blood pressure monitoring device, blood sugar level
monitoring device, etc. could use this technology to push information to the network. In this case, the
health care device (a second user device) could not have a subscription, but it is paired with a phone (a
first user device). At some point, the health care device would like to send information to the health care
provider. The medical device then pages the phone (to see whether it is nearby). If the phone receives
the paging message it replies and a direct connection is set up. Then, the medical device indicates that it
would like to connect to the network to send some data. The phone then can decide whether to allow or
not and whether or not to allow the device to send the information.

As mentioned previously, the disclosed control mechanism has been envisaged for a va-
riety of networks, including LTE (4G) networks and UMTS networks. At present, a next generation
network intended to succeed the LTE network is under development. One aspect distinguishing the next
generation network from the LTE network is the further separation of user plane data and signaling plane
data.

Fig. 13 represents an envisioned key hierarchy for a next generation network resembling
the EPS key hierarchy. The key hierarchy has large similarity to the LTE key hierarchy as depicted in Fig.
4, but has a further key division for the UE-eNodeB radio interface. In particular, the user plane key K p
may be assigned to a single eNodeB and a single data session by using an intermediate key (e.g. a ses-
sion identifier) from which multiple user plane keys K’ penc are derived.

This enables the first user device 1 to have a direct (physical) signaling connection with
the network and the second user device 2 to have a direct (physical) user data connection as depicted in
Fig. 14. The signaling connection may comprise a low bandwidth channel and the user data connection
may comprise a channel with a higher bandwidth. Control of the user data exchange of the second user
device 2 may be performed by the first user device 1 manipulating the signaling information or the trans-
mission thereof.

The direct connection between the first user device 1 and the second user device 2 ena-
bles the first user device 1 to perform the signaling for the resources and the session and to inform the
second device 2 about the timing for the user data transmission and other events on the radio path. If a
session identifier is used for deriving the user plane keys K p, both the first user device 1 and the second
user device 2 may have a session with the network. The first user device 1 may then exercise dual ses-
sion management control functions, both for itself and for the second user device 2. In Fig. 14, the first
user device 1 only provided the user plane key to the second user device 2.

The enhanced separation of the user plane and signaling plane makes it possible to use

different identifiers for the user plane and the signaling plane. For example, identifiers may be derived
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from the TMSI (used for the signaling) and the session identifier using a hash function. This is also a
scalable solution since every data connection obtains an associated identifier in this manner.

It is noted that the method has been described in terms of steps to be performed, but it is
not to be construed that the steps described must be performed in the exact order described and/or one
after another. One skilled in the art may envision to change the order of the steps and/or to perform steps
in parallel to achieve equivalent technical results.

With some modifications, one skilled in the art may extend the embodiments described
herein to other architectures, networks, or technologies.

Various embodiments of the invention may be implemented as a program product for use
with a computer system or a processor, where the program(s) of the program product define functions of
the embodiments (including the methods described herein). In one embodiment, the program(s) can be
contained on a variety of non-transitory computer-readable storage media (generally referred to as “stor-
age”), where, as used herein, the expression “non-transitory computer readable storage media”
comprises all computer-readable media, with the sole exception being a transitory, propagating signal. In
another embodiment, the program(s) can be contained on a variety of transitory computer-readable stor-
age media. lllustrative computer-readable storage media include, but are not limited to: (i) non-writable
storage media (e.g., read-only memory devices within a computer such as CD-ROM disks readable by a
CD-ROM drive, ROM chips or any type of solid-state non-volatile semiconductor memory) on which in-
formation is permanently stored; and (ii) writable storage media (e.g., flash memory, floppy disks within a
diskette drive or hard-disk drive or any type of solid-state random-access semiconductor memory) on
which alterable information is stored.

It is to be understood that any feature described in relation to any one embodiment may
be used alone, or in combination with other features described, and may also be used in combination with
one or more features of any other of the embodiments, or any combination of any other of the embodi-
ments. Moreover, the invention is not limited to the embodiments described above, which may be varied

within the scope of the accompanying claims.
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CLAIMS

A method for controlling, by a first user device, user data exchange of a second user device over
a telecommunications network, wherein the first user device and the second user device are con-
figured for wirelessly connecting to the telecommunications network, the method comprising the
steps of:

obtaining a set of credentials by the first user device, the set of credentials comprising an identifi-
er and a plurality of signal transmission keys for signal transmission over the telecommunications
network;

providing at least a portion of the set of credentials from the first user device to the second user
device to enable the second user device to exchange user data over the telecommunications
network;

controlling user data exchange of the second user device over the telecommunications network
by means of a control action of the first user device, the control action being performed with re-

spect to the credentials obtained by the first user device and provided to the second user device.

The method according to claim 1, wherein the control action comprises at least one of:
instructing the telecommunications network to invalidate the identifier if the identifier has been
provided to the second user device; and

instructing the telecommunications network to invalidate one or more of the keys that have been

provided to the second user device.

The method according to claim 1, wherein only a portion of the set of credentials is provided to
the second user device and wherein the control action is performed by at least one of:
modifying one or more credentials retained in the first user device; and

invalidating one or more of the credentials provided to the second user device.

The method according to claim 3, wherein the signal transmission keys are organized in a key hi-
erarchy and wherein a key lower in the key hierarchy is derived from a key higher in the key
hierarchy and the first user device provides one or more signal transmission keys lower in the key
hierarchy to the second user device while retaining one or more signal transmission keys higher
in the key hierarchy, the control action comprising generating new keys for one or more of the

signal transmission keys higher in the key hierarchy.

The method according to claim 3, wherein the signal transmission keys provided by the first user
device to the second user device only includes a user plane encryption key, the method further
comprising the steps of:

providing user data inclusion details to the second user device;
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controlling user data exchange for the second user device in dependence of one or more of the

credentials remaining in the first user device.

The method according to claim 1, further comprising the step of maintaining signalling between
the first user device and the telecommunications network for the user data exchange of the sec-
ond user device over the telecommunications network and wherein the control action by the first

user device comprises manipulating the signalling at the first user device.

The method according to claim 6, wherein the telecommunications network comprises an LTE
network and the set of credentials obtained by the first user device includes one or more non-
access stratum (NAS) keys, the method comprising the steps of:
omitting one or more of the NAS keys from the portion of the credentials provided to the second
user device;
aborting user data exchange of the second user device by the control action, the control action of
the first user device comprising one of:
- transmitting a NAS message Detach Request to the telecommunications network;
- transmitting an authentication failure message upon receiving a challenge from the tele-
communications network during a Tracking Area Update (TAU) or an Authentication and

Key Agreement procedure.

The method according to claim 1, further comprising the steps of:

applying a first identifier from the telecommunication network enabling the first user device to ex-
change user data over the telecommunications network;

requesting a second identifier from the telecommunications network;

including the second identifier in the set of credentials to be provided to the second user device to

enable the second user device to exchange user data over the telecommunications network.

The method according to claim 1, comprising the step of receiving an identifier enabling the first
user device to exchange user data over the telecommunications network and providing this iden-
tifier to the second user device enabling the second user device to exchange user data over the

telecommunications network.

The method according to one or more of the preceding claims, further comprising the step of es-
tablishing a direct connection, such as an LTE direct connection or a Bluetooth connection,
between the first user device and the second user device for at least providing the at least portion

of the set of credentials to the second user device.
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The method according to one or more of the preceding claims, wherein the first user device ob-
tains one or more sets of credentials in advance and provides one or more of the sets of

credentials to one or more second user devices at a later time.

The method according to one or more of the preceding claims, comprising the steps by the first
user device of:

providing the identifier to the second device;

receiving information from the telecommunications network via the second user device;
transmitting one or more signal transmission keys to the second device after receiving the infor-

mation from the second device.

A computer program comprising software code portions configured for, when executed on a com-

puter system, performing the method according to one or more of the claims 1-12.

A non-transitory computer program medium comprising the computer program according to claim
13.

A first user device configured for executing the method according to claims 1-12 and comprising
circuitry programmed with computer code for controlling user data exchange by the second user
device, wherein the computer code, when executed by the circuitry, performs:

obtaining a set of credentials, the set of credentials comprising an identifier and a plurality of sig-
nal transmission keys for signal transmission over the telecommunications network;

providing at least a portion of the set of credentials to the second user device to enable the sec-
ond user device to exchange user data over the telecommunications network;

controlling user data exchange of the second user device over the telecommunications network
by means of a control action, the control action being performed with respect to the obtained cre-

dentials provided to the second user device.

A second user device configured for being controlled by a first user device according to the meth-
od of claims 1-12, the second user device comprising circuitry programmed with computer code

for being controlled by the first user device according to claim 15.
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International application No
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A. CLASSIFICATION OF SUBJECT MATTER
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According to International Patent Classification (IPC) or to both national classification and IPG

B. FIELDS SEARCHED

HOAL HO4W

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data, INSPEC

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

14 November 2002 (2002-11-14)

figures 1-2

figures 3, 10-12

abstract; figure 1
column 4, 1ine 16 - line 19
column 4, line 25 - column 5,

X US 2002/169966 Al (NYMAN KAI [FI] ET AL)
paragraph [0022] - paragraph [0028];
paragraph [0093] - paragraph [0102]

X US 2012/047551 Al (PATTAR SUDHIR B [US] ET
AL) 23 February 2012 (2012-02-23)
paragraph [0003] - paragraph [0006];

paragraph [0038] - paragraph [0050]
paragraph [0080] - paragraph [0097]

X DE 100 12 057 Al (BOSCH GMBH ROBERT [DE])
20 September 2001 (2001-09-20)

1-16

1-16

1,13-16

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"Q" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search
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Date of mailing of the international search report
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Fax: (+31-70) 340-3016

Authorized officer

Figiel, Barbara
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