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(57) ABSTRACT

Disclosed are devices, systems, apparatus, methods, prod-
ucts, media and other implementations, including a method
that includes obtaining current hardware performance data,
including hardware performance counter data, for a hard-
ware device executing a first process associated with pre-
recorded hardware performance data representative of the
first process’ normal behavior, and determining whether a
malicious process is affecting performance of the first pro-
cess based on a determination of an extent of deviation of the
obtained current hardware performance data corresponding
to the first process from the pre-recorded hardware perfor-
mance data representative of the normal behavior of the first
process.
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Name Event Description

Architectural Events
LOAD Load instructions retired
STORE Store instructions retired
ARITH Arithmetic instructions retired
BR Branch instructions retired
CALL All near call instructions retired
CALL_D Direct near call instructions retired
CALL_ID Indirect near call instructions retired
RET Near return instructions retired

Microarchitectural Events

LLC Last level cache references
MIS_LLC Last level cache misses
MISP_BR Mispredicted branch instructions
MISP_RET Mispredicted near return instructions
MISP_CALL Mispredicted near call instructions
MISP_BR C Mispredicted conditional branch instructions
MIS_ICACHE I-Cache misses
MIS ITLB [-TLB misses
MIS_DTLBL D-TLB load misses
MIS_DTLBS D-TLB store misses
STLB_HIT Shared-TLB hits after i-TLB misses
%MIS_LLC % of last level cache misses
%MISP_BR % of mispredicted branches
%MISP_RET % of mispredicted near return instructions

FIG. 3
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800
D 4

Obtain current hardware performance data, including
hardware performance counter data, for a hardware
device executing a first process associated with
pre-recorded hardware performance data representative

of the first process' normal behavior.

Y

Determine whether a malicious process is affecting
performance of the first process based on a determination
of an extent of deviation of the obtained current hardware
performance data corresponding to the first process from
the pre-recorded hardware performance data

_—820

representative of the normal behavior of the first process.

Y
END

FIG. 8
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/1100

Scenario Non-Temporal Temporal
Label ROP [ Stage1 | Stage2 || Stage1 | Stage2
L-1core 0.505 | 0.895 0.814 0.918 0.900
L-2core 0.496 | 0.890 0.807 0.907 0.813
R-1core 0.678 | 0.916 0.781 0.995 0.823

FIG. 11A

/1110

Set Non-Temporal Temporal
Label ROP | Stage1 | Stage2 || Stage1 | Stage2
AM-0 0.931 0.861 0.504 0.967 0.766
AM-1 0.857 | 0.932 0.786 0.999 0.863
AM-2 0.907 | 0.939 0.756 0.998 0.912

FIG. 11B
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/1300
AT THE MALWARE VENDOR
-1: Encrypt Update Payload with AES key
2: Take SHA-2 Hash of Update Payload
3: Include Hash of Verification Key
4: Sign Hash and AES Key w/ AV Signing key
UPDATE
ENCRYPTED
W/ AES SIGNING KEY
ACTION 4) ENCRYPTED
PROGRAM VERIF KEY
TRAINED 3 HASH
CLASSIFIER SHAZ
PERF. HASH
FEATURES 2)
REVISION AES KEY
(1)

FIG. 13A
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DURING HARDWARE UPDATE

Apply Update _—1395

1355 Check Revision
is the Cu_rr_ent HW
CReceive Payload) Revision
\ 4
Unencrypt with verif | _~1360 Decrypt payload w/ | _~1385
key embedded in HW AES Key

Verify Hash of
Verif Key matches hash
o verif key on chip

Check integrity
of payload with
SHA-2 hash

FIG. 13B
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UNSUPERVISED ANOMALY-BASED
MALWARE DETECTION USING
HARDWARE FEATURES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation application of
U.S. patent application Ser. No. 14/778,043, filed Sep. 17,
2015, which is a § 371 National Stage of International
Application No. PCT/US2014/027375, filed on Mar. 14,
2014, which claims the benefit of, and priority to Interna-
tional Patent Application No. PCT/US2013/068451, entitled
“DETECTION OF ANOMALOUS PROGRAM EXECU-
TION USING HARDWARE-BASED MICRO-ARCHI-
TECTURAL DATA,” and filed Nov. 5, 2013 in the United
States receiving office, provisional U.S. application Ser. No.
61/919,560, entitled “UNSUPERVISED ANOMALY-
BASED MALWARE DETECTION USING HARDWARE
FEATURES,” and filed Dec. 20, 2013, and U.S. provisional
U.S. application Ser. No. 61/803,029, entitled “SYSTEMS
AND METHODS TO DETECT ANOMALOUS PRO-
GRAM EXECUTION USING PROCESSOR MICRO-
ARCHITECTURAL EVENTS,” and filed Mar. 18, 2013,
the contents of all of which are incorporated herein by
reference in their entireties.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH

[0002] This invention was made with government support
under grant FA 8750-10-2-0253 awarded by the Air Force
Research Laboratory, Information Directorate. The govern-
ment has certain rights in the invention.

BACKGROUND

[0003] Malicious processes, such as malware infections,
have plagued organizations and users for years, and are
growing stealthier and increasing in number by the day.
These malicious processes were originally created to attain
notoriety or for fun, but today malware deployment is
mostly motivated by economic gains. There are reports of
active underground markets for personal information, credit
cards, logins into sensitive machines in the United States,
etc. Also, malicious processes, such as malware processes,
have been developed to target specific computers for espio-
nage purposes (industrial espionage or otherwise) and/or for
sabotage.

[0004] Despite the existence of anti-virus software, mal-
ware threats (as well as threats from other types of malicious
processes) persist and are growing. Unfortunately, there are
numerous ways to subvert commercial anti-virus software,
including simply disabling the anti-virus system. Further-
more, malware can mutate into new variants, which makes
static detection of malware difficult.

SUMMARY

[0005] The devices, systems, apparatus, methods, prod-
ucts, media and other implementations disclosed herein
include a method that includes obtaining current hardware
performance data, including hardware performance counter
data, for a hardware device executing a first process asso-
ciated with pre-recorded hardware performance data repre-
sentative of the first process’ normal behavior, and deter-
mining whether a malicious process is affecting performance

Sep. 20, 2018

of the first process based on a determination of an extent of
deviation of the obtained current hardware performance data
corresponding to the first process from the pre-recorded
hardware performance data representative of the normal
behavior of the first process.

[0006] Embodiments of the method may include at least
some of the features described in the present disclosure,
including one or more of the following features.

[0007] Obtaining the hardware performance data may
include obtaining the hardware performance data at various
time instances. Obtaining the hardware performance data at
the various time instances may include performing one or
more of, for example, a data push operation initiated by the
hardware device to send the current hardware performance
data, and/or a data pull operation, initiated by an antivirus
engine, to cause the current hardware performance data to be
sent by the hardware device.

[0008] Obtaining the current hardware performance data
may include selecting one or more features, from a plurality
of hardware performance features, based on respective com-
puted one or more scores representative of a degree of
effectiveness a corresponding subset of hardware perfor-
mance data for the corresponding one of the one or more
features can indicate that the hardware performance data
obtained for the selected one or more features is affected by
the malicious process, and obtaining performance data from
the current hardware performance data only for the selected
one or more features.

[0009] Computing the one or more scores may include
computing one or more Fisher scores.

[0010] Determining whether the malicious process is
affecting the performance of the first process may include
applying one or more machine-learning procedures, trained
using the pre-recorded hardware performance data represen-
tative of the normal behavior of the first process, to the
current hardware performance data to determine whether the
current hardware performance data for the hardware device
executing the first process deviates from the pre-recorded
hardware performance data for the first process.

[0011] The one or more machine learning procedures may
include one or more of, for example. a support vector
machine implementing a non-linear radial basis function
(RBF) kernel, a k-nearest neighbor procedure, a decision
tree procedure, a random forest procedure, an artificial
neural network procedure, a tensor density procedure, and/or
a hidden Markov model procedure.

[0012] The method may further include applying a trans-
form function to at least the current hardware performance
data to generate transformed data. Determining whether the
malicious process is affecting the performance of the first
process may include determining whether the malicious
process is affecting the performance of the first process
based on the extent of deviation of the current hardware
performance data from the pre-recorded hardware perfor-
mance data computed using the generated transformed data.

[0013] Applying the transform function to the current
hardware performance data to generate transformed data
may include deriving a normalized hardware performance
value, normalized,, for an event i, from hardware perfor-
mance data value, raw,, for the event i, according to:
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i raw; —min Y4
normalized; = | ——
max;

[0014] where min, and max; are respective minimum and
maximum values for the event i, and A, is a power parameter
for the event 1.

[0015] The hardware performance data may include one or
more of, for example, processor load density data, branch
prediction performance data, and/or data regarding instruc-
tion cache misses.

[0016] The method may further include obtaining updates
for at least the pre-recorded hardware performance data
representative of the normal behavior of the first process.
Obtaining the updates may include downloading encrypted
data for the updates to an antivirus engine in communication
with the hardware device providing the current hardware
performance data, decrypting at the antivirus engine the
downloaded encrypted data for the updates, and updating a
revision counter maintained by the antivirus engine indicat-
ing a revision number of a most recent update.

[0017] In some variations, a system is disclosed that
includes a hardware device executing a first process, and an
antivirus engine in communication with the hardware
device. The antivirus engine is configured to obtain current
hardware performance data, including hardware perfor-
mance counter data, for the hardware device executing the
first process, the first process associated with pre-recorded
hardware performance data representative of the first pro-
cess’ normal behavior, and determine whether a malicious
process is affecting performance of the first process based on
a determination of an extent of deviation of the obtained
current hardware performance data corresponding to the first
process from the pre-recorded hardware performance data
representative of the normal behavior of the first process.
[0018] Embodiments of the system may include at least
some of the features described in the present disclosure,
including at least some of the features described above in
relation to the method, as well as one or more of the
following features.

[0019] The antivirus engine configured to obtain the cur-
rent hardware performance data may be configured to select
one or more features, from a plurality of hardware perfor-
mance features, based on respective computed one or more
scores representative of a degree of effectiveness a corre-
sponding subset of hardware performance data for the
corresponding one of the one or more features can indicate
that the hardware performance data obtained for the selected
one or more features is affected by the malicious process,
and obtain performance data from the current hardware
performance data only for the selected one or more features.
[0020] The antivirus engine configured to determine
whether the malicious process is affecting the performance
of the first process may be configured to apply one or more
machine-learning procedures, trained using the pre-recorded
hardware performance data representative of the normal
behavior of the first process, to the current hardware per-
formance data to determine whether the current hardware
performance data for the hardware device executing the first
process deviates from the pre-recorded hardware perfor-
mance data for the first process.

[0021] The antivirus engine may further be configured to
apply a transform function to at least the current hardware
performance data to generate transformed data. The antivi-
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rus configured to determine whether the malicious process is
affecting the performance of the first process may be con-
figured to determine whether the malicious process is affect-
ing the performance of the first process based on the extent
of deviation of the current hardware performance data from
the pre-recorded hardware performance data computed
using the generated transformed data.

[0022] In some variations, a computer readable media
storing a set of instructions executable on at least one
programmable device is provided. The set of instructions,
when executed, causes operations including obtaining cur-
rent hardware performance data, including hardware perfor-
mance counter data, for a hardware device executing a first
process associated with pre-recorded hardware performance
data representative of the first process’ normal behavior, and
determining whether a malicious process is affecting per-
formance of the first process based on a determination of an
extent of deviation of the obtained current hardware perfor-
mance data corresponding to the first process from the
pre-recorded hardware performance data representative of
the normal behavior of the first process.

[0023] Embodiments of the computer readable media may
include at least some of the features described in the present
disclosure, including at least some of the features described
above in relation to the method and the system.

[0024] In some variations, an apparatus is provided. The
apparatus includes means for obtaining current hardware
performance data, including hardware performance counter
data, for a hardware device executing a first process asso-
ciated with pre-recorded hardware performance data repre-
sentative of the first process’ normal behavior, and means for
determining whether a malicious process is affecting per-
formance of the first process based on a determination of an
extent of deviation of the obtained current hardware perfor-
mance data corresponding to the first process from the
pre-recorded hardware performance data representative of
the normal behavior of the first process.

[0025] Embodiments of the apparatus may include at least
some of the features described in the present disclosure,
including at least some of the features described above in
relation to the method, the system, and the computer read-
able media.

[0026] Unless defined otherwise, all technical and scien-
tific terms used herein have the same meaning as commonly
or conventionally understood. As used herein, the articles
“a” and “an” refer to one or to more than one (i.e., to at least
one) of the grammatical object of the article. By way of
example, “an element” means one element or more than one
element. “About” and/or “approximately” as used herein
when referring to a measurable value such as an amount, a
temporal duration, and the like, is meant to encompass
variations of £20% or x£10%, £5%, or +0.1% from the
specified value, as such variations are appropriate to in the
context of the systems, devices, circuits, methods, and other
implementations described herein. “Substantially” as used
herein when referring to a measurable value such as an
amount, a temporal duration, a physical attribute (such as
frequency), and the like, is also meant to encompass varia-
tions of £20% or £10%, +5%, or +0.1% from the specified
value, as such variations are appropriate to in the context of
the systems, devices, circuits, methods, and other imple-
mentations described herein.

[0027] As used herein, including in the claims, “or” or
“and” as used in a list of items prefaced by “at least one of”
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or “one or more of” indicates that any combination of the
listed items may be used. For example, a list of “at least one
of A, B, or C” includes any of the combinations A or B or
C or AB or AC or BC and/or ABC (i.e., A and B and C).
Furthermore, to the extent more than one occurrence or use
of the items A, B, or C is possible, multiple uses of A, B,
and/or C may form part of the contemplated combinations.
For example, a list of “at least one of A, B, or C” may also
include AA, AAB, AAA, BB, etc.

[0028] As used herein, including in the claims, unless
otherwise stated, a statement that a function, operation, or
feature, is “based on” an item and/or condition means that
the function, operation, function is based on the stated item
and/or condition and may be based on one or more items
and/or conditions in addition to the stated item and/or
condition.

[0029] Details of one or more implementations are set
forth in the accompanying drawings and in the description
below. Further features, aspects, and advantages will
become apparent from the description, the drawings, and the
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0030] These and other aspects will now be described in
detail with reference to the following drawings.

[0031] FIG. 1 is a diagram illustrating a multi-stage mal-
ware infection process.

[0032] FIG. 2 is a schematic diagram of an example
implementation of a system to determine whether a mali-
cious process is present and is affecting the performance of
a victim process.

[0033] FIG. 3 is a table listing some example events or
features that may be monitored to facilitate determination of
processes’ deviation from their normal behavior.

[0034] FIG. 4 is a table listing events by their F-scores for
different exploit process stages.

[0035] FIG. 5 includes “box-and-whisker” graphs for vari-
ous event measurements taken during clean and infected
execution of legitimate programs.

[0036] FIG. 6 includes “box-and-whisker” graphs for vari-
ous event measurements to which transform functions were
applied.

[0037] FIG. 7 is a schematic diagram of an example
system in which an AV engine is implemented.

[0038] FIG. 8 is a flowchart of an example procedure to
detect malicious processes.

[0039] FIGS. 9A-B include ROC curves for non-temporal
and temporal feature sets.

[0040] FIG. 10 is a graph illustrating detection results in
terms of Area-Under-the-Curve (AUC) scores for different
event sets using non-temporal and temporal models for
Internet Explorer.

[0041] FIGS. 11A-B include tables of AUC scores for
various scenarios.

[0042] FIG. 12 is a graph providing execution time slow-
down over different sampling rates with corresponding
detection AUC scores for various malware exploit stages.
[0043] FIG. 13A is a schematic diagram of an example
security update payload.

[0044] FIG. 13B is a flowchart of an example procedure to
receive a security update payload and update the configu-
ration of an AV engine.

[0045] Like reference symbols in the various drawings
indicate like elements.
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DESCRIPTION

[0046] Described herein are methods, systems, devices,
apparatus, computer program products, media, and other
implementations for unsupervised detection of anomalous
behavior of executing programs/processes by determining
deviation from the normal behavior of legitimate (i.e.,
non-malicious) programs and processes. In some implemen-
tations, hardware performance data, including hardware
performance counter data (e.g., from hardware-based per-
formance counters) is obtained from a hardware device
(such as a processor/computing-based device on which the
legitimate processes and programs are executing), and the
data is analyzed using machine-learning procedures (e.g.,
classification procedures), to determine whether the col-
lected hardware performance data deviates from normal,
previously obtained, hardware performance data resulting
from normal execution of such legitimate programs or
processes.

[0047] While the description provided herein focuses on
malware-type malicious processes that result in anomalous
behavior of legitimate programs, application and processes,
the description also applies to other types of malicious
processes.

[0048] A typical malware infection can be understood as a
two stage process, namely, exploitation and take-over. Dur-
ing the exploitation stage, the malicious process hijacks
control of a victim program execution. Exploitation is then
followed by more elaborate procedures to download and
install a payload such as a keylogger. More particularly, with
reference to FIG. 1, a diagram illustrating a multi-stage
malware infection process 100 is shown. In implementing
the process 100, an adversary 102 first crafts and delivers an
exploit, such as an exploit 110 depicted in FIG. 1, to the
victim to target a specific vulnerability known to the adver-
sary (marked as operation ‘1’ in FIG. 1). The vulnerability
may be, in some embodiments, a memory corruption bug,
and the exploit may be sent to a victim from a webpage or
a document attachment from an email. When the victim
accesses the exploit, two exploit subprograms, commonly
known as the ROP (Return-Oriented Programming, which is
a computer security exploit technique to enable circumven-
tion of security features), and Stage 1 “shellcodes,” of the
exploit 110 load into the memory of the vulnerable program
(marked as operation ‘2° in FIG. 1). The exploit 110 then
uses the vulnerability to transfer control to the ROP shell-
code (operation ‘3’ of FIG. 1).

[0049] To prevent untrusted data being executed as code,
some modern processors provide a Data Execution Preven-
tion (DEP) module to prevent code from being run from data
pages. A problem with the DEP module is that it can be
toggled by the program itself (this feature is necessary to
support JIT compilation). Thus, to circumvent DEP, the
ROP-stage shellcode may re-use instructions in the original
program binary to craft a call to the function that disables
DEP for the data page containing the next Stagel shellcode
of the exploit 110. The ROP shellcode then redirects execu-
tion to the next stage (as shown in operation ‘4’ of FIG. 1).
The Stagel shellcode is typically a relatively small (from a
few bytes to about 300 bytes 2) code stub configured to
download a larger (and generally pernicious) payload (de-
picted in FIG. 1 as Stage2 Payload 120) which can be run
more freely. To maintain stealth, the Stage2 payload 120 is
downloaded to memory (as illustrated in operation ‘5 of
FIG. 1). The Stage2 Payload 120 include the code that the
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adversary 102 wants to execute on the user machine to
perform a specific malicious task. The range of functionality
of this payload, commonly a backdoor, keylogger, or recon-
naissance program, is in fact unlimited. After the payload is
downloaded, the Stagel shellcode runs that payload as an
executable using, for example, reflective DLL injection (as
illustrated at operation ‘6’ of FIG. 1), which is a stealthy
library injection technique that does not require any physical
files. By this time, the victim system is compromised (as
indicated in operation ‘7° of FIG. 1).

[0050] The Stagel shellcode of the exploit 110 and the
Stage2 Payload 120 are generally different in terms of size,
design and function, primarily due to the operational con-
straints on the Stagel shellcode. When delivering the initial
shellcode in the exploit 110, exploit writers typically try to
use as little memory as possible to ensure that the program
does not unintentionally overwrite their exploit code in
memory. To have a good probability for success this code
needs to be small and fast, and thus is written, in some
implementations, in assembly in very restrictive position-
independent memory addressing style. These constraints
may limit the attackers’ ability to write very large shell-
codes. In contrast, the Stage2 Payload 120 does not have all
these constraints and can be developed like any regular
program. This is similar to how OSes use small assembly
routines to bootstrap and then switch to compiled code.
[0051] The strategy and structure described above is rep-
resentative of a large number of malware processes, espe-
cially those created with fairly recent web exploit kits. These
malware exploits execute from memory and in the process
context of the host victim program. Further, they maintain
disk and process stealth by ensuring no files are written to
disk and no new processes are created, and can thus evade
many file-based malware detection techniques.

[0052] Detecting malware during the exploitation stage
may not only give more lead time for mitigations, but can
also act as an early threat predictor to improve the accuracy
of subsequent signature-based detection of payloads. Anti-
malware implementations for anomaly-based detection,
such as the implementations described herein, are based on
the observation that the malware, during the exploitation
stage, alters the original program flow to execute peculiar
non-native code in the context of the victim program. Such
unusual code execution will generally cause perturbations to
dynamic execution characteristics of the program, and if
these perturbations are observable they can form the basis
for the detection of malware exploits. It should be noted that
because exploits manipulate execution flow within the vic-
tim programs, signature-based detection paradigm may not
be appropriate to detect exploitations. For instance, a sig-
nature-based detector would likely correctly report that IE is
executing even when it is infected with malware because the
malware resides within IE.

[0053] Insome embodiments, it is possible that deviations
caused by exploits may be fairly small and unreliable,
especially in vulnerable programs with varied use such as,
for example, Internet Explorer, Adobe PDF Reader (as will
be described in greater detail below, in the testing and
experimentation of the implementations described herein,
Internet Explorer 8 and Adobe PDF Reader 9 were used).
For example, on a production Windows machine running on
Intel x86 chips, testing and experimentation indicated that
distributions of execution measurements from the hardware
performance counters can be positively skewed, with many
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values being clustered near zero. This implies that minute
deviations caused by the exploit code cannot be effectively
discerned directly. However, the problem of identifying
deviations from the heavily skewed distributions can be
alleviated by, for example, using power transform (as will be
discussed in greater details below) to amplify small differ-
ences, together with temporal aggregation of multiple
samples, to set apart the execution of the exploit within the
context of the larger program execution.

[0054] Accordingly, in some embodiments, methods, sys-
tems, devices, apparatus, products, media, and other imple-
mentations are disclosed that include a system including a
hardware device executing a first process, and an antivirus
engine to detect, prevent and/or remove malicious software
and/or firmware (including malware such as viruses, worms,
rootkits, etc.), with the antivirus engine being in communi-
cation with the hardware device. The antivirus engine is
configured to obtain current hardware performance data,
including hardware performance counter data, for the hard-
ware device executing the first process, with the first process
being associated with pre-recorded hardware performance
data representative of the first process’ normal behavior. The
antivirus engine is further configured to determine whether
a malicious process is affecting performance of the first
process based on a determination of an extent of deviation
of the obtained current hardware performance data corre-
sponding to the first process from the pre-recorded hardware
performance data representative of the normal behavior of
the first process.

[0055] Thus, with reference to FIG. 2, a schematic dia-
gram of an example implementation of a system 200 con-
figured to determine whether a malicious process is present
and is affecting the performance of a victim process is
shown. The system 200 includes an antivirus (AV) engine
210 that comprises, in some embodiments, a performance
counter sampling unit (also referred to as a “sampler”) 212,
a hardware performance database 214 that stores/maintains
representative baseline hardware performance data corre-
sponding to normal behavior for various processes that are
normally executed on the hardware device to be monitored,
and may also store hardware performance data (e.g., orga-
nized as vectors) collected by the sampling unit 212, and a
classifier 216 (which may comprise multiple individual, and
possibly independent, classifiers 216a-7) configured to ana-
lyze the collected hardware performance data to determine
if a particular process is infected (and thus impacted) by a
malicious process (in some embodiments, the classifier 216
may also be configured to more particularly identify the
malicious process affecting the performance of the victim
process monitored). The AV engine 210 is generally in
communication with one or more hardware devices such as
processor devices 220 and/or 222 shown in FIG. 2. As will
be discussed in greater details below, the AV 210 may be
implemented entirely in software, entirely in hardware (e.g.,
as dedicated circuits implemented on a hardware device,
such as a processor, running the legitimate processes/pro-
grams being monitored), or as a hardware/software combi-
nation with at least part of the AV’s implementation (e.g., the
sampling unit) being realized as a dedicated hardware circuit
(e.g., on the hardware device running the legitimate pro-
cesses/programs).

[0056] The sampling unit 212 is configured to obtain
hardware performance data, including, for example, hard-
ware performance counter data, from the one or more
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hardware-devices, which may include devices such as con-
troller devices, e.g., processor devices such as the devices
220 and 222, or any other type of controller devices includ-
ing controller devices implemented using modules such as
an FPGA (field programmable gate array), an ASIC (appli-
cation-specific integrated circuit), a DSP processor, etc.
Generally, hardware-based controller devices include hard-
ware-related performance counters that may be configured
to count a variety of events, such as cycles, instructions,
cache misses, etc., occurring during execution of processes
and programs on one of the devices 220 and 222. Legitimate
programs or processes, such as Internet Explorer, Adobe
Reader, etc., may have had their performances, as reflected
by the hardware-related performance counters implemented
on the devices 220 and 222, deviate from their normal
performance due to exploitation by malware infecting the
devices 220 and 222. For example, the Intel For x86
processor device implements four (4) configurable perfor-
mance counters, and the OMAP4460 processor with dual
ARM Cortex-A9 cores includes six (6) configurable perfor-
mance counters. The AV engine 210 is implemented to
obtain hardware performance data (e.g., performance coun-
ter data) from known controller designs, and as such the AV
engine 210 may be configured to obtain hardware perfor-
mance data from specific known performance counters
particular to the hardware that is being monitored by the AV
engine. That is, knowledge of the specific architecture of the
hardware to be monitored may be required in order to obtain
hardware performance data from the performance counters
corresponding to the specific architecture. Examples of
hardware performance counters used on an Intel x86 pro-
cessor architecture include:

[0057] 0x0440—L1D_CACHE_LD.E_STATE;
[0058] 0x0324—1.2_RQSTS.LOADS;
[0059] 0x03b1—UOPS_EXECUTED.PORT (1 or 2);
and
[0060] Ox7f88—BR_INST_EXEC.ANY.
[0061] Examples of common counters (feature event num-

ber assignments) on an ARM Cortex-A9 cores architecture,
through which hardware performance data can be obtained,
include event numbers:

[0062] Ox06—Memory-reading instruction architectur-
ally executed (counter increments for every instruction
that explicitly read data);

[0063] Ox07—Memory-writing instruction architectur-
ally executed (counter increments for every instruction
that explicitly wrote data);

[0064] OxOC—Software change of PC, except by an
exception, architecturally executed (counter does not
increment for a conditional instruction that fails its
condition code);

[0065] OxOD—Immediate  branch  architecturally
executed (counter counts for all immediate branch
instructions that are architecturally executed);

[0066] OxOF—Unaligned access architecturally
executed (counter counts each instruction that is an
access to an unaligned address); and

[0067] Ox12—Counter counts branch or other change in
program flow that could have been predicted by the
branch prediction resources of the processor.

[0068] Additional information on hardware performance
counters that may be implemented, or are available, on the
ARM Cortex-A9 cores architecture is provided, for
example, at “ARM.RTM. Architecture Reference Manual,

Sep. 20, 2018

Arm RTM.v7-A and ARM.RTM.v7-R edition, Errata
markup,” the content of which is incorporated herein by
reference in its entirety.

[0069] In some embodiments, the sampling unit 212 may
be configured to obtain hardware performance data (includ-
ing micro-architectural performance counter data) from the
counters of the hardware monitored through data push
procedures and/or through data pull procedures. For
example, when pulling data, the AV engine 210 initiates the
data collection, causing hardware targets (e.g., specific hard-
ware performance counters implemented in the hardware
being monitored) to be accessed by, for example, interrupt-
ing execution of the counters and/or querying the counters
without interruptions. In some embodiments, the AV engine
210 may be configured, e.g., via the sampling module 212,
to interrupt the hardware once every N cycles (where N may
be a constant pre-determined number, or may be a varying
number, e.g., based on a random or pseudo-random genera-
tor), and sample the various performance/event counters, as
well as other values (e.g., the currently executing process’
PID). When performing sampling operations using an inter-
rupt-based procedure, the sampling unit 212 may be con-
figured to send control signals or otherwise cause the
executing hardware to be interrupted, access the perfor-
mance counters and/or other storage hardware, and retrieve
the values stored on the counters of the interrupted hardware
for further processing by the AV engine 210. In some
embodiments, upon interruption of the hardware and/or the
counters, the interrupted hardware may first store data held
by its various performance counters in a central storage
location (e.g., in a state stack), and the data stored at the
central storage location may then be accessed and retrieved
by the sampling unit 212. When implementing a data-push
sampling mode, data held by the performance counters
(and/or other sampling points on the hardware being moni-
tored) may be communicated to the AV engine 210 (e.g., to
the sampling unit 212) at regular or irregular intervals, with
or without interrupting the execution of the hardware being
monitored or interrupting execution of the performance
counters. Thus, in such embodiments, the hardware device
to be monitored is configured to initiate sending the hard-
ware performance data to the AV engine 210. For example,
in a data push mode, the hardware device being monitored
may be configured to send hardware performance data
without needing to receive a request (e.g., from the sampling
unit 212).

[0070] The sampling operations implemented by the sam-
pling unit 212 of the AV engine 210 can thus obtain
time-based data of the output of the various hardware
performance counters (and/or other output points) moni-
tored for one or more processes executing on the hardware
being monitored. In addition to hardware performance data,
information such as a process’ ID (e.g., PID) is also recorded
to enable associating/correlating the hardware performance
data with the process whose execution resulted in the
obtained hardware performance data. By also recording
processes’ IDs and associating/correlating them with the
obtained hardware performance data, the implementations
described herein can track hardware performance data
resulting from execution of a process across different hard-
ware devices. For example, in situations where a system
being monitored includes multiple processor cores (each
with its own set of performance counters), where processes/
threads may be suspended and resume execution on different
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cores, maintaining processes’ PID’s along with obtained
hardware performance data may enable tracking the behav-
ior of processes as they switch execution to different hard-
ware devices.

[0071] While the processors used to execute the various
programs whose behavior is to be monitored enable moni-
toring numerous events using Hardware Performance Coun-
ters (HPC’s) and/or other mechanisms to collect hardware
performance data, not all of those monitored events are
equally useful in characterizing the execution of programs.
Thus, in some embodiments, only a limited set of monitored
events needs to be used to determine, for example, whether
a victim process’ behavior/performance is deviating from its
normal behavior/performances. FIG. 3 provides a table 300
listing some example events that may be monitored (e.g.,
using HPC’s) to facilitate determination of processes’ devia-
tion from their normal behavior. The example events listed
in the table 300 include architectural events, which give an
indication of the execution mix of instructions in any
running program, and micro-architectural events that are
generally dependent on the specific hardware makeup of a
system.

[0072] In some embodiments, a processor may be capable
of monitoring only a small number of events (e.g., 4 events)
at any given time. Thus, in such embodiments, it may be
necessary to select a subset of events available for monitor-
ing that can most effectively differentiate clean execution of
a program/process from an infected execution of that pro-
gram/process. The selection of this subset may be made
from those events previously identified as being useful in
characterizing execution of the programs (e.g., identifying
an initial set of events, from the sometimes hundreds of
possible events that can be monitored through, for example,
a processor’s HPC’s, that are useful in characterizing execu-
tion of programs/processes). In some embodiments, Fisher
Scores (F-Score) may be used to provide a quantitative
measure of the how effective a feature can discriminate
between hardware performance data (also referred to as
“measurements”) obtained during clean execution of a pro-
gram/process monitored, from measurements obtained dur-
ing infected execution of that program/process. A feature
with better discriminative power would have a larger sepa-
ration between the means and standard deviations for
samples from different classes. The F-Score gives a measure
of'this degree of separation. The larger the F-Score, the more
discriminative power the feature is likely to have. While the
F-Score may not account for mutual information/depen-
dence between features, the F-Score may nevertheless help
guide the selection of a subset of the possibly most useful
features that can be used to determine whether hardware
performance data for those feature indicates possible
infected execution (i.e., execution impacted by an activated
malware) of the program/process being monitored.

[0073] Thus, in some implementations, to identify which
events are to be monitored in order to obtain data samples
(that are then used to determine whether the sampled/
monitored behavior of a legitimate program or process has
deviated from its normal behavior), corresponding F-Scores
for various candidate events are computed. As illustrated in
a table 400 in FIG. 4, in some embodiments, F-Scores may
be computed for the different stages of malware code
execution (e.g., the stages depicted in FIG. 1), and thus
reduce the shortlisted events to, for example, the eight (8)
top-ranked events for each of the two event categories (e.g.,
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architectural events and micro-architectural events) per mal-
ware code execution stage, as well as for the two categories
combined. Accordingly, as shown in FIG. 4, each row of the
table 400 ranks the various events for a particular category
of events at a particular stage of malware code execution,
thus enabling determining which events would be most
useful to differentiate clean execution for a victim program/
process from execution of the infected victim program/
process. For example, row 410 is the ranking of architectural
events, according to computed F-Scores for those events,
during the ROP stage of some malware code execution. In
some embodiments, the top four (4) events from each row
may be selected to produce nine (9) candidate event sets that
we will be used to build the baseline characteristics models
of a particular program or process (e.g., an IE browser). For
example, as shown in the row 410 of the table 400, for the
ROP stage, the 4-top ranked architectural events may
include, in this example, the RET, CALL_D, STORE, and
ARITH events. Each model constructed with one set of
events can then be evaluated for its effectiveness in the
detection of various stages of malware code execution.

[0074] Data sampling may be performed by obtaining
hardware performance data sample that include simultane-
ous measurements of, in some embodiments, four event
counts in one time epoch. Thus, in such embodiments, four
counter values may be obtained during each epoch, with the
categories/labels determined based on, for example, offline
sensitivity analysis. The measurements in each sample may
be converted to vector subspace, so that each classification
vector is represented as a four-feature vector. Each vector,
using this feature extraction process, represents the mea-
surements taken at the smallest time-slice for the sampling
granularity. These features can be used to build non-tempo-
ral models. Because malware shellcode typically runs over
several time epochs, there may be temporal relationships in
the measurements that can be exploited. To model any
potential temporal information, the dimensionality of each
sample vector can be extended by grouping N consecutive
samples and combining the measurements of each event to
form a vector with 4N features. In some implementations,
the value N (representative of the period, in epochs, over
which measurements are taken) may be set to 4 (i.e., N=4)
to generate sample vectors comprising 16 features each, so
that each sample vector effectively represents measurements
across 4 time epochs. By grouping samples across several
time epochs, the synthesis of these event measurements can
be used to build temporal models (reflective of the temporal
behavior of the programs/processes being monitored to
determine possible deviation from their normal behavior). It
is to be noted that with the granularity at which the mea-
surements are sampled, the execution of the ROP shellcode
occurs within the span of just one sample.

[0075] Experimentation and testing of the implementa-
tions described herein has shown that even for the subset of
features that was selected because its features were deter-
mined to be capable to better distinguish clean hardware
performance data from infected one, event anomalies are not
trivially detectable. For example, FIG. 5 includes “box-and-
whisker” 500a-d graphs, providing a visual gauge of the
range and variance in micro-architectural measurements for
various micro-architectural features, indicating the extent of
how distinguishable measurements taken with the execution
of different stages of malware code are from clean measure-
ments from an exploit-free environment. The difficulty in
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seeing clear differences in the hardware performance of
clean programs/processes from infected one stems from two
key reasons: 1) most of the measurement distributions are
positively skewed, with many values clustered near zero,
and (2) deviations, if any, from the baseline event charac-
teristics due to the exploit code are not easily discerned.
[0076] Thus, in some embodiments, hardware perfor-
mance data may be processed using, for example, a rank-
preserving power transform on the measurements to posi-
tively scale the values. For example, in the field of statistics,
the power transform is a family of functions that is com-
monly applied to data to transform non-normally distributed
data to one that has approximately normal distribution.
Consequently, a power transform function applied to the
obtained hardware performance data enables magnifying
small deviations from the baseline characteristics of the
running program/process caused through malware code
execution. In some embodiments, for each event type, an
appropriate power parameter A is determined or derived
such that the normalized median of the performance counter
values is roughly 0.5. The parameters A, is determined and
maintained for each event i in order to scale all its corre-
sponding measurements. Each normalized and scaled event
measurement for an event i, denoted as normalized,, is
transformed from the raw value, raw,, as follows:

raw; — min; Y M
normalized; = (7]
max;

where the min, and max; are the minimum and maximum
values for the event i.

[0077] Using this power transform, the distributions of
events may be plotted, resulting, for example, in the plots
600 illustrated in FIG. 6, in which deviations from baseline
distributions for various events are more discernable than for
the distributions obtained without using transform functions.
Thus, the application of a transform function, such as a
power transform function, on hardware performance data
enables more clearly delineating deviations from baseline
characteristics due to different stages of malware code
execution for various event types. Some events (such as
MISP_RET and STORE) show relatively larger deviations,
especially for the Stagel exploit shellcode. These events
likely possess greater discriminative power in indicating the
presence of malware code execution. There are also certain
events that are visually correlated. For example, the RET
and CALL exhibit similar distributions. Additionally, a
strong correlation between certain derived/computed events
(such as % MISP BR) and their constituent events can be
observed.

[0078] In some embodiments, the processing performed
on the obtained sample data to enable magnification or
amplification of observed deviation from normal behavior of
legitimate programs or processes may be implemented as
part of the sampling unit 212, as part of the database 214, or
as part of the classifier 216 unit, or as a separate unit
dedicated to performing the processing described herein.
[0079] In some embodiments, the sampling unit 212 may
be realized, at least in part, on the hardware device being
monitored. For example, the sampling unit 212 may be
implemented as a hardware realization on a specialized
hardware-based controller such as an FPGA, an ASIC, etc.
In some embodiments, the sampling unit 212 may be real-
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ized, at least in part, as a software implementation executing
on a machine that includes a processor-based device that is
being monitored by the AV engine 210 to detect malicious
processes that are executing on the machine and impacting
normal performance of non-malicious processes. For
example, one of a processor-device’s multiple general-
purpose cores may be allocated to execute a software
realization of at least part of the AV engine. In some
embodiments, the sampling unit may be realized as a soft-
ware implementation configured to cause collection of hard-
ware performance data from the processor(s) on which
processes/programs monitored are executing.

[0080] As noted, the AV engine 210 depicted in FIG. 2
also includes the hardware performance database 214 that is
configured to store the hardware performance data obtained
from the hardware being monitored/observed, as well as
pre-determined data sets (e.g., obtained from remote nodes,
such as remote servers) that include data representative of
normal behavior for various processes (e.g., non-malicious
processes) that may execute on the hardware device being
monitored (e.g., time-series traces for various hardware
performance events). In some embodiments, the AV engine
210 may be periodically (at regular or irregular intervals)
updated to include new or modified hardware performance
data (e.g., hardware performance counter data) for processes
that are be monitored.

[0081] In some embodiments, the database 214 may be
realized, at least in part on the hardware device being
monitored. In some embodiments, the hardware perfor-
mance database 214 may be realized, at least in part, as a
software implementation executing on a machine that
includes the processor-based device being monitored by the
AV engine 210 (e.g., allocating one of a processor-device’s
multiple general-purpose cores to execute a software real-
ization of the database 214, or otherwise using the proces-
sor-device to run the database 214 of the AV implementa-
tion). In some embodiments, the database 214 may be
implemented in hardware and/or software on a remote
machine in communication with the hardware device being
monitored.

[0082] With continued reference to FIG. 2, determination
of' whether a malicious process is impacting the performance
of a victim (or potential victim) process is performed, in
some embodiments, with the classifier 216 (also referred to
as a machine-learning engine). The classifier 216 may also
be configured, in some embodiments, to identify particular
malicious processes.

[0083] In some implementations, a classifier, such as the
classifier 216 of the AV engine 210, may be configured to
iteratively analyze training input data and the input data’s
corresponding output (e.g., a determination that a malicious
process is causing deviation from the normal behavior of a
victim process, and/or identification of the malicious pro-
cess), and derive functions or models that cause subsequent
hardware performance data inputs, collected from the hard-
ware device being monitored, to produce outputs consistent
with the classifier’s learned behavior. Such a classifier
should be configured to identify malicious processes and/or
determine deviations from the normal performance and
behavior of legitimate (victim) processes.

[0084] Generally, machine learning classifiers are config-
ured to examine data items and determine to which of N
groups (classes) each data item belongs to. Classification
procedures can produce a vector of probabilities, e.g., the
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likelihoods of the data item belonging to each class. In the
anomaly-based process detection, two classes may be
defined: normal behavior and abnormal behavior (poten-
tially resulting from exploitation caused by malware). As a
result, the output from classifiers may include probabilities
representing the likelihood of a data item being impacted
(e.g., exploited) by a malicious process.

[0085] In situations where a particular classifier is not
adapted to process/classify time-series data (like the time-
series hardware performance data collected by the AV
engine 210) this difficulty is overcome by arranging input
data (e.g., corresponding to hardware performance events
occurring at a particular location of the hardware, such as at
a particular counter) that occurred at different time instances
into a single vector of features that is presented as input to
the classifier. As noted, under this approach, time-based data
may be consolidated (e.g., by the sampling unit 212 or the
database 214) into a vector of data, where each vector point
corresponds to a hardware performance data sample for a
certain counter or location that occurred at a different time
instance. Additionally and/or alternatively, another approach
for processing time-dependent data (hardware performance
data) using classifiers that are generally not configured to
handle sequences of time-dependent data is to separately
process with such a classifier’s data points taken for a
particular process at different time instances, and aggregate
the classifier’s results in order to classify the entire process.
In some embodiments, different aggregation operations may
be applied to a classifier’s results, and the aggregation
operation that is determined (e.g., through testing and
experimentation) to yield the best classification results may
be used to perform future aggregation operations. For
example, one aggregation operation that may be used is a
simple average operation. Another aggregation operation
that may be used is a weighted average operation in which,
for example, data points which are equally probable to
belong to each of the various available classes are given zero
weight, whereas data points with high probabilities are given
relatively large weights.

[0086] The types of classifiers that may be used to process/
analyze the collected hardware performance data points
corresponding to the executing processes belong to two
main classifier categories: linear classifiers, and non-linear
classifiers. Linear classification procedures are configured to
attempt to separate n-dimensional data points by a hyper-
plane—points on one side of the plane are points of class X
and points on the other side are of class Y. Non-linear
classifiers generally do not rely on this type of linear
separation. Thus, any operation to derive a classification
may be applied.

[0087] In some embodiments, one or more classification
procedures may be applied directly to current hardware
performance data collected by the sampling unit (or the one
or more classification procedures may be applied to data
resulting from some post-sampling operation, such as a
transform function, applied to the current hardware perfor-
mance data). The classifier(s) determines from the current
hardware performance data, presented as input to the clas-
sifier(s), whether that input data potentially corresponds to
infected hardware performance data that deviates from the
normal (clean) hardware performance data.

[0088] More particularly, the use of hardware performance
counter (HPC) measurements (or other hardware perfor-
mance measurements) for anomaly-based detection of mal-
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ware exploits requires a classification model to describe the
baseline characteristics (e.g., baseline data for various
events, such as the events listed in the table 400 of FIG. 4,
determined to be effective in enabling discriminating clean
performance data from infected performance data) for each
program/process that is to be protected. Such program
characteristics are relatively rich in information and, there-
fore, given the large number of programs/processes avail-
able, manually building the models is difficult. Instead,
unsupervised machine learning techniques may be used to
dynamically learn possible hidden structures in the data.
Such hidden structures (also referred to as models) can be
used to detect deviations during exploitation. The one-class
approach is generally very useful because the classifier can
be trained solely with measurements taken from a clean
environment. This removes the need to gather measurements
affected by exploited code, which is hard to implement and
gather in practice. In some embodiments, characteristics can
be modeled with the one-class Support Vector Machine
(0c-SVM) classifier that uses the non-linear Radial Basis
Function (RBF) kernel. In some embodiments, other types
of classifiers may be used, including:

[0089] K-Nearest Neighbors (KNN)—A KNN classifier
is trained by inserting the training data points along
with their labels into a spatial data structure, like a
k-dimensional tree (referred to as a “k-d-tree”) used for
organizing points/data in a k-dimensional space. In
order to classify a data point, that point’s k nearest
neighbors (in Euclidean space) are found using the
spatial data structure. The probability that the data point
is of a particular class is determined by how many of
the data point’s neighbors are of that class and how far
they are from each other.

[0090] Decision Tree—Another way to classify data
points it to use a non-spatial tree called a decision tree.
This tree is built by recursively splitting training data
into groups on a particular dimension. The dimension
and split points are chosen to minimize the entropy
with each group. These decisions can also integrate
some randomness, decreasing the quality of the tree but
helping to prevent overtraining. After some minimum
entropy is met, or a maximum depth hit, a branch
terminates, storing in it the mix of labels in its group.
To classity a new data point, the decision tree traverses
the tree to find the new point’s group (leaf node), and
returns the stored mix.

[0091] Random Forest—One way to increase the accu-
racy of a classifier is to use a lot of different classifiers
and combine the results. In a random forest, multiple
decision trees are built using some randomness. When
classifying a new data point, the results of all trees in
the forest are weighted equally to produce a result.

[0092] Aurtificial Neural Network (ANN)—A neural
network machine attempts to model biological brains
by including neurons which are connected to each other
with various weights. The weight values between con-
nections can be varied, thus enabling the neural net-
work to adapt (or learn) in response to training data it
receives. In feed-forward neural nets, input values are
supplied at one edge and propagate through a cycle-less
network to the output nodes. In some embodiments,
one input neuron for each dimension, and two output
nodes (e.g., one indicating the probability that a mal-
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ware is running, one indicating the probability that no
malware is running) are defined.

[0093] Tensor Density—this classifier discretizes the
input space into different buckets. Each bucket contains
the mix of classes in the training data set. A data point
is classified by finding its bin and returning the stored
mix. Generally, a tensor density classifier uses O(1)
lookup time, and is thus considered to be time-efficient.

[0094] In some embodiments, the classifiers may be
implemented using regression techniques to derive best-fit
curves, a classification procedure based on hidden Markov
model, and/or other types of machine learning techniques. In
embodiments in which a hidden Markov model-based clas-
sifier is used, patterns in the data (e.g., hardware perfor-
mance data) being processed may be identified using self-
similarity analysis, and the transitions in patterns may be
used to build the hidden Markov model with which data is
classified. In some embodiments, linear classification tech-
niques like kernel methods which are capable of accurately
classifying data but with reduced computational require-
ments may also be used.

[0095] In some embodiments, classification procedures
may be applied to scores/metrics/measures that are com-
puted from the obtained current hardware performance data
(or from data resulting from some post-sampling processing,
such as the transform function processing described herein)
corresponding to the victim process(es) being monitored,
and the pre-recorded hardware performance data represen-
tative of the normal behavior of the victim process(es). Such
computed scores may be representative of a difference
between current behavior of the victim process and the
normal behavior of the victim process.

[0096] As noted, an AV engine, such as the AV engine 210
of FIG. 2, may be realized entirely in hardware (e.g.,
implemented as a module on the hardware device that is to
be monitored), entirely in software (e.g., as a software
application executing on a computing system that includes
the hardware to be monitored), or as a hardware-software
combination implementation in which one component (e.g.,
the sampling unit 212 of FIG. 2) is implemented in hard-
ware, while the database and classifier units 214 and 216 are
implemented, for example, via software (which may be
executing on a local or remote machine, or executing on the
hardware device being monitored. If implemented at least
partly by software, the software component(s) may be
configured to communicate with the hardware component
(e.g., using interfacing procedures) to receive data (e.g.,
hardware performance data obtained by the sampling unit)
and/or to transmit data or control signals to the hardware-
based component.

[0097] With reference to FIG. 7, an example system 700,
in which an AV engine (such as the AV engine 210 of FIG.
2) is implemented, is shown. The system 700 includes a
controller device 710, which may be a personal computer, a
specialized computing device (programmable device or oth-
erwise), and so forth, and which includes, in some imple-
mentations, a processor-based device or unit such as central
processor unit (CPU) 712. In some embodiments, the con-
troller device 710 may be realized, at least in part, using
modules such as an FPGA (field programmable gate array),
an ASIC (application-specific integrated circuit), a DSP
processor, etc.

[0098] As noted, in some embodiments, at least part of the
AV engine may be implemented in hardware directly on the
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hardware device that is to be monitored, and/or may be
implemented in software executing on a dedicated (and/or
secure) controller device. For example, as depicted in FIG.
7, the CPU 712 may be a multi-core processor, and the
hardware portion of the AV engine may be realized on one
or more of the cores 713 of the CPU 712, and be configured
(e.g., through pre- or post-manufacturing programming) to
perform one or more of the functions of the AV engine (e.g.,
collect hardware performance data). If the hardware device
to be monitored is an application-specific controller device
(e.g., implemented as an application-specific integrated cir-
cuit), the hardware-portion of the AV may be realized at the
time of manufacturing of the controller, e.g., as a special-
purpose malware detection units that sit on a network-on-
chip, on-chip/off-chip FPGA, or off-chip ASIC co-processor.
These choices represent different trade-offs in terms of
flexibility and area- and energy-efficiency. Moving security
protection to the hardware level solves several problems and
provides some interesting opportunities. For example, it
ensures that the security system cannot be disabled by
software, even if the kernel is compromised. Second,
because the security system runs beneath the operating
system, the security system might be able to protect against
kernel exploits and other attacks against the kernel. Third,
because the hardware itself is being modified (to accommo-
date at least some portions of the AV engine), arbitrary static
and dynamic monitoring capabilities can be added. This
gives the security system extensive viewing capabilities into
software behavior.

[0099] As further shown in FIG. 7, in addition to the CPU
712 and/or other application-specific hardware to implement
controller functionality, the system 700 includes main
memory, cache memory and bus interface circuits (not
shown in FIG. 7). For example, the controller device 710
may include a mass storage element 714, such as a hard
drive or flash drive associated with the system. The com-
puting system 700 may further include a keyboard, or
keypad, or some other user input interface 716, and a
monitor 720, e.g., a CRT (cathode ray tube), LCD (liquid
crystal display) monitor, etc., that may be placed where a
user can access them.

[0100] The controller device 710 is configured to facili-
tate, for example, the implementation of operations to obtain
current hardware performance data resulting from execution
of one or more processes or programs (e.g., legitimate
processes which may have been compromised by execution
of malware) on the CPU 712 and/or on some other appli-
cation-specific device on which processes are executing (or
can be executed) and determine, based on the hardware
performance data obtained, whether the current hardware
performance data deviates from the normal hardware per-
formance behavior (represented by previously obtained
baseline hardware performance data) of one or more of the
executing processes. In some embodiments, identities of the
one or more malwares causing deviation from the normal
behavior of the one or more processes executing may be
determined based on the current hardware performance data
collected or obtained. The storage device 714 may thus
include in some embodiments (e.g., embodiments in which
the AV is implemented, at least partially, in software) a
computer program product that when executed on, for
example, a processor-based implementation of the controller
device 710 causes the device to perform operations to
facilitate the implementation of procedures described,
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including the procedures to obtain hardware performance
data and determine deviation from the normal hardware
performance behavior of legitimate processes running on the
controller device 710.

[0101] The controller device 710 may further include
peripheral devices to enable input/output functionality. Such
peripheral devices may include, for example, a CD-ROM
drive and/or flash drive (e.g., a removable flash drive), or a
network connection (e.g., implemented using a USB port
and/or a wireless transceiver), for downloading related con-
tent to the connected system. Such peripheral devices may
also be used for downloading software containing computer
instructions to enable general operation of the respective
system/device. As noted, alternatively and/or additionally, in
some embodiments, special purpose logic circuitry, e.g., an
FPGA (field programmable gate array), an ASIC (applica-
tion-specific integrated circuit), a DSP processor, etc., may
be used in the implementation of the system 700. Other
modules that may be included with the controller device 710
are speakers, a sound card, a pointing device, e.g., a mouse
or a trackball, by which the user can provide input to the
system 700. The controller device 710 may include an
operating system, e.g., Windows XP.RTM. Microsoft Cor-
poration operating system, Unix, Ubuntu operating system,
etc.

[0102] Computer programs (also known as programs, soft-
ware, software applications or code) include machine
instructions for a programmable processor, and may be
implemented in a high-level procedural and/or object-ori-
ented programming language, and/or in assembly/machine
language. As used herein, the term “machine-readable
medium” refers to any non-transitory computer program
product, apparatus and/or device (e.g., magnetic discs, opti-
cal disks, memory, Programmable Logic Devices (PLDs))
used to provide machine instructions and/or data to a pro-
grammable processor, including a non-transitory machine-
readable medium that receives machine instructions as a
machine-readable signal. Non-transitory computer readable
media can include media such as magnetic media (such as
hard disks, floppy disks, etc.), optical media (such as com-
pact discs, digital video discs, Blu-ray discs, etc.), semicon-
ductor media (such as flash memory, electrically program-
mable read only memory (EPROM), electrically erasable
programmable read only Memory (EEPROM), etc.), any
suitable media that is not fleeting or not devoid of any
semblance of permanence during transmission, and/or any
suitable tangible media. In some embodiments, transitory
media may be used to provide computer instructions, and
may include, for example, signals on networks, in wires,
conductors, optical fibers, circuits, any suitable media that is
fleeting and devoid of any semblance of permanence during
transmission, and/or any suitable intangible media.

[0103] Some or all of the subject matter described herein
may be implemented in a computing system that includes a
back-end component (e.g., as a data server), or that includes
a middleware component (e.g., an application server), or that
includes a front-end component (e.g., a client computer
having a graphical user interface or a Web browser through
which a user may interact with an embodiment of the subject
matter described herein), or any combination of such back-
end, middleware, or front-end components. The components
of'the system may be interconnected by any form or medium
of digital data communication, e.g., a communication net-
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work. Examples of communication networks include a local
area network (“LAN”), a wide area network (“WAN”), and
the Internet.

[0104] The computing system may include clients and
servers. A client and server are generally remote from each
other and typically interact through a communication net-
work. The relationship of client and server generally arises
by virtue of computer programs running on the respective
computers and having a client-server relationship to each
other.

[0105] With reference now to FIG. 8, a flowchart of an
example procedure 800 to determine if a malicious process
is affecting a victim process is shown. The procedure 800
includes obtaining 810 current hardware performance data,
including hardware performance counter data, for a hard-
ware device executing a first process associated with pre-
recorded hardware performance data representative of the
first process’ normal behavior. As noted, in some embodi-
ments, obtaining the hardware performance data may be
performed by a sampling unit, which may be implemented,
at least partly, in hardware as part of the hardware-device
running legitimate processes (e.g., Internet Explored, Adobe
PDF Reader, etc.) whose behavior, as represented by hard-
ware performance data (e.g., measured by hardware perfor-
mance counters), is to be monitored. In some embodiments,
the hardware performance data may be obtained periodically
at regular or irregular intervals (e.g., at intervals of length
determined by a pseudo random process), and may be
obtained through a data-pull process (e.g., by the sampling
unit initiating the collection of the hardware performance
data, with or without interruption of the hardware device
running the processes) or through a data push process (e.g.,
the hardware device initiating periodic communication of
hardware performance data to an AV engine). In some
embodiments, only a subset of hardware performance data
may be collected, e.g., for events/features whose corre-
sponding hardware performance measurements generally
can show a distinction between performance data collected
for clean processes/programs and infected processes/pro-
grams. The selection of such a subset may be based on
computed metrics (e.g., F-scores) for the various features or
events.

[0106] Using the obtained current hardware performance
data, a determination is made 820 whether a malicious
process (e.g., malware) is affecting performance of the first
process (e.g., a victim process) based on a determination of
an extent of deviation of the obtained current hardware
performance data corresponding to the first process from the
pre-recorded hardware performance data representative of
the normal behavior of the first process. In some embodi-
ments, a more specific determination may be made of a type
or identity of the malicious process(es) causing the deviation
from the victim process’ normal behavior. As noted, deter-
mination of whether a hardware performance data resulting
from execution of a process is such that it deviates from the
process’ normal hardware performance data may be per-
formed using a machine learning system that may include
one or more classifiers (such as the one or more classifiers
216a-r illustrated in FIG. 2) that were trained using, for
example, clean (non-infected) hardware performance data
obtained for the various legitimate processes or programs
that are to be monitored. In some embodiments, such one or
more classifiers may include one or more of, for example, a
support vector machine implementing a non-linear radial



US 2018/0268142 Al

basis function (RBF) kernel, a k-nearest neighbor procedure,
a decision tree procedure, a random forest procedure, an
artificial neural network procedure, a tensor density proce-
dure, and/or a hidden Markov model procedure.

[0107] To determine the efficacy of the systems, proce-
dures, and other implementations described herein to deter-
mine whether a malicious process has affected the normal
behavior of a legitimate program/process being monitored,
and/or to identify that malicious process, the systems, pro-
cedures and other implementations describe herein were
tested using the following experimental setup.

[0108] The exploits that were used to determine the effi-
cacy of the systems, procedures, and other implementations
described herein, included the exploits CVE-2012-4792,
CVE-2012-1535, and CVE-2010-2883, which target the
security vulnerabilities on Internet Explorer (IE) 8 and two
of its web plug-ins, namely, Adobe Flash 11.3.300.257 and
Adobe Reader 9.3.4. The exploits were generated using a
widely-used penetration testing tool Metasploit. Metasploit
was used because the exploitation techniques it employs are
representative of multi-stage nature of real-world exploits.
Different vulnerabilities were targeted using different ROP
shellcode, and the Stagel shellcode and the Stage2 final
payload used in the exploits were varied. The variability in
the generated exploits is summarized in Table 1 below.

TABLE 1
Stage Variation
ROP msvert.dll, icuenv36.dll, flash32.0cx
Stagel reverse_tcp, reverse_ http, bind__tep
Stage2 meterpreter, vicinject, command_ shell
[0109] A Windows driver was developed to configure the

performance monitoring unit on Intel 17 2.7 GHz IvyBridge
Processor to interrupt once every N instructions and collect
the event counts from the HPCs. The Process IDs (PIDs) of
currently executing programs/processes were also collected
so that the measurements could be filtered/tracked based on
processes. Measurements were collected from a VMware
Virtual Machine (VM) environment, installed with Windows
XP SP3 and running a single-core with 512 MB of memory.
With the virtualized HPCs in the VM, this processor enables
the counting of two fixed events (clock cycles, instruction
retired) and up to a limit of four events simultaneously. The
HPCs were configured to update the event counts only in the
user mode.

[0110] To ensure experiment fidelity for the initial study,
the measurements from the memory buffer were read and
transferred via TCP network sockets to a recorder that was
deployed in another VM. This recorder was configured to
save the stream of measurements in a local file that was used
for the analysis.

[0111] During the testing and experimentation for the
systems, processes, and implementation described herein,
various sampling interval (of N instructions) were used.
Initially, a sampling rate of once every 512,000 instructions
was used because it provides a reasonable amount of mea-
surements without incurring too much overhead. Each
sample includes the event counts from one sampling time
epoch, along with the identifying PID and exploit stage
label.

[0112] In order to obtain clean exploit-free measurements
for Internet Explorer 8, websites that use different popular
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web plugins for Internet Explorer (IE), e.g., Flash, Java,
PDF, Silverlight, Windows Media Player extensions, etc.,
were accessed using an IE 8 browser running on a local
machine. Particularly, fifteen (15) different sites were
accessed, and plugin download and installation functions
were simulated. In order to obtain clean, exploit-free, mea-
surements for Adobe PDF, 400 random PDFs were down-
loaded from the web.

[0113] Inorder to collect infected measurements, the same
browser that was used to collect clean data was used to
access (i.e., browse) various web pages while IE-specific
exploits were activated. For PDF exploit measurement, a
different set of 400 random documents was generated, and
Metasploit was used to insert exploits into those documents.
Both the clean and unclean PDFs had the same distribution
of'file types (e.g., same amount of Javascript). Generally, the
same input sets were used for different measurements, with
the VM environment restored between each run of the
exploit to its pre-run state to ensure the samples collected
from a subsequent run was not contaminated from a previ-
ous run. To reduce measurement bias resulting from the
exploits being loaded in only one way, during the testing and
experimentation into victim programs three different loading
mechanism were alternately used, namely, a) launching the
program and loading the URL link of the generated exploit
page, b) loading the exploit page into an already running
program instance, and c) saving the exploit URL in a
shortcut file and launching the link shortcut with the pro-
gram. To ensure that different network latencies (of net-
works interacting with the VM) do not confound the mea-
surements, the VM environment was configured to connect
to an internally-configured Squid 4 proxy and vary the
bandwidth limits for the network connectivity. The band-
width limits were varied while collecting measurements for
both the exploit code execution and clean runs.

[0114] To visualize the classification performance of the
models, Receiver Operating Characteristic (ROC) curves,
which plot the percentage of truly identified malicious
samples (i.e., true positive rate) against the percentage of
clean samples falsely classified as malicious (false positive
rate) were constructed. Furthermore, to contrast the relative
performance between the models in the detection of mali-
cious samples, the area under the ROC curve for each model
can be computed and compared. This area, commonly
termed as the Area Under Curve (AUC) score, provides a
quantitative measure of how well a model can distinguish
between the clean and malicious samples for varying thresh-
olds. The higher the AUC score, the better the detection
performance of the model.

[0115] Thus, the oc-SVM models were first built with
training data, and then evaluated with the testing data using
non-temporal and temporal model approaches for the nine
event sets. FIG. 9A includes graphs 900a-c illustrating ROC
curves for non-temporal 4-feature models for Internet
Explorer (the feature set indicated for each graph corre-
sponds to the feature set provided in the table 400 of FIG.
4), while FIG. 9B includes graphs 910a-c of ROC curves for
temporal 16-feature models for Internet Explorer. FIG. 10
includes a graph 1000 presenting the overall detection
results in terms of AUC scores for different event sets using
non-temporal and temporal models for Internet Explorer.
[0116] The evaluation and testing results indicate that the
models, in general, perform best in the detection of the
Stagel shellcode. These results suggest the Stagel shellcode
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exhibits the largest deviations from the baseline architectural
and micro-architectural characteristics of benign (i.e., non-
infected) code. A best-case detection accuracy of 99.5% for
Stagel shellcode can be achieved with the AM-1 model. On
the other hand, the models show lesser detection capabilities
for the ROP shellcode. The models do not perform well in
the detection of the ROP shellcode possibly because the
sampling granularity at 512 k instructions may be too large
to capture the deviations in the baseline models. While the
Stagel and Stage2 shellcode executes within several time
epochs, the ROP shellcode was measured to take 2182
instructions on average to complete execution. It ranges
from as few as 134 instructions (e.g., for a Flash ROP
exploit) to 6016 instructions (e.g., for a PDF ROP exploit).
Because of the sampling granularity constant, a sample that
contains measurements during the ROP shellcode execution
generally also includes samples from the normal code
execution.

[0117] The testing and evaluation results (as also reflected
in the graphs of FIGS. 9A, 9B, and 10) further show that the
detection accuracy of the models for all event sets improves
with the use of temporal information. By including more
temporal information in each sample vector, deviations
(which may already be observable in the non-temporal
approach) are magnified. For one event set M-2, the tem-
poral approach of building the models improves the AUC
score from the non-temporal one by up to 59%.

[0118] As further shown by the testing and evaluation
results performed for the implementations described herein,
models built using only architectural events generally per-
formed better than those built solely with micro-architec-
tural events. By selecting and modeling both the most
discriminative architectural and micro-architectural events
together, higher detection rates can be achieved, e.g., up to
an AUC score of 99.5% for event set AM-1.

[0119] In additional testing performed for the implemen-
tations described herein, measurements were collected from
one virtual machine (VM) and transferred to the recorder in
another VM to be saved and processed. This cross-remote-
VM scenario, where the sampling and the online classifica-
tion are performed on different VMs, is referred to as
R-1core. To assess the effect on detection accuracy in the
scenario where both the online classification and the mea-
surement gathering were deployed in the same VM, the
experiment was run for the model set AM-1 using two
additional local-VM scenarios using 1 and 2 cores. These
two scenarios are referred to as L-lcore and L-2core,
respectively. The detection AUC scores for the three differ-
ent scenarios are provided in table 1100 of FIG. 11A. It can
be observed that the detection performance suffers when the
online classification detector is deployed locally together
with the sampling driver. This can be attributed to the
possible noise that is introduced to the event counts while
the online detector is continuously running and taking in the
stream of samples.

[0120] While the above-described experiment results were
obtained using a sampling rate of 512 k instructions, the
effect on detection efficacy was also investigated for a range
of sampling granularities. Furthermore, while the hardware-
based HPC:s incur a near zero overhead in the monitoring of
the event counts, a software-only implementation of the
detector still requires running programs to be interrupted
periodically to sample the event counts. This inadvertently
leads to a slowdown of the overall running time of programs
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due to this sampling overhead. Thus, to investigate the
deployment of a software-only implementation of such a
detection paradigm, the sampling performance overhead
was evaluated for different sampling rates.

[0121] To measure the sampling performance overhead,
the sampling granularity was varied and the resulting slow-
down in the programs from the SPEC 2006 benchmark suite
was measured. The experiments using the event set AM-1
were also repeated in order to study the effect sampling
granularity has on the detection accuracy of the model. The
execution time slowdown over different sampling rates with
the corresponding detection AUC scores for various mal-
ware exploit stages are presented in graph 1200 of FIG. 12.
It can be seen from FIG. 12 that the detection performance
generally deteriorates with coarser-grained sampling. This is
a result of the imprecise sampling technique used. For
example, although measurements obtained during the span
of instructions may be labelled as belonging to a specific
process PID, the measurements in this sample may also
contain measurements belonging to other processes context-
switched in and out during the span of this sample. This
“noise” effect becomes more pronounced with a coarser-
grained sampling rate and causes deterioration of the detec-
tion performance. Nonetheless, it is to be noted that the
reduction in sampling overhead at coarser-grained rates
outstrips the decrease in detection performance.

[0122] Table 1110 in FIG. 11B provides the AUC detection
performance results obtained for the Adobe PDF program
using models built with the event sets AM-0, 1, 2. Compared
to the models for Internet Explorer, the detection of ROP and
Stagel shellcode generally improves for the Adobe PDF
Reader, with an AUC score of 0.999 achieved for the
temporal modeling of the AM-1 event set. The improved
performance of this detection technique for the PDF Reader
suggests that its baseline characteristics are more stable
given the less varied range of inputs it handles compared to
IE.

[0123] Thus, the systems, processes, and implementations
described herein can effectively detect anomalous execution
of malware through monitoring of architectural and micro-
architectural behavior of victim processes that is manifested
through the code execution of malware shellcode. This is, in
part, based on the fact that while an adversary (attacker) has
complete freedom in crafting the attack instruction
sequences to evade the target systems, the adversary cannot
directly modify the events exhibited by the attack code to
evade the detection approach described herein. An adversary
could try to conduct a mimicry attack so as to carefully
“massage” the attack code to manifest a combination of
event behaviors that would be accepted as benign/normal.
This second-order degree of control over the event charac-
teristics of the shellcode adds difficulty to the adversary’s
evasion efforts.

[0124] Nevertheless, to thwart such attack evasion efforts
by the attacker/adversary, several additional defensive strat-
egies and approaches may be taken to make the systems,
procedures, and other implementations described herein
more robust. One such additional strategy is to introduce
randomizations into the models by training multiple models
using different subsets of the shortlisted events. The choice
of the models to utilize over time may also be randomized.
Another randomization element that may be used is to
change the number of consecutive samples to use for each
sample for the temporal models. In this manner, an attacker
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would not know which model is used during the execution
of the attacker’s attack shellcode. For the attacker’s exploit
to be portable and functional over a wide range of targets,
the attacker would have to modify her shellcode using, for
example, no-op padding and instruction substitution mim-
icry attacks for a wider range of events. To get a sense of the
diversity introduced with this approach, assume that there
are ten (10) different events in the pool of events that could
be selected for the models, and that the number of consecu-
tive samples could be varied from a range of 3 to 6. With
these two degrees of freedom, the number of possible
different models that can be constructed is

10
( ]-4 = 840.
4

The number of possibilities increases substantially if there
are more events in the pool. Increasing the pool of events
from 10 to 20 will then result in

20
( ]-4 = 19380,
4

a 23-fold increase.

[0125] Another strategy that can be used to further thwart
attempts by an attacker to evade detection of the attacker’s
malware by the systems, procedures, and other implemen-
tations described herein is the multiplexing strategy. Par-
ticularly, at the cost of higher sampling overhead, sampling
may be performed at a finer sampling granularity and more
events (instead of the current four) may be measured by
multiplexing the monitoring as follows. For example, the
simultaneous monitoring of 8 events across two time epochs
may be approximated by monitoring 4 events in one epoch
and another 4 events in the other epoch. This affords more
dimensionality to the input vectors used in the models, thus
increasing the efforts needed by an adversary to make all the
increased number of monitored event measurements look
non-anomalous.

[0126] Yet a further strategy to counter malware evasion
attempts is the “Defense-in-Depth” approach. In such an
approach, a malware anomaly detector, based on HPC
manifestations, is deployed along with other anomaly-based
detectors monitoring for other features of the malware (e.g.,
syntactic and semantic structures, execution behavior at
system-call level, execution behavior at the function level,
etc.) In such a setting, for an attack to be successful, an
adversary is forced to shape the attack code to conform to
normalcy for each anomaly detection model.

[0127] Furthermore, there are additional architectural
enhancements that may be used to further improve the
performance of the systems, procedures, and other imple-
mentations described herein. One architectural improvement
that may be introduced is to use more performance counters.
The testing and experimentation conducted in relation to the
systems, procedures, and other implementations described
herein indicated that adding events can help better distin-
guish between benign and malicious code execution. Thus,
expanding the set of performance counters that can be
monitored concurrently can potentially increase detection
fidelity. Inexpensive hardware mechanisms to observe
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instruction and data working set changes, and basic block
level execution frequencies can improve malware detection
accuracies further. Another architectural enhancement that
can be introduced is to rely more heavily on interrupt-less
periodic access. In some embodiments, reading performance
counters requires the host process to be interrupted. This
leads to expensive interrupt-handling costs and undue sam-
pling overhead to the programs. If the performance moni-
toring units are implemented with the capability to store
performance counter measurements periodically to a desig-
nated memory region without generating interrupts, access-
ing the samples from this region directly may eliminate the
sampling overhead. Importantly, this allows for monitoring
at finer granularities to reduce the “noise” effect, and leaves
greater scope for better detection. Yet another architectural
enhancement that may be introduced is to examine behavior
of the processes/programs monitored using non-public
events, e.g., collect data micro-architectural data from per-
formance counters that the attacker may not be aware of, and
thus cannot design the attack to try and evade such perfor-
mance counters. Keeping the events secret increases the
difficulty of the attacker to conduct evasion attacks.

[0128] In addition to being configured to collect (and/or
store) hardware performance data and analyze the collected
hardware performance data to determine whether there was
a deviation from the normal behavior of legitimate processes
due to possible execution of malware (and possibly more
particularly identify the malware execution) an AV engine,
such as the AV engine 210 of FIG. 2, may also be configured,
in some embodiments, to take certain actions if a threat is
detected (e.g., shut down the hardware or report the mali-
cious behavior). More particularly, there are a wide variety
of security policies that can be implemented by an AV
engine such as the AV engine 210. Some viable security
policies include:

[0129] Using the AV engine as a first-stage malware
predictor—When the AV engine suspects a program to
be malicious it can run more sophisticated behavioral
analysis on the program. Hardware analysis happens ‘at
speed’ and is significantly faster than behavioral analy-
sis used by malicious process analysts to create signa-
tures. Such pre-filtering can avoid costly behavioral
processing for ‘goodware.’

[0130] Migrating sensitive computation—In multi-ten-
ant settings such as public clouds, when the AV engine
suspects that an active thread on the system is being
attacked the AV engine can move the sensitive com-
putation. In some scenarios it may be acceptable for the
AV system to simply kill a suspected attacked process.

[0131] Using the AV engine for forensics—Logging
data for forensics is expensive as it often involves
logging all interactions between the suspect process
and the environment. To mitigate these overheads, the
information necessary for forensics can be logged only
when the AV engine makes a determination of the
possible execution of a malicious process.

[0132] Thus, there is a broad spectrum of actions that can
be taken based on the AV engine’s output. The systems,
procedures, and other implementations described herein to
implement an AV engine should be flexible enough to
implement the above-described security policies. Concep-
tually, this means that, in some embodiments, the AV engine
should be able to interrupt computation on any given core
and run the policy payload on that machine. This requires the
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AV engine to be able to issue a non-maskable inter-processor
interrupt. Optionally, in some embodiments, the AV engine
can communicate to the OS or supervisory software that it
has detected a suspect process so that the system can start
migrating other co-resident sensitive computation. In some
embodiments, the AV engine may also be configured to run
in the highest privilege mode.

[0133] As noted, in some embodiments, an AV engine,
such as the AV engine 210 of FIG. 2, may be configured to
be updated with new clean baseline hardware performance
data (for current or new processes that may be running on
the local computing device(s)) as they become available, or
when new classification techniques are implemented. The
AV update should be implemented in a way to prevent
attackers from compromising the AV.

[0134] Generally, security updates may include one or
more of, for example, a classifier, an action program that
specifies security policies, a configuration file that deter-
mines which performance features are to be used with what
classifiers, clean hardware performance data for one or more
legitimate processes or programs, and/or an update revision
number. This data can be delivered to the AV engine securely
using techniques/procedures adapted for a hardware setting.
A schematic diagram of an example security update payload
1300 that is to be sent to an antivirus engine, including the
various encryption levels applied to the payload, is depicted
in FIG. 13A. An example procedure 1350, generally per-
formed by an AV engine, to receive a security update
payload (such as the encrypted payload 1300) and update the
configuration of the AV engine, is depicted FIG. 13B. As
shown in FIG. 13B, the procedure 1350 includes receiving
1355 the payload, and decrypting 1360 the payload with a
“verif” key embedded in the hardware (on which the AV
engine is implemented). A determination is then made 1365
of whether a resulting hash of the “verif” matches the
expected hash of the verif key embedded in the hardware. If
it does not, the procedure 1350 terminates 1370. If there is
a match of the hash of the “verif” key, a determination is
made 1375 of the integrity of the payload with a SHA-2 hash
function. If the integrity is confirmed, the payload is
decrypted 1385 with an AES key (otherwise, the procedure
terminates 1380), and upon a determination that the update
revision number indicated in the payload is in agreement
with a revision number indicator maintained in the hardware
device (at 1390), the updates in the payload are applied
1395.

[0135] As indicated in relation to the operation 1390 of the
procedure 1350, in some embodiments, the hardware device
on which the AV engine is, at least partly, implemented,
maintains the revision number of the last update, and that
revision number is incremented on every update. This is to
prevent/inhibit an attacker from rolling back the AV system,
which an attacker might do to prevent the system from
discovering new malicious processes. The AV engine may
offer this protection by rejecting updates with a revision
number that is older than the revision number maintained in
the hardware counter.

[0136] Although particular embodiments have been dis-
closed herein in detail, this has been done by way of example
for purposes of illustration only, and is not intended to be
limiting with respect to the scope of the appended claims,
which follow. Some other aspects, advantages, and modifi-
cations are considered to be within the scope of the claims
provided below. The claims presented are representative of
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at least some of the embodiments and features disclosed
herein. Other unclaimed embodiments and features are also
contemplated.
What is claimed is:
1. A method for unsupervised detection of anomalous
processes, the method comprising:
obtaining current hardware data, including hardware
time-varying counter data obtained over a period of
time, representative of a time-series trace of micro-
architectural events for a hardware device executing a
first process, the first process being associated with
pre-recorded hardware data representative of a normal
time-series trace of micro-architectural events corre-
sponding to normal behavior of the first process;

determining an extent of deviation of the obtained current
hardware data from the pre-recorded hardware data
representative of the normal time-series trace of micro-
architectural events corresponding to the normal
behavior of the first process; and

determining based on the extent of deviation whether an

anomalous process is affecting performance of the first
process.
2. The method of claim 1, further comprising:
applying one or more transform functions to at least the
current hardware data to generate transformed data;

wherein determining whether the anomalous process is
affecting the performance of the first process comprises
determining whether the anomalous process is affecting
the performance of the first process based on the extent
of deviation of the transformed data generated from the
current hardware data, from the pre-recorded hardware
data.

3. The method of claim 2, wherein applying the one or
more transform functions to the current hardware data to
generate the transformed data comprises:

deriving a normalized hardware value, normalized,, for an

event i, from hardware data value, raw,, for the event i,
according to:

i raw; — min; Y
normalized; = | ———
max;

where min, and max, are respective minimum and maximum
values for the event i, and A, is a power parameter for the
event 1.

4. The method of claim 3, wherein A; has a respective
value determined so that a normalized distribution of the
transformed hardware data, obtained over the period of time
for the event 1, has a median value that magnifies deviations
of anomalous hardware data for the event i from normal
hardware data for the event i.

5. The method of claim 2, further comprising:

applying the one or more transform functions to the

pre-recorded hardware data.

6. The method of claim 1, wherein obtaining the current
hardware data comprises:

identifying a set of hardware data from available current

hardware data based at least on quantitative measures
of how effective one or more features associated with
the current hardware data can discriminate between
hardware data obtained during clean execution of a
victim process and hardware data obtained during
infected execution of the victim process; and



US 2018/0268142 Al

aggregating the identified set of hardware data to produce

the obtained current hardware data.

7. The method of claim 6, wherein the quantitative
measures are computed for both an exploitation stage and a
take-over stage of a multi-stage malware infection that
hijacks control of the victim process, and wherein the
quantitative measures taken at both the exploitation stage
and the take-over stage cause the determination of which
features are most useful in differentiating clean execution for
the victim process from infected execution of the victim
process

8. The method of claim 6, wherein the quantitative
measures comprise Fisher scores.

9. The method of claim 1, wherein obtaining the hardware
data comprises:

obtaining the hardware data at various time instances.

10. The method of claim 9, wherein obtaining the hard-
ware data at the various time instances comprises:

performing one or more of a data push operation initiated

by the hardware device to send the current hardware
data, or a data pull operation, initiated by an antivirus
engine, to cause the current hardware data to be sent by
the hardware device.

11. The method of claim 1, wherein determining an extent
of deviation of the obtained current hardware data from the
pre-recorded hardware data comprises:

applying one or more machine-learning procedures,

trained using the pre-recorded hardware data represen-
tative of the normal time-series trace of micro-archi-
tectural events corresponding to the normal behavior of
the first process, to the current hardware data to deter-
mine whether the current hardware data for the hard-
ware device executing the first process deviates from
the pre-recorded hardware data for the first process.

12. The method of claim 11, wherein the one or more
machine learning procedures comprise one or more of: a
support vector machine implementing a non-linear radial
basis function (RBF) kernel, a k-nearest neighbor procedure,
a decision tree procedure, a random forest procedure, an
artificial neural network procedure, a tensor density proce-
dure, or a hidden Markov model procedure.

13. The method of claim 1, wherein the current hardware
data comprises one or more of:

processor load density data, branch prediction data, or

data regarding instruction cache misses.

14. The method of claim 1, further comprising:

obtaining updates for at least the pre-recorded hardware

data, wherein obtaining the updates comprises:

downloading encrypted data for the updates to an
antivirus engine in communication with the hard-
ware device providing the current hardware data;

decrypting at the antivirus engine the downloaded
encrypted data for the updates; and

updating a revision counter maintained by the antivirus
engine indicating a revision number of a most recent
update.

15. A system for unsupervised anomaly-based malware
detection using hardware features, the system comprising:

a hardware device executing a first process; and

an antivirus engine in communication with the hardware

device, the antivirus engine configured to:

obtain current hardware data, including hardware time-
varying counter data obtained over a period of time,
representative of a time-series trace of micro-archi-
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tectural events for the hardware device executing the
first process, the first process being associated with
pre-recorded hardware data representative of a nor-
mal time-series trace of micro-architectural events
corresponding to normal behavior of the first pro-
cess;
determine an extent of deviation of the obtained current
hardware data from the pre-recorded hardware data
representative of the normal time-series trace of
micro-architectural events corresponding to the nor-
mal behavior of the first process; and
determine based on the extent of deviation whether an
anomalous process is affecting performance of the
first process.
16. The system of claim 15, wherein the antivirus engine
is further configured to:
apply one or more transform functions to at least the
current hardware data to generate transformed data;

wherein the antivirus engine configured to determine
whether the anomalous process is affecting the perfor-
mance of the first process is configured to determine
whether the anomalous process is affecting the perfor-
mance of the first process based on the extent of
deviation of the transformed data generated from the
current hardware data, from the pre-recorded hardware
data.

17. The system of claim 16, wherein the antivirus engine
configured to apply the one or more transform functions to
the current hardware data to generate the transformed data is
configured to:

derive a normalized hardware value, normalized,, for an

event i, from hardware data value, raw,, for the event i,
according to:

i raw; — min; Y
normalized; = | ———
max;

where min, and max; are respective minimum and maxi-
mum values for the event i, and A, is a power parameter
for the event 1.
18. The system of claim 15, wherein the antivirus engine
configured to obtain the current hardware data is configured
to:
identify a set of hardware data from available current
hardware data based at least on quantitative measures
of how effective one or more features associated with
the current hardware data can discriminate between
hardware data obtained during clean execution of a
victim process and hardware data obtained during
infected execution of the victim process; and

aggregate the identified set of hardware data to produce
the obtained current hardware data.

19. The system of claim 15, wherein the antivirus engine
configured to determine the extent of deviation of the
obtained current hardware data from the pre-recorded hard-
ware data is configured to:

apply one or more machine-learning procedures, trained

using the pre-recorded hardware data representative of
the normal time-series trace of micro-architectural
events corresponding to the normal behavior of the first
process, to the current hardware data to determine
whether the current hardware data for the hardware
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device executing the first process deviates from the
pre-recorded hardware data for the first process.
20. A non-transitory computer readable media comprising
computer instructions executable on a programmable device
to:
obtain current hardware data, including hardware time-
varying counter data obtained over a period of time,
representative of a time-series trace of micro-architec-
tural events for a hardware device executing a first
process, the first process being associated with pre-
recorded hardware data representative of a normal
time-series trace of micro-architectural events corre-
sponding to normal behavior of the first process;

determine an extent of deviation of the obtained current
hardware data from the pre-recorded hardware data
representative of the normal time-series trace of micro-
architectural events corresponding to the normal
behavior of the first process; and

determine based on the extent of deviation whether an

anomalous process is affecting performance of the first
process.



