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SECURE CONNECTION
BACKGROUND

[0001] Computers are pervasive throughout the world today. While some
devices are designed to operate without any additional components, many computers
operaie by attaching themselves to numerous peripherals through which users interact
with applications on the computer. These peripherals may provide output (e.g.,
displays, speakers), or receive input from the users {(e.q., mice, keyboards,
microphones). The peripherals may connect to the computer through a variety of
ports, which are supported by hardware, software, firmware, and so forth that allows
input received by the pedpherals to be interpreted by applications opsrating on the
computer,

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The present application may be more fully appreciated in connection
with the following delailed description taken in conjunclion with the accompanying
drawings.

{00031 FIG. 1 illustrales an example device associaled with secure

cormnection.

[0004] FIG. 2 iflustrates an example sysiem associated with secure
connection.

[0005] FIG. 3 ilustrates a flowchant of example operations assodiated with

secure connection.

[0006] FIG. 4 iflustrates an example device associated with securs

conneaction.

[0007] FIG. 5 illustrates an example computing device in which example
systems, and methods, and equivalents, may operate.
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DETAILED DESCRIFTION

[0008] Examples associated with secure connection are described. As
computers have become more sophisticated, so {oo have methods of altacking
computers to steal data stored on the computers. As a resull, security measures must
keep up with the sophistication of technology 1o prevent malicious actors from stealing
data from computers. Recently, as software has become more difficalt to attack,
mabware has begun to altack lower level software, finmware, and hardware of devices
to attempt to steal passwords, privileges, control, and so forth of the devices. One
fechnigue used may involve attacking the communication stack belween peripherals
and applications using the input from the peripherals. Consequently, it may be
desirable to protect this stack so that sensitive data can be transmitted between an

application and a peripheral without exposing it o a malicious entity.

{00091 To that end, technigues disclosad herein relate {o using a side-hand
channgd of a connector between a device and a peripheral attached fo the connecior.
The side-band channel may facilifate using a custom protocol that is understood by
applications and peripherals trusted by other device components. The custom
protocol may be used {o establish a secure connection {e.g., via a key exchange)
between the perpheral and the appiication, which can then be used o fransmit
sensitive data. By way of llustration, a smart keyboard may connect with a device
using a universal seral bus {USB) Typs C connector, The USB Type C connector has
a power delivery channel that supports routing communications via custom channels.
After an application on the device securely exchanges keys with the smart keyboard
via the custom protocols, the application may request a user input a password using
the smart keyboard. The smart keyboard may then receive input from the user
associated with the password, but not transmil the associated keystrokes o the
device. Instead, once the password has been entered, the smart keyboard may
encrypt the password based on the exchanged keys o create an encrypled payload
that s ransmitted to the application. The application may then decrypt the pavioad
and verify the password.
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[0010] This type of exchange may allow secure ransmission of data between
a peripheral and an application that prevenis replay and man in the middle attacks.
This is because after creation of the secure connection, an attacker sitling between
the peripheral and application will observe encrypted communications. The key
exchange should be secure when performed according {0 secure crypiography
technigues. Additionally, the secure conneclion allows the prevention of replay attacks
because the secure connections can be designed to change over time, incorporate

fime stamps, and so forth.

[0014] It is appreciated that, in the following description, numerous specific
details are set forth {0 provide g thorough understanding of the examples. However,
it is appreciated that the examples may be practiced without fimitation to these specific
details. In other instances, methods and structures may not be described in detail fo
avoid unnecessarily obscuring the description of the examples. Also, the examples
may be used in combination with each other.

[0012] "Module”, as used herein, includes bul is not limited to hardware,
instructions stored on a computer-readable medium or in execution on a machine,
and/or combinations of each {o perform a funclion{s) or an action{s), and/or {c cause
a function or action from another module, method, andior system. A module may
include a microprocessor controlied via instructions executable by the microprocessor,
a discrete module, an analog circuit, a digital circull, a programmed module device, a
memary device coniaining instructions, and so on. Modules may include gates,
combinations of gates, or other circuit components. Where multiple logical modules
are described, it may be possible o incorporate the multiple logical modules into one
physical module. Similarly, where a single logical module is described, it may he
possible to distribute that single iogical module between multiple physical modudes.

[0013] Figure 1 illustrates an example device 100 associated with secure
connection. Device 100 is connected o a peripheral 188 via a port 130, Peripheral
199 may be, for example, an input device designed 1o receive input from a user and
provide that input to device 100, such as g mouse, keyhoard, keypad, microphone,
and so forth. In other examples, peripheral 199 may be 3 security token, an outfput
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device, and so forth, The connection betwesn port 130 and perpheral 189 may form
an operable connection 140 that allows signals to be passed bebtween device 100 and
peripheral 188, Operable connection 140 may involve, for example, hardware,
software, firmware, cable(s), pin{s), and so forth.

[0014] Operable connection 140 may include several channels associated
with transmitting signals between port 230 and peripheral 189, These channels may
be associated with a profocol designed to facilitate transmission of signals between
port 130 and peripheral 199. The protocol may dictate, for exampie, how datais to be
ordered when fransmitling information so that the transmissions can be understood by
a receiving party. In some examples, data may be formed into chunks having a header
including metadata about the chunk, as well as a body that includes content
transmitted in the chunk. What data is included in the metadata may depend on the
protacot used, and the data included in the body may depend on the type of periphersal
being used. In some examples, the body may include data that will be further
interpreted by various layers of the communication stack betwegen and including
peripheral 199 and application 120. For example, # peripheral 199 is a keyboard,
keysiroke data may be interpreted by an operating sysiem, a word processor, and so
forth to cause characters to be enfered into an application and/or otherwise displayed.

[0015] Operable connection 140 may also include channels, such as side-
band channel 145, that are not directly associated with fransmitting content between
device 100, peripheral 189, and so forth. The side-band channels may be associated
with, for example, power delivery to peripheral 198, control of certain aspects of
peripheral 199, and so forth. As used hersin, a side-band channel is a channel
associated with a connection protocal that s not used for primary data communication
over that protocol. For example, a universal serial bus (USB} type C connsector has a
power delivery channel for providing power {o peripherals 189, The power delivery
channel is not typically aliocated for the transmission of data between peripherals 198
and device ¢ which the peripherals are connected, and is instead used for providing
power to peripheral 198,
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[0018] While side-band channels are often not used for the fransmission of
data, the side-band channel may be usable for communication by varying aspects of
the channel assuming a device and/or peripheral are listening for such variances. For
example, the power delivery channel may be able to vary current, voltage, resistance,
and so forth to effectively allow conveyance of information between two participating
devices. Consequently, a custom protocot relying on the side-band channel may be
usable by device 100 and peripheral 198 in a way that allows private communications
{0 occur without otherwise impacting the communications between device 100 and
perinheral 199, The custom protocot may be, for example, 8 specialized profocol, a
proprietary protocol, and so forth, that may be designed with a specific function in
mind. Custom protocols may, for exampile, be usable by a device maker 1o make i
difficult for malicious actors to detect cerain communications between device 100 and

paripheral 189

[0017] One way side-band channel 145 may be used is {0 set up a secure
connection between components of device 100 and peripheral 198, The secure
connection may be esiablished by, for example, exchanging securily keys using side-
band channel 145, The secure connection may then be used o continue
communicating over side-band channel 145, {o encrypt communications over a main
band channel of operable comnection 140, and so forth, Establishing the secure
connection may allow for encrypited data 1o be ransmitied between application 100
and peripheral 189. The encrypted data may hinder, for example, replay attacks that
attempt fo allow a malicious entity to pose as peripheral 198, man in the middie attacks
that attempt 1o observe communications belween peripheral 189 and application 100,
and so forih.

[0018] One example manner by which the secure communication channel
may be used is to transmit data to authenticate a user of device 100 andfor peripheral
198, For example, a smartkeyboard including a processor may be able {o, inresponse
1o a request from application 120, store a small number of keystrokes without
transmitting them to device 100, encrypt the keystrokes into a payload accessible t¢
application 120, and then transmit the encrypted payload to application 120 via side-
band channel 145 and/or operable connection 140. Alternatively, a security token may
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be able {o similarly encrypt and fransmit a security value to application 120 once a
secure connection has been established. in other examples, peripheral 188 may
initiate setting up the secure connection with application 120.

[6018] To ensure proper operation of the communication channel between
application 100 and peripheral 189, several other components of device 100 may also
be involved. These other componenis may be part of a stack that facilitates
fransmission of data between application 120 and peripheral 189, For example, a port
controlier 110 may be a combination of frmware and hardware that directly controls
fransmission of signals between port 130 and peripheral 199, Controller interface 150
may sit al an operating system level that transiates data in memaory into hardware
instructions used by port controlier 110. Interface controller 1680 may be a service
layer application that serves as an application programming interface (AP!) befween
application 100 and the memory used by controller interface 150,

{00201 in various examples, each of application 120, port controlier 110,
controlier interface 150, interface controller 180, and peripheral 189 may be aware of
side-hband communication channel 145 for the success establishment of the secure
communication channel. A component being aware of the side band channel means
that it is configured to receive and provide signals associated with side band channel
145, This may mean, for example, that application 120 can call AP! instructions of
interface controfler 160 that will cause interface controller 1o generate instructions
specifically for controller interface 150 that will cause port controlier 110 to send a

specific message to peripheral 198 via side-band channel 145,

[0021] Insome examples, device 100 may inciude a module for authenticating
the various components {o ensure that the components are trusted prior to fransmitting
signails using the side-band channel. This module may also, for example, verify
availability of side-band channel 145, and that relevant components are configured fo
support communication via side-hand channel 145, Thus, the verification module may
prevent use of side-band channel 145 and certain fealures associated with side-band
channel 145 when the verification module is unable fo authenticate cerfain
components. For example, if application 120 or peripheral 129 is unable to provide a
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credential associated with a manufacturer of device 100, the authenfication module
may prevent the use side-band channel 145 for establishing a secure connection
between application 120 and peripheral 189 to prevent a malicious entity from
potentially learming more about the custom protocol.

[0022] Figure 2 dllustrates a system 200 associated with securg connection.
System 200 includes a port controier 210, Port controller 210 may route cusiom
commmunications to a peripheral 298 via a port 230. Port 230 may be a universal serial
bus (USB) type C connection. The custom communications may be routed fo
peripheral 299 over a side-band channe!l 245 of an operable connection 240 between
system 200 and peripheral 289. In some examples, port 230 may be a universs! serial
bus (LUSB) type C connection, and the side-band channel may be a USB type C power
delivery channel.

[0023] System 200 also includes an application 220, Application 220 may
establish a secure connection 1o peripheral 298 using the custom communications.
Application 220 may also receive a pavicad from peripheral 299 via the secure
connection. The payload transmitted from peripheral 299 {o application 220 may
depend on what function peripheral 299 performs and on what type of device
peripheral 289 is. For example, peripheral 288 may be a keyboard. in this example,
the pavioad may be a password encrypted by the keyboard for use by application 288,
in other examples, peripheral 252 may be 3 secure {oken. Here, the payioad may be

a value provided by the secure token.

{00241 in some examples, system 200 may aiso include an interface module
{not shown). The interface module may transiate communications between port
controlier 210 and application 220. The interface module may be made up of an
interface confrolier and a controlier interface. The interface controller may store
signails received from port controller 210 in a memory of system 200. The interface
controller may also control port controlier 210 {o transmit signals to peripheral 209
based on data retrieved from the system memory.

[0025] The controlier interface may serve as an application programming
interface between application 200 and the interface controller. This may be achieved
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by translating instructions rettieved from the application info commands that comply
with a protoco! associated with the with the cusiom communications and store them in
the memory of system 200. The controller interface may also translate responses
received from peripheral 289 to a format usable by application 220. In these examples,
peripheral 299, port controller 210, application 220, the controller interface, and the
application may slf be aware of the side-band channel and the custom

cornmunications.

{0028] In some examples system 200 may also include a verification module
{not shown). The vernfication module may authenlicate application 220, peripheral
298, and s¢ forth, prior 1 port condrolier 210 routing conwmunications between the
application and the peripheral  Thus, the verification module may prevent use of side-
band channel 245 and certain features associated with side-band channel 245 when
the verification module is unable {0 authenticate cerlain components,

{00271 Figure 3 illustrates an example method 300. Method 300 may be
embodied on a non-lransitory processor-readable medium  storing processor-
executable instructions. The insiructions, when execuied by a processor, may cause
the processor to perform method 300, in other examples, method 300 may exist within
logic gates andfor RAM of an application specific integrated circuit (ASIC).

[0028] Method 300 may perform various tasks associated with secure
connection. Method 300 may be performed by, for example, an application operating
on a device. Method 300 includes detecting support for routing communications fo
petipherals via a custom communication profacol at 310, The custom communication
protocol may operate over a side-band channel of an operable connection between
the device on which the application is operating, and a peripheral connected {o the
device. The operable connection may be, for example, a universal serial bus (USB)
fype C connection, and the side-band channel may be a power delivery channel of the
LISB type C connection.

[0029] Method 300 also includes receiving a signal from a peripheral at 320.
The peripheral may be connecied 1o the device via the operable connection. The
signal may indicate that the peripheral is configured to communicate using the custom

A
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communication profocol. This signal may be intended to convey from an side-band
aware peripheral o side-band aware peripheral that a2 secure connection betweaen the
application and the peripheral may be an available option.

[G030] Method 300 also includes establishing a secure connection io the
peripheral at 330. The secure connection may be established using the custom
communication protocol.  In some examples, the secure connection may be
established by exchanging security keys using the custom communication protocaol.
These secure keys may effectively serve as the secure connection by allowing
encrypted communications o be transmitted between the peripheral and {he
application.

[0031] Method 300 also includes receiving an encrypted paylead at 340, The
encrypted payivad may be received via the secure connectionn. The payioad may
include data that one or more of, the application and the peripheral would prefer not
be able {0 be used by a malicious actor. Thus, the pavicad may include, for example,
an encrypted password, an encrypted security key, other authentication information,
personal information, and so forth.

[0032] Ih some examples, method 300 may also include challenging the
peripheral via the sids-band channsl (not shown). The peripheral may be challenged
upon detecting the peripheral being altached fo the device via the operable
connection. The peripheral may be challenged via the side-band channel to provide
the signal indicating that the peripheral is configured to communicate using the custom
cormmunication profocol. When the signal is not received, the application may refrain
from performing cother actions associated with method 300.

{0033] Figure 4 illustrates a device 400. Device 400 may be g peripheral
designed to connedt fo a system 499, Device 400 may include a connecior 410 1o
establish an operable connection 440 to system 488, Connector 410 may be, for
exampie, g cabie with an end that connects (o a port of system 489, a port that
connects directly or indirectly via a cable to a corresponding port of system 499, and
s¢ forth, Operable connection 440 may include a side-band channel 445. The side-
band channel may be capable of supporting custom communications between device

&
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440 and system 488, In some exampies, the connecior may be a universal serial bus
{LIS8) type C connector, and the side-band channel may be a USB iype C power
delivery channel.

[6034] Device 400 also includes a security module 420, Security module 420
may establish a secure connaction 1o an application operaling on system 489, The
secuyre connection may be esiablished using the custom communications transmitted
via side-band channel 445, The secure connection may be established, for example,
by exchanging security keys with the application.

[0035] Device 400 also includes a payioad module 430, Payload module 430
may deliver a payload to the application using the secure connection. When device
400 is g keyboard, the payload may be, for exampie, an encrypted passward.

[00368] Figure 5 ilustrates an example computing device 1 which example
systems and methods, and equivalents, may operate. The example computing device
may be a computer 500 that includes a processor 510 and a memory 520 connected
by a bus 530. Computer 500 includes a secure connection module 540, Secure
commection module 540 may perform, alone or in combination, various functions
described above with reference to the example systems, methods, and so forth. In
different examples, secure connection module 540 may be implemented as a non-
fransitory computer-readable medium storing processor-executable instructions, in
hardware, as an application specific integrated circuit, and/or combinations thereof.

[0037] The instructions may also be presented to computer 500 as data 550
andior process 560 that are temporarnily stored in memory 520 and then execulted by
processor 510. The processor 510 may be a variety of processors including dusl
microprocessor and other multi-processor architectures. Memory 520 may include
non-volatile memory {e.g.. read-only memory, flash memory, memnstor) andfor
volatile memory {e.g., random access memory). Memory 520 may also be, for
exampie, a magnetic disk drive, a solid state disk drive, g floppy disk drive, a tape
drive, 3 flash memory card, an optical disk, and so on. Thus, memory 520 may store
pracess 560 and/or data 550. Computer 500 may also be associated with other

40~
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devices including other computers, devices, peripherals, and so forth in numerous

configurations {not shown).

[0038] #tis apprecisted that the previous description of the disclosed examples
is provided fo enable any person skilled in the arl fo make or use the present
disclosure. Various modifications to these exampies will be readily apparent to those
skilled in the art, and the gensric principles defined herein may be applied to other
exampiles without departing from the spirit or scope of the disclosure. Thus, the
present disclosure is not intended 1o be limited to the examples shown herein hutis fo
be accorded the widest scope consistent with the principles and novel features
disclosed herein.

41



WO 2020/055419 PCT/US2018/051042

WHAT IS CLAINMER IS;

1. A system, comprising:

a port controller to route custorn communications 1o a peripheral overan
operable connection between the system and the peripheral via a port, where the
custom communications are routed to the peripheral over a side-band channel of the
operable connection between the system and the perpheral, and

an application to establish a secure connection to the peripheral using the
custom communications and {o receive a payioad from the peripheral via the secure
connection.

2. The system of claim 1, further comprising an interface module o
transiaie communications between the port controlier and the application.

3. The system of claim 2, where the interface module comprises:

an interface controlier {o store signals received from the port controller in a
memory of the system and {0 coniral the interface controller to fransmit signals
based on data retrieved friom the system memaory; and

a conirolier interface {o serve as an application programming interface
between the application and the interface controller by fransiating instructions
retrieved from the application into commands that comply with a protocol associated
with the custom communications, and o translate responses received from the
peripheral to a format usable by the application.

4. The system of claim 3, where the peripheral, the por controlier, the
interface controlfler, the controlier interface, and the application are aware of the side-
band channel and the custom communications.

5, The system of claim 1, where the porl is a universal serial bus (USB)

type C connection and where the side-band channsl is a USB type € power delivery
channel.

42
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8. The system of ¢laim 1, where the peripheral is a keyboard, and where
the payioad is a passward encrypled by the keyboard for use by the application.

7. The system of claim 1. where the peripheral is a securs token, and
where the payload is a value provided by the secure {oken.

8. The systemn of claim 1, comprising a verification module {0 authenticale
one of the application and the peripheral prior o the port controller routing
communications between the application and the peripheral.

8. A msthod, comprising:

detecting, by an application, support for routing communications to
peripherals via a custom communication profocol that operates over a side-band
channel of an operable connection between a device on which the application is
running and a peripheral connected o the device;

receiving 8 signal from a peripheral connected {o the device via the operable
connection indicating that the perpheral is configured to communicate using the
custom communication protocaol;

establish a secure connection to the peripheral using the custom
communication protocol;

receive an encrypied payload from the peripheral via the securs connechion.

10.  The method of claim 8, where the operable connection is a universal
serial bus {USB) type C connsction, and where the side-band channel is a power
delivery channel of the USB type C connection.

11.  The method of claim 9, comprising: upon detecting the peripheral
being altached to the device via the operable conngction, challenging the peripheral
via ihe side-band channel to provide the signal indicating that the peripheral is
configured 1o communicate using the custom communication protocol.

12. A device, comprising:
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a connector {o establish an operable connection {0 3 system, whers the
operable connection includes a side-band channel capable of supporting custom
communications between the device and the system;

a security module to establish a secure connection to an application operating
on the system using the custom communications; and

a payload module to deliver a pavicad to the application using the secure
cormeaction,

18. The device of claim 12, whers the connector is a universal serial bus
{158} type C connector and where the side-band channel is a USB type G power
delivery channel.

14. The device of claim 12, where the security module eslablishes the
secure connection by exchanging security keys with the application.

15. The device of claim 12, whers the device is a keyboard and where the
payload is an encrypted password.

44
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