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FIG. 1

(57) Abstract: Devices and methods are provided for securing communication between a traffic management center (TMC) (20)
and a traffic controller (14) via utilization of a field security device (12). In one embodiment, the field security device (12) trans-
mits a device identifier to the TMC (20) upon being powered up or connected to the traffic controller (14). The device identifier is
generally based on a combination of user-configurable and non-user-configurable parameters of the field security device. In re-
sponse to the TMC authenticating the device identifier, the field security device establishes a secure private network (SPN) (18)
between the field security device and the TMC.
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DEVICE AND METHOD FOR SECURED COMMUNICATION

BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION
[0001] The present invention is directed toward systems for securing communications (e.g., with

traffic management centers or the like), and related methods.

DESCRIPTION OF THE RELATED ART

[0002] A trend in the transportation industry is to utilize more cost-effective modes of
communication between traffic management centers (TMCs) and traffic controllers located at or near
street intersections. The traffic controllers typically comprise, or are otherwise in operative
communication with, traffic lights/signals, surveillance cameras, sensors, detectors, etc., one or more of
which may be housed in field traffic cabinets at or near the intersections. The traffic controllers and
other devices capable of communicating with the TMC often utilize Ethernet and Internet Protocol (IP)
based field communications or the like to communicate with and interconnect signalized intersections.
A further trend is the utilization of wireless communication protocols for communicating with TMCs
and/or traffic controllers.

[0003] With the use of Ethernet and Internet as common platforms of choice in many new
transportation management applications, there is an increased possibility for security breaches into such
traffic networks. Accordingly, current and future traffic management systems may be vulnerable to
attack or abuse from unauthorized intruders, e.g., “hackers” or insiders operating outside their
authority, gaining access to the system using stolen or “cracked” security information or using
authorized emergency control devices to manipulate traffic signals, etc. Such attacks may endanger
public safety, erode public confidence in the traffic control and enforcement systems, and reduce
municipal revenues.

[0004] Accordingly, it would be desirable to provide a cost-effective system and method for
improving the security of communications for traffic controllers, such as, for example, controllers,
detectors, surveillance cameras, uninterruptible power supply systems, and other devices supporting an

IP or web based user interface or the like.

SUMMARY OF THE INVENTION
[0005] The following presents a simplified summary of one or more embodiments in order to
provide a basic understanding of such embodiments. This summary is not an extensive overview of all
contemplated embodiments, and is intended to neither identify key or critical elements of all

embodiments nor delineate the scope of any or all embodiments. Its sole purpose is to present some
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concepts of one or more embodiments in a simplified form as a prelude to the more detailed description
that is presented later.

[0006] In accordance with one or more embodiments and corresponding disclosure thereof, various
aspects are described in connection with a field security device/apparatus for providing a secure private
network (SPN) between a field traffic controller and a traffic management center (TMC). The field
security device may include a first connector (e.g., a receiving port) for interfacing with the field traffic
controller; a communication/transceiver module; at least one processor operative coupled to the first
connector and the communication module; and a memory module operatively coupled to the at least one
processor and comprising executable code for the at least one processor.

[0007] The memory module may include executable code for the at least one processor to: access a
public network via the communication module; locate an authentication server of the TMC via the
public network; and send a device identifier to the authentication server via the communication module,
the device identifier being based on a combination of at least one user-configurable parameter and at
least one non-user-configurable parameter of the field security device. The memory module may
further include executable code for the at least one processor to, in response to the authentication server
authenticating the device identifier from the field security device, establish the SPN between the field
security device and the TMC. The established SPN may tunnel across one or more segments of the
public network.

[0008] In related aspects, the at least one non-user-configurable parameter may comprise at least
one of CPU ID, CPU model, CPU manufacturer, and CPU voltage. In the alternative, or in addition,
the at least one non-user-configurable parameter may be based on a carbon degradation characteristic
of a computer chip. In the alternative, or in addition, the at least one non-user-configurable parameter
may be based on a silicone degradation characteristic of a computer chip.

[0009] In further related aspects, the at least one user-configurable parameter may comprise one
of hard disk volume name, user name, device name, user password, and hard disk initialization date.
[0010] In yet further related aspects, the device identifier may be generated by utilizing at least one
irreversible transformation of the at least one user-configurable and the at least one non-user-
configurable parameters. For example, the device identifier may be generated by utilizing a
cryptographic hash function on the at least one user-configurable and the at least one non-user-
configurable parameters.

[0011] In still further related aspects, the public network may comprise a wireless communication
network. The wireless communication network may implement at least one of CDMA and GSM
standards. In the alternative, or in addition, the wireless communication network may implement at
least one of 802.11a, 802.11b, 802.11g, 802.11n, and 802.11p (Dedicated Short Range

Communications) standards.
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[0012] In further related aspects, the traffic controller may comprise a traffic signal, a surveillance
camera, ctc. The traffic controller may be housed in a field traffic cabinet or the like. The field
security device may be adapted to be housed in the field traffic cabinet.

[0013] In accordance with other aspects of the embodiments described herein, there is provided a
server (e.g., an authentication server) for providing a SPN between a TMC and a field security device,
the field security device being in operative communication with a field traffic controller. For example,
the server may include: a communication module adapted to receive a device identifier over a public
network from the field security device, the device identifier being based on a combination of at least one
user-configurable parameter and at least one non-user-configurable parameter of the field security
device; at least one processor operatively coupled to the communication module; and a memory module
operatively coupled to the at least one processor and comprising executable code for the at least one
processor.

[0014] The memory module may include executable code for the at least one processor to, in
response to the communication module receiving the device identifier from the field security device,
access a database of authorized device identifiers corresponding to known field security devices. The
memory module may further include executable code for the at least one processor to, in response to the
received device identifier matching one of the authorized device identifiers, establish the SPN between
the field security device and the TMC.

[0015] In accordance with other aspects of the embodiments described herein, there is provided a
network device for securely communicating with a TMC. The network device may include: a
communication module adapted to access a public network; at least one processor operatively coupled
to the communication module; and a memory module operatively coupled to the at least one processor
and comprising executable code for the at least one processor.

[0016] The memory module may include executable code for the at least one processor to: access
the public network via the communication module; locate an authentication server of the TMC via the
public network; and send a device identifier to the authentication server via the communication module,
the device identifier being based on a combination of at least one user-configurable parameter and at
least one non-user-configurable parameter of the network device. The memory module may further
include executable code for the at least one processor to, in response to the authentication server
authenticating the device identifier from the network device, establish a SPN between the network
device and the TMC.

[0017] In accordance with other aspects of the embodiments described herein, there is provided a
method for providing a SPN between a TMC and a device (e.g., a field security device, a network
device, etc.). The method may involve: accessing a public network; locating an authentication server of

the TMC via the public network; and sending a device identifier for the device to the authentication
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server via the communication module, the device identifier being based on a combination of at least one
user-configurable parameter and at least one non-user-configurable parameter of the device. The
method may further involve, in response to the authentication server authenticating the device identifier,
establishing the SPN between the TMC and the device.

[0018] To the accomplishment of the foregoing and related ends, the one or more embodiments
comprise the features hereinafter fully described and particularly pointed out in the claims. The
following description and the annexed drawings set forth in detail certain illustrative aspects of the one
or more embodiments. These aspects are indicative, however, of but a few of the various ways in
which the principles of various embodiments may be employed and the described embodiments are

intended to include all such aspects and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS
[0019] Figure 1 provides a block diagram of certain components of an exemplary system for
secured communication with a traffic management center (TMC).
[0020] Figure 2 illustrates components of an exemplary device identifier.
[0021] Figure 3 illustrates an exemplary embodiment of a network for secure communication
between field security devices and an authentication server.
[0022] Figure 4 illustrates one embodiment of an apparatus for providing a secure private network
(SPN) between a field traffic controller and a TMC.
[0023] Figure 5 illustrates one embodiment of an apparatus for providing a SPN between a TMC
and a field security device.
[0024] Figure 6 illustrates one embodiment of an apparatus for securely communicating with a
TMC.
[0025] Figure 7 shows one embodiment of a method for providing a SPN between a TMC and a

device (e.g., a field security device, a network device, etc.).

[0026] Figure 8 shows one embodiment of a method for securely communicating with a TMC.
DETAILED DESCRIPTION
[0027] The present invention addresses the need for a system and method for providing secured

communication, wireless or otherwise. In the exemplary embodiments described herein, there are
presented systems and methods for securing communication between and among traffic controllers and
traffic management centers (TMCs), thereby protecting field traffic control systems from the effects of
external cyber-threats. It is noted the invention is not limited to securing communication with TMCs;
rather, the technology described herein may be used to secure communications between a plurality of

locations.
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[0028] Such a system preferably shields traffic management systems against denial-of-service
(DOS) attacks and address resolution protocol (ARP) redirecting or spoofing originating from
malicious code threats. Such a system preferably implements device-based access control to restrict
field-control network access only to authorized PCs or devices. Such a system preferably eliminates
transportation network vulnerabilities due to unknown security compliance by private network sharers,
and makes it possible to monitor and manage field security configuration and status from the TMC.
[0029] Such a system may include field security devices that send device identifiers to the TMC in
an automated manner, and that establish a secured private network between selected system
components based at least in part on whether the device identifier is on the list of authorized device
identifiers, thereby determining whether a field security device qualifies as a known device. The device
identifiers may be based on a combination of user-configurable and non-user-configurable parameters
of the field security device. Such authentication and secured communication techniques may be used

alone, or in conjunction with other security or authentication measures.

System for Secured Communication with a Traffic Management Center (TMC):

[0030] With reference Figure 1, there is provided an embodiment of a system 10 for securing
communication with a TMC 20. Three traffic controllers 14A, 14B, 14C are shown; however, it will
be understood that the system 10 may comprise any number of traffic controllers 14. Each traffic
controller 14 may comprise a traffic light or signal, a surveillance camera, detectors, sensors, etc., one
or more of which may be housed in a field traffic cabinet. In one embodiment, a traffic controller 14 is
operatively coupled to a traffic light.

[0031] In the illustrated embodiment, field security devices/apparatuses 12A, 12B, and 12C are
operatively coupled to the traffic controllers 14A, 14B, and 14C, respectively. Each field security
device 12 may function as a security appliance that creates a secure, virtual-network layer connection
between a given traffic controller 14 (coupled to the given field security device 12) and the TMC 20.
As will be explained in further detail below, the field security devices 12A, 12B, 12C and
authentication server 22 at the TMC 20 utilize device recognition technology to establish secure private
networks 18A, 18B, and 18C between the TMC 20 and the field security devices 12A, 12B, and 12C,
respectively.

[0032] Each secure private network (SPN) 18 may tunnel across one or more segments of a public
network 16. The public network 16 (as well as public network 40) may comprise one or more public
portions of the Internet (e.g., 802.3, DSL, cable, Ethernet, etc.). The public networks 16, 40 may
comprise a wireless communication network, such as, for example, CDMA, GSM, etc. The public
networks 16, 40 may comprise a wireless local area network (WLAN), such as, for example, 802.11a,

802.11b, 802.11g, 802.11n, 802.11p, etc. It is noted that the public networks 16, 40 may comprise any
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communication network, wired or wireless, utilizing any known standards, such as, for example, wide
arca networks (WANSs), campus area networks (CANs), metropolitan area networks (MANs), wireless
application protocol (WAP), etc. In the alternative, or in addition, the SPN 18 may tunnel across a
traffic control network, a portion of which is public.

[0033] The TMC 20 may include an authentication server 22 that is in operative communication
with one or more workstations 26, 28, such as, for example, via a node/switch in between the
authentication server 22 and a general server 24 (i.e., not an authentication server). The TMC may
include a firewall 34 between the general server 24 and the public network 40, and thereby add another
layer of protection for communications to and from the TMC 20. In the alternative, or in addition, the
TMC may comprise a firewall (not shown) between the authentication server 22 and the public network
16. In the alternative, or in addition, one or more authentication servers and/or workstations
operatively coupled to the authentication servers may be located outside of the TMC, such as, for
example, at a remote site.

[0034] The system 10 may include a network device 44, such as, for example, laptop computer,
tablet computer, PDA, mobile phone or device, etc. The network device 44 may comprise, for example,
a field technician’s laptop for troubleshooting traffic controllers 14A, 14B, and 14C. Device 44 needs
to connect to authentication server 22 in order to establish an SPN 42 between a user of the network
device 44 (¢.g., a field engineer) and the TMC 20. In one embodiment, the device 44 bypasses the
firewall 34 via a VPN soft-server on the server 24. Once the authentication server 22 authorizes device
44, the SPN 42 is established. The SPN 42 may essentially function as a tunnel within the VPN soft-
server, and therefore may be analogous to a tunnel within a tunnel. In another embodiment (not
shown), a field security device 12 may acts as a proxy for a network device 44 whose user wishes to
access the network, when the network device 44 is connected behind the field security device 12.

[0035] It is noted that SPN 18 has the ability to provide a star topology whereby the field security
devices 12A, 12B, 12C may communicate with each other, through server 22, thereby providing a way
for traffic controllers 14A, 14B, and 14C to communicate with each other as well. For example, in one
embodiment, SPN 18 may be configured to that field security devices 12A, 12B, 12C can only
communicate with server 22 (and workstations 26, 28). Such an embodiment would normally be
applicable to an Enterprise Server deployment, thereby preventing a TMC for one city from affecting
critical assets of a TMC of another city.

[0036] Figure 3 illustrates an exemplary embodiment of a network for securing communication
between the field security devices 12A, 12B and the authentication server 22. Portions 15A, 15B, and
23 of the shown network represent the secured portions of the network. Portion 15A may include a
field security device 12A in operative communication with a traffic signal/light and/or

surveillance/video camera(s). Portion 15B may include a field security device 12B in operative
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communication with an Advanced Traffic Management Systems (ATMS) client, which is in operative
communication with a traffic controller. Portion 23 may include an authentication server 22 in
operative communications with other servers, such as, for example, an ATMS server or a streaming
server, via an Ethernet switch or the like. The network device 44 (e.g., laptop computer) may also be

authenticated via the server 22 for access to the field security devices 12A, 12B.

Device Identifiers:

[0037] As noted above, the field security devices 12A, 12B, 12C and the authentication servers
22, 24, as well as the network device 44, may utilize device recognition technology to establish SPNs
18A, 18B, and 18C. For example, each field security device 12 may be adapted to transmit self-
identification information to the authentication server 22 upon being powered up in the field. The self-
identification information or device identifier generally comprises information that is expected to be
unique for the field security device 12. For example, the device identifier for a given field security
device 12 may comprise a serial number and/or location information (e.g., an IP address, geo-location
code, etc.).

[0038] The device identifier is preferably generated from machine parameters of the field security
device 12, such as, for example, hard disk volume name, user name, device name, user password, hard
disk initialization date, etc. The machine parameters may relate to the platform on which the web
browser runs, such as, for example, CPU number, or unique parameters associated with the firmware
muse. The machine parameters may also include system configuration information, such as amount of
memory, type of processor, software or operating system serial number, etc. The device identifier
generated from the machine parameters may include the field security device’s IP address and/or other
geo-location code to add another layer of specificity to field security device’s unique identifier. In the
alternative, or in addition, the device identifier may comprise a randomly generated and assigned
number that is unique for the field security device 12.

[0039] In one embodiment, the device identifier for the field security device 12 is generated and
stored in the field security device’s memory before the field security device 12 is deployed into the field.
In another embodiment, the device identifier, or a portion thereof, is generated after the field security
device 12 is deployed and/or powered on in the field.

[0040] It is noted that an application running on the field security device 12 or otherwise having
access to the field security device’s hardware and file system may generate a unique device identifier
using a process that operates on data indicative of the field security device’s configuration and
hardware. The device identifier may be generated using a combination of user-configurable and non-
user-configurable machine parameters as input to a process that results in the device identifier, which

may be expressed in digital data as a binary number. Each machine parameter may include data
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determined by a hardware component, software component, or data component specific to the device
that the unique identifier pertains to. Machine parameters may be selected based on the target device
system configuration such that the resulting device identifier has a very high probability (e.g., greater
than 99.999%) of being unique to the target device. In addition, the machine parameters may be
selected such that the device identifier includes at least a stable unique portion up to and including the
entire identifier that has a very high probability of remaining unchanged during normal operation of the
target device. Thus, the resulting device identifier should be highly specific, unique, reproducible and
stable as a result of properly selecting the machine parameters.

[0041] The application for generating the device identifier may also operate on the collected
parameters with one or more algorithms to generate the device identifier. This process may include at
least one irreversible transformation, such as, for example, a cryptographic hash function, such that the
mput machine parameters cannot be derived from the resulting device identifier. Each device identifier,
to a very high degree of certainty, cannot be generated except by the suitably configured application
operating or otherwise having had access to the same field security device for which the device
identifier was first generated. Conversely, each identifier, again to a very high degree of certainty, can
be successfully reproduced by the suitably configured application operating or otherwise having access
to the same field security device on which the identifier was first generated.

[0042] The application may operate by performing a system scan to determine a present
configuration of the field security device. The application may then select the machine parameters to be
used as input for generating the unique device identifier. Selection of parameters may vary depending
on the system configuration. Once the parameters are selected, the application may generate the
identifier.

[0043] Further, generating the device identifier may also be described as generating a device
fingerprint and may entail the sampling of physical, non-user configurable properties as well as a
variety of additional parameters such as uniquely generated hashes and time sensitive values. Physical
device parameters available for sampling may include, for example, unique manufacturer
characteristics, carbon and silicone degradation and small device failures.

[0044] The process of measuring carbon and silicone degradation may be accomplished by
measuring a chip's ability to process complex mathematical computations, and its ability to respond to
ntensive time variable computations. These processes measure how fast electricity travels through the
carbon. Using variable offsets to compensate for factors such as heat and additional stresses placed on
a chip during the sampling process allows for each and every benchmark to reproduce the expected
values. During a standard operating lifetime, the process of passing electricity through the various
switches causes a computer chip to degrade. These degradations manifest as gradually slower speeds

that extend the processing time required to compute various benchmarking algorithms.
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[0045] In addition to the chip benchmarking and degradation measurements, the process for
generating a device identifier may include measuring physical, non-user-configurable characteristics of
disk drives and solid state memory devices. Each data storage device has a large variety of damage and
unusable data sectors that are nearly unique to each physical unit. The ability to measure and compare
values for damaged sectors and data storage failures provides a method for identifying storage devices.
[0046] Device parameter sampling, damage measurement and chip benchmarking make up just a
part of device fingerprinting technologies described herein. These tools may be further extended by the
use of complex encryption algorithms to convolute the device identifier values during transmission and
comparisons. Such encryption processes may be used in conjunction with random sampling and key
generations.

[0047] The device identifier may be generated by utilizing machine parameters associated with one
or more of the following: machine model; machine serial number; machine copyright; machine ROM
version; machine bus speed; machine details; machine manufacturer; machine ROM release date;
machine ROM size; machine UUID; and machine service tag.

[0048] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: CPU ID; CPU model; CPU details; CPU actual speed; CPU family;
CPU manufacturer; CPU voltage; and CPU external clock.

[0049] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: memory model; memory slots; memory total; and memory details.
[0050] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: video model; video details; display model; display details; audio
model; and audio details.

[0051] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: network model; network address; Bluetooth address; BlackBox
model; BlackBox serial; BlackBox details; BlackBox damage map; BlackBox volume name; NetStore
details; and NetStore volume name.

[0052] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: optical model; optical serial; optical details; keyboard model;
keyboard details; mouse model; mouse details; printer details; and scanner details.

[0053] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: baseboard manufacturer; baseboard product name; baseboard
version; baseboard serial number; and baseboard asset tag.

[0054] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: chassis manufacturer; chassis type; chassis version; and chassis

serial number.
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[0055] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: IDE controller; SATA controller; RAID controller; and SCSI
controller.

[0056] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: port connector designator; port connector type; port connector port
type; and system slot type.

[0057] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: cache level; cache size; cache max size; cache SRAM type; and
cache error correction type.

[0058] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: fan; PCMCIA; modem; portable battery; tape drive; USB controller;
and USB hub.

[0059] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: device model; device model IMEI; device model IMSI; and device
model LCD.

[0060] The device identifier may also be generated by utilizing machine parameters associated
with one or more of the following: wireless 802.11; webcam; game controller; silicone serial; and PCI
controller.

[0061] In one example, the device identifier may also be generated by utilizing machine
parameters associated with one or more of the following: machine model, processor model, processor
details, processor speed, memory model, memory total, network model of each Ethernet interface,
network MAC address of each Ethernet interface, BlackBox Model, BlackBox Serial (e.g., using
Dallas Silicone Serial DS-2401 chipset or the like), OS install date, nonce value, and nonce time of day.
[0062] With reference to Figure 2, in one exemplary embodiment, a device identifier 50 may
include two components — namely, a variable key portion 52 and a system key portion 54. The variable
key portion 52 may be generated by reference to a variable platform parameter, such as via reference to
system time information, although other parameters which are variable may be utilized in other
embodiments. The system key portion 54 may include the above described parameters expected to be
unique to the field security device 12, such as, for example, hard disk volume name, user name,
computer name, user password, hard disk initialization date, or combinations thereof. Portions 52
and/or 54 may be combined with the IP address and/or other platform parameters of the field security
device 12. It is noted that device identifiers, or portions thereof, may be encrypted to add an additional
layer of specificity and security.

[0063] It is noted that device identifiers may be generated for the network device 44,

authentication server 22, and workstations 26, 28 in the same manner as described above for the field
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security devices 12. With reference to the exemplary embodiment of Figure 1, only server 22,

workstations 26 and 28, and laptop 44 have been authenticated.

Secure Private Networks (SPNs):

[0064] With continued reference to the exemplary embodiment of Figure 1, it is noted that each
field security device 12 is generally adapted to transmit its device identifier back to the TMC 20. Upon
being powered on and/or connected to the traffic controller 14, the field security device 12 preferably
accesses an available public network 16, locates or identifies an authentication server 22 at the TMC
20, and then establishes a connection with the authentication server 22. Upon establishing a connection
with the authentication server 22, the field security device 12 may transmit its device identifier to the
authentication server 22. The device identifier is preferably encrypted prior to being transmitted by the
field security device 12 over to the public network 16, and then decrypted when received by the
authentication server 22.

[0065] In response to receiving the device identifier from a given field security device 12, the
authentication server 22 may access a database of authorized device identifiers corresponding to known
devices that are authorized to establish a SPN 18 with the TMC 20. The database may be located at
the TMC 20, such as, for example, on one of the servers 22, 24 and/or workstations 26, 28, 30, 32.
The database is preferably located on server 22 and/or workstations 26, 28. In the alternative, or in
addition, the database may be located on a server or machine that is not located at the TMC 20, yet is
accessible by server 22.

[0066] When the device identifier from the field security device 12 matches one of the authorized
device identifiers in the database, the authentication server 22 and the field security device establish a
SPN with each other, and thereby create an SPN 18 between the TMC 20 and the traffic controller 14.
The SPN 18 generally tunnels across one or more segments of the public network 16 to provide a
secure channel of communication between the TMC 20 and the traffic controller 14.

[0067] The SPN 18 may be established according to any known technique, such as, for example,
via the creation of virtual private networks (VPNs), in which some of the links between nodes are
carried by open connections or virtual circuits in a larger network, such as, for example, public
portions of the Internet. Link-layer protocols of the virtual network may be tunneled through the larger
network.

[0068] The field security devices/appliances 12 may get serialized labeling at the manufacturing
facility, similar to copies of software for authenticity and tracking/history. For plug-and-play in the
field, the appliances may first be connected directly to the authentication server, which may be done at
a field tech’s offices before initial server deployment, and the IP address of the server may be stored.

The device fingerprint may also be taken at this time. The deployment address for each appliance may
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be entered into the server, such as for use in automated geographic mapping of appliance locations. In
the alternative, the appliances 12 may be configured from the field using an authenticated PC connected
to the appliance.

[0069] It is noted that one or more SPNs 42 may be established between the authentication server
22 and any network devices 44 in the same manner as described above for the field security devices 12.
The SPN 42 may tunnel across one or more segments of the public network 42 to provide a secure
channel of communication between the TMC 20.

[0070] In one embodiment, the field security device 12 sends its device identifier or machine
fingerprint to the authentication server 22. When the server 22 verifies that the device identifier
corresponds to a known or authorized device, the server sends an authentication/verification signal to
the device 12. The device 12 then sends a certificate or public key to the server 22 to establish the SPN
18. The server 22 uses a private key to check the certificate. The server 22 then sends a server

certificate or public key back to the device 12 to establish the SPN 18.

Field Security Device:

[0071] The field security device 12 may also be referred to as a field appliance and creates a
secure, virtual-network layer connection between the TMC 20 over otherwise public communication
networks, including or utilizing the Internet, Ethernet, and wireless technologies. The field security
device 12 may be operatively coupled to controllers, sensors, detectors, surveillance cameras,
uninterruptible power supply (UPS) systems, or other devices supporting an IP or web based user
mterface.

[0072] In accordance with one aspect of the embodiments described herein, there is provided a
field security device 12 for providing a SPN 18 between a field traffic controller 14 and a TMC 20,
comprising: a first connector for interfacing with the field traffic controller 14; a communication
module; a processor module operatively coupled to the first connector and the communication module;
and a memory module operatively coupled to the processor module. In one embodiment, the memory
module comprises executable code for the processor module to: (a) access a public network 16 or
traffic control network via the communication module; (b) locate and/or connect with an authentication
server 22 of the TMC 20 via the public network 16; and (c) send a device identifier to the
authentication server 22 via the communication module, the device identifier being based on a
combination of both user-configurable and non-user-configurable parameters of the field security
device 12; and (d) in response to the authentication server 22 authenticating the device identifier from
the field security device 12, establish the SPN 18 between the field security device 12 and the TMC 20,

wherein the established SPN 18 tunnels across at least one segment of the public network 16.
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[0073] The processor module of the field security device 12 may comprise one or more processors,
such as, for example, a Motorola MPC8321EEC Microprocessor (333 MHz core processor speed,
32MB flash memory, 64MB DDR2 memory, 32 MBs VPN throughput) or the like. The first connector
of the field security device 12 may comprise a receiving port or the like (e.g., IWAN, 4WAN, RJ45,
10/100 Mbit/s Ethernet, etc.).

[0074] The field security device 12 is preferably adapted for easy plug-and-play field installation,
with no field PC required, no device configuration required in the field, and no passwords or keys
required to manage. In essence, when the field security device 12 is connected or powered up, it
preferably “phones home” to an authentication server and establishes its own device-locked point-to-
point SPN 18.

[0075] The memory module of the field security device 12 may further comprise executable code
for the processor module to detect network intrusions, determine locations of the intrusions, and notify
the TMC 20. The field security device 12 may be adapted to continuously or periodically verify its
operational status via one or more authentication servers at the TMC 20. The field security device 12
is preferably cross-platform compatible with any operating system and field control hardware. The
field security device 12 is preferably adapted to be NEMA TS2 compliant.

[0076] The field security device 12 may be adapted to connect to any known network routers,
switches, and/or firewall security devices. The field security device 12 may be adapted to perform a
self-test at startup. The field security device 12 may comprise one or more LED indicators to power
and communications link status, or activities status.

[0077] The field security device 12 may be field hardened for use inside or outside of the field
traffic cabinet. The field security device 12 may be shelf mountable for easy in-cabinet placement with
optional DIN rail or sidewall mounting. The field security device 12 may be adapted to defined
environmental conditions, such as, for example, -29°F to +165°F (-34°C to +74°C), 0 to 95% relative
humidity.

[0078] It is noted that the security device/appliance 12 may be adapted to access, learn, or
otherwise determine the MAC IDs of traffic controllers 14 or other devices operatively coupled with
(e.g., plugged into) the device 12. Further, the device 12 may utilize the learned MAC IDs to establish
bi-directional security with such traffic controllers 14, thereby prohibiting unknown/unauthorized
network devices from connecting to the secured network via the device 12. For example, the device 12
may comprise a memory module storing executable code for a processor module to access and store
mto the memory module MAC IDs of those traffic controllers 14 connected to the device 12. The
executable code may further comprise instructions for the processor module to relay the MAC ID or
derivations thereof to the TMC 20 to verify whether the MAC ID or derivation thereof corresponds to a

known or authorized device. In response to the authentication server 22 of the TMC 20 authenticating
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the MAC 1D or derivation thereof, the device 12 may allow the traffic controller 14 to communicate via
a SPN 18 between the TMC 20 and the device 12. Otherwise, the traffic controller 14 is blocked or
prohibited from communicating with the TMC 20 via SPN 18.

Authentication Server:

[0079] In accordance with another aspect of the embodiments described herein, there is provided
an authentication server 22 for providing a SPN 18 between a TMC 20 and a field security device 12,
the field security device 12 being in operative communication with a field traffic controller 14,
comprising: a communication module adapted to receive a device identifier over a public network 16
from the field security device 12, the device identifier being based on a combination of both user-
configurable and non-user-configurable parameters of the field security device 12; a processor module
operatively coupled to the communication module; and a memory module operatively coupled to the
processor module. In one embodiment, the memory module comprises executable code for the
processor module to: (a) in response to the communication module receiving the device identifier from
the field security device 12, access a database of authorized device identifiers corresponding to known
field security devices; and (b) in response to the received device identifier matching one of the
authorized device identifiers, establish the SPN 18 between the field security device 12 and the TMC
20, wherein the established SPN 18 tunnels across at least one segment of the public network 16.
[0080] When multiple field security devices 12A, 12B, 12C establish SPNs 18A, 18B, 18C with a
given authentication server 22, a point-to-multipoint SPN may be established between the TMC 20
with each field traffic cabinet in which the field security devices 12A, 12B, 12C may be located.

[0081] The authentication server 22 alone or in conjunction with the workstations 26, 28 and/or
other components of the TMC 20, may allocate, manage, and control the field security devices 12
and/or PC clients from a single location, such as, for example, the TMC 20. The TMC 20 and
components thereof make it possible to gain real-time insight into the status of the field security devices
12 and network devices 44 (¢.g., a PC client or the like) participating in the secured network or system
10.

[0082] Further, the components of the system 10 described herein make it possible to define and
receive instant status reports and updates regarding any changes to the secured network, and to receive
alerts regarding any unauthorized access attempts by unauthorized devices. The notifications or alerts
at the server 22 regarding such unauthorized connection attempts may include information regarding
the unauthorized device, the time of the attempted access, the geo-location of the unauthorized device or
point of attempted access, etc.

[0083] In accordance with another aspect of the embodiments described herein, there is provided

an enterprise server that may connect or be in operative communication with a plurality of “child”
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authentication servers. The child authentication servers may be located at multiple TMCs. The master
or enterprise server may be adapted to allow authorized field technicians to have access to the multiple
TMCs via one enterprise server or service provider. Such technicians may have simultaneous access to
the TMCs via the enterprise server. In the alternative, or in addition, each of the authorized technicians
may have the ability to simultaneously access one or more of the field security devices that are in
operative communicative communication with the TMCs via the enterprise server.

[0084] In accordance with yet another aspect of the embodiments described herein, there is
provided a system wherein the authentication server 22 sends its own device identifier or machine
fingerprint to the field security device 12 for mutual or two-way authentication. In addition to having
the server 22 verify and authenticate the device 12’s identifier, the device 12 also verifies and
authenticates the server 22’s identifier, before a SPN 18 is established between the device 12 and the
server 22. Such a system would provide a more robust scheme for securing communication with the
TMC 20. In the alternative, or in addition, the authentication server 22 may be adapted to sends its
device identifier to a network device 44 (explained in further detail below) for mutual authentication

between the server 22 and the device 44, without which the SPN 42 may not be established.

Network Device:

[0085] In accordance with another aspect of the embodiments described herein, there is provided a
network device 44 (e.g., a laptop computer or PDA) for securely communicating with a TMC 20,
comprising: a communication module adapted to access a public network; a processor module
operatively coupled to the communication module; and a memory module operatively coupled to the
processor module. In one embodiment, the memory module comprises executable code for the
processor module to: (a) access the public network 40 via the communication module; (b) locate and/or
connect with an authentication server 22 of the TMC 20 via the public network 40; (¢) send a device
identifier to the authentication server 22 via the communication module, the device identifier being
based on a combination of both user-configurable and non-user-configurable parameters of the network
device 44; and (d) in response to the authentication server 22 authenticating the device identifier from
the network device 44, establish a SPN 42 between the network device 44 and the TMC 20, wherein the
established SPN 42 tunnels across at least one segment of the public network 40.

[0086] The network device 44, as well as the workstations 26, 28, may comprise client software
for device fingerprinting and registration on SPNs or the like. It is noted that the network device 44
may comprise a client software that designates the network device 44 as a field technician device, as
opposed to TMC workstation devices 26 and 28, which may have licensing provisions that are different
from other network devices. The client software on device 44 may comprise instructions for its host

network device to: access a public network; locate an authentication server 22 of the TMC 20 via the
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public network 40; send a device identifier to the authentication server 22, wherein the device identifier
is based on a combination of at least one user-configurable parameter and at least one non-user-
configurable parameter of the host network device. The client software may further comprise
structions for its host network device to: in response to the authentication server 22 authenticating the
device identifier, establish a SPN 42 with the TMC 20, wherein the established SPN 42 tunnels across

at least one segment of the public network 40.

Method for Providing a SPN:

[0087] In accordance with another aspect of the embodiments descried herein, there is provided a
method for providing a SPN between a device (e.g., field security device 12 or network device 44) and
a TMC, comprising: accessing a public network (e.g., networks 16 or 40); and locating and/or
connecting with an authentication server (e.g., server 22) of the TMC via the public network.

[0088] The method may further comprise sending a device identifier for the device to the
authentication server via the communication module, the device identifier being based on a combination
of both user-configurable and non-user-configurable parameters of the network appliance.

[0089] The method may further comprise, in response to the authentication server authenticating
the device identifier, establishing the SPN between the TMC and the device. The established SPN

preferably tunnels across at least one segment of the public network.

Apparatuses for Providing SPNs:

[0090] In accordance with one or more aspects of the embodiments described herein, there are
provided devices and apparatuses (e.g., field security devices or the like) for providing a SPN between
a field traffic controller and a TMC. With reference to Figure 4, there is provided an exemplary
apparatus 400 that may be configured as either a computing device, or as a processor or similar device
for use within a computing device. As illustrated, apparatus 400 may comprise a means 420 for
accessing a public network (e.g., the public Internet), such as, for example, via a
communication/transceiver module 406, adapted for wireless communication or otherwise. Apparatus
400 may comprise: a means 430 for locating an authentication server of a TMC or the like via the
public network; and a means 440 for sending a device identifier to the authentication server via the
communication module 406 or the like. The device identifier may be based on a combination of at least
one user-configurable parameter and at least one non-user configurable parameter of the apparatus. In
this way, the device identifier is unique and no device will share the same identifier. The apparatus 400
may comprise a means 450 for establishing a SPN between itself and the TMC, in response to the
authentication server authenticating the device identifier from the apparatus 400. The established SPN

may tunnel across one or more segments of the public network.
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[0091] In related aspects, the at least one non-user-configurable parameter may comprise at least
one of CPU ID, CPU model, CPU manufacturer, and CPU voltage for apparatus 400. In the
alternative, or in addition, the at least one non-user-configurable parameter may be based on a carbon
degradation characteristic of a computer chip of apparatus 400. In the alternative, or in addition, the at
least one non-user-configurable parameter may be based on a silicone degradation characteristic of a
computer chip of apparatus 400.

[0092] In further related aspects, the at least one user-configurable parameter may comprise one
of hard disk volume name, user name, device name, user password, and hard disk initialization date for
apparatus 400.

[0093] In yet further related aspects, the device identifier may be generated by utilizing at least one
irreversible transformation of the at least one user-configurable and the at least one non-user-
configurable parameters of apparatus 400. For example, the device identifier may be generated by
utilizing a cryptographic hash function on the at least one user-configurable and the at least one non-
user-configurable parameters of apparatus 400.

[0094] In still further related aspects, the public network may comprise a wireless communication
network. The wireless communication network may implement at least one of CDMA and GSM
standards. In the alternative, or in addition, the wireless communication network may implement at
least one of 802.11a, 802.11b, 802.11g, 802.11n, and 802.11p standards.

[0095] In further related aspects, the traffic controller may comprise a traffic signal, a surveillance
camera, ctc. The traffic controller may be housed in a field traffic cabinet or the like. The field
security device may be adapted to be housed in the field traffic cabinet.

[0096] It is noted that apparatus 400 may optionally include a processor module 408 having at
least one processor, in the case of apparatus 400 configured as computing device, rather than as a
processor. Processor 408, in such case, may be in operative communication with means 420-450, and
components thereof, via a bus 402 or similar communication coupling. Processor 408 may effect
initiation and scheduling of the processes or functions performed by means 420-450, and components
thereof.

[0097] In related aspects, apparatus 400 may include a connector 404 (e.g., a receiving port) for
mterfacing with the field traffic controller. Apparatus 400 may include a communication module 406
for communicating with means 420-450. A stand alone receiver and/or stand alone transmitter may be
used in lieu of or in conjunction with communication module 406.

[0098] In further related aspects, apparatus 400 may optionally include a means for storing
information, such as, for example, a memory device/module 410. Computer readable medium or
memory device/module 410 may be operatively coupled to the other components of apparatus 400 via

bus 402 or the like. The computer readable medium or memory device 410 may be adapted to store
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computer readable instructions and data for effecting the processes and behavior of means 420-450,
and components thereof, or processor 408 (in the case of apparatus 400 configured as a computing
device) or the methods disclosed herein.

[0099] In yet further related aspects, the memory module 410 may optionally include executable
code for the processor module 408 to provide a SPN between a TMC and a device (e.g., a field traffic
controller) by: (a) accessing a public network; (b) locating an authentication server of the TMC via the
public network; (c) sending a device identifier for the device to the authentication server; and (d)
establishing the SPN between the TMC and the device, in response to the authentication server
authenticating the device identifier. One or more of steps (a)-(d) may be performed by processor
module 408 in lieu of or in conjunction with the means 420-450 described above.

[0100] In accordance with one or more aspects of the embodiments described herein, Figure 5
illustrates an exemplary apparatus 500 (e.g., an authentication server) for providing a secure private
network between a TMC and a field security device, the field security device being in operative
communication with a field traffic controller. Apparatus 500 may include a communication module
506 adapted to receive a device identifier over a public network from the field security device, the
device identifier being based on a combination of at least one user-configurable parameter and at least
one non-user-configurable parameter of the field security device. Apparatus 500 may include at least
one processor operatively coupled to the communication module 506, and a memory module 510
operatively coupled to the at least one processor and comprising executable code for the at least one

Processor.

[0101] Apparatus 500 may comprise a means 520 for accessing a database of authorized device
identifiers corresponding to known field security devices, in response to communication module 506
receiving the device identifier from the field security device. Means 520 may comprise a means (not
illustrated) whereby registered and authorized field devices may access the SPN. Apparatus 500 may
further comprise a means 530 for establishing the SPN between the field security device and the TMC,
n response to the received device identifier matching one of the authorized device identifiers. In related

aspects, apparatus 500 may comprise an authentication server that is optionally located at the TMC.

[0102] It is noted that apparatus 500 may optionally include a processor module 508 having at
least one processor, in the case of apparatus 500 configured as computing device, rather than as a
processor. Processor 508, in such case, may be in operative communication with means 520-530, and
components thereof, via a bus 502 or similar communication coupling. Processor 508 may effect
initiation and scheduling of the processes or functions performed by means 520-530, and components

thereof.
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[0103] In related aspects, a stand alone receiver and/or stand alone transmitter may be used in licu
of or in conjunction with communication module 406. In further related aspects, apparatus 500 may
optionally include a means for storing information, such as, for example, a memory device/module 510.
Computer readable medium or memory device/module 510 may be operatively coupled to the other
components of apparatus 500 via bus 502 or the like. The computer readable medium or memory
device 510 may be adapted to store computer readable instructions and data for effecting the processes
and behavior of means 520-530, and components thereof, or processor 508 (in the case of apparatus
500 configured as a computing device) or the methods disclosed herein.

[0104] In yet further related aspects, the memory module 510 may optionally include executable
code for the processor module 508 to provide a SPN between a TMC and a field security device (in
operative communication with a field traffic controller) by: (a) in response to the communication
module receiving the device identifier from the field security device, accessing a database of authorized
device identifiers corresponding to known field security devices; and (b) in response to the received
device identifier matching one of the authorized device identifiers, establishing the SPN between the
field security device and the TMC. One or more of steps (a)-(b) may be performed by processor
module 508 in lieu of or in conjunction with the means 520-530 described above.

[0105] In accordance with one or more aspects of the embodiments described herein, Figure 6
illustrates an exemplary apparatus 600 (e.g., a network device) for securely communicating with a
TMC. Apparatus 600 may include a communication module 606 adapted to access a public network.
Apparatus 600 may include at least one processor operatively coupled to the communication module
606, and a memory module 610 operatively coupled to the at least one processor and comprising
executable code for the at Ieast one processor.

[0106] Apparatus 600 may comprise a means 620 for accessing the public network, and a means
630 for locating an authentication server of the TMC via the public network. Apparatus 600 may
further comprise a means 640 for sending a device identifier to the authentication server, the device
identifier being based on a combination of at least one user-configurable parameter and at least one
non-user-configurable parameter of the network device. Apparatus 600 may further comprise a means
650 for establishing a SPN with the TMC, in response to the authentication server authenticating the
device identifier. In related aspects, apparatus 600 may comprise a laptop computer, a mobile phone,
or any other network device.

[0107] It is noted that apparatus 600 may optionally include a processor module 608 having at
least one processor, in the case of apparatus 600 configured as computing device, rather than as a
processor. Processor 608, in such case, may be in operative communication with means 620-650, and

components thereof, via a bus 602 or similar communication coupling. Processor 608 may effect
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initiation and scheduling of the processes or functions performed by means 620-650, and components
thereof.

[0108] In related aspects, a stand alone receiver and/or stand alone transmitter may be used in licu
of or in conjunction with communication module 606. In further related aspects, apparatus 600 may
optionally include a means for storing information, such as, for example, a memory device/module 610.
Computer readable medium or memory device/module 610 may be operatively coupled to the other
components of apparatus 600 via bus 602 or the like. The computer readable medium or memory
device 610 may be adapted to store computer readable instructions and data for effecting the processes
and behavior of means 620-650, and components thereof, or processor 608 (in the case of apparatus
600 configured as a computing device) or the methods disclosed herein.

[0109] In yet further related aspects, the memory module 610 may optionally include executable
code for the processor module 608 to securely communicate with a TMC by: (a) accessing the public
network; (b) locating an authentication server of the TMC via the public network; (c¢) sending a device
identifier to the authentication server; and (d) establishing a SPN with the TMC, in response to the
authentication server authenticating the device identifier. One or more of steps (a)-(d) may be
performed by processor module 608 in lieu of or in conjunction with the means 620-650 described

above.

Methods for Secured Communication:

[0110] In accordance with one or more aspects of the embodiments described herein, Figure 7
illustrates an exemplary method 700 for providing a SPN between a device (e.g., a field security
apparatus/device, a network device, etc.) and a TMC that may involve steps 710-740 described below.
At step 710, the method 700 may involve accessing a public network. An authentication server of the
TMC may be located via the public network (step 720). Method 700 may involve sending a device
identifier for the device to the authentication server via the communication module, the device identifier
being based on a combination of at least one user-configurable parameter and at least one non-user-
configurable parameter of the device (step 730). At step 740, in response to the authentication server
authenticating the device identifier, the SPN may be established between the TMC and the device. The
established SPN may tunnel across one or more segments of the public network. In one approach, step
740 may comprise establishing the SPN between the TMC and a field security apparatus/device. In the
alternative, or in addition, step 740 may comprise establishing the SPN between the TMC and a
network device.

[0111] In accordance with one or more aspects of the embodiments described herein, Figure 8
illustrates an exemplary method 800 for securely communicating with a TMC that may involve steps

810-840 described below. At step 810, method 800 may involve accessing a public network (e.g., via a
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communication module or the like). An authentication server of the TMC may be located via the public
network or the like (step 820). Method 800 may involve sending a device identifier to the
authentication server via the communication module, the device identifier being based on a combination
of at least one user-configurable parameter and at least one non-user-configurable parameter of the
network device (step 830). At step 840, in response to the authentication server authenticating the
device identifier from the network device, method 800 may involve establishing a SPN between the
network device and the TMC.

[0112] While the present invention has been illustrated and described with particularity in terms of
preferred embodiments, it should be understood that no limitation of the scope of the invention is
mtended thereby. Features of any of the foregoing methods and devices may be substituted or added
mto the others, as will be apparent to those of skill in the art. It should also be understood that
variations of the particular embodiments described herein incorporating the principles of the present

mvention will occur to those of ordinary skill in the art and yet be within the scope of the invention.

2% 9% G

[0113] As used in this application, the terms “component,” “module,” “system,” and the like are
intended to refer to a computer-related entity, ¢ither hardware, firmware, a combination of hardware
and software, software, or software in execution. For example, a component can be, but is not limited
to being, a process running on a processor, a processor, an object, an executable, a thread of execution,
a program, and/or a computer. By way of illustration, both an application running on a computing
device and the computing device can be a component. One or more components can reside within a
process and/or thread of execution and a component can be localized on one computer and/or
distributed between two or more computers. In addition, these components can execute from various
computer readable media having various data structures stored thereon. The components can
communicate by way of local and/or remote processes such as in accordance with a signal having one
or more data packets (e.g., data from one component interacting with another component in a local
system, distributed system, and/or across a network such as the Internet with other systems by way of
the signal).

[0114] It is understood that the specific order or hierarchy of steps in the processes disclosed
herein in an example of exemplary approaches. Based upon design preferences, it is understood that
the specific order or hierarchy of steps in the processes may be rearranged while remaining within the
scope of the present disclosure. The accompanying method claims present elements of the various steps
in sample order, and are not meant to be limited to the specific order or hierarchy presented.

[0115] Moreover, various aspects or features described herein can be implemented as a method,
apparatus, or article of manufacture using standard programming and/or engineering techniques. The

term “article of manufacture” as used herein is intended to encompass a computer program accessible

from any computer-readable device, carrier, or media. For example, computer-readable media can
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include but are not limited to magnetic storage devices (e.g., hard disk, floppy disk, magnetic strips,
etc.), optical disks (e.g., compact disk (CD), digital versatile disk (DVD), etc.), smart cards, and flash
memory devices (e.g., Erasable Programmable Read Only Memory (EPROM), card, stick, key drive,
etc.). Additionally, various storage media described herein can represent one or more devices and/or
other machine-readable media for storing information. The term “machine-readable medium” can
include, without being limited to, wireless channels and various other media capable of storing,
containing, and/or carrying instruction(s) and/or data.

[0116] Those skilled in the art will further appreciate that the various illustrative logical blocks,
modules, circuits, methods and algorithms described in connection with the examples disclosed herein
may be implemented as electronic hardware, computer software, or combinations of both. To clearly
illustrate this interchangeability of hardware and software, various illustrative components, blocks,
modules, circuits, methods and algorithms have been described above generally in terms of their
functionality. Whether such functionality is implemented as hardware or software depends upon the
particular application and design constraints imposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for each particular application, but such
implementation decisions should not be interpreted as causing a departure from the scope of the present

invention.
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WHAT IS CLAIMED IS:

1. A field security device for providing a secure private network (SPN) between a field
traffic controller and a traffic management center (TMC), comprising:
a first connector for interfacing with the field traffic controller;
a communication module;
at least one processor operative coupled to the first connector and the communication
module; and
a memory module operatively coupled to the at least one processor and comprising
executable code for the at least one processor to:
access a public network via the communication module;
locate an authentication server of the TMC via the public network;
send a device identifier to the authentication server via the communication
module, the device identifier being based on a combination of at least one user-
configurable parameter and at least one non-user-configurable parameter of the field
security device; and
i response to the authentication server authenticating the device identifier
from the field security device, establish the SPN between the field security device and
the TMC, wherein the established SPN tunnels across at least one segment of the
public network.

2. The field security device of Claim 1, wherein the at least one non-user-configurable
parameter comprises at least one of CPU ID, CPU model, CPU manufacturer, and CPU voltage for the
field security device.

3. The field security device of Claim 1, wherein the at least one non-user-configurable
parameter is based on a carbon degradation characteristic of a computer chip of the field security
device.

4. The field security device of Claim 1, wherein the at least one non-user-configurable
parameter is based on a silicone degradation characteristic of a computer chip of the field security
device.

5. The field security device of Claim 1, wherein the at least one user-configurable
parameter comprises one of hard disk volume name, user name, device name, user password, and hard
disk initialization date for the field security device.

6. The field security device of Claim 1, wherein the device identifier is generated by
utilizing at least one irreversible transformation of the at least one user-configurable parameter and the

at least one non-user-configurable parameter of the field security device.
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7. The field security device of Claim 6, wherein the device identifier is generated by
utilizing a cryptographic hash function on the at least one user-configurable parameter and the at least
one non-user-configurable parameter of the field security device.

8. The field security device of Claim 1, wherein the communication module is adapted for
wireless communication.

9. The field security device of Claim 1, wherein the public network comprises the public
Internet.

10. The field security device of Claim 1, wherein the public network comprises a wireless
communication network, the wireless communication network implementing at least one of CDMA and
GSM standards.

11. The field security device of Claim 1, wherein the public network comprises a wireless
communication network, the wireless communication network implementing at least one of 802.11a,
802.11b, 802.11g, 802.11n, and 802.11p standards.

12. The field security device of Claim 1, wherein the traffic controller comprises a traffic
signal.

13. The field security device of Claim 1, wherein the traffic controller comprises a
surveillance camera.

14. The field security device of Claim 1, wherein the traffic controller is housed in a field
traffic cabinet.

15. The field security device of Claim 14, wherein the field security device is adapted to be
housed in the field traffic cabinet.

16. The field security device of Claim 1, wherein the first connector comprises a receiving
port.

17. An authentication server for providing a secure private network (SPN) between a
traffic management center (TMC) and a field security device, the field security device being in
operative communication with a field traffic controller, comprising:

a communication module adapted to receive a device identifier over a public network
from the field security device, the device identifier being based on a combination of at least one
user-configurable parameter and at least one non-user-configurable parameter of the field
security device;

at least one processor operatively coupled to the communication module; and

a memory module operatively coupled to the at least one processor and comprising

executable code for the at least one processor to:
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n response to the communication module receiving the device identifier from
the field security device, access a database of authorized device identifiers
corresponding to known field security devices; and

in response to the received device identifier matching one of the authorized
device identifiers, establish the SPN between the field security device and the TMC,

wherein the established SPN tunnels across at least one segment of the public network.

18. The server of Claim 17, wherein the authentication server is located at the TMC.

19. The server of Claim 17, wherein the communication module is adapted for wireless
communication.

20. The server of Claim 17, wherein the public network comprises the public Internet.

21. A network device for securely communicating with a traffic management center

(TMC), comprising:
a communication module adapted to access a public network;
at least one processor operatively coupled to the communication module; and
a memory module operatively coupled to the at least one processor and comprising
executable code for the at least one processor to:

access the public network via the communication module;

locate an authentication server of the TMC via the public network;

send a device identifier to the authentication server via the communication
module, the device identifier being based on a combination of at least one user-
configurable parameter and at least one non-user-configurable parameter of the
network device; and

in response to the authentication server authenticating the device identifier
from the network device, establish a secure private network (SPN) between the
network device and the TMC, wherein the established SPN tunnels across at least one
segment of the public network.

22. The network device of Claim 21, wherein the network device comprises one of a laptop
computer or a mobile phone.

23. The network device of Claim 21, wherein the at least one non-user-configurable
parameter comprises at least one of CPU ID, CPU model, CPU manufacturer, and CPU voltage for the
network device.

24. The network device of Claim 21, wherein the at least one non-user-configurable
parameter is based on a carbon degradation characteristic of a computer chip of the network device.

25. The network device of Claim 21, wherein the at least one non-user-configurable

parameter is based on a silicone degradation characteristic of a computer chip of the network device.
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26. The network device of Claim 21, wherein the at least one user-configurable parameter
comprises one of hard disk volume name, user name, device name, user password, and hard disk
nitialization date for the network device.

27. The network device of Claim 21, wherein the device identifier is generated by utilizing
at least one irreversible transformation of the at least one user-configurable parameter and the at least
one non-user-configurable parameter of the network device.

28. The network device of Claim 27, wherein the device identifier is generated by utilizing
a cryptographic hash function on the at least one user-configurable parameter and the at least one non-
user-configurable parameter of the network device.

29. The network device of Claim 21, wherein the communication module is adapted for
wireless communication.

30. The network device of Claim 21, wherein the public network comprises the public
Internet.

31. A method for providing a secure private network (SPN) between a device and a traffic
management center (TMC), comprising:

accessing a public network;

locating an authentication server of the TMC via the public network;

sending a device identifier for the device to the authentication server via the
communication module, the device identifier being based on a combination of at least one user-
configurable parameter and at least one non-user-configurable parameter of the device; and

n response to the authentication server authenticating the device identifier, establishing
the SPN between the TMC and the device, wherein the established SPN tunnels across at least
one segment of the public network.

32. The method of Claim 31, wherein establishing the SPN comprises establishing the SPN
between the TMC and a field security apparatus.

33. The method of Claim 31, wherein establishing the SPN comprises establishing the SPN

between the TMC and a network device.
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