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CONFIGURING SYSTEM RESOURCES FOR DIFFERENT REFERENCE
ARCHITECTURES

BACKGROUND OF THE INVENTION

[0001] In order to configure a network, a network administrator may specify a declarative
requirement of a desired network configuration. For example, the network administrator may
specify a declarative requirement of what the final network configuration should be rather than the
mechanics of how to accomplish the network configuration. Often these declarative requirements
must include very specific types of requirements specific to a particular type of network
architecture to be created. However, in many instances, the network administrator may desire
flexibility in being able to utilize different network architectures for desired requirements of a
service to be provided. For example, rather than limiting a user to a single type of network
architecture that has been preconfigured to be able to be implemented, the user may desire to easily
change to and implement a new/different network architecture to provide the service of the
requirements. Therefore, there exists a need for a more flexible way to specify an intent of a desired

service.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0003] Figure 1 is a diagram illustrating an embodiment of a network management
environment.

[0004] Figure 2A is a flowchart illustrating an embodiment of a process for publishing
network requirements.

[0005] Figure 2B is a flowchart illustrating an embodiment of a process for processing
constraints.

[0006] Figure 3A is a flowchart illustrating an embodiment of a process for publishing

device requirements.

[0007] Figure 3B is a flowchart illustrating an embodiment of an example process for
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automatically configuring a network using received declarative requirements.

[0008] Figure 3C is a block diagram illustrating processing stages/levels of an example

process for automatically configuring an 1.3 Clos network.

[0009] Figure 4 is a flowchart illustrating an embodiment of a process for generating native

hardware instructions.

[0010] Figure 5 is a flowchart illustrating an embodiment of a process for generating a
verification model.

[0011] Figure 6 is a flowchart illustrating an embodiment of a process for detecting status
parameters.

[0012] Figure 7 is a flowchart illustrating an embodiment of a process for analyzing
verification reports.

[0013] Figure 8A shows a portion of an example of declarative requirements resulting from

the set of requirements received in 502 that has been processed to specify topology of connections

between network components.

[0014] Figure 8B shows an example of at least a portion of a verification model (e.g., in

JSON format) generated to verify at least a portion of received requirements.

[0015] Figure 8C shows a portion of an example device configuration generated to

implement at least a portion of received requirements.

[0016] Figure 9 is a flowchart illustrating an embodiment of a process for rendering

configuration/requirements and verification models for system components to provide a service.

[0017] Figure 10A is an example of a blueprint for an 1.3 Clos type reference network
architecture.
[0018] Figure 10B is a block diagram illustrating an example of system components and

links specified by blueprint 1000 of Figure 10A.

[0019] Figure 10C is an example of a blueprint for an Access Aggregation type reference

network architecture.

[0020] Figure 10D is a block diagram illustrating an example of system components and
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links specified by blueprint 1010 of Figure 10C.

[0021] Figure 10E is an example implementation of a dispatcher for identifying and
invoking configuration/requirement rendering functions for example 1.3 Clos and Access

Aggregation reference architecture examples.

DETAILED DESCRIPTION

[0022] The mvention can be implemented in numerous ways, including as a process; an
apparatus; a system; a composition of matter; a computer program product embodied on a computer
readable storage medium; and/or a processor, such as a processor configured to execute instructions
stored on and/or provided by a memory coupled to the processor. In this specification, these
implementations, or any other form that the invention may take, may be referred to as techniques.
In general, the order of the steps of disclosed processes may be altered within the scope of the
invention. Unless stated otherwise, a component such as a processor or a memory described as
being configured to perform a task may be implemented as a general component that is temporarily
configured to perform the task at a given time or a specific component that is manufactured to
perform the task. As used herein, the term ‘processor’ refers to one or more devices, circuits,

and/or processing cores configured to process data, such as computer program instructions.

[0023] A detailed description of one or more embodiments of the invention is provided
below along with accompanying figures that illustrate the principles of the invention. The
invention is described in connection with such embodiments, but the invention is not limited to any
embodiment. The scope of the invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and equivalents. Numerous specific details are
set forth in the following description in order to provide a thorough understanding of the invention.
These details are provided for the purpose of example and the invention may be practiced according
to the claims without some or all of these specific details. For the purpose of clarity, technical
material that is known in the technical fields related to the invention has not been described in

detail so that the invention is not unnecessarily obscured.

[0024] Configuring system resources is disclosed. For example, one or more network
devices are configured to provide a network service desired according to declarative requirements.
In some embodiments, a specification of an intent that specifies a desired service and a reference
architecture to be utilized is received. For example, a user/network administrator specifies

declarative requirements of a network service to be configured along with a specification of a
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network architecture to be utilized to provide the network service. The reference architecture may
identify a standard manner in which component systems and devices are to be organized to provide
a service. For example, the reference architecture identifies a network topology and one or more
protocols to be utilized to provide an intended network service. The service is rendered to provide
instructions for dispatch to a plurality of devices having roles. For example, devices that are to
provide the service are provided instructions to implement the respective service component at the
various devices serving different roles. The roles may correspond to various different types of
component systems/devices of the reference architecture. Rendering the service includes specifying
a function based on the reference architecture and a role played by a device. For example, for each
different combination of reference architecture and role, a different function that renders the service
for the device of the role of the reference architecture is specified. When a new reference
architecture is to be utilized to implement the service, the specification of the reference architecture
may be switched to the new reference architecture and a new program function for each role of the
new reference architecture is specified and utilized to render the service for the new reference

architecture.

[0025] Figure 1 is a diagram illustrating an embodiment of a network management
environment. Management server 102 is connected to data store 104, network device 106, and
network device 108 via network 110. In some embodiments, management server 102 provides a
network configuration, monitoring, and management solution. For example, a user may utilize a
solution at least in part provided by management server 102 to set up a network configuration, set
up a network device, monitor performance of a network, monitor devices of a network, automate
tasks, and otherwise perform management of devices of the network. In the example shown,
management server 102 is utilized to manage at least network device 106 and network device 108.
Management server 102 includes interaction agent 112 and application agent 114. For example,
interaction agent 112 and application agent 114 are software components and/or hardware
components of management server 102. In some embodiments, management server 102 is
specialized custom hardware. In some embodiments, management server 102 is utilized to

configure hardware network switches.

[0026] Interaction agent 112 facilitates interactions with users to receive and provide
desired requirements, specifications, and status updates. For example, a user accesses interaction
agent 112 via a user interface (e.g., web interface, application interface, command line interface,
application programming interface (API), configuration file interface, etc.) provided directly and/or

remotely (e.g., via display, wired connection, network, etc.). Using the user interface, a user may
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provide high level requirements that specify a desired configuration of a desired network/device
and/or receive information regarding status of devices/components of the desired network and/or an
implementation status regarding the desired configuration requirements. Interaction agent 112 may
manage a plurality of application agents. For example, interaction agent 112 selects an application
agent among a plurality of applications to achieve/complete a desired network requirement. In
some embodiments, interaction agent 112 is accessed by a user via a RESTful API For example,
HTTP methods (e.g., GET, PUT, POST, DELETE, etc.) are utilized to access and manage
information via the API. URIs may be utilized to reference state and resources. In some
embodiments, a user specifies one or more declarative requirements of a desired network
configuration using interaction agent 112. The declarative requirements may be specified at one or
more selected stages/levels among a plurality of stages/levels. In some embodiments, a user
specifies one or more constraints (e.g., resources, policies, etc.) of a desired network configuration

using interaction agent 112.

[0027] Application agent 114 implements and manages the desired network requirements,
configurations, and status updates across various network devices. In some embodiments,
application agent 114 provides device requirement instructions to and receives status information
from various devices of a network being managed. For example, using desired network
requirements, application agent 114 determines individual device requirements to implement the
desired network requirements. The device requirements determined by application agent 114 may
be declarative device requirements such that the device requirements may be translated to any of a
number of different native device instructions (e.g., native instructions of devices of different
vendors, device versions, device operating systems, programming interfaces, etc.) to implement the
device requirements. In the example shown, application agent 114 has selected network devices
106 and 108 to implement the desired network requirements and generates unique device

requirements for each network device 106 and 108.

[0028] In some embodiments, in translating the desired network requirements to the device
requirements, a plurality of different successive processing stages/levels may be utilized. The
network requirements may be specified for any of the different processing stage levels. For
example, network requirements may be specified at the most general and highest level and/or at a
lower and more specific stage/level. Each processing stage/level may translate an input declarative
requirement to an output declarative requirement that may be utilized as the input declarative
requirement for the next subsequent lower processing stage/level. For each processing stage/level,

the application agent merges an input declarative requirement with one or more constraints (e.g.,
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resources available, policies to follow, etc.) to determine the output declarative requirement. By
being able to provide desired declarative network requirements of any selected stage/level of a
plurality of different processing stages/levels, a user is given the option to tune the level/amount of
control desired by the user in configuring the network. For example, a network administrator who
desires to quickly set up a default configuration network may specify declarative requirements at
the highest stage/level while a network administrator who desires to set up a more customized and
specific network may specify declarative requirements at a lower stage/level. In some
embodiments, each processing stage/level performs a different function. For example, one
processing stage/level determines a logical connectivity in its output declarative requirements,
another processing stage/level determines physical connectivity in its output declarative
requirements, and another processing stage/level determines a cabling diagram in its output

declarative requirements.

[0029] In various embodiments, any number of application agents may exist. Each
application agent may perform the same and/or different functions. In some embodiments,
application agent 114 and/or another application agent coordinates and performs verification that a
service is functioning. For example, the desired configuration of a desired network/device service
that has been received is utilized to generate one or more device verification models for one or
more devices that are utilized. Each device verification model may identify one or more parameters
to be verified/detected for the specific device of the verification model. The device verification
model is different from device requirements provided to a device to implement the device
requirements to configure the device. For example, device requirements are provided to
configure/set up a device to provide service whereas the device verification model is provided to
verify a status and/or configuration of the service. In some embodiments, in response to the device
verification model, a status report is received from the corresponding device that identifies status of
the one or more parameters identified in the verification model. An application agent may then
aggregate and analyze one or more status reports to determine whether the service has been

properly implemented/configured and/or is properly functioning.

[0030] Proxy agent 116 receives its device requirements for network device 106 and proxy
agent 118 receives its device requirements for network device 108. Each proxy agent may generate
and/or implement/execute native hardware instructions implementing its device requirements to

configure its associated individual network device.

[0031] In some embodiments, proxy agent 116 receives a device verification model for

network device 106 and proxy agent 118 receives a device verification model for network device
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108. Each proxy agent may determine one or more status parameters to be reported to verify the
corresponding device verification model and gather/detect the determined status parameters. Then
each proxy agent may provide a status report of the gathered/detected status parameters to an
application agent that is handling the verification of the service being provided (e.g., provided to an
application agent of management server 102). In some embodiments, each proxy agent reports
information about a status, an operation, and/or other information of its associated device(s).
Application agent 114 may then collect and process the reported information to report the
information and/or to perform a responsive action. For example, when a proxy agent provides a
status update that its associated device is overloaded, the application agent may add a new device to
a network to offload processing and/or to move a processing task of the overloaded device to
another network device. The collected status information may be provided by application agent 114

to interaction agent 112 as a report and/or a request for action.

[0032] Communications between interaction agent 112, application agent 114, and proxy
agents 116 and 118 are facilitated via data store 104. In some embodiments, interaction agent 112,
application agent 114, and proxy agents 116 and 118 do not directly communicate with each other.
For example, rather than maintaining state information and managing communication between
agent components directly at each agent component, the data store 104 is utilized to track and
provide state information and communications of agent components. All state information (e.g.,
state of device, requirements, configurations, etc.) of the agents may be stored in data store 104
rather than storing state information in the agents. When data is to be communicated between the
agents, a sending agent publishes/stores the data to be communicated to data store 104. The agent
receiving the data may read the data from data store 104 and/or may be pushed the data. For
example, an agent subscribes to be notified when a certain type of data is stored in data store 104
and the agent is notified when a new or a modification to the certain type of data is received at data
store 104. In some embodiments, an agent periodically polls/checks data store 104 for data. Data
store 104 may be included in a networked storage service. In the example shown, the agents access
data store 104 via network 110. In some embodiments, data store 104 is directly connected to
management server 102 via a non-shared connection. In various embodiments, data store 104 is
included in any of the components shown in Figure 1. For example, data store 104 is included in
server 102. Data store 104 may include a server that manages data stored in data store 104 (e.g.,
manages data subscriptions). Examples of data store 104 include a database, a highly available

storage, a distributed storage, a cloud storage, a data service, or any other type of data storage.

[0033] Network device 106 and network device 108 may be any type of device connected
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to network 110. Examples of network device 106 and network device 108 include a server, a
network switch, a network router, a cache server, a storage device, a hypervisor switch, a virtual
router, a load balancer, a firewall, a network fabric device, a virtual network device, a software
device, a software component, or any type of computer or networking device that may be physical
or virtual. Proxy agent 116 is a software and/or hardware component included in network device
106. Proxy agent 116 manages network device 106. Proxy agent 118 is a software and/or hardware
component included in network device 108. Proxy agent 118 manages network device 108.
Examples of network 110 include one or more of the following: a direct or indirect physical
communication connection, a mobile communication network, Internet, intranet, Local Area
Network, Wide Area Network, Storage Area Network, and any other form of connecting two or
more systems, components, or storage devices together. Other communication paths may exist and

the example of Figure 1 has been simplified to illustrate the example clearly.

[0034] Although single instances of many of the components shown in Figure 1 have been
shown to simplify the diagram, additional instances of any of the components shown in Figure 1
may exist. For example, any number of management servers, storages, and network devices may
exist. Management server 102 may be a cluster of servers and storage 104 may be a distributed
storage. Any number of interaction agents, application agents, and/or proxy agents may exist. A
single server/device may include any number of interaction agents, application agents, and/or proxy
agents. A single interaction agent, application agent, and/or proxy agent may provide a service for a
plurality of services/devices. A single interaction agent may interact with a plurality of application
agents. For example, different types of network requirements and status updates may be handled by
different application agents that all interface with a single interaction agent. Although the example
shown in Figure 1 shows application agent and interaction agent included/installed on the same
management server, they may be included in different servers/devices. Although the example
shown in Figure 1 shows each proxy agent included/installed in their respective associated network
device, the proxy agents may be included in different servers/devices. For example, the proxy
agents are included in management server 102. Although the example shown in Figure 1 shows that
a single proxy agent is only assigned to manage a single associated network device, in some
embodiments, a single proxy agent may be assigned to manage a plurality of network devices.
Components not shown in Figure 1 may also exist. In some embodiments, each resource (e.g., each
agent, server, and network device) of Figure 1 may belong to a domain. For example, resources
belonging to the same domain are interoperable and may function together to perform a network
configuration and/or management task. In some embodiments, each resource may only belong to

one domain and only resources within the same domain are guaranteed to be interoperable to
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perform a network configuration and/or management task. Certain resources may belong to a
plurality of domains. A plurality of domains may be utilized to manage a single network. The
components shown in Figure 1 may be components of one or more domains. Any of the

components shown in Figure 1 may be a physical or a virtual component.

[0035] Figure 2A is a flowchart illustrating an embodiment of a process for publishing
network requirements. The process of Figure 2A may be implemented on management server 102
of Figure 1. In some embodiments, the process of Figure 2A is performed by interaction agent 112

of Figure 1.

[0036] At 202, a set of network requirements is received at an interaction agent. In some
embodiments, the interaction agent is interaction agent 112 of Figure 1. The interaction agent may
interface with a user and/or a user system. The interaction agent may be a software and/or hardware
component and may be included in a server utilized to manage a network (e.g., manage network
devices). In some embodiments, the interaction agent interacts with (e.g., manages) one or more
application agents. For example, the interaction agent selects one or more application agents that
will be implementing the set of network requirements and/or reporting on their status. A user or a
user system may access the interaction agent via a user interface (e.g., web interface, visual display
interface, application interface, command line interface, application programming interface (API),
RESTful API, configuration file interface, etc.) provided directly and/or remotely (e.g., via display,

wired connection, network, etc.).

[0037] In some embodiments, the set of network requirements includes a specification of an
intent that identifies a desired service and an associated reference architecture to be used to
implement the intent. The reference architecture may identify a standard manner in which
component systems and devices are to be organized to provide a service. For example, the reference
architecture identifies a network topology and protocol(s) to be utilized to provide an intended
network service. The intent may specify one or more requirements (e.g., declarative network
requirements) of the desired service independent of the reference architecture to be utilized. For
example, the intent may specify that 20 servers are to be networked together. The intent is to be
implemented using the specified reference architecture and by changing the specification of the
reference architecture, implementation of the same intent may be changed to utilize the newly
specified reference architecture. By separating the specification of the intent and the reference
architecture, different reference architecture implementations of the intent may be achieved by

simply specifying different reference architectures along with the same intent.
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[0038] In some embodiments, the set of network requirements includes a desired
configuration, setting, topology, and/or other specifications of a network/service and/or one or
more devices connected or able to be connected to the network. In some embodiments, the set of
network requirements includes a set of declarative requirements. For example, declarative
requirements express a desired configuration of network components without specifying an exact
native device configuration and control flow. By utilizing declarative requirements, what should be
accomplished may be specified rather than how it should be accomplished. Declarative
requirements may be contrasted with imperative instructions that describe the exact device
configuration syntax and control flow to achieve the configuration. By utilizing declarative
requirements rather than imperative instructions, a user and/or user system is relieved of the burden
of determining the exact device configurations required to achieve a desired result of the
user/system. For example, it is often difficult and burdensome to specify and manage exact
imperative instructions to configure each device of a network when various different types of
devices from different vendors are utilized. The types and kinds of devices of the network may
dynamically change as new devices are added and device failures occur. Managing various
different types of devices from different vendors with different configuration protocols, syntax, and
software versions to configure a cohesive network of devices is often difficult to achieve. Thus, by
only requiring a user/system to specify declarative requirements that specify a desired result
applicable across various different types of devices, management and configuration of the network

devices becomes more efficient.

[0039] In various embodiments, the set of network requirements specifies a desired
configuration, a desired action, a command, or any other instruction or desired result of one or
more devices. One example of the set of network requirements is a set of requirements to establish

a connected network of servers.

[0040] For example, the intent is connect 144 servers together and the reference
architecture is a mesh network (e.g., Layer 3 Clos Network). In a Clos Network reference
architecture, every lower-tier switch (e.g., leaves) is connected to each of the top-tier switches (e.g.,
spines) in a full-mesh topology. A portion of an example intent that specifies an instruction to

establish an 1.3 Clos network configuration received via a received requirements file is below:
Network architecture = Clos/BGP

# of switches connected = 144

10
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1P address pool = 10.0.0.0/20

The above requirements specify that a network with 144 network switches should be established
and the network architecture topology of the network to be established is a Clos network using
Border Gateway Protocol (BGP) with switched assigned IP address from the range 10.0.0.0 through
10.0.15.255.

[0041] In some embodiments, the set of requirements is verified for validity and
correctness. For example, it is verified that the set of network requirements has been received from
an authorized and validated source, the provided requirement specification syntax is correct, valid
requirements have been provided, all required parameters for a desired result have been specified,
and provided requirements are able to be achieved via available hardware/software

resources/devices.

[0042] In some embodiments, the set of requirements is a set of declarative requirements
that specify a desired configuration, a desired action, a desired mapping result, a command, or any
other desired result of one or more declarative requirement processing stages/levels. In some
embodiments, the set of requirements may be specified for one or more selected processing
stages/levels of successive declarative requirement processing stages/levels. For example, there
exists a plurality of processing successive stages/levels that successively require more
specific/lower stage/level declarative requirements at each lower stage/level and a user may specify
declarative requirements for any one of the stages/levels. In some embodiments, each of the
processing stages/levels determines additional aspects of a network to be configured. For example,
the output of each processing stage/level includes additional declarative requirements that further

define additional aspects of the desired network.

[0043] In some embodiments, the set of declarative requirements is specified for a selected
processing stage/level. For example, network declarative requirements can be specified for the most
general and highest processing stage/level or for a lower and more specific processing stage/level
based on the amount of customization and detail desired to be controlled when automatically
setting up a network defined by the specified declarative requirements. Each processing stage/level
may translate an input requirement to an output requirement that may be utilized as the input
requirement for the next processing stage/level, if applicable. For example, by successively
converting declarative requirements to a lower stage/level declarative requirement with more
specificity at each of the plurality of processing levels/stages, declarative requirements for each

specific device to be configured by each proxy agent of each specific device are determined.

11
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[0044] In some embodiments, rather than requiring a user to specify declarative
requirements that conform to a single specificity level, the user is able to specify declarative
requirements at any of a plurality of different specificity levels corresponding to the plurality of
processing levels/stages. Thus, by being able to provide desired network declarative requirements
at any of a plurality of different selected levels, a user is given the option to specify the
level/amount of control desired by the user in configuring the network. For example, a network
administrator who desires to quickly set up a default configuration network may specify declarative
requirements at the highest stage/level (e.g., number of servers to be supported) while a network
administrator who desires to set up a more customized and specific network may specify
declarative requirements at a lower stage/level (e.g., specific cable connection mapping between

network switches).

[0045] In some embodiments, each stage processes an input requirement using one or more
constraints (e.g., resources available, policies to follow, etc.) to determine the output requirement.
In some embodiments, constraints are received at the interaction agent. For example, a user
provides the constraints (e.g., resources available, policies to follow, etc.) for storage in a data store
for use in one or more processing stages. In some embodiments, if a required declarative
requirement has not been specified by a user, a default declarative requirement that is consistent
with the specified declarative requirement is utilized. In some embodiments, declarative
requirements may be specified for a plurality of different processing stages/levels. For example, a
user may specify a high level declarative requirement for the starting processing stage/level but also
for another lower processing stage/level to customize a desired aspect. In some embodiments, the

declarative requirements are specified in JavaScript Object Notation (i.e., JSON) format.

[0046] At 204, at least a portion of the set of network requirements is published to a system
data store. For example, the set of network requirements is published to data store 104 of Figure 1.
In some embodiments, one or more received constraints are published to a system data store. In
some embodiments, one or more constraints may be automatically determined. In some
embodiments, the interaction agent is stateless. For example, the interaction agent does not
maintain its own storage that tracks states of requirement processing and communication. Rather
than storing and keeping track of its state data, the state data is stored/published to a remote
network data store (e.g., data store 104 of Figure 1). By being stateless, the interaction agent may
be quickly replaced/restarted when it encounters an error without the need to restore state

information in the replaced component.

[0047] In some embodiments, publishing the set of network requirements and/or constraints

12
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includes storing the set of network requirements and/or constraints in the system data store to allow
an application agent to read and access the published set of requirements and/or constraints. Thus,
rather than directly communicating the set of network requirements to the application agent, the
interaction agent publishes the set of requirements to the storage to communicate the information to
the application agent. In some embodiments, publishing the set of requirements includes selecting
one or more application agents that are to receive appropriate network requirements. For example,
there exists a plurality of different application agents and each application agent performs a
different type of processing and/or processing for a different set of one or more network devices. In
another example, the same and/or different application agents may perform each processing
stage/level of a plurality of different processing stages/levels. In order to achieve/complete the set
of network requirements, the set of network requirements may need to be routed to the appropriate
application agent for further processing. In some embodiments, the set of network requirements is
processed to identify which application agent should receive which portion (or all) of the set of
requirements and the requirement(s) to be received by each appropriate application agent is
published to a different storage location or identified by a different identifier of the system data
store corresponding to the appropriate application agent. For example, the data store includes
different data records corresponding to each different application agent and requirement(s) may be
communicated to an application agent by publishing requirements to the corresponding data record
of the desired application agent. In another example, an identifier included in the published data
identifies which application agent should receive the published data. In some embodiments, one or
more other network requirements associated with the received set of network requirements are
determined and published. For example, a default network requirement for one or more associated
processing stages/levels of the received set of network requirements is automatically determined

and published for processing.

[0048] In some embodiments, the received set of requirements and/or constraints is
modified prior to being published. For example, the received set of network requirements is
translated into a form that can be published to a data store. In another example, additional
requirements determined to be required to achieve the received set of requirements are added. In
another example, one or more requirements determined to be not required to achieve the received
set of requirements are removed. In another example, one or more requirements of the received set

of requirements are modified.

[0049] In some embodiments, publishing the set of requirements includes storing/creating

an identifier in the system data store that identifies the status of one or more requirements of the set
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of network requirements. For example, an identifier is stored in the system data store that identifies
that the set of network requirements has been published in the system data store and is ready to be
processed by one or more application agents. As the set of network requirements is processed by an
application agent and other agents, the status identifier may be updated by an application agent or
other agents to provide an update of the status of achieving/completing the corresponding

requirements.

[0050] Figure 2B is a flowchart illustrating an embodiment of a process for processing
constraints. The process of Figure 2B may be implemented on management server 102 of Figure 1.

In some embodiments, the process of Figure 2B is performed by interaction agent 112 of Figure 1.

[0051] At 212, constraints are received. In some embodiments, one or more constraints are
received from a user via an interface. For example, constraints (e.g., resources available, policies to
follow, etc.) are received at the interaction agent via a user interface (e.g., web interface,
application interface, command line interface, application programming interface (API), RESTful
API, configuration file interface, etc.). In some embodiments, the constraints have been
automatically determined. For example, the constraints include a list of network switches available
and the available resources have been automatically discovered. In some embodiments, the
constraints include information identifying resources. For example, identification information about
hardware and/or software resources available to be utilized to determine an output declarative
requirement is received. In some embodiments, the constraints include specification of one or more
policies. For example, a policy specification of how to determine an output requirement is specified
by a policy constraint (e.g., how to assign device names, how to assign port mappings, etc.). In
some embodiments, the policy constraint may include one or more rules, logic, program code,
and/or mappings that at least in part specify how to determine an output from an input declarative
requirement. In some embodiments, the constraints may be utilized together with an input
declarative requirement by an application agent to determine an output requirement for at least one
processing stage/level of a plurality of processing stages/levels of the application agent. In some

embodiments, the received constraint is associated with at least one specific processing stage/level.

[0052] At 214, the received constraints are stored. In some embodiments, storing the
received constraints includes publishing the constraints to a system data store. For example, the
constraints are published to data store 104 of Figure 1. In some embodiments, publishing the
constraints includes storing the constraints in the system data store to allow an application agent to
read and access the published constraints for use during one or more processing stages/levels. Thus,

rather than directly communicating the constraints to the application agent, the interaction agent
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publishes the set of requirements to the storage to communicate the information to the application
agent. In some embodiments, publishing the constraints includes selecting one or more application
agents that are to receive appropriate constraints. For example, there exists a plurality of different
application agents and each application agent performs a different type of processing and/or
processing for a different processing stage/level. In another example, the same and/or different
application agents may perform each processing stage/level of a plurality of linked processing
stages/levels. In some embodiments, publishing the constraints includes selecting one or more
processing stages/levels that will be utilizing one or more appropriate constraints. In some
embodiments, the received constraints are modified prior to being published. For example, the
received constraints are translated into a form that can be published to a data store. In another
example, additional constraints determined to be required for processing are added. In another

example, one or more constraints determined to be not required are removed.

[0053] Figure 3A is a flowchart illustrating an embodiment of a process for publishing
device requirements. The process of Figure 3A may be implemented on management server 102 of
Figure 1. In some embodiments, the process of Figure 3A is performed by application agent 114 of
Figure 1. In some embodiments, the process of Figure 3A is performed for each set of network
requirements to be processed by one or more application agents. In some embodiments, the process
of Figure 3A is performed for each declarative requirement processing stage/level of a plurality of

successive processing stages/levels.

[0054] At 302, a set of network requirements is received at an application agent. In some
embodiments, the application agent is application agent 114 of Figure 1. In some embodiments, the
application agent is a software and/or hardware component that manages desired requirements,
configurations, and status updates across various network devices. For example, the application
agent provides instructions to and receives status information from various devices of a network
being managed. In some embodiments, different types of application agents that perform different
functions may exist. For example, network requirements are provided to a specific application

agent by matching the requirements to the specific functionality of the specific application agent.

[0055] In some embodiments, the received set of requirements is the set of requirements
published in 204 of Figure 2A. In some embodiments, receiving the set of network requirements
includes receiving an indication that the set of requirements has been stored in a data store for the
application agent. For example, a system data store such as data store 104 of Figure 1 includes a
data record where data for the application agent can be published and/or the system data store

recognizes where a published data should be routed based on an included identifier. Each different
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application agent may subscribe to one or more data records of the system data store and/or
subscribe to one or more identifiers that identify content to be routed to the subscribed application
agent. In one example, the system data store includes a different data record for each different
application agent and the each application agent subscribes to at least its corresponding data record.
In another example, each application agent subscribes to an identifier and the system data store

routes published data with the identifier to the subscribed application agent.

[0056] In some embodiments, by subscribing to a data record, the application agent may be
provided a notification by the data storage in the event data is published to a subscribed data record
and/or includes a subscribed data identifier. In some embodiments, by subscribing to a data record
and/or a data identifier, the application agent may be automatically provided/sent any data
published to the subscribed data record and/or identified by the data identifier. In some
embodiments, the receiving the set of network requirements includes receiving an indication that
the set of network requirements of interest has been stored in the data store and the application
agent requests and obtains the set of network requirements of interest. For example, the set of
network requirements for a specific processing stage/level to be processed by the application agent
is received. In some embodiments, the receiving the set of network requirements includes
automatically receiving content of the set of network requirements subscribed by the application
agent. In some embodiments, receiving the set of requirements includes directly receiving the set of

requirements from an interaction agent.

[0057] In some embodiments, the set of requirements is a set of declarative requirements
that specify a desired configuration, a desired action, a desired mapping result, a command, or any
other desired result of a declarative requirement processing stage/level. In some embodiments, the
set of declarative requirements has been specified for a selected processing stage/level. For
example, there exists a plurality of successive processing stages/levels that successively require
more specific/lower level declarative requirements at each lower level and a user may specify
declarative requirements for any one of the stages/levels. In some embodiments, the set of
requirements was not completely specified by a user and the received set of requirements includes a

default declarative requirement that is consistent with user specified declarative requirements.

[0058] At 304, one or more constraints associated with the set of network requirements are
received. For example, constraints (e.g., resources available, policies to follow, etc.) that are to be
utilized with the received set of requirements to determine an output are identified and received. In
some embodiments, the one or more constraints have been identified based at least in part on a

processing stage/level associated with the set of network requirements to be processed by the
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application agent. In some embodiments, the received set of constraints is the set of constraints

stored in 214 of Figure 2B.

[0059] At 306, the received set of network requirements and the received one or more
constraints are utilized to determine a set of output requirements. For example, the received set of
input requirements and the received one or more applicable constraints are utilized to determine a
lower level of output declarative requirements. In some embodiments, the received set of network
requirements is a set of declarative requirements that are to be processed using the one or more
constraints to ultimately determine a set of declarative device requirements for one or more devices
to be configured to implement a desired network. In some embodiments, a linear progression of one
or more processing stages/levels is followed to determine a final output set of declarative
requirements. In some embodiments, a directed graph progression of one or more processing
stages/levels is utilized to determine a final output set of declarative requirements. For example, a
workflow processing order of a directed acyclic graph of one or more processing stages/levels is

followed to determine the final output set of declarative requirements.

[0060] In one example, the set of requirements to establish the 1.3 Clos network
configuration described previously is received at the application agent and the application agent
analyzes the received requirements and determines and identifies devices that will be utilized to
implement the desired network configuration of the received network requirements. The example
1.3 Clos network requirements specify the number of spine network switch devices to be 16 and the
number of leaf network switch devices to be 128. In total, the application agent will determine and
identify 144 devices that will need to be configured to implement the desired Clos network. For
each of the devices that are to be utilized, the application agent determines the individual device
requirements in implementing the desired Clos network. The individual device requirements may
be stored in a corresponding system data store entry for each device. For example, the application
agent publishes the individual device requirements in 144 different data entries of the data store and
each proxy agent of each device accesses these data entries to receive the corresponding device
requirements. For the 1.3 Clos network example, below is one example of device requirements for

one of the 144 different device requirements.
Role = spine
IP address = 10.0.0.3

Neighbors = [(Leaf 1, 10.0.0.7), (Leaf-2, 10.0.0.15),... (Leaf.128, 10.0.0.176)]
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Status = defined

The above device requirements specify that in a Clos network, one network switch device is to be a
spine switch with a BGP router identifier defined as IP address 10.0.0.3. The leaf switches

connected to this spine switch device have been also identified.

[0061] In some embodiments, the processing performed in 306 includes performing
processing for at least one processing stage/level of a plurality of successive declarative
requirement processing stages/levels. For example, a processing for one processing stage/level is
performed using the application agent and the output declarative requirement of this process level is
published to a data store for use as an input declarative requirement for the next processing stage, if
applicable. In another example, the application agent performs processing for a processing
stage/level that utilizes the received set of network requirements as an input and also performs
processing for subsequent lower level processing stages/levels that each utilize output declarative
requirements of a previous higher level processing stage/level as its input declarative requirements
until a last processing stage/level determines a set of declarative device requirements for one or
more devices to be configured to implement a desired network. If a declarative requirement is not
specified for a particular processing stage/level, the required input declarative requirement for the
processing stage/level may be determined automatically based on the received declarative
requirements (e.g., to be consistent) and/or a default declarative requirement for the processing

stage/level is utilized.

[0062] In some embodiments, utilizing the one or more constraints includes utilizing
information identifying resources to assign a configuration to/from hardware/software resources.
For example, devices to be configured are selected from a list of device resources. In another
example, a configuration parameter is selected from a list of available configuration parameter
ranges. In some embodiments, utilizing the constraint includes utilizing a specification of one or
more policies. For example, a policy specification of how to determine the output requirement from
the input requirements is specified by a policy (e.g., how to assign device names, how to assign
port mappings, etc.). In some embodiments, a policy includes one or more rules, logic, program
code, and/or mappings that at least in part specify how to determine the output declarative

requirements from the input declarative requirements.

[0063] In some embodiments, the application agent utilized to determine the output
requirements is configurable/customizable. For example, a user may modify, extend, and/or

configure the processing performed by the application agent and/or define the entire application
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agent. The application agent may be configurable/customizable via an interface such as an API.

[0064] In some embodiments, the set of output requirements is verified. In some
embodiments, verifying the set of output requirements includes performing one or more tests to
determine whether the set of output requirements is valid and matches an intent of input
requirement(s). In some embodiments, the test to be performed may depend on the processing
stage/level of the set of output requirements, content of the input requirements, content of the
output requirements, the application agent utilized, one or more constraints utilized, and/or

processing performed to determine the output declarative requirements.

[0065] In some embodiments, the final processing stage/level of the plurality of processing
stages/levels generates the set of output requirements that includes requirements for one or more
devices (e.g., devices determined and selected by device type, capability, quantity required,
processing capability, etc. required to implement received requirements) that will be utilized to
implement the desired network of the input requirements. For each of the one or more devices that
are to be configured, individual device requirements may be determined. In some embodiments, the
device requirements for each individual device are declarative requirements. For example, the
device requirements include a specification of a desired configuration, setting, and/or other

specifications of a network device.

[0066] At 308, the set of output requirements (e.g., device requirements) corresponding to
the received requirements is published to a system data store. In some embodiments, the set of
output requirements is to be utilized as input requirements for a next processing level and is
published to be provided to an application agent to process the next processing stage/level. In some
embodiments, the set of output requirements includes device requirements for one or more devices
that are to be configured to implement the received network requirements. For example, the
application agent analyzes the received network requirements and determines (e.g., using one or
more processing stages/levels) one or more devices (e.g., devices determined and selected by
device type, capability, quantity required, processing capability, etc. required to implement
received requirements) that will be utilized to implement the received network requirements. For
each of the one or more devices that are to be configured, the application agent determines its

individual device requirements.

[0067] In some embodiments, the device requirements for each individual device are
declarative requirements. For example, the device requirements include a specification of a desired

configuration, setting, and/or other specifications of a network device. The declarative requirements
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express a desired configuration of a network device without specifying an exact native device
configuration and control flow instructions. By utilizing declarative requirements, what should be
accomplished in the network device is specified rather than exact native hardware instructions. By
utilizing declarative requirements rather than imperative instructions, the application agent is
relieved of the burden of determining the exact device programming and configuration syntax
required to achieve a desired result. For example, it is often difficult and burdensome for a user to
know the exact imperative syntax and configuration paradigm to configure each device of a
network when various different types of devices from different vendors may be utilized and

interchanged dynamically on the network.

[0068] In some embodiments, publishing the set of output requirements includes storing the
output requirements in a system data store (e.g., data store 104 of Figure 1) to allow one or more
application agents and/or proxy agents to read and access the published set of requirements. Thus
rather than directly communicating the device requirements to another application agent or one or
more selected devices that will be utilized to implement the desired network, the application agent

publishes the device requirements to the system storage to communicate the information.

[0069] In some embodiments, publishing the set of output requirements includes selecting
one or more application/proxy agents that are to receive applicable requirements. For example,
there exists a plurality of different proxy agents that are each assigned to a different device of the
network. In order to achieve and implement the desired network requirements, the corresponding
device requirements may need to be routed to the appropriate proxy agents for further processing.
The device requirements to be received by each appropriate application/proxy agent may be
published to different storage locations of the system data store corresponding to the appropriate
application/proxy agent. For example, the system data store includes different data records
corresponding to each different application/proxy agent and appropriate requirements may be
communicated to a corresponding proxy agent by publishing the appropriate requirements to the

corresponding data record of the desired application/proxy agent.

[0070] In some embodiments, requirements for an application agent are published using an
identifier that identifies the application agent that is receiving the requirements. In some
embodiments, publishing the requirements includes storing/creating an identifier in the system data
store. In some embodiments, a status identifier may be updated by the application agent as the
requirements are achieved/completed. For example, an identifier is stored in the system data store
that identifies that the requirements for an application agent have been published in the system data

store and are ready to be processed by an appropriate application agent (e.g., set in “defined” state).
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As the requirements are processed by the application agent, the status identifier may be updated by
the application agent to provide an update of the status of completing the processing stage of the

requirements.

[0071] In some embodiments, device requirements for each device/proxy agent are
published using an identifier that identifies the device/proxy agent that is receiving the
corresponding device requirements. In some embodiments, publishing the device requirements
includes storing/creating an identifier in the system data store for each device requirement of
devices to be utilized to implement the received network requirements. The published “Status”
device requirement in the previous 1.3 Clos network example specifies a status of achieving the
device requirement. This status identifier may be updated by a proxy agent of the network switch
device as the device requirements are achieved/completed. For example, an identifier is stored in
the system data store that identifies that the device requirements for a device have been published
in the system data store and are ready to be processed by an appropriate proxy agent (e.g., set in
“defined” state). As the device requirements are processed by the proxy agent, the status identifier
may be updated by the proxy agent to provide an update of the status of achieving the device

requirements.

[0072] Figure 3B is a flowchart illustrating an embodiment of an example process for
automatically configuring a network using received declarative requirements. The process of Figure
3B may be implemented on management server 102 of Figure 1. In some embodiments, the process
of Figure 3B is performed at least in part by one or more different application agents such as
application agent 114 of Figure 1. For example, each processing stage/level may be performed by
the same application agent or by different application agents. In some embodiments, at least a
portion of the process of Figure 3B is included in 306 of Figure 3A. In some embodiments, the
process of Figure 3B is utilized to automatically configure an 1.3 Clos network. For example, the
process of Figure 3B is utilized to configure an 1.3 Clos network for a specific network domain and

network point of delivery (i.e., PoD).

[0073] In some embodiments, the process of Figure 3B may be flexibly started/entered at
any of the steps of the process depending upon a level of input declarative requirements provided
by a user. In some embodiments, after declarative requirements to configure a network are received
(e.g., received at 202 of Figure 2A), the processing stage/level of the declarative requirement
processing stages/levels corresponding to the received declarative requirements is determined (e.g.,
declarative requirements are published in 204 of Figure 2A for the specific application agent to

process the declarative requirement for the identified processing stage/level). For example, the
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received declarative requirements are analyzed to determine the level/type of requirements
specified in the received declarative requirements and the processing stage/level of a plurality of
processing stages/levels corresponding to the received declarative requirements is identified. In
some embodiments, it is determined which step (e.g., which one of steps 310 to 320) of the process
of Figure 3B corresponds to the identified processing stage/level and the process of Figure 3B is
entered/started at the determined step.

[0074] At 310, processing for a logical connectivity processing stage/level is performed to
determine an output defining logical connectivity. In some embodiments, the logical connectivity is
determined at a processing stage/level of a plurality of declarative requirement processing
stages/levels. In some embodiments, processing the logical connectivity processing stage/level
includes determining output declarative requirements using input declarative requirements. In some
embodiments, the input declarative requirements are at least in part received in 302 of Figure 3A.
In some embodiments, processing the logical connectivity processing stage/level includes
determining output declarative requirements identifying logical connections between leaf network
switches and spine network switches to implement input declarative requirements defining a
desired 1.3 Clos network. The input declarative requirements of this processing stage/level may
specify one or more of the following: the number of servers to be connected using the 1.3 Clos
network to be established; and the oversubscription ratio (e.g., maximum amount of bandwidth
theoretically that could be required for a network switch port vs. actual maximum bandwidth
capacity of the network switch port). In some embodiments, constraints are obtained (e.g., obtained
in 304 of Figure 3A) and utilized (e.g., utilized in 306 of Figure 3A) to determine the output
declarative requirements. For example, profiles (e.g., number of switch-facing ports, number of
server-facing ports, etc.) of devices (e.g., network hardware switches) available to be utilized to
create the 1.3 Clos network (e.g., without identifying specific exact machine) are obtained and
utilized in selecting the types of devices to be utilized in the output declarative requirement
identifying the mesh network. In some embodiments, only devices identified in the constraints may

be the switches identified in the output declarative requirements.

[0075] In some embodiments, the input declarative requirements of the logical connectivity
processing stage/level include one or more declarative requirements provided by a user. For
example, the input declarative requirements of the logical connectivity processing stage/level
include declarative requirements received in 202 of Figure 2A. In some embodiments, at least a
portion of the input declarative requirements has not been directly specified by a user and a default

and/or dynamically determined declarative input requirement is utilized. The dynamically
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determined declarative input requirement may be determined to be consistent with at least in part a
user provided input declarative requirement. In some embodiments, step 310 is not performed in
the event a user provided a lower/later level/stage of input declarative requirements. For example,
the process of Figure 3B is entered at 312. In some embodiments, the output declarative
requirements are verified to ensure performance expectations and/or an intent of the input
declarative requirements is met. In some embodiments, the output declarative requirements are
verified to verify the number and/or type of network switches utilized and/or devices utilized in the

output declarative requirements.

[0076] At 312, processing for a physical connectivity processing stage/level is performed to
determine an output defining a physical connectivity. In some embodiments, the transformation
from a logical connectivity to a physical connectivity involves assigning switch models to the
logical devices and performing validation to ensure that the selected switch models have the
necessary prerequisites (such as number of ports with specific line rates) to participate in the
network configuration. In some embodiments, the physical connectivity processing stage/level is
one of a plurality of declarative requirement processing stages/levels. In some embodiments,
processing the physical connectivity processing stage/level includes determining output declarative
requirements using input declarative requirements. The input declarative requirements of this
processing stage/level may be the output declarative requirements of the processing stage/level of
310. In some embodiments, the input declarative requirements are at least in part received in 302 of
Figure 3A. In some embodiments, processing the physical connectivity processing stage/level
includes determining an output declarative requirement identifying physical connections between
specific device types corresponding to logical connections specified in the input declarative
requirements. In some embodiments, constraints are obtained (e.g., obtained in 304 of Figure 3A)
and utilized (e.g., utilized in 306 of Figure 3A) to determine the output declarative requirements.
For example, profiles of specific device types (e.g., specific model/vendor of network hardware
switches) available to be utilized to create the 1.3 Clos network are obtained and utilized in
selecting the specific device types to be utilized in the output declarative requirement identifying
the 1.3 Clos mesh network. In some embodiments, specific device types are assigned to logical
devices of the input declarative requirements to determine the output declarative requirements for

this processing stage.

[0077] In some embodiments, the input declarative requirements of the physical
connectivity processing stage/level include one or more declarative requirements provided by a

user. For example, the input declarative requirements of the physical connectivity processing
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stage/level include declarative requirements received in 202 of Figure 2A. In some embodiments, at
least a portion of the input declarative requirements has not been directly specified by a user and a
default and/or dynamically determined declarative input requirement is utilized. The dynamically
determined declarative input requirement may be determined to be consistent with at least in part a
user provided input declarative requirement. In some embodiments, step 312 is not performed in
the event a user provided a lower/later level/stage of input declarative requirements than the level
of the physical connectivity processing stage/level. For example, the process of Figure 3B is
entered at 314. In some embodiments, the output declarative requirements are verified to ensure
correct route tables are consistent with the input declarative requirements. In some embodiments,
the output declarative requirements are verified to verify route tables and/or specific device types

included in the output declarative requirements.

[0078] At 314, processing for a cabling diagram processing stage/level is performed to
determine an output defining a cabling diagram/map. In some embodiments, the cabling diagram
processing stage/level is one of a plurality of declarative requirement processing stages/levels. In
some embodiments, processing the cabling diagram processing stage/level includes determining
output declarative requirements using input declarative requirements. The input declarative
requirements of this processing stage/level may be the output declarative requirements of the
processing stage/level of 312. In some embodiments, the input declarative requirements are at least
in part received in 302 of Figure 3A. In some embodiments, processing the cabling diagram
processing stage/level includes determining an output declarative requirement identifying a cabling
diagram/map defining connections between ports of 1.3 Clos switches specified in the input
declarative requirements. In some embodiments, constraints are obtained (e.g., obtained in 304 of
Figure 3A) and utilized (e.g., utilized in 306 of Figure 3A) to determine the output declarative
requirements. For example, constraints of port maps/identifications and port resources of specific
devices (e.g., network hardware switches) to be utilized to create the 1.3 Clos network are obtained
and utilized in determining the specific cable connections between ports of the switches of the 1.3
Clos mesh network. In some embodiments, various roles (e.g., server facing, spine, edge, etc.) are
assigned for specific ports in determining the output declarative requirements for this processing
stage. In some embodiments, one or more policy/rule/code constraints are utilized in determining

the cabling diagram output declarative requirement.

[0079] In some embodiments, the input declarative requirements of the cabling diagram
processing stage/level include one or more declarative requirements provided by a user. For

example, the input declarative requirements of the cabling diagram level include declarative
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requirements received in 202 of Figure 2A. In some embodiments, at least a portion of the input
declarative requirements has not been directly specified by a user and a default and/or dynamically
determined declarative input requirement is utilized. The dynamically determined declarative input
requirement may be determined to be consistent with at least in part a user provided input
declarative requirement. In some embodiments, step 314 is not performed in the event a user
provided a lower/later level/stage of input declarative requirements than the level of the cabling
diagram processing stage/level. For example, the process of Figure 3B is entered at 316. In some
embodiments, the output declarative requirements are verified to ensure correct cabling and/or port

(e.g., port function) mappings.

[0080] At 316, processing for a candidate requirement processing stage/level is performed
to determine an output defining soft resource assignments. In some embodiments, the candidate
requirement processing stage/level is one of a plurality of declarative requirement processing
stages/levels. In some embodiments, processing the candidate requirement processing stage/level
includes determining output declarative requirements using input declarative requirements. The
input declarative requirements of this processing stage/level may be the output declarative
requirements of the processing stage/level of 314. In some embodiments, the input declarative
requirements are at least in part received in 302 of Figure 3A. In some embodiments, processing the
candidate requirement processing stage/level includes determining an output declarative
requirement identifying assigned soft resources of connections identified in the input declarative
requirements. In some embodiments, constraints are obtained (e.g., obtained in 304 of Figure 3A)
and utilized (e.g., utilized in 306 of Figure 3A) to determine the output declarative requirements.
For example, constraints including a listing of soft resources (e.g., IP address ranges, autonomous
system number (ASN) ranges, etc.) available to be assigned are utilized in assigning soft resources
to the network switch connections. In some embodiments, one or more policy/rule/code constraints

are utilized in assigning soft resources specified in the output declarative requirements.

[0081] In some embodiments, the input declarative requirements of the candidate
requirement processing stage/level include one or more declarative requirements provided by a
user. For example, the input declarative requirements of the candidate requirement level include
declarative requirements received in 202 of Figure 2A. In some embodiments, at least a portion of
the input declarative requirements has not been directly specified by a user and a default and/or
dynamically determined declarative input requirement is utilized. The dynamically determined
declarative input requirements may be determined to be consistent with at least in part a user

provided input declarative requirement. In some embodiments, step 316 is not performed in the
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event a user provided a lower/later level/stage of input declarative requirements than the level of
the candidate requirement processing stage/level. For example, the process of Figure 3B is entered
at 318. In some embodiments, the output declarative requirements are verified to ensure correct IP
assignments, ASNs, Border Gateway Protocol (BGP) sessions, etc. Although ASN examples have
been described, other reference architectures and routing protocols may be utilized in various
embodiments. For example, a different routing protocol such as Open Shortest Path First (OSPF)
that does not require ASNs may be utilized.

[0082] At 318, processing for a rendered requirement processing stage/level is performed to
determine an output defining any extended/optional requirements. In some embodiments, the
rendered requirement processing stage/level is one of a plurality of declarative requirement
processing stages/levels. In some embodiments, processing the rendered requirement processing
stage/level includes determining output declarative requirements using input declarative
requirements. The input declarative requirements of this processing stage/level may be the output
declarative requirements of the processing stage/level of 316. In some embodiments, the input
declarative requirements are at least in part received in 302 of Figure 3A. In some embodiments,
processing the rendered requirement processing stage/level includes determining an output
declarative requirement identifying final configurations including any extended/optional
requirements/configurations of the 1.3 Clos network to be established. In some embodiments,
constraints are obtained (e.g., obtained in 304 of Figure 3A) and utilized (e.g., utilized in 306 of
Figure 3A) to determine the output declarative requirements. For example, a specification of
extended/optional configurations (e.g., configurations to be added/substituted from candidate
configurations, parameters, etc.) to be assigned for specific types of devices is utilized in
determining extended/optional requirements/configurations of the final requirements specified in
the output declarative requirements. In some embodiments, one or more policy/rule/code

constraints are utilized in determining the rendered requirement output declarative requirements.

[0083] In some embodiments, the input declarative requirements of the rendered
requirement processing stage/level include one or more declarative requirements provided by a
user. For example, the input declarative requirements of the rendered requirement level include
declarative requirements received in 202 of Figure 2A. In some embodiments, at least a portion of
the input declarative requirements has not been directly specified by a user and a default and/or
dynamically determined declarative input requirement is utilized. The dynamically determined
declarative input requirement may be determined to be consistent with at least in part a user

provided input declarative requirement. In some embodiments, step 318 is not performed in the
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event a user provided a lower/later level/stage of input declarative requirements than the level of
the rendered requirement processing stage/level. For example, the process of Figure 3B is entered
at 320. In some embodiments, the output declarative requirements are verified to ensure correct

final configurations.

[0084] In some embodiments, performing processing for the rendered requirement
processing stage/level includes identifying and invoking, for each component of the system (e.g.,
device) to be configured to provide the desired service, a function to generate rendered
requirements for the component of the system. In some embodiments, there exists a plurality of
different functions that are each specific to a particular reference architecture and system
component role within the reference architecture. For example, for each system component to be
utilized to provide the intended network service, the rendered requirement to configure the system
component is generated by a particular program function that is specific to the reference
architecture and role of the system component. In some embodiments, in order to support a new
reference architecture, a separate function for each possible role (e.g., device type) within the
reference architecture is to be provided such that the function can be located and invoked to

implement the reference architecture when needed.

[0085] At 320, processing for a validated requirement processing stage/level is performed
to determine an output including specific device requirements. In some embodiments, the validated
requirement processing stage/level is the final processing stage/level of a plurality of declarative
requirement processing stages/levels. In some embodiments, processing the validated requirement
processing stage/level includes determining output declarative requirements using input declarative
requirements. The input declarative requirements of this processing stage/level may be the output
declarative requirements of the processing stage/level of 318. In some embodiments, the input
declarative requirements are at least in part received in 302 of Figure 3A. In some embodiments,
processing the validated requirement processing stage/level includes determining an output
declarative requirement assigning final configurations to specific network devices to be configured
to implement the 1.3 Clos network. In some embodiments, constraints are obtained (e.g., obtained
in 304 of Figure 3A) and utilized (e.g., utilized in 306 of Figure 3A) to determine the output
declarative requirements. For example, constraints including a specification of specific device
profiles, availability of specific actual devices, and/or unique identifiers (e.g., serial numbers) of
specific devices are received to determine specific device/switch assignments to be specified in the
output declarative requirements. In some embodiments, one or more policy/rule/code constraints

are utilized in assigning specific devices assigned in the validated requirement output declarative
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requirements.

[0086] In some embodiments, the input declarative requirements of the validated
requirement processing stage/level include one or more declarative requirements provided by a
user. For example, the input declarative requirements of the rendered requirement level include
declarative requirements received in 202 of Figure 2A. In some embodiments, at least a portion of
the input declarative requirements has not been directly specified by a user and a default and/or
dynamically determined declarative input requirement is utilized. The dynamically determined
declarative input requirements may be determined to be consistent with at least in part a user
provided input declarative requirement. In some embodiments, step 320 is not performed in the
event a user provides final validated requirements identifying specific devices. In some
embodiments, the output declarative requirements are verified to ensure correct specific device
assignments. In some embodiments, the output declarative requirements are to be pushed to
specific proxy agents to configure specific devices/switches. For example, the output declarative

requirements of this stage/level are received at 402 of Figure 4.

[0087] In some embodiments, processing in 318 and/or 320 includes identifying and
invoking for each system component (e.g., node, device, etc.) to be configured to provide the
desired service, a configuration/service rendering program function to generate rendered/output
requirements for the component. In some embodiments, there exists a plurality of different
functions that are each specific to a particular reference architecture and system component role
within the reference architecture. For example, for each system component to be utilized to provide
the intended network service, the rendered/output requirement to configure the system component
is generated by a particular program function that is specific to the reference architecture and role
of the system component. In some embodiments, in order to support a new reference architecture, a
separate function for each possible role (e.g., device type) within the reference architecture is to be
provided such that the function can be located and invoked to implement the reference architecture

when needed.

[0088] In some embodiments, processing in 318 and/or 320 includes identifying and
invoking, for each component of the system (e.g., node, device, etc.) to be configured to provide
the desired service, a verification model rendering function to generate a verification model for the
component of the system. In some embodiments, there exists a plurality of different functions that
are each specific to a particular reference architecture and system component role within the
reference architecture to generate a corresponding verification model. For example, for each system

component to be utilized to provide the intended network service, the verification model is
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generated by a particular program function (e.g., verification model rendering function is different
from the service rendering function that generates the rendered/output requirements for the system

component) that is specific to the reference architecture and role of the system component.

[0089] Although a simple linear progression of processing stages/levels has been shown in
the example of Figure 3B, in a different example, a directed graph progression of one or more
processing stages/levels is utilized to determine final output declarative requirements. For example,
a workflow processing order of a directed acyclic graph of one or more processing stages/levels is

followed to determine the final output set of declarative requirements.

[0090] Figure 3C is a block diagram illustrating processing stages/levels of an example
process for automatically configuring an 1.3 Clos network. The processing shown in Figure 3C may
be implemented on management server 102 of Figure 1. In some embodiments, the processing
shown in Figure 3C is performed at least in part by one or more different application agents such as
application agent 114 of Figure 1. In some embodiments, the processing shown in Figure 3C is
included in 306 of Figure 3A. In some embodiments, Figure 3C illustrates the process of Figure 3B.
In some embodiments, a user is able to flexibly enter the processing shown in Figure 3C at any one
of the successive processing stages/levels depending on a level of input declarative requirements
provided by a user. As shown in diagram 330, output declarative requirements of a previous/higher
level stage are utilized by an application agent of the next lower level as its input declarative
requirements. The application agents utilize the input declarative requirements along with

predefined input constraints to determine the output declarative requirements.

[0091] Figure 4 is a flowchart illustrating an embodiment of a process for generating native
hardware instructions. The process of Figure 4 may be implemented on network device 106 and/or
108 of Figure 1. In some embodiments, the process of Figure 4 is performed by proxy agent 116
and/or 118 of Figure 1.

[0092] At 402, device requirements are received at a proxy agent. In some embodiments,
the proxy agent is proxy agent 116 or 118 of Figure 1. In some embodiments, the proxy agent is a
software and/or hardware component that manages and implements device requirements for an
associated/assigned device. In some embodiments, different types/versions of proxy agents exist for
different network devices. For example, a proxy agent provides conversion functionality between a
device requirement and implementing native instructions specific to a device and the proxy agent
that can generate native instructions for a specific device (e.g., specific to vendor, operating system,

protocol, version, etc. of the device) is selected for the specific device. By separating functionality
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between the interaction agent, application agent, and proxy agent, only the proxy needs to handle
specific native instructions of a device. Thus, when a new type or version of a device is added to a
network, only a new proxy agent for the new device is required while the interaction agent and
application agent may remain unchanged. This may allow simplified administration of various
different types of devices of a network. The proxy agent may be installed on a device managed by
the proxy agent. In some embodiments, the proxy agent is remote from the managed device. In
some embodiments, one proxy agent may manage a plurality of devices. For example, a single
proxy agent may manage a plurality of devices of the same type. In some embodiments, the
device-specific instructions are generated at a server and provided to the proxy agent that is
responsible for applying the provided instructions on the device and reporting the status of applying

the provided instructions.

[0093] In some embodiments, the received device requirements are the device requirements
published in 308 of Figure 3A for a device of the proxy agent. In some embodiments, receiving the
device requirements includes receiving an indication that the device requirements have been stored
in a system data store for the proxy agent of a specific device. For example, a system data store
such as data store 104 of Figure 1 includes a data record where data for the proxy agent can be
published. Each different proxy agent may subscribe to one or more data records of the system
storage that correspond to a device being managed by the respective proxy agent. For example, the
system data store includes a different data record for each device of the network and the each proxy
agent subscribes to the corresponding data record of its assigned device. In some embodiments,
each different proxy agent subscribes with the system data store one or more identifiers that
identify the device associated with the corresponding proxy agent. For example, any published data
identified by the subscribed identifier is notified to the subscribed proxy agent. In some
embodiments, by subscribing to a data record and/or an identifier, the proxy agent may be provided
a notification by the data store in the event data is published to the subscribed data record and/or
data associated with the identifier has been published. In some embodiments, by subscribing to a
data record and/or an identifier, the proxy agent may be automatically provided/sent any data
published to the subscribed data record and/or identified by the identifier. In some embodiments,
the receiving the device requirements includes receiving an indication that the device requirements
have been stored to a data store due to a subscription and the proxy agent requests and obtains the
device requirements from the data store. In some embodiments, the receiving the device
requirements includes automatically receiving content of device requirements from a data store due
to a subscription. In some embodiments, receiving the device requirements includes directly

receiving the device requirements from an application agent.
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[0094] At 404, native hardware instructions are generated at the proxy agent to configure a
device of the proxy agent. In some embodiments, native hardware instructions are generated in a
software library and the generated native hardware instructions are utilized by the proxy agent, the
application agent, and/or another agent. In some embodiments, the device requirements received by
the proxy agent are processed by the proxy agent to generate the native hardware instructions
implementing the received device requirements. For example, received declarative instructions are
converted to imperative instructions. In some embodiments, the native hardware instructions are in
the native programming/configuration syntax of the device. For example, the native hardware
instructions are generated in a format native to a configuration software interface of the device. In
some embodiments, the native hardware instructions are in a form that can be directly utilized by
the device to configure the device. In some embodiments, the native hardware instructions are
executed by the device. For example, the generated native hardware instructions are issued for

execution on the device.

[0095] In one example, the device requirements to become a spine switch of the 1.3 Clos
network configuration described previously in the specification are received at the proxy agent and
the proxy agent analyzes the received device requirements and generates native network switch
device instructions to configure the network switch device to become a spine switch of a Clos

network with the specified BGP router identifier and specified neighbors.

[0096] At 406, a status of the device is provided. In some embodiments, step 406 is optional
and may not be performed. In some embodiments, providing the status includes publishing an
identifier of the status to a system data store (e.g., data store 104 of Figure 1). In some
embodiments, providing the status includes providing an indication of status of achieving the
received device requirements. For example, a status indication of a stage of the processing of the
device requirements is provided. In some embodiments, providing the status indication includes
updating a status identifier in a system data store. For example, a status identifier is updated in data
store 104 of Figure 1 (e.g., allowing the proxy agent to be stateless). In some embodiments, the
updated status identifier is the identifier corresponding to the “Status = defined” published in the

Clos network device requirement example described previously.

[0097] In some embodiments, the status of the device indicates a status of implementing
device requirements on the device. For example, the status may be one of six states. The initial first
example state is a “defined” state that indicates that the device requirement has been successfully
published to a system data store by an application agent. A second example state is a “staged” state

that is indicated by a receiving proxy agent that the proxy agent has received the device
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requirements and has allocated resources to implement the device requirements. A third example
state is a “rendered” state that indicates that the proxy agent has generated native hardware
instructions corresponding to the device requirements. A fourth example state is a “deployed” state
that indicates that the proxy agent has issued the generated native hardware instructions for
execution on the device. A fifth example state is an “operational” state that indicates that the
generated native hardware instructions are successfully executed on the device. However, when an
error is encountered, a sixth example “error” state may be indicated to indicate that an error has

been encountered.

[0098] In some embodiments, the status of the device indicates a health state of the device.
For example, indication of information such as processing load, CPU utilization, storage utilization,
memory utilization, version identification, errors encountered, network status, network bandwidth,
network latency, etc. may be provided. In some embodiments, the status of the device indicates a
packet drop rate. For example, an indication of a Ternary Content Addressable Memory (i.e.,
TCAM) utilization of the device is provided by the proxy agent. In another example, an indication
is provided when a TCAM table is overflowed.

[0099] Figure 5 is a flowchart illustrating an embodiment of a process for generating a
verification model. The process of Figure 5 may be implemented on management server 102 of

Figure 1.

[00100] At 502, a set of requirements of a service is received. In some embodiments, the
received set of requirements is the set of network requirements received in 302 of Figure 3A. The
service may be a network service and/or other type of service. In some embodiments, the set of
requirements includes a set of declarative requirements. For example, declarative requirements
express a desired configuration of network components without specifying an exact native device
configuration and control flow. By utilizing declarative requirements, what should be accomplished

may be specified rather than how it should be accomplished.

[00101] At 504, a verification model for each device of the set of requirements is generated
to verify the status and implementation of the service. In some embodiments, generating the
verification model includes using the received set of requirements along with one or more received
constraints associated with the set of requirements to determine a more complete set of
requirements to be utilized to generate one or more verification models and one or more device
configurations. For example, the output of step 316 of Figure 3B is utilized to generate one or more

verification models for one or more devices to be utilized to implement the service to be verified. In
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this example, the output of step 316 is utilized to generate both the specific device requirements to
be utilized to configure devices to provide the service (e.g., utilized to generate output of steps
318/320 of Figure 3B) as well as separate verification models for each of the devices to verify that
each device is properly functioning and has been properly configured for the set of requirements. In
some embodiments, the received set of requirements has been processed to include information
such as a cabling diagram/map using at least a portion of the process of Figure 3C. For example,
the set of requirements received in 502 has been processed to specify topology of connections

between network components.

[00102] Figures 8A-8C show examples of JavaScript Object Notation (JSON) code. The
syntax of the JSON examples has been simplified to improve readability. In various embodiments,
the actual full JSON syntax is utilized. Figure 8A shows a portion of an example of declarative
requirements resulting from the set of requirements received in 502 that has been processed to
specify topology of connections between network components. Specification portion 802 shows a
portion of a specification file (e.g., showing elements of a JavaScript Object Notation (JSON) file)
specifying a desired connection to be created between a leaf node named “leaf 3” and a spine node
named “spine 1” of a desired 1.3 CLOS network. However, specification portion 802 does not

specify the exact necessary routing specifications to actually connect node devices.

[00103] Figure 8B shows an example of at least a portion of a verification model (e.g., in
JSON format) generated to verify at least a portion of received requirements. In order to verify to
the connection specified as desired in section 802, the verification model of Figure 8B includes a
corresponding section 804 that specifies that the corresponding connection is expected to be and
should be verified as a Border Gateway Protocol (BGP) connection, associated with the specified
IP addresses and autonomous system numbers (ASN) of the source and destination devices, and

connected together as a connection “fabric” between a leaf and a spine.

[00104] By separately generating and providing to a proxy agent of the device the
verification model from the device configuration using the same received set of requirements, the
proxy agent may be provided better guidance on device parameters to be verified. In some
embodiments, each verification model is to be provided via a respective proxy agent to each
respective device utilized to provide the service, and each proxy agent performs telemetry
collection by gathering and reporting information on various data channels and parameters of its
device based on its provided verification model. For example, each verification model identifies
specific parameters for a specific device that should be checked and collected by the proxy agent of

the specific device because these parameters are relevant to verifying the service.
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[00105] Figure 8C shows a portion of an example device configuration generated to
implement at least a portion of received requirements. Configuration portion 820 shown in Figure
8C has been generated to at least in part instruct a device on how to configure the device to
implement the desired service. This may be contrasted to the requirements received in 502 that
specify the desired result rather than how to achieve the desired result. Additionally, as contrasted
to the verification model (e.g., shown in Figure 8B) that specifies parameters to be
reported/verified, the device configuration of Figure 8C specifies the actual implementation
configuration of the device. In the example shown in Figure 8C, the corresponding device (e.g.,
switch/proxy agent) that is to receive the device configuration is configured by writing
configuration data to one or more configuration files of the device and executing commands using
the written configuration files. Configuration portion 820 identifies that file
“/etc/quagga/Quagga.conf” should be written to include the specified data (e.g., configuration to
establish switch routing using Quagga routing software suite) and the Quagga software is
commanded using the three specified commands to stop, start, and reload the written file for
execution. In some embodiments, when a proxy agent receives the device configuration of Figure
8C, the proxy agent implements the device configuration at least in part by executing the
configuration as instructed by the received device configuration. As shown in the examples, it
would be difficult to attempt to verify the implementation of the desired service using various
device configurations of the implementing devices (e.g., shown in Figure 8C) as compared to the

more verification specific and simpler verification models (e.g., shown in Figure 8B).

[00106] Returning to Figure 5, at 506, each generated verification model is provided to each
respective device of one or more devices that are utilized to implement the desired service. In some
embodiments, providing the generated verification model includes sending the generated
verification model to a proxy agent of the respective device. For example, an application agent of
management server 102 sends a generated verification model to proxy agent 116 of network device
106 and sends another generated verification model to proxy agent 118 of network device 108 of
Figure 1. In some embodiments, providing each generated verification model includes publishing
each generated verification model to a system data store (e.g., data store 104 of Figure 1) to allow
one or more proxy agents to read and access its respective published verification model. Thus
rather than directly communicating the verification models to devices, an application agent

publishes the verification models to the system storage to communicate the information.

[00107] In some embodiments, publishing the verification models includes selecting one or

more proxy agents that are to receive applicable requirements. For example, the verification model
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to be received by each appropriate proxy agent may be published to a different storage location
(e.g., different data record) of the system data store corresponding to the appropriate proxy agent.
In some embodiments, the verification model for each device/proxy agent is published using an
identifier that identifies the device/proxy agent that is receiving the corresponding verification
model. In some embodiments, publishing the verification model includes storing/creating a status
identifier in the system data store for each device. This status identifier may be updated by a proxy
agent as the verification model is processed. In various embodiments, verification may be at least in
part performed by a device and/or a server or performed offline against a separate database/data

store.

[00108] Figure 6 is a flowchart illustrating an embodiment of a process for detecting status
parameters. The process of Figure 6 may be implemented on network device 106 and/or network
device 108 of Figure 1. For example, at least a portion of the process of Figure 6 is performed by a
proxy agent (e.g., proxy agent 116) of network device 106 and/or a proxy agent (e.g., proxy agent
118) of network device 108.

[00109] At 602, a verification model is received. In some embodiments, a proxy agent
receives a verification model. The proxy agent may be a proxy agent configured to handle the
verification using the verification model. This proxy agent may be the same or different from the
proxy agent utilized in Figure 4 to configure the device. In some embodiments, the received
verification model is the verification model provided in 506 of Figure 5. For example, a proxy

agent of a device being verified obtains the verification model from an application agent.

[00110] In some embodiments, the received verification model is the verification model
published in 506 of Figure 5 for a device of the proxy agent. In some embodiments, receiving the
verification model includes receiving an indication that the verification model has been stored in a
system data store for the proxy agent of a specific device. For example, a system data store such as
data store 104 of Figure 1 includes a data record where data for the proxy agent can be published.
Each different proxy agent may subscribe to one or more data records of the system storage that
correspond to a device being managed by the respective proxy agent. For example, the system data
store includes a different data record for each device of the network and the each proxy agent
subscribes to the corresponding data record of its assigned device. In some embodiments, each
different proxy agent subscribes with the system data store one or more identifiers that identify the
device associated with the corresponding proxy agent. For example, any published data identified
by the subscribed identifier is notified to the subscribed proxy agent. In some embodiments, by

subscribing to a data record and/or an identifier, the proxy agent may be provided a notification by

35



WO 2017/204872 PCT/US2017/018812

the data store in the event a verification model is published to the subscribed data record and/or
data associated with the identifier has been published. In some embodiments, by subscribing to a
data record and/or an identifier, the proxy agent may be automatically provided/sent any data
published to the subscribed data record and/or identified by the identifier. In some embodiments,
the receiving the verification model includes receiving an indication that the verification model has
been stored to a data store due to a subscription and the proxy agent requests and obtains the
verification model from the data store. In some embodiments, the receiving the verification model
includes automatically receiving content of the verification model from a data store due to a
subscription. In some embodiments, receiving the verification model includes directly receiving the

verification model from an application agent.

[00111] In some embodiments, the verification model includes a list of one or more
connections and associated parameters of the connections, and the associated device/proxy agent of
the verification model is to report/verify the existence, status, and/or parameters of the listed
connections. For example, specification section 804 of Figure 8B identifies a BGP connection
session that is to be verified and specifies the IP addresses, autonomous system numbers (ASN) of
the source and destination devices, and that this BGP connection is to serve as the “fabric” role
between a leaf and a spine. These parameters and the status of the specified BGP are to be

reported/verified by the receiving device/proxy agent.

[00112] In some embodiments, the verification model includes a list of one or more service
processes that should be operating on the associated device of the verification model and the
associated device/proxy agent is to report/verify the existence, status, and/or parameters of the
listed service processes. For example, section 806 of Figure 8B specifies that a service with the
specified parameters providing BGP connections should be operating on the associated device with

the specified router id (e.g., IP address) and ASN.

[00113] In some embodiments, the verification model includes a list of one or more IP
addresses that should be configured and are operating on the associated device of the verification
model and the associated device/proxy agent is to report/verify the existence, status, and/or
parameters of the listed IP address. For example, section 808 of Figure 8B specifies that an IP
address with the specified parameters should be operating on the associated device that is serving
as the specified “role.” The specified “role” in this example may be “server” or “fabric.” The
“server” role identifies an IP address to be utilized to connect to a server device and the “fabric”
role identifies an IP address to be utilized to connect to a network fabric switch (e.g., spine/leaf

node of an 1.3 CLOS network).
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[00114] In some embodiments, the verification model includes a list of one or more
interfaces of the associated device that should be verified and the associated device/proxy agent is
to report/verify the existence, status and/or parameters of the listed interfaces. For example, section
810 of Figure 8B specifies that for an interface of the device identified as “swpt32” (e.g., switch
port 32), its status, data counters (e.g., bytes sent/received using the interface), errors encountered,

bytes dropped, etc. should be reported/verified.

[00115] In some embodiments, the verification model includes a list of one or more
connections between interfaces of the associated device and the other connected device that should
be configured and operating and the associated device/proxy agent is to report/verify the existence,
status, and/or parameters of the listed interface connections. For example, section 812 of Figure 8B
specifies that for an interface of the device identified as “swpt49” (e.g., switch port 49), it should be
connected to another device identified as “spine 1” at an interface of “spine 1” identified as

“Ethernetil/5.”

[00116] In some embodiments, the verification model includes a list of one or more device
identifications of the associated device and the associated device/proxy agent is to report/verify the
existence, status, and/or parameters of the listed device identification. For example, section 814 of
Figure 8B specifies that the device of the verification model should be of a model
“CelesticaRedstoneXP,” identified as “leaf 3,” and should be of a device type “NetworkDevice.”

[00117] Returning to Figure 6, at 604, one or more parameters to be reported to verify the
verification model are determined. In some embodiments, the verification model identifies the one
or more parameters. For example, the verification model includes a list of parameters of interest
and a status/verification of each of these parameters that are to be reported. Examples of the
parameters and status include parameters/status of connection sessions, services, IP addresses,
interfaces, interface connections, device configurations, device properties, ports, quality of service
metrics, etc. In some embodiments, the verification model identifies a higher conceptual item to be
verified rather than specific parameters to be verified and one or more parameters that need to be
verified to verify the item are identified. For example, the verification model identifies a connection
to be verified and one or more parameters of the connection that need to be verified are identified.
In some embodiments, determining the one or more parameters includes generating a list of status
parameters that need to be detected from the device based on the verification model. In some
embodiments, determining the one or more parameters includes identifying device/operating
system specific parameters to be verified to verify an item of the verification model. For example

the verification model includes a verification instruction/parameter that is not specific to a
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particular device type and/or device operating system and a proxy agent translates the verification
instruction to a device type/operating system specific instruction/parameter. By allowing the
protocol/format/instruction of the verification model to be specific vendor/operating system
agnostic, generation of the verification model is simplified. Because each proxy agent may be
specific for a particular type of device vendor/operating system, the proxy agent is the most
efficient entity to perform the translation between a generic verification item of the verification

model to a specific item particular to the device.

[00118] At 606, the determined parameters are detected. In some embodiments, parameter
detection is performed when the verification model is received. For example, an initial verification
is performed to ensure that the service of the verification model has been properly
initialized/configured. In some embodiments, parameter detection is performed periodically. For
example, verification is performed at a periodic interval on an ongoing basis to ensure proper
functioning of the service continually. In some embodiments, parameter detection is performed
periodically (e.g., every periodic interval). In some embodiments, parameter detection is performed
dynamically. For example, when a potential material change is detected, parameter detection is
invoked and performed to ensure that the service is properly functioning despite the change.
Examples of the change may include a change to one or more of the following: a network
connection, a device hardware, a device operating system, an application of the device, an error
event, and any status of the device associated with the verification model. In another example,
when a device (e.g., switch) operating system is informed about a change (e.g., changes to a route/
routing table), the operating system notifies the proxy agent that in response triggers parameter

detection.

[00119] In some embodiments, detecting the determined parameters includes obtaining a
status of a parameter. For example, a status of a network connection is obtained. In another
example, it is determined whether an identified process is still functioning. In some embodiments,
detecting the determined parameters includes obtaining a value of a parameter. For example, a
network identifier (e.g., IP address) of an identified network connection is determined. In some
embodiments, detecting the determined parameters includes obtaining information reported to the
device from another device. For example, the device performing the verification detection receives
status reports/messages from its neighbor devices and information included in these
reports/messages is obtained. In some embodiments, detecting the determined parameters includes
performing an inquiry to another device connected to the device performing the verification

detection. For example, an inquiry message is sent to another device to detect the parameter. In
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another example, a ping message or a request for information may be sent. In some embodiments,
detecting the determined parameters includes obtaining a received message from a connected
node/device identifying a parameter/status. For example, a Link Layer Discovery Protocol (LLDP)
message is received from a peer switch and this message is reported/analyzed to perform

verification.

[00120] At 608, the detected parameters are reported. For example, one or more of the
detected parameters are sent to an application agent (e.g., an application agent of the management
server 102 that is tasked with performing the verification) for analysis. In some embodiments,
reporting the detected parameters includes performing an analysis to determine a verification result.
For example, one or more detected parameters are compared with one or more expected values of
the parameters to determine whether the expected values have been detected and an identification
of the result of the comparison is included in a report. In some embodiments, reporting detected
parameters includes determining a summary of one or more of the detected parameters. For
example, the detected parameters are categorized, organized, analyzed, tallied, and/or statistically
analyzed and one or more results are included in a provided report. In some embodiments,
reporting detected parameters includes publishing to a remote data store. For example, a report is

published to data store 104 of Figure 1.

[00121] In some embodiments, the report includes a determined aggregated summary/count
of one or more parameters. For example, number of interfaces that are active, inactive, expected,
etc. are determined and included in the report in addition to a listing of individual status/parameters
(e.g., status identifier, status last update time, etc.) of each interface. In another example, number of
sessions (e.g., BGP sessions) that are active, inactive, expected, etc. are determined and included in
the report in addition to a listing of individual status/parameters (e.g., session state, status last
update time, source/destination IP address/ASN, etc.) of each session. In some embodiments, the
report includes identification of LL.DP messages and one or more parameters (e.g., identification of
sending/receiving interfaces and devices, message timestamps, etc.) of the messages that have been

exchanged between the device and its peer device.

[00122] Figure 7 is a flowchart illustrating an embodiment of a process for analyzing
verification reports. The process of Figure 7 may be implemented on management server 102 of
Figure 1.

[00123] At 702, one or more reports of detected parameters of one or more verification

models are received. In some embodiments, the received reports are reports provided in 608 from
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one or more different devices/proxy agents at one or more instances. For example, a report is
received from each device that has been configured to provide a service being verified. In some
embodiments, receiving the reports includes receiving the reports directly from one or more
devices. In some embodiments, receiving the reports includes obtaining/receiving the reports from
a central share data store (e.g., data store 104 of Figure 1). For example, the application agent has
subscribed with the data store to receive reports published in the data store. In some embodiments,
rather than subscribing with the data store, the application agent periodically polls/checks the data

store.

[00124] At 704, the reports are analyzed. For example, reported data included in the received
reports is correlated, compared, and otherwise analyzed to determine whether the service has been
properly implemented/configured and/or is properly functioning. In some embodiments, one or
more expected values and/or expected status corresponding to a properly functioning state of the
service are known and the reports are analyzed to verify that the expected values/status have been
detected. In some embodiments, analyzing the reports includes determining whether an error

message and/or an indication of an unexpected state has been reported in the reports.

[00125] In some embodiments, an expectation associated with the received reports is
verified. For example, one or more rules or tests are performed to verify that a value included in the
report is as expected, specified, and/or within a range. In some embodiments, the expectation
includes one or more tests to be performed to verify that a set of requirements provided by an
interaction agent (e.g., published in 204 of Figure 2A and received in 302 of Figure 3A) has been
successfully achieved. For example, the received set of network requirements in 202 of Figure 2A
specifies one or more tests to be performed to verify that the set of network requirements has been
successfully achieved. For example, in the 1.3 Clos network example discussed throughout the
specification, a test to verify that routing tables have been successfully updated and leaf switch
nodes are aware of neighbors to reflect the Clos network configuration is received along with the
network requirements received in 202 of Figure 2A. This test may be published by the interaction
agent along with the requirements in 204 of Figure 2A and the application agent receives the test as
the expectation for verification. In some embodiments, the expectation identifies an acceptable
range for a resource utilization indicator. In some embodiments, the expectation identifies an error

state of the received status.

[00126] In some embodiments, performing the analysis includes determining that throughput
and/or quality of service/performance metrics are met. In some embodiments, performing the

analysis includes determining whether all required connections between devices to provide the
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desired service have been properly configured/detected across all reports from the devices
providing the service. For example, rather than merely checking each report in isolation, data
reported in multiple reports from different devices are correlated to determine that connection
data/parameters between two devices that are supported to be connected match to create a valid
connection. In some embodiments, performing the analysis includes determining whether one or
more parameters/connections that are extraneous (or not supposed to exist to provide the desired
service) exists. In some embodiments, performing the analysis includes verifying isolation of

domains and/or ensuring that one domain is not over utilizing resources.

[00127] At 706, an action, if applicable, is performed based on the analysis of the reports. In
some embodiments, no action is performed if the data included in the received reports is as
expected, specified, and/or within a range. For example, it is determined that the service is properly
functioning and/or has been properly configured. In some embodiments, it is determined that the
service is not properly functioning and/or has not been properly configured and a message is
provided to indicate this error (e.g., via an interaction agent). In some embodiments, an expectation
identifies the responsive action to be performed based on the data of the received reports. In some
embodiments, performing the action includes reporting a data of the reports. For example, a result
of a test is reported (e.g., report a result of a test to verify that the set of network requirements has
been successfully achieved). In some embodiments, reporting the data of the reports includes
summarizing data of the reports. Reporting the data of the reports may include providing the
report/status to an interaction agent (e.g., the interaction agent may provide the report/status to a
user). In some embodiments, reporting the data of the reports includes publishing/updating a data
record of a system data store such as data store 104 of Figure 1. For example, a status identifier is

published to a data record of the data store that is subscribed by an interaction agent.

[00128] In some embodiments, performing the action includes configuring, moving,
removing, and/or adding a device of a network and/or a process/program of a device of the
network. For example, the application agent generates instructions (e.g., publishes device
requirements to a system data store for a proxy agent to implement on a device) to automatically
mitigate/fix an error indicated by the status (e.g., repair/replace device that has encountered an
error). In one example, when a proxy agent provides a status update that its associated device is
overloaded, the application agent may add a new device to a network to offload processing and/or
move a processing task of the overloaded device to another network device. The collected status
information may be provided by an application agent to an interaction agent as a report and/or a

request for action.
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[00129] In some embodiments, performing the action includes allowing another application
agent that is configured to perform the action to perform the action. For example, an application
agent that has determined that the received status indicates that the action should be performed
informs another application agent (e.g., by publishing to a data store subscribed by the second
application agent) to perform the action. In some embodiments, an interaction agent manages
which application agent is to perform the action. For example, the interaction agent is informed of
the status and instructs (e.g., by publishing requirements to a data store) an application agent that is
able to perform the responsive action to perform the responsive action. In some embodiments,
performing the responsive action includes providing responsive requirements in response to the
status that is received in 302 of Figure 3A. For example, the responsive requirements are translated

to device requirements that will be provided to proxy agents to be implemented.

[00130] Figure 9 is a flowchart illustrating an embodiment of a process for rendering
configuration/requirements and verification models for system components to provide a service.
The process of Figure 9 may be implemented on server 102 of Figure 1. In some embodiments, at
least a portion of the process of Figure 9 is included in 318 and/or 320 of Figure 3B. In some
embodiments, at least a portion of the process of Figure 9 is included in 504 of Figure 5. In some
embodiments, at least a portion of the process of Figure 9 is performed by a service rendering
dispatcher included in server 102 of Figure 1 that generates device requirements and verification
models for network devices (e.g., devices 106, 108, etc. of Figure 1) to be utilized to provide a

desired network service.

[00131] At 902, a blueprint for a service is received. In some embodiments, the blueprint
identifies system components (e.g., devices/nodes) and one or more of the following between the
system components that are to implement an intent (e.g., intent requirements received in 302 of
Figure 3A): logical connectivity, physical connectivity, cabling, and soft resource assignment. In
some embodiments, the blueprint is based at least in part on a specified reference network
architecture to be utilized to implement specified declarative requirements. For example, a
user/network administrator has specified a network architecture to be utilized to provide the
network service desired by the specified declarative requirements. The reference architecture may
identify a standard manner in which component systems and devices are to be organized to provide
a service. For example, the reference architecture identifies a network topology and protocols to be
utilized to provide an intended network service. An example of the reference architecture includes a
specification that identifies that an 1.3 Clos type network should be established using the BGP

protocol. Another example of the reference architecture includes a specification that identifies that
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an Access Aggregation type network should be established. In some embodiments, the blueprint
identifies the reference network architecture corresponding to the blueprint. In some embodiments,
the blueprint is specified directly. For example, a user directly provides the blueprint that was
manually generated. In some embodiments, the blueprint is at least in part automatically generated.
In some embodiments, a user specifies declarative requirements and a reference architecture and
the blueprint is generated automatically and/or interactively. For example, using at least a portion
of the process of Figure 3B (e.g., user may enter the process of Figure 3B at any of its entrance
points), the blueprint is automatically built.

[00132] Figure 10A is an example of a blueprint for an 1.3 Clos type reference network
architecture. Blueprint 1000 identifies in section 1002 that this blueprint is for reference
architecture 1.3 Clos. Section 1004 identifies the system component of the service to be established.
There are three nodes to be established and configured as the leaf nodes of the 1.3 Clos network
while there are two nodes to be established and configured as the spine nodes of the 1.3 Clos
network. Section 1006 identifies the connections between the various system components specified
in section 1004. Each of the identified connections are specified as providing the role of a fabric
connection. Figure 10B is a block diagram illustrating an example of system components and links

specified by blueprint 1000 of Figure 10A.

[00133] Figure 10C is an example of a blueprint for an Access Aggregation type reference
network architecture. Blueprint 1010 identifies in section 1012 that this blueprint is for an Access
Aggregation reference architecture. Section 1014 identifies a component system of the service to be
established. There are two nodes to be established and configured as the access nodes of the Access
Aggregation network, there are two nodes to be established and configured as the aggregation
nodes of the Access Aggregation network, and there are two nodes to be established and configured
as the core nodes of the Access Aggregation network. Section 1016 identifies the connections
between the various component systems specified in section 1014. Connections between access
nodes and aggregation nodes are specified as providing the role of an access aggregation
connection. Connections between aggregation nodes and core nodes are specified as providing the
role of an aggregation core connection. Figure 10D is a block diagram illustrating an example of

system components and links specified by blueprint 1010 of Figure 10C.

[00134] Returning to Figure 9, at 904, for each component (e.g., device, node, etc.) to be
configured according to the received blueprint, a corresponding service rendering program function
to render a configuration for the component is identified and invoked. For example, declarative

requirements (e.g., received in 402 of Figure 4) for nodes of a network service to be established are
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generated using corresponding program functions. In some embodiments, there exists a plurality of
different functions that are each specific to a particular reference architecture and component role
within the reference architecture. For example, for each component to be utilized to provide the
intended network service, the rendered/output requirement to configure the system component is
generated by a particular program function that is specific to the reference architecture and role of
the component. In the example of the 1.3 Clos architecture, there exists a separate function for at
least each of the two different component roles (e.g., a rendering function for leaf nodes and a
rendering function for spine nodes). In the example of the Access Aggregation architecture, there
exists a separate function for at least each of the three different component roles (e.g., a rendering
function for access nodes, a rendering function for aggregation nodes, and a rendering function for

core nodes).

[00135] In some embodiments, identifying the function for each component includes
identifying, among a plurality of rendering functions, a function that corresponds to the reference
architecture and role of the component within the reference architecture for the component. In some
embodiments, in order to support a new reference architecture, a separate function for each possible
role (e.g., device type) within the reference architecture is to be provided such that the function can
be located and invoked to implement the reference architecture when needed. In some
embodiments, the function renders requirements that are to be provided at least in part to the node
(e.g., device, a group of devices, etc.) that is implementing the rendered requirements. For example,
the requirements are generated in 318 and/or 320 of Figure 3B and/or received in 402 of Figure 4.
In some embodiments, invoking the function includes providing to the function at least a portion of
the blueprint and an identifier of the component to be rendered. For example, an identifier of the
blueprint and the identifier of the specific instance of the component are provided as arguments to
invoking the function and the function renders the requirements of the component taking into

account the connections and connected components as specified in the blueprint.

[00136] At 906, for each component (e.g., node) to be configured according to the received
blueprint, a corresponding verification model rendering function to render a verification model for
the component is identified and invoked. For example, verification models (e.g., generated in 504
and provided in 506 of Figure 5, received in 602 of Figure 6, etc.) for nodes of a network service to
be established are generated using corresponding program functions. In some embodiments, there
exists a plurality of different verification model rendering functions that are each specific to a
particular reference architecture and component role within the reference architecture. For example,

for each component to be utilized to provide the intended network service, the verification model
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for the component is generated by a particular program function that is specific to the reference
architecture and role of the component. In some embodiments, identifying the verification model
generating function for each component includes identifying among a plurality of verification
model generating functions, a function that corresponds to the reference architecture and role of the
component within the reference architecture for the component. In some embodiments, the
verification model is generated as a part of the process of Figure 6. In some embodiments, the
generated verification model is received in 602 of Figure 6. In some embodiments, invoking the
verification model rendering function includes providing to the function at least a portion of the
blueprint and an identifier of the component to be rendered. For example, an identifier of the
blueprint and the identifier of the specific instance of the component are provided as arguments to
the verification model rendering function and the function renders the verification model of the
component taking into account the connections and connected components as specified in the

blueprint.

[00137] In some embodiments, at least a portion of 1004 and/or 1006 is performed by one or
more dispatchers that identify and invoke the appropriate functions. For example, one dispatcher
performs 1004 while another dispatcher performs 1006. Figure 10E is an example implementation
of a dispatcher for identifying and invoking configuration/requirement rendering functions for
example 1.3 Clos and Access Aggregation reference architecture examples. Section 1022 of
implementation 1020 defines the mapping from an identifier pair (pair of a reference architecture
identifier and a role identifier) to an identifier of the configuration/requirement rendering function
to be invoked for the node corresponding to the pair. Section 1024 of implementation 1020 shows
templates for the various corresponding functions where implementation code for the rendering

function may be defined.

[00138] Although the foregoing embodiments have been described in some detail for
purposes of clarity of understanding, the invention is not limited to the details provided. There are
many alternative ways of implementing the invention. The disclosed embodiments are illustrative

and not restrictive.
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CLAIMS

1. A method of configuring system resources including:

receiving a specification of an intent that identifies a desired service and a reference
architecture; and

using a processor to render the desired service to provide instructions for dispatch to a
plurality of devices having roles;

wherein rendering the desired service includes invoking a service rendering program
function based on the reference architecture and a role of a specific device; and

wherein a new reference architecture may be implemented by specifying a new service

rendering program function for the new reference architecture.

2. The method of claim 1, wherein the intent identifies declarative requirements of the desired
service.

3. The method of claim 1, wherein the desired service includes a network service.

4. The method of claim 1, wherein the plurality of devices includes a plurality of nodes of the

reference architecture.

5. The method of claim 1, wherein the plurality of devices includes a network switch device.
6. The method of claim 1, wherein the reference architecture identifies a network topology to
be utilized to provide the desired service.

7. The method of claim 1, wherein the reference architecture identifies a protocol to be utilized
to provide the desired service.

8. The method of claim 1, wherein the desired service may be rendered using at least one of a
plurality of different reference architectures.

9. The method of claim 1, wherein the service rendering program function generates
declarative requirements to be provided to the specific device.

10.  The method of claim 1, wherein the reference architecture identifies an L.3 Clos network
architecture.

11.  The method of claim 1, wherein the reles include roles within the reference architecture.

12.  The method of claim 1, wherein rendering the desired service includes identifying a
different service rendering program function for each different role of the plurality of devices.

13.  The method of claim 1, wherein invoking the service rendering program function includes
providing to the service rendering program function a blueprint of the intent and an identifier of the
specific device.

14.  The method of claim 1, wherein rendering the desired service includes using a dispatcher
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that identifies and invokes a function instance for each of the devices to be utilized to provide the
desired service.

15.  The method of claim 1, wherein rendering the desired service includes invoking a
verification model program function based on the reference architecture and the role of the specific
device.
16.  The method of claim 15, wherein the verification model program function gencrates a
verification model for the specific device.
17.  The method of claim 16, wherein the verification model identifies one or more parameters
to be monitored for the specific device.
18.  The method of claim 16, wherein the venfication model is provided to the specific device.
19. A system of configuring system resources, comprising:
a processor configured to:
receive a specification of an intent that identifies a desired service and a reference
architecture; and
render the desired service to provide instructions for dispatch to a plurality of
devices having roles;
wherein rendering the desired service includes invoking a service rendering program
function based on the reference architecture and a role of a specific device; and
wherein a new reference architecture may be implemented by specifying a new
service rendering program function for the new reference architecture; and
a memory coupled to the processor and configured to provide the processor with
instructions.
20. A computer program product for configuring system resources, the computer program
product being embodied in a non-transitory computer readable storage medium and comprising
computer instructions for:
receiving a specification of an intent that identifies a desired service and a reference
architecture; and
rendering the desired service to provide instructions for dispatch to a plurality of devices
having roles;
wherein rendering the desired service includes invoking a service rendering program
function based on the reference architecture and a role of a specific device; and
wherein a new reference architecture may be implemented by specifying a new service

rendering program function for the new reference architecture.
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service_rendering_dispaicher = {
("I3clos”, "leaf"). 13clos_leaf,
("I3clos”, "spine"}: 13clos_spine,
("access_aggregation”, "access"). access_aggregation_access, 1022
("access_aggregation”, "aggregation”). access_aggregation_aggregation,
("access_aggregation”, "core"): access_aggregation_core

FIG. 10E



def access_aggregation_access(biueprint, node_instance):
# Configuration rendering function for a device playing

# {for example what links are attachad to it and what are the role of the links)
#implamentation
pass:

def access_aggregation_aggregation{biueprint, node_instance):
# Configuration rendering function for a device playing

# {for example what links are aftached to it and what are the role of the links)
#implementation
pass:

def access_aggregation_core(biueprint, node_instance):
# Configuration rendering function for a device playing

#implementation

# an access role in the reference architecture access_aggregation.
# Specific node instance is passed as node_instance object

# blueprint contains required context for the node instance

# an aggregation role in the reference architecture access_aggregation.
# Specific node instance is passed as node_instance object

# blueprint contains required context for the node instance

# a core role in the reference architecture access_aggregation.
# Specific node instance is passed as node_instance object
# blueprint contains required context for the node instance

# (for example what links are aftached to it and what are the role of the links}
pass:

WO 2017/204872

22/22
def 3clos_leaf(biueprint, node_instance):

# Configuration rendering function for a device playing
# a leaf role in the reference archiiecture {3clos.

# Specific node instance is passed as node_instance object
# blueprint contains reguired context for the node instance

# {for example what links are atfached 10 it and what are the role of the links)
#implementation
pass:

def I3clos_spina(blueprint, node_instance):
# Configuration rendering function for a device playing
# a spine role in the reference architecture i3clos.

# Specific node instance is passed as node_instance object
# blueprint contains reguired context for the node instance

# {for example what links are aftached to it and what are the role of the links}
#implementation
pass:

i
I
I

{

| FIG. 10E
' (Cont)
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