wO 2005/048022 A3 || 000 000 0 00 O 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
26 May 2005 (26.05.2005)

' N\
) I 0 0000 O

(10) International Publication Number

WO 2005/048022 A3

(51) International Patent Classification : GO6F 11/00,
11/22, 11/30, 11/32, 11/34, 11/36, 12/14, 12/16, 15/18,
GO8B 23/00

(21) International Application Number:
PCT/US2004/033311

(22) International Filing Date: 8 October 2004 (08.10.2004)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:

10/701,653 5 November 2003 (05.11.2003) US

(71) Applicant (for all designated States except US): CISCO
TECHNOLOGY, INC. [US/US]; 170 West Tasman
Drive, San Jose, CA 95134 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US ornly): WILEY, Kevin,
L. [US/US]; 518 Arbors Circle, Elgin, TX 78621 (US).
HALL, Michael, L. [US/US]; 9822 Mandeville Circle,

(74)

(81)

(84)

Austin, TX 78750 (US). LATHEM, Gerald, S. [US/US];
508 Arbors Circle, Elgin, TX 78621 (US). GLEICHAUF,
Robert, E. [US/US]; 326 Arcadia Place, San Antonio, TX
78209 (US).

Agent: SHOWALTER, Barton, E.; Baker Botts L..L..P.,
2001 Ross Avenue, Suite 600, Dallas, TX 75201 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KP,KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD,
MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM, PG,
PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM,
ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,

[Continued on next page]

(54) Title: METHOD AND SYSTEM FOR ADDRESSING INTRUSION ATTACKS ON A COMPUTER SYSTEM

(57) Abstract: According to one embodiment of the invention, a computer-

302

RECOGNIZE EVENT
AS SIGNATURE

=

DETERMINE ASR
BASED IN SIGNATURE

v

DETERMINE SFR
BASED ON SIGNATURE

B

DETERMINE ARR BASED ON
SIGNATURE AND TARGET

!

DETERMINE TVR
BASED ON TARGET

!

CALCULATE ERR BASED ON
ASR, SFR, ARR, AND TVR

316

304~ ]

306\{

308~ |

310~

312/’

314

ized method for addressing intrusion detection attacks directed at a computer
includes receiving a data stream corresponding to a potential attack on the
computer [304] and calculating an event risk rating for the data stream [314].
Calculating the event risk rating includes determining at least one component
of the risk rating. In one embodiment, the component risk ratings are: a signa-
ture fidelity rating indicative of the likelihood the potential attack will affect
the computer in the absence of knowledge regarding the computer [308], an
attack relevance rating indicative of the relevance of the potential attack to
the computer [310], and a target value rating indicative of the perceived value
of the computer [312]. The method also includes responding to the potential
attack based on the calculated risk rating.
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