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(57) Abstract: Embodiments provide for maliciousness scores to be determined for IP addresses and/or network domains. For example,
a request to evaluate malicious activity with respect to an IP address/network domain may be received. Multiple, and in some cases
disparate, third-party systems may provide malicious activity information associated with the IP address and/or network domain. A
feature set may be extracted from the malicious activity information and statistical values may be calculated from the extracted data and
added to the feature set. The features set may be provided to a machine learning model as input and a maliciousness score/classification
may be returned. A remedial action may be performed in accordance with the output of the machine learning model.
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IDENTIFYING MALICIOUS NETWORK BEVICES

BACKGROUND

(6801} A crucial task in cyvber defense is to assess the threats posed by a particular network
device {¢.g., a website), such as one identified by an Internet protocol (IP) address and/or a
network domain name. Communication involving a malicious website can compromise a
network. However, automatically assessing the maliciousness of a website, or the severity
evel of potential maliciousness, 1s challenging due to the rapidiv changing behavior of P
addresses and/or network domain names. Conventional cybersecurity systems are cither too
subjective or maccurate in detecting the maliciousness of a website with a high degree of
fidelity. Therefore, it is currently difficult to detect malicious and suspicious activity, or a
potential of malicious or suspicious activity, of IP addresses and/or network domains
wnvolved i the communication. Accordingly, conventional cvbersecurity svstems present
significant drawbacks with respect to detection and prevention capabilities and overall

security posture.

BRIEF SUMMARY

[6602] Embodiments described here address the problem described above and other
problems mdividually and collectively. A cvbersecurity system can calculate maliciousness
scores for network identifiers {e.g., an IP address, a network domain, ete.) for which a
malicious activity cvaluation has been requested. To calculate such scores, the cybersecurity
gystem may request malicions activity information from a vaniety of third-party servers such
as threat mtelligence providers, DNS providers, blacklist providers, network traffic report
providers, and/or one or more antiviras report providers. The cybersccurity system may
utifize the received malicious activity information to extract a first sct of features and
calcnlate a second set of features. These features can be mput into a machine-learming model
that has been previously trained using similar features of historical malicious activity
information and kaown security classifications. Utilizing the machine-learning model, a
maliciousness score may be calculated for the network identifiers. The cybersccurity system,

or another system, can perform varous remedial actions {e.g., influence network tratfic) n

accordance with the maliciousness score.
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[3603] Other embodiments are directed to systems and non-transitory computer readable

media associated with methods described herein.

[0804] A better understanding of the nature and advantages of embodiments of the present
invention may be gained with reference to the following detaiied descniption and the

accorapanying drawimngs.

BRIEF DESCRIPTION OF THE DRAWINGS
[6005]  FIG. 11s a block diagram of a system for determining a maliciousness score fora

network wdentifier, according to some embodiments.

[6606] FIG. 2 1s a block diagram of an exemplary cvbersecurity svstem for determining

malicionsness scores for network identifiers, according to some embodiments.

[B607] FIG 3 is an example computer architecture capable of implementing at least some

embodiments of the cybersecurity system.

[0608] FIGS. 4A and 4B are flow diagrams illustrating an example processes for
determining related network identifiers from an imitial set of network identifiers, n

accordance with some embodimenis.

[B80%] FIG. 5 1s an example computer archifecture of the parameter determination engine
of FIG. 3 that 1s capable of implementing at least some aspects of the cybersecurity system,
according to some embodiments.

[0818] FIG. 6 13 an example computer architecture of the decision engine of FIG. 3, that 18
capable of implementing at least some aspects of the cybersecunty system, according to some
embodiments.

0611} FIG. 7 i a flow diagram llustrating an example process for training and vpdating a
machine-learning model, according to some embodiments.

{0812} FIG. 8 shows a flow chart of an exemplary method for determining a maliciousness

score for one or more notwork identifiers, in accordance with some embodiments.

TERMS

[B613] Pror to discussing embodiments of the invention, description of some terms may be

helptul in understanding embodiments of the invention.

ipl
Z
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16014} The term “client computer” generally refers to a computer that requests information
or a service. A client computer may comprise a computer {e.g., desktop computer), a mobile
device {e.g.. a smart phone, laptop, or tablet computer), or a wearable device {¢.g., a smart
watch or activity tracker). The client computer may include wireless communication

5 capabilities (¢.g., Wi-Fi, Bluetooth, or near-ficld communications}. In some embodiments, a
client computer may comumunicate with a server computer. fn some embodiments, a first
client computer may not be capable of communicating with a server computer unless a
second client computer acts as a proxy, sending and receiving messages for the first chent

computer.

10 [6015] The term “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a minicomputer
cluster, or a group of servers functioning as a unit. The server computer may be coupled to
one or more databases and may include any hardware, software, other logic, or combination

of the preceding for servicing requests from one or more client computers, The server

[y
W

computer may be a service provider computer that provides services {e.g., a reputation
determination service) to one or more client computers. The server computer may comprise
ong or more computational apparatuses and may use any of a vanety of computing structures,

arrangements, and compilations for servicing the requests from one or more client computers.

[B816] The term “network identifier” is intended {o refer to an internet protocol (IF)

20 address or a network domain name. “Network identifiers” may refer to two or more [P
addresses, two or more network domain names, or two or more identifiers that include at least
one IP address and at least onc network domain name. An IP address may be a unique string
of numbers separated by periods that identifies 8 computer using the Internet Protocol to
communicate over a network. A network domain name may be an identification string that

25  defines a realm of adnunistrative autonomy, authority or control within the Imtemet. Network
domain names may be formed by the rules and procedures of a Domam Name System (BNS)
and registered in the DNS. Network domain names may be used in various networking
contexts and application-specific naming and addressing purposes. In general, a network
domain name represents an Internet Protocol (IP) resource, such as a personal computer used

30 toaccess the Intemnet, a server compuier hosting a web site, or the web site itself or any other

service communicated via the Internet.
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3617} The term “domain name service (BNS) provider” generally refers to a computer that
ig registered to join a network domain name system:. In some examples, the DNS provider
runs special-purpose networking software, features a public IP address, and contains a
database of network domain names and [P addresses for Internet hosts. The BNS provider
can be a root server that contains a complete database of Internet network domains and IP
addresses, or the BNS provider may be configured to manage a subset of Internet network
domain names. A DNS provider can be contigured to receive requests for DNS information
and to respond to such requests by transmitting DNS information {e.g., DNS resource records
historv) associated with one or more network domain names and/or [P addresses. DNS
mformation may mnclude any suitable information maintained by the BNS provider, such as
IP addresses associated with a particular network domain name and network domain names
that host particular IP addresses. In some embodiments, DNS information may inclade
autonomous system information associated with one or more 1P addresses, one or more threat
scores tor one or more network domains, a number of malicious domains hosted bv a

particular [P address, and the bike.

16018]  The torm “autonomous system” generally refers to a collection of connected P
routing prefixes under the control of one or more network operators on behalf of a single
administrative entity or network domain name that presents a common routing policy to the

Intemet.

16612}  The term “threat intelligence provider” generally refers to threat intelligence
management platform that is configured to gather, filter/analyze data, and provide threat
intelligence mformation. In some embodiments, the threat intelligence provider can provide
threat intelligence information via an electromic feed. Threat mtelligence information may be
customized by industry and/or by organization. Threat intelligence information can include
high-risk hosts, network domain names, malicious payloads and Intemet Protocol (IP)
addresses. a threat classification and/or score of an IP address and/or network domain name,
malware/phishing identification information, information regarding malicious files associated
with an IP address and/or a network domain, mdications of criminal intent, and the like.
[0628] The term “blackiist provider” generally refers to a computer that 1s configured to

maintain and provide one or more [P-address-based and/or network-domain-name-based

blacklists. A blacklist can be utilized to identify malicious sources such as email addresses,
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users, passwords, uniform resource locators (URLs), IP addresses, network domain names,
files, hashes, from which network traffic should be restricted and/or blocked because of an
association with malicious activities. In some embodiments, a blacklist may include features
such as a number of hits, an attack categorization score, a hustory-based score, and the hike,
where each feature may be associated with a particelar malicious source. In some
cmbodiments, blacklist providers can include open-source blackiists and/or publically
available blacklists such as Zeus Tracker, [P-Sum, Ransomware Tracker, Frodo Tracker, SSL

Blacklist, Spam Filters, Bambenek, etc.

16021}  The torm “malicious content analysis provider” generally refers to one or more
computers that are configured to provide forensic information associated with an 1P address
and/or network domain name. Forensic mformation can include makicious files dowunloaded
from an IP address/metwork domain, malicious files communicating with an [P
address/network domain, and/or malicious URLs tied to an IP address/metwork domain name.
In some examples, forensic information can include a detection ratio and/or a last-scan date.
In some embodiments, a malicious content analysis provider is a virus report manager that is
configured to aggregate antivirus products and/or scan engings to detect viruses and/or to
verify against false positives. In some embodiments, a malicious content analysis provider
may be a publically available virus detection service (¢.g., VirusTotal™) that analyzes
suspicious files and URLs and facilitates detection of viruses, worms, Trojans, and various

kinds of malware.

10622] The term “web traffic reporting provider” generally refers to one or more computers
that are configured to analvze performance of a website with respect to other websites. In
some embodiments, a web traffic-reporting provider may be configured to score and/or rank a
'ehsite’s performance and publically provide such scores/ranks. In some embodiments, a
web traffic-reporting provider may calculate various aspects of a particular website’s network
traftic, such as an estimated average of dailv unigue visttors, an estimate number of page
views over some period of time, etc. In some cases, the web traffic-reporting provider can
monitor the frequency of visits and identity of visitors of a website. In some cases, the web
traffic-reporting provider may assign a website a highest rank position based on determining
that the website has a highest combination of unigue visttors and page views with respect to

other websites ranked.

W



10

[y
W

20

30

WO 2018/164701 PCT/US2017/021961

16623} The term “malicious activity information” generally refers to any suitable
information provided by a DNS provider, a threat intelligence provider, a blacklist provider. a
malicious content analysis provider, and/or a web traffic reporting provider. Malicious
activity mformation can include, but 1s not limited {o: a resource record history, a security
ranking, a security category score, a domain generation algorithm (DGA) score, a threat
score, a popularity score, a page rank, a geographical score, a geographical diversity score, an
attack severity score, a threat type severity score, a hist of malicious files associated with an
P address and/or network domain name, a number of malicious files associated with an IP
address and/or network domain, a list of malicious Uniform Resource Locators (URLs)
associated with an IP address and/or network domain name, blacklist data, whitelist data, a
history-based score, a number and/or identity of different autonomous systems associated
with an IP address, metadata associated with the different autonomous systems, a stability
score related to the IP address and/or network domain, or a network {raffic ranking associated

with the network domain.

10624] The term “maliciousness score” is intended to refer to a value quantifying actaal
and/or potential malicious activities. For example, a maliciousness score can be a numerical
value that corresponds to a classification label that identifies a security risk or classification.
As a non-himiting example, classification labels can include “Critical,” “High,” “Medium,”
and “Low,” where “Critical” classification labels mdicate a highest risk severity and “Low”
classification labels indicate a lowest nisk severity. In some embodiments, assignment of a
classification label may depend on evidence that network identifier is associated with a
maliciousness score that falls within a particular range. For example, an IP address with a
maliciousness score of 10 may be assigned a “Low” classification label, while another [P

address with a maliciousness score of 100 may be assigned a “High” classification label.

[6625] A “machine-learning model,” may include a mathematical model that s configured
to provide statistical outputs {e.g., estimates, probabilitics, predictions, classifications} from a
set of input variables (e.g.. a feature set). In some examples, a machine-learning model may
be generated and/or updated utihizing supervised machine-leaming technigues. In supervised
machine learning, a model is prepared through a training process where it is required to make
predictions and is corrected when those predictions are incorrect or reinforced when those

predictions are correct. In some embodiments, training machine-learning models may onlize
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conventional supervised leaming algorithms, such as J48, Naive Baves, Logistic, Decision

Table, RandomTree, etc.

BETAILED BESCRIPTION

16026]  The systems and methods deseribed herein provide comprehensive analysis for
identifyving malicious P addresses and/or network domain names. A cybersecurity syvstem
may utilize malicions activity imformation to generate a machine-learning model to calculate

a maliciousness score for an IP address and/or network domain name.

16627} Orne advantage of the systems and methods described herein is that malicious
activity mformation from multiple sources, and statistical features caleulated from such
mformation, may be combined with machine learming techniques in order to score the
maliciousness of an 1P address and/or network domain name with a higher degree of fidelity
than was previously achigvable with conventional systems. Additionally, technigues provided
herein for expanding the feature set by determining related 1P addresses and/or network
domain names can improve the accuracy of malicious activity analvsis, resulting in more
accurate malicious activity detection. By utilizing the cyvbersecurity system(s) described
herein, the multi-dimensional behavior of an [P address and/or a network domain name may
be considered. Accordingly, the cybersecurity systems can provide enhanced detection and
prevention capabilities that can be utilized to improve the overall security posture of an

entity. Further advantages are described below.

I CYBERSECURITY SYSTEM AND RELATED INFRASTRUCTURE

[6828] Insome embodiments, the cybersecurity system can receive requests to identify
malicious IP addresses and/or network domain names. The identification can involve
determining maliciousness scores for such network identifiers (e, the 1P addresses and/or
network domain name). Such requests may be transmitied by client computer(s) 102 or any
suitable electronic device. In some embodiments, the cybersecurity system may cvaluate the
maliciousness of an 1P addresses and/or a network domain without recetving a specitic
request to do so, such as m intermittent or regular intervals, as part of a process for updating

maliciousness scores.

[3628] In response to receiving a request, the cybersecurity svstem may determine

additional network dentifiers that have some relation to the network identifier for which a

7
7
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malicious activity evaluation/maliciousness score has been requested. The process for
determining these additional IP addresses and/or network domains will be discussed further

with respect to FIGS. 4A and 4B,

[B838] Inresponse to determining additional network identifiers, the cybersecurity system
may request corresponding malicious activity mformation from a DNS provider, a threat
wntelligence provider, a blacklist provider, a malicious content analysis provider, a web traffic

reporting provider, or any suitable combination of the above.

[6631] The cyvbersecurity svstem may receive at least some portion of the malicious activity
nformation requested (2.g., from the third-party servers). The cvbersecunty system may
extract various features from the malicious activity information. Using the extracted features,
the cybersecurity system may calculate additional features {e.g., statistical values such as
standard deviations, means, medians, or the lke). The extracted and/or calculated features
can be utilized with the machine-learning model to determine a maliciousness score for a

network identifier.

18032} 'The cybersecurity system may associate the network identifier with a classification
label corresponding to the maliciousness score. A classification label may indicate a degree
of security nisk (¢.g., “High,” “Medium,” “Low,” etc.}. The cybersecurity system may
provide the maliciousness score to the requesting client computer{s) and/or the cvbersecurity
system may store the maliciousness score in a data store that is suitable to store such

information.

[0833] Depending on the maliciousness score calculated, the cybersecornity system may
perform, or cause another svstem to perform, various remedial actions to wnfluence network
traffic. For example, a network identifier having a maliciousness score that indicates low risk
may be added to a whitelist to cause traffic associated with the network identifier to be
immediately allowed. Similarly, should the network identifier have a maliciousness score that
mdicates high sk, the network identifier may be added to a blacklist to cause traffic

associated with the network identifier to be immediately rejected.

[6834] FIG 1 s a block diagram of a system 100 for determining a maliciousness score for
a network dentifier, according to some embodimenis. The client computer(s) 102, the
cybersecurity system 104, the DNS provider{s) 108, the threat intelligence provider(s) 118,

the blacklist provider{s) 112, the malicicus content analysis provider(s} 114, and the web
8
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traffic reporting provider(s) 116 may individually be any suitable computing device (e.g.,
mainframes, desktop or laptop computers, tablets, mobile devices, wearable devices, etc.).

The various provider{(s} 108-116 are collectively referred to herein as “third-party servers.”

{6035} 'The various systems and/or computers depicted in FIG. 1 may be communicatively
coupled by network 107. The network 107 may include any one or a combination of many
different tvpes of networks, such as cable networks, the Internet, wireless networks, cellular
networks, and other private and/or public networks. It should be appreciated that the
described techniques may be applied in other client/server arrangoments, as well as i non-

chient/server arrangements (¢.g., as locally stored applications, etc.).

[6836] Inthe system depicted in FIG. 1, each of the third-party servers may include one or
more provider computers. Therefore, it 15 contemplated that multiple third-party servers {e.g.,
multiple DNS providers) can be utilized to obtain malicious activity information for one or

more IP addresses and/or network domain names.

[6637] 1n some embodiments, the cybersecurity system 104 may be implemented as a
distributed system, with various modides and functionality being provided across a set of
server computers, The cybersecurity system 104 may be configured 1o operate as a service.
For example, the cybersecurnty system, operating as a service, may exXpose One or more
application programming interfaces (APis) to be utilized by remote sysiems and/or devices
order to stimulate the functionality provided by the cybersecurity system 104, The
cvbersccurity system 104 may process request messages in TCPAP format, HTTP format, or

any suifable message format.

135 FUNCTIONALITY OF CYBERSECURITY SYSTEM

[0838] The cvbersecurity svstem may include various engines that collectively perform
operations to calculate maliciousness scores for network identifiers. The engines may include
a filtering engine, a parameter detcrmination engine, and a decision engine. Depending on the
maliciousness score, a classification label indicating a degree of nisk {e.g., “Critical,” “High,”
“Medium,” and “Low”} may be assigned to a network identifier.

[663%9] FIG. 2 15 a block diagram 200 of an exemplary cvbersecurity system (e.g., the
cvbersecurity system 104} that determines maliciousness scores for a network identifiers

{c.g., IP addresses and/or network domain names), according to some embodiments. The

9
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cybersecurity system 104 may include a plurality of engines that may carry out various
embodiments. These engines may be software modules, hardware modules, or a combination
thereof. If the engines are software modules, the engines can be embodied on a computer
readable medium and processed by a processor in any of the compuier systems described
herein. It should be noted that any engine, module, or data store described herein, may be a
service responsible for managing data of the type required to make corresponding
caleulations. The cogines may be exist as part of the cybersecurity system 104, or the engines

may exist as separate modules or services external o the cybersecurity system 104.

[6640]  In the embodiment depicted in FIG. 2, the cybersecurity svstem 104 may include a
filtering engine 204, a parameter determination engine 206, and a decision engine 208. These
engings will be discussed in more detail 1n the descriptions corresponding to FIGS. 3, 5, and
6.

3841} In some embodiments, a client computer (e g, the client computer(s} 102 of FIG. 1)
can send a reguest message 1o the cybersecurity system 104 1o request a maliciousness score
for one or more network identifiers. In some cases, the cybersecurity system 104 may
automatically evaluate malicious activity without receiving a request message. For example,
as part of a process for updating a maliciousness scorg, the cvbersecurity system 104 may
evaluate the maliciousness of a network identifier according to a schedule, n response to a

threshold time period clapsing since a score was last calculated, etc.

16042]  The filtering engine 204 may mamtain onc or more whitelists that wdentifv network
identifiers that have previously been determined to be benign and/or one or more blacklists
that identify network identifiers that have previously been determined to be hostile. The
filtering engine 204 may be utilized to filter out network identifiers from further processing in
order to preserve processing resourees of the engine(s) downstream. By way of example, the
filtermg engme 204 may receive a set of one or more network identificrs for which a
maliciousness score 1s to be determined. The filtering engine 204 may compare the recetved
network identificrs to the whitelist . If a particular network identifier is identified n a
whitelist, the filtering engine 204 may ensure that the particular network identifier is not

forwarded to the parameter determination engine 206 for further processing.

[B043] MNetwork identifiers not contained in the whitehist may be forwarded to the

parameter deternination engine 206. The parameter determination engine 206 may collect
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malicious activity information from various malicious activity sources (¢.g., the third-party
servers of FIG. 1), extract and/or calculate various parameters (features) from the collected
malicious activity information, and provide the extracted and/or calculated features to the

decision engine 208.

[3044] The decision engine 208 may generate and maintain one or more machine-learning
models. The decision engine 208 may utiiize the features provided by the parameter
determination engine 206 and one or more machine-leaming models to calculate a
malicicusness score for a network identifier. In some examples, the maliciousness score may
correspond to a classification label (c.g., the classification labels 210} Upon determining a
maliciousness score, or at another suitable time, the decision engine 208 may perform, or
cause another system to perform, one or more remedial actions. Such remedial actions may
include, but are not linuted to, restricting/allowing network traffic, providing a notification of
a condition and/or risk severtty, providing one or more maliciousness scores, modifving a
filter bist such as a blacklist and/or whitehist, or assigning/modifying an association between

an 1P address/network domain name and a reputation label.

Hi. ARCHITECTURE CYBERSECURITY SYSTEM

[6643) FIG. 3 is an oxample computer architecture 300 capable of implementing at least
some embodiments of the cybersecurity system 104, The cvbersecurtty system 104 may
mehide a processor 304 and a computer readable medium 310 coupled to the processor 304,
the computer readable medium 310 comprising code, executable by the processor 304 for
performing the funcuionality described herein. It should be appreciated that any functionality
described with respect to the engines of FIG. 3 may be combined to be performed by a single

enging or may be performed by an engine that is external to the cybersecurity system 104,

[6646] FIG. 3 shows cvbersecurity system 104 communicatively coupled to the data store
312, The data store 312 may be configured as depicted 1 FIG. 2, or the data store 312 may be
provided, in whole or in part, as part of the cybersecurity system 104, The data store 312 may
be a conventional, fault tolerant, relational, scalable, secure database such as Oracle™ or
Sybase™. The data store 312 may be mmplemented using various data structures, such as an
array, hash map, (linked} Hst, structured text file (c.g., XML), table, and/or the like. Such data
structures may be stored in memory and/or in stractured files. Tn some examples, the data

store 312 mayv be configured to store maliciousness scores and/or reputation labels associated

11
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with one or more IP addresses and/or network domaim names. Additionally, or alternatively,
the data store 312 may be configured to store malicious activity information received or

obtained by one or more third-party servers of FIG . 1.

{6847} The processor 304 may be coupled to a system memory 306 and an external
compunication interface 308. The computer readable medium 310 may also be operatively

coupled to the processor 304,

[6048] The computer readable medium 310 may comprise a number of software and/or
hardware engines mcluding a filtering engine 314 (e.g., the filtering engine 204 of FIG. 2), a
parameter determination engine 316 {¢.g., the parameter determunation engine 206 of FIG. 23,
a decision engine 318 {c.g ., the decision enging 208 of FIGG. 2}, and a request processing
engine 320. More or fewer software/hardware engines may be utilized to perform the
functionality described herem. The engines depicted in FIG. 3 may be included in a software
application stored in the computer readable medium 310 and operating on the cybersecurity

system 104,
A, Request Processing Engine

16049]  The request processing engine 320 may receive and process requests for a malicious
activity evaluation. A request message may include one or more network identifiers for which
a malictousness score 1s requested. In some cases, rather than received a request, the request
processing engine 320 may cause the processor 304 to determine one or more [P addresses
and/or one or more network domains from a data store {¢.g., the data store 312). By way of
example, the request processing engine 320 may determine that a maliciousness score of a
network identifier is to be determined based on a time since a last maliciousness score for the
network identificr was assigned. Accordingly, network identifiers baving maliciousness

scores over a threshold age may be reevaluated for malicious activity.

[6858] In some embodiments, the request processing engine 320 may cause maliciousness
scores o be recaleulated ntermutiently, or according to a schedule maintained by the request
processing engine 320. The schedule mayv be predetermined or the schedule may be user-
defined. In some cases, the schedule may be stored in the data store 312, or another suitable
storage location, and accessible to the request processing engine 320. in some embodiments,
the request processing engine 320 may recetve and process scheduling creation and/or
modification requests {¢.g., from the client computer(s) 102 of FIG. 1}
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[3651] The request processing engine 320 may identify a set of network identifiers that
relate to the one or more network identifiers for which a maliciousness evaluation has been
mitiated. To facilitate the identification of related network identificrs, the request processing
engine 320 may request and/or recetve passive DNS information from one or more DNS
providers {¢.g., the DNS provider(s} 108 of FIG. 1}. “Passive DNS information” 1s intended
to refer to NS information that has been constructed to provide at least a partial view of the
historical DNS mformation available in a global Domain Name System. In some examples,
the request processing engine 320 can obtain passive DNS information from a centralized
data store {¢.g., the data store 312 or another suitable data store configured to store such

information}.

B. Identification of related network identifiers

16052]  Identifving a set of related network identifiers may occur in various ways. Two
examples of identifving a set of related network 1dentifiers are provided below with respect to
FIGS. 4A and 4B. Specifically, FIGS. 4A and 4B arc flow diagrams 400A and 400B
tlustrating an cxample processes for determining related network identifiers from an initial
set of network 1dentifiers, in accordance with some embodiments. Specifically, the flow
diagram 400A illustrates an example process for determuning related IP addresses and
network domains associated with an IP address (IR}, The IP address IP; may be one of a set
of one or more of candidate IP addresses (IP.). The process described 1in FIG. 4A may be
utilized m examples in which a maliciousness score 1s requested for one or more 1P

addresses.

[B8533] A1 402, the IP address, IP; (one of the candidate 1P addresses of the set IP.) , may be
recetved and/or obtained by the request processing engine 320 of FIG. 3 as part of the set IP,.
The set of one or more P addresses 1P, may be received in a request, or the set 1P, may be
determined by schedule or by dentifving IP addresses for which a maliciousness score is

over a threshold age.

[B054] At 404, given the 1P address (P}, the request processing engine 320 may determine
a domain set RD; . In some examples, passive DNS information of a DNS provider may be
utilized to determine a domain set RDy' that includes one or more network domains that are

associated with the IP address, IP;.

13
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[3055] At 406, the request processing engine 320 may determine a related IP address set
Rij wtilizing the passive DNS information. The sct Rl may include one or more 1P addresses
that are pointed to by a network domain name of the domain set RDy'. As a non-limting
exarmaple, 195.154.209.132 may be the 1P address IP; IP; currently hosts four domains.

5 Accordingly, the set RD;' = {par$1-020 ff avast.com, ipsc-par.sLff avast.com, sla-
par.ffavast.com, and slw-par ff avast com}. One particular domain, ipsc-par sl ff avast.com,
may be tied to various other IPs, which comprise the Rl set {62.210.142.144,
62.210.142.179,62.210.142.181, 62.210.142.182, 62.210.142.183, 62.210.142 187,
62.210.142.189,62.210.146.141, 62.210.146.154, 62.210.151.43, 62 210.152.170,

16 622101893},

[B056] At 408, the request processing engine 320 may determine a second set of related
domains RI)" utilizing the passive DNS information. The set RD) may include one or more
network domains that are mmdividually associated with the IP addresses of the set RI;. The set
RE; may include one or more 1P addresses, which are pointed to by a network domain name of

15 the domain set E{Di?‘.

18057} 'The flow diagram 400B of FIG. 4B illastrates an example process for determining
related IP addresses and network domains associated with a network domain name (Bg). The
network domain Dy may be onc of a sct of one or more of candidate network domaimn names
(D) The process described in FIG. 4B may be utilized in examples in which a maliciousness

20 score 1s requested for one or more network domain names.

[6658] At 410, the network domain, By, may be received and/or obtained by the request
processing engine 320 of FIG. 3 as described above. The network domain, By, may be
received and/or obtained as part of the set D¢ The set of one or more network domains D
may be received in a request, or the set of one or more network domains may be determined
25 by schedule or by identifying network domains for which a malicicusness score is over a

threshold age.

[6039] At 412, the request processing engine 320 may determine a related domain set Ty
utilizing passive DNS information. The domain set CDy may include one or more network
domaing that have been accessed by a same user within a period of time before/after the user

3¢  accessed the domain D
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13068] At 414, the request processing engine 320 may cause the processor 304 to determine
a related domain set RDy utilizing passive DNS information. The related domain set RDy may
include one or more network domains that have been frequently {¢.g., over a threshold
frequency) requested around the same time {¢.g., with a period of time} as the domam Dy, and
that are not frequently (¢.g., under a threshold frequency) associated with other network

domains.

[3661] At 416, the request processing engine 320 may determing a domain set NIy
utilizing passive DNS mformation. The domain set NDg may oclude one or more network

domains that share a same name server as the domain name Dq.

[0862] At418, the request processing engine 320 may determing a domain set EDy utibizing
passive DNS information. The domain set EDy mayv include one or more network domain

names that are registered with the same email address as the domain name Dy

16063] At 420, the request processing engine 320 may determine a set of one or maore P
addresses, Rig. utilizing passive DNS mformation. The set Rig may include one or more 1P

addresses, which are historically pointed to by individual domains of the domam name Dy,

[B864] At 422, the request processing engine 320 may determune a domaim set PDy utihizing
passive DNS information. The domain set PDy may inchude a set of one or more network

domains that are associated with one or more of the IP addresses included in the set Ry

16068} Upon concluding either process described in connection with FIGS. 4A and 4B, the
request processing engine 320 may forward any suitable combination of the received network
identificr sets {c.g.. IP; and/or D) and the determined network identificr set(s) (e.g., RIi. RD/,
RD{, CDy, ROy, NDy, EDg, RIg PDg) to the filtering engine 314 for further processing,

C. Filtering Engine
[3066] The filtering engine 314 may receive {e.g., from the request processing engine 320)
one or more network identifiers. The received network wdentifiers may melude any suitable
number and combination of the sets received and/or determuned by the request processing
engine 320 n the manner described above. The filtering engine 314 may access one or more
filtering Lists (e.g., a whitelist, a blacklist, etc.). The filtering list may be stored in data store

312 and maintained by the request processing engine 320, Additionally, or alternatively, the



1

20

o
[

30

WO 2018/164701 PCT/US2017/021961

filtering engime 314 may obtain a whitelist and/or blacklist from a publically available

website.

18067} The filtering engine 204 may determine whether the received network identifiers
are identified in one or more whitelists. If a network identificr is identified in a whitelist or a
blacklist, the filtering cngine 204 may be configured to cusure that the network identifier is
not forwarded to the parameter determination engine 206 for further processing. By way of
example, the filtering engine 204 may remove the network identifier that 1s identified i the
whitelist/blacklist from the set to which the network identifier belongs. Thus, the filtering
cngine 204 may be utilized to filicr out previously determined benign or hostile network
identifiers in order to preserve processing resources of the engine(s) downstream (¢.g.. the

parameter determination engine 316, the decision engine 318, etc ).
B. Parameter Defermination Engine

[6868] The parameter detcrmination engine may genorally be used to extract and/or
caleulate features from malicious activity mformation. The engines provided by the
parameter deternunation engine mav individually be responsible for processing malicious
activity mformation from a particular type of third-party server. FIG. 5 s an example
computer architecture of the parameter determination engine 316 of FI(G. 3 that is capable of
implementing at least some aspects of the cvbersecunty system 104 of FIG. 3, according to

some embodiments.

[3069] The engines of the parameter determination engine 316 may be software modules,
hardware modules, or a combination thereof. If the engines are software modules, the engines
can be embodied on a computer readable medium and processed by a processor i any of the
computer systems described herein. It should be noted that any engine, module, or data store
described herein, may be a service responsible for managing data of the type required to
make corresponding calculations. The engines depicted in FIG. 5 may be exist as part of the
parameter determination engine 316, or the engines may exist ag separate modules or services

external to the parameter detormination engine 316.

10676] In the embodiment depicted 1o FIG. 5, the parameter determination engine 316 may
mclude a threat intelligence engine 302, a malicious activity countent engine 504, a blacklist

engine 506, a DNS engine 308, a web traffic engine 510, and a data processing engine 512.

16
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{3671} The threat intelhigence enging 502 may be configured to transmit requests to one or
more threat intelligence providers, such as the threat intelligence provider(s) 110 of FIG. 1,
for malicious activity information associated with a one or more network identificrs. The
threat intelligence engine 502 may receive malicious activity information from the threat
5 mtelligence provider(s) 110. Received malicious activity information may be stored in the

data store 312, or within ancther suitable storage location. The stored malicious activity
information may be associated with a network identifier m order to provide a mechanism for
retrieving the malicious activity information after it 1s stored. According to some
embodiments, the malicious activity information received from the threat intelligence

10 providers may include threat scores and/or malicious files associated with a network

identifier.
{6072} The malicious activity content cngine 504 may transmit requests tor malicious
activity information to once or more malicious activity analvsis providers, such as the

malicious activity analysis providers{s) 114 of FIG. 1. The malicious activity content engine

[
W

504 mav receive malicious activity information from the malicious activity analysis
provider(s) 114. The malicious activity content engine 304 may store such malicious activity
information in the data store 312, or another suttable storage location. The stored malicious
activity information may be associated with a network identifier in order to provide a
mechanism for retrieving the malicious activity information after it is stored. According to
20 some embodiments, the threat intelligence engine 502 may extract forensics information

(e g., features) from the malicious activity imformation. Such features may include malicious
files downloaded from an 1P address, malicious files communicating with an IP address,

and/or malicious URLs tied to an IP address.

{6873} The blacklist engine 506 may transmit requests for malicious activity wnformation to
25 one or more blacklist providers, such as the blacklist provider(s) 112 of FIG. 1. The blackhist
engime 506 may receive malicious activity information from the blacklist provider{s) 112.
The blacklist engine 506 may store such malicious activity information in the data store 312,
or another suitable storage location. The stored malicicus activity information may be
associated with a network identifier in order to provide a mechanism for retrieving the

30 malicious activity information after it 1s stored.
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[3674] According to some embodiments, the blacklist engine 506 may maintain a Unified
Blacklist Database (UBDB) that includes blacklist information collected from a number of
obtained blacklists. By way of example, the blacklist engine 506 may access various open
source blacklists, such as from Zeus Tracker, Ransomware Tracker, Frodo Tracker, SSL
Blacklist, Spam Filters, and Google safe browsing. The various open source blacklists may be
merged and stored o the UBDB for later consultation. The blacklist engine 506 may extract
current hit and/or historic hits for an network identifier listed 1 the Unified Blacklist

Database (UBDEB).

16075]  The DNS engine 508 may transmit requests for malicious activity mformation to
ong or more DNS providers, such as the DNS provider{s} 108 of FIG. 1. The DNS engine 508
may receive malicious activity information from the BNS provider{s) 108. The DNS engine
508 mav store such malicious activity information in the data store 312, or another suitable
storage location. The stored malicious activity information may be associated with a network
identificr m order to provide a mechanism for retrieving the malicious activity information
after it is stored. According to some embodiments, the DNS engine 508 may receive DNS
information from a DNS provider. DNS information received may include any suitable
combination of resource record (RR) history for IPs and domains, autonomous system
information associated with a multiple IP addresses, threat scores for network domain names,
security scores associated with a domain, co-occurrence domain sets {¢.g., the s¢t CDgof FIG.
4B}, related domain sets, mahcious files associated with a domain, and number of malicious

domains hosted on the IP.

160761 The web traffic engine 510 may transmit requests for malicious activity information
to one or more web traffic reporting providers, such as the web traffic reporting provider(s)
116 of FIG. 1. The web traffic engine 510 may receive such malicious activity information
from the weh traffic reporting provider(s) 116. The web traffic engine 510 may store
malicious actuvity information in the data store 312, or another suitable storage location. The
stored malicious activity information may be assoctated with a network identifier 1n order to
provide a mechanism for retrieving the malicious activity information at a time subsequent to
storage. According to some embodiments, the malicious activity information received from
the web traffic reporting provider(s) 116 may include a popularity ranking or score assigned

to an [P address and/or network domain name by the third-party.
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[3677) The feature processing engine 512 may collect and/or access the malicious activity
information received by the various third-party servers discussed above. In some examples,
the feature processing engine 512 can extract suitable combmnations of features (¢.g., extemal
score-based features, forensics features, blacklist-based features, behavior-based features, and
network-based, discussed below) from malicious activity information provided by the third-
party servers. After extracing the features from the malicious activity information, the feature
processing engine 512 may compute a number of statistical features from the extracted
featares {e.g., summations, means, medians, etc.}. The feature processing engine 512 may
transmit the extracted features and computed statistical features to the decision engine 318 of

FI1G. 3 as part of a feature set.

(6878} In some embodiments, the feature processing engine 5312 may calculate a freshness
score for anv of the features discussed below. A freshness score may be utidized to weigh
features extracted/computed from recent malicious activity information more heavily than
features extracted/computed from older malicious activity information. The features may be
weighed according to a time of receipt associated with the malicious activity information. In
still further examples, the features may be weighed according to a timestamp assigned by a
third-party server and provided with the malicious activity information. A weight value may
be determined for features of received malicious activity information based on calealating
(—Log(x*)) + 6 = 5, where x is the difference between the time of receipt or timestamp date
of the malicicus activity information and a current date in days. This weight values allows for
more recent malicious activity information to have a greater impact than that of older

maleicious activity information.

a} Example features

[B879] As discussed above, the feature processing engine 512 may extract or compute
external-based features, forensics features, blacklist-based features, behavior-based features,
and network-based from the malicious activity information received. Such features may be
used to compute additional features {¢.g., statistical values such as summations, means,
mediams, or the hike, computed from the extracted features). The extracted features and
computed statistical values may be used later as input for a machine-learning model. Such

features are discussed further below.
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i} External-Based Features related to an IP address

[B080] In some embodiments, external-based featured listed below may be used to
determine a maliciousness score for mdvidual IP addresses. The external-based features may
be extracted or computed by the feature processing engine 512. These external-based features
may include threat scores received from the threat intelligence provider{s) 110 of FIG 1. The
threat scores may include one or more threat scores associated with cach 1P address of the
RE, BRI\, and RD,’ sets discussed in connection with FIG. 4A. The external-based features
may be weighed according to a freshness score such that more recent features effect a

malicicusness score more heavily than older features.

10681] Specific examples of external-based features extracted/computed by the feature

processing engine 512 mnclude, but are not limited to

e A threat score provided by a threat intelligence source of an IP address of the
set IP;.
e A threat score of an IP address IP; calculated from a publicly available 1P
report.
e At least one of a suwmmation, mean, median, or standard deviation of af least
one of the following:
o Ouoe or more threat scores provided by onc or more threat mteligence
sources for each IP belonging to the set Ri;.
o One or more threat scores calenlated from a publicly available IP
report for each IP belonging to the set R,
o One or more threat scores provided by one or more DNS providers
{(c.g., the DNS provider(s) 108 of FIG. 1) for each domain belonging to
the set RDy'.
o One or more threat scores provided by one or more DNS providers
{e.g., the DNS provider(s) 108} for each domain belonging to the set
RD/.
o Une or more threat scores caloulated from a publicly available domain
report for cach domain belonging to the set RD;'
o One or more threat scores caleulated from a publicly available domain

report for each domain belonging to the set RDy™
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o Ong or more popularity rankimgs/scores {¢.g., provided by the web
traffic reporting provider(s) 116 of FIG. 1} for cach domain belonging
to the sct RDy,

o One or more popularity rankings/scores {¢.g., provided by the we
traffic reporting provider{(s) 116 of FI(. 1) for each domain belonging

to the set RD,”.

1] External-Bused Features related to a network domain

[3682] In some embodiments, extemal-based featured listed below may be used to
determine a maliciousness score for indvidual netowrk domain name Dy or the network
domain name scts CDy, RDa, NDy, EDy. PDy scts described above in connection with FIG.
4B. The external-based features may be extracted or computed by the feature processing
engine 512. The external-based features used to determine a maliciousness score of a network
domain name may be weighed according to a freshness score such that more recent features

cffect a maliciousness score more heavily than older features.

[6683] Specific examples of external-based features extracted/computed by the feature

processing engine 512 may include at least one of

¢ One or more security ranks of a network domain provided by one or more
DNS service providers {(e.g., the DNS provider(s) 108 of FIG. 1}

e One or more threat scores of a network domain calculated from one or more
publicly available domain reports.

e One or more security category scores of a network domain name calculated
from malicious activity information provided by one or more DNGS service
providers {¢.g., the DNS provider(s) 108).

e (ne or more content category scores of a network domain name caleulated
from malicious activity information provided by one or more DNGS service
providers {¢.g., the DNS provider(s) 108).

e One or more Domain Generation Algorithm (BGA) scores of a network
domain name provided by one or more DINS service providers {e.g., the DNS

provider(s) 108). The DGA scores, in some examples, may guantify a
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probability valoe imdicating the likelihood that a network domain name was
generated by an algorithm rather than a human,

= {ne or more page ranks of a network domain provided by one or more DNS
service providers. In some examples, a page rank may reflect the popularity of
a network domain name according to Google's PageRank algorithm.

¢ Une or more populanty scores, which in some examples, may be a number of
vnique client [P addresses that have visited a network domain name, relative
to the all requests to all network domain sames. In some examples, this
mformation may be provided by a DNS service provider.

e One or more Geoscores of a network domain provided by one or more DNS
service providers. In some examples, a Geoscore may represent how far apart
the different physical locations serving the network domain name are with
respect to one another.

e One or more TLD Geo-diversity scores. In some cases, a TLD Geo-diversity
score may be represented as a percentage of clients visiting the network
domain name.

e (e or more attack severity scores of a network domain name. In some
examples, an attack severity score may be calculated from the malicious
activity information provided by a DNS service provider.

e One or more severity scores for the threat type of a network domain name. In
some examples, the severity score for a threat type may be calculated from the

maliciousness activity information provided by a BNS service provider.

c Example forensic features related to an IP address

[6684] In some embodiments, forensic features histed below may be used to determine a
maliciousness score for one or more IP addresses. In some examples, the tfeature processing
engine 512 may extract malicious URLs, malicious files, and/or malicious commumnicating
files from malicious activity information. The related malicious URL set U; for the P address
IP;may include one or more URLs that have been histonically tied with the P address 1P,
The related malicious file set MF,, corresponding to IP;, may inciude a set of one or more
files that are identified as possibly malicious files and that are tied with the I address 1P,

The related malicious comamunicating file set CF, for IP;, may include one or more possibly
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malicious files that have been communicated to/from the IP address IP;. The forensic features
used fo determine a maliciousness score of an 1P address may be weighed according to a
freshness score, such that more recent features effect a maliciousness score more heavily than

older features.

5 [0085] In some embodiments, the feature processing engine 512 may identify suspicious
files and/or URLs related to an IP address [P, from the received malicious activity
information. In some examples, a number of suspicious URLs, and a number of files in the
MF; and CF; sets may be identified. Additionally, or alicrnativelv, the malicious activity
mformation may provide a lst of malware tied to an IP address IP;. The feature processing

10 engine 512 may assign each of the possibly malicious URLs and files a threat score based on
a last-detected date and a score provided by threat intelligence source. The last detection date
may be used to measure the freshness score of the evidence. Statistical features such as a
summation, a mean, 4 median, and a standard deviation may be calcolated from the threat

score for cach of the sets U,, MF,, and CF,.

15 [06886] Inaccordance with at least one embodiment, the feature processing engine 512 may
extract at least one forensics feature for an 1P address 1P, Specific examples of forensic

features extracted/computed by the feature processing engine 512 may include at least one

ot

s A total nomber of elements i the related malicious file set MF,

20 e A total number of clements in the related communicating file set CF;.
¢ A total number of clements m the related mahcious URL set U,
s A percentage of malicious domains hosted by the 1P address 1P
s At lcast one of a summation, a mean, a median, or a standard deviation of at least

ong of the following:
25 o One or more threat scores for the file set MF;.

o One or more threat scores for the file set CF,.

o One or more threat scores for the URL set U

) Example forensic features refated to a network domuais

30 [G087} Insome embodiments, forensic featares histed below may be used to determing a
maliciousness score for one or more network domain names. The feature processing engine
23
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512 may extract malicious URLs, malicious files, and/or malicious communicating files from
malicious activity information. The related malicious URL set Uy for a network domain Dy
may include one or more URLs that have been historically tied with the network domain Dy
The related malicious file set MF; corresponding to Dy may include a set of one or more files
that are identified as possibly malicious files and that are tied with the network domain Dy
The related malicious communicating file set CF; corresponding to By may include one or
more possibly malicious files that have been comummnicated to/from the network domain Dy,
The feature processing engine 512 may calcualte a precentage of malicious domains hosted
by one or more 1P addresses belonging to the set Ry, The forensic features used to determine
a maliciousness score of a network domain may be weighed according to a freshness score,

such that more recent features effect a maliciousness score more heavily than older features.

[B088] A number of suspicious URLs, and a number of files in the MF; and CFi scts mav be
identificd from received malicious activity information. The malicious activity information
may provide a fist of malware tied to the network domain By, The foature processing engine
512 may assign cach of the possibly malicious URLs and/or files a threat score based on a
last~detected date and a score provided by threat mtelligence source. The last detection date
may be used to measure the freshness score of the evidence. Satistical features such as a
summation, a mean, a median, and a standard deviation may be calculated from the threat

score for cach of the scts Uy, MFy, and CFy.

16089 Specific examples of forensic features extracted/computed by the feature processing

engine 512 may include at least one of the following:

e A total number of elements n the related malicious file set MF,.
e A total number of elements in the related communicating file set CFy.
# A total number of clements n the related malicious URL set Ug.
& At lcast one of 3 summation, 3 mean, a median, and a standard deviation of at
least one of the following:
o One or more threat scores for one or more files of the set MFy.
o One or more threat scores for one or more files of the set CFq4.
o One or more threat scores for one or more URLs of the set Uy,

A percentage of malicious network domains tied to an P address of

O

the set Riy.
24
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¢ Example blacklist-based features velated to an IP address

10690]  In some embodiments, blacklist-based features listed below may be used to
deternune a maliciousness score tor an 1P address 1P, described above m connection with
FIG. 4A. The black-list features may be extracted or computed by the feature processing
enging 512. The blacklist-based features may be weighted according to a freshness score such
that more recent features effect a maliciousness score more heavily than older features. In
some examples, malicious activity information may be obtained by one or more blackhist
providers (e.g., the blacklist provider(s) 112 of FIG. 1), Additionally, or altermatively,
malicious activity information may be obtained from a unified blacklist databased (UBDB)
stored in the data store 3127 of FIG. 3. The UBDB may contain malicious activity information

previously obtained from one or more open source blacklists.

{6091} The feature processing engine 512 may calculate a number of hits for an IP address
IP;. The feature processing engine 512 may calculate an attack severity score based on the
particular blacklist that identified the 1P address. In some examples, a higher severity score
may be assigned to an [P address that 1s used for command and control (€2} activity than an a
severity score assigned to an [P address that has been used to send spam emails. To calculate
an attack severity score, the feature processing engine 512 may utibize malicious activity
information provided by one or more threat intelligence sources {(e.g., the threat mtelligence
sources 110 of FIG. 1). In some cxamples, an attack severity score may be calculated from
the malicious activity information received from the threat intelhigence source(s}) utilzing
various categones of attack with which an 1P address is associated. From the UBDE, a

history-based score may be calcualied for the IP address 1P

(6892} Specific examples of blacklist-based features extracted/computed by the feature

processing engine 512 may include one or more of the following:

-]

A total number of hits within various blacklists for the IP address 1P,
¢ Anp attack seventy score the IP address 1P,
e A history-based score for the IP address IP;.
e At least one of a summation, a mean, a median, or a standard deviation of at
least one of the following:
o A hit count for all IP addresses belonging to the set Ry
25
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o Ong or more attack severity scores for all 1P addresses belonging fo the
set RE;.

(Cue or more history-based scores for all 1Ps belonging to the set Ri;.

O

¥ Example blacklisi-based features related to a network domain

[6693] The blackiist-based features histed below may be used to deternune a maliciousness
score for a network domain Dy, described above mn connection with FIG. 4B, The blacklist-
based features may be extracted or computed by the feature processing engine 512, In some
embodiments, the blackhist-based features may be weighted according 1o a freshness score
such that more recent features effect a maliciousness score more heavily than older features.
In some examples, malicious activity information may be obtained by one or more blackhist
providers {¢.g.. the blacklist provider(s) 112 of FIG. 1), Additionally, or alternatively,
malicious activity information may be obtained from a unified blacklist databased (UBDB)
stored in the data store 312 of FIG. 3. The UBDB may contain malicious activity information

previously obtained from one or more open source blacklists.

16694} The feature processing engine 512 may calculate a number of hits for the network
domam D34 The feature processing engine 512 may calculate an attack scverity score based
on the particular biacklist that identified the network domain. fn some examples, a higher
severity score may be assigned to a network domain that 15 ased for command and control
{C2) activity than a severity score assigned to a network domain that has been used to send
spam emails. To calculate an attack severnty score, the feature processing engine 512 may
utilize malicious activity information provided by one or more threat imtelligence sources
(e.g., the threat intelligence sources 110 of FIG. 1), In some examples, an attack severity
score may be calculated from the malicious activity information received from the threat
mtelligence source(s} utilzing vanous categories of attack with which a network domain is

associated. From the UBDB, a history-based score may be calcualted for a network domamn.

[B895] Specific examples of external-based features extracted/computed by the feature

processing engine 512 may include one or more of the following:

e A total number of hits within various blacklists for a network domain Dy,
#  An attack severity score of a network domain Dy
s A history-based score of a network domain By
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g Example network-based featuves related to an IF address

10696] The network-based features listed below may be used to determine a maliciousness
score for an IP address 1Py, described above in connection with FIG. 4A. Such featuros may
be extracted or computed by the feature processing engine 512, The network-based featurcs
may be weighted according to a freshness score such that morve recent features effect a
maliciousness score more heavily than older features. In some examples, malicious activity
nformation may be obtained by one or more blacklist providers {¢.g., the blacklist
provider(s} 112 of FIG. 1}, Additionally, or alternatively, malicious activity information may
be obtained from a unified blacklist database (UBDB) stored in the data store 312 of FIG. 3.
The UBDB may contain malicious activity information previousty obtained from one or maore

open source blacklists.

{6697} |t should be appreciated that adversaries may often use "bullet-proof” hosting
services to launch attacks in order to avoid taw enforcement and other legal repercussions.
Additionally, certain autonomous systems {ASs) are known for to have a hugher incidence of
malicious activity than other ASs. Accordingly, n some embodiments, threats associated
with an AS may be used to determine the severity level of an IP address IP;. If an IP address
i3 tied with an AS which has a history of malicious activity, that IP address may be
considered to be a higher severity than other IP addresses that have no association to an AS
with a history of malicious activity. To deternune the threat associated with an AS, the
feature processimg engine 312 may calculate threat scores of one or more [P addresses of the
set 1P, utilizing malicious activity information provided by various threat intelligence sources
and blacklist sources. The threat scores of an IP address IP; may further depend on malicious

activity mformation provided by one or more DBNS providers.

[6698] In some embodiments, the number of ASs associated with an IP directly and
wndirectly, the number of registration records, and the frequency of new registrations of the
ASs can provide information about the life cycle of an IP address. The feature processing
engine 512 may calculate the number of ASs associated with an IP address {direcily or
indirectly}, the number of registration records, and the frequency of new registrations of the
ASs. In some cases, the higher these numbers are for an [P address, the higher the possibility

that the IP may be considered risky.
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[3699]  Specific examples of network-based features extracted/computed by the feature

processing engine 512 may include one or more of the following:

e A number of different Autonomous Systems {ASg) of the set AL
¢ A number of registration entries corresponding to an AS belonging to the set
Al
®  Anaverage trequency of new registrations associated with an AS belonging to
the set AL
s The number of suspicious activitics associated with an AS belonging to the set
Al
& At least one of 3 summation, 3 mean, a median, or a standard deviation for at
least one of the following:
o Une or more threat scores provided by an mtelligence source for cach
[P address belonging to the set Al
o Ong or more threat scores calculated from a publicly available IP
reports for one or more [P addresses belonging to the set Al
o Omne or more blacklist hit counts for one or more P addresses
belonging to the set AL
o Une or more attack severity scores for one or more IP addresses
belonging 1o the set Al
o One or more history-based scores for one or more 1P addresses

belonging to the set ALy

1} Example network-based features related to a network domain

[01008] The network-based features listed below may be used to determine a maliciousness
score for a network domain Dy, descnibed above m connection with FIG. 4B. The network-
based features used to determine a maliciousness score of one or more network domains may
be weighted according to a freshness score such that more recent features effect a
maliciousness score more heavily than older teatures. In some examples, malicious activity
wnfonmation may be obtained by one or more blacklist providers {¢.g., the blacklist
provider(s} 112 of FIG. 1}, Additionally, or alternatively, malicious activity information may

be obtained from a unified blacklist databased (UBDB) stored in the data store 312 of FIG. 3.
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The UBDB may contain malicious activity mformation previously obtained from one or more

open source blacklists.

{6101} As described above, adversaries may often use "bullet-proot” hosting services o
launch attacks in order to aveid law enforcement and other legal repercussions and certain
autonomous systems (ASs) are known for to have a higher incidence of malicious activity
than other ASs. Therefore, 1t is important to identify the risks associated with the network
where a network domain s hosted. Accordingly, in some embodiments, threats associated
with the NDy, EDy, PDy, Rlg, and AS scts may be used to determine the severity level of a
network domain. As an example, network domain names that are associated with a name
server, AS, or an email address that has a listory of malicious activities, may be considered
to be more risky to an infrastructure than other domain names that do not have such ties. In
some cases, network domains that are associated with o higher number of ASs may be

considered more risky than netowrk domains tied to fewer ASs.

[6102] To determine the threat associated with the network dentifiers belonging to the sets
NDy, EDyg, PDy, RE,, and AS, the feature processing engine 312 may calculate threat scores of
a network domain Dy otilizing malicious activity information provided by various threat
intelligence sources and/or blacklist sources. The threat scores of a network domain D¢ may

further depend on malicious activity mformation provided by one or more DNS providers.

[6103] Specific examples of network-based features extracted/computed by the feature

processing engine 512 may include one or more of the following:

¢ The number of different ASs belonging to the set AS.

e The number of registration entries found for one or more of the ASs belonging
to the set AS.

e 'The average frequency of new registration of one or more of the ASs
belonging to the sct AS.

e The number of suspicious activities tied to an AS belonging to the set AS.

& One or more AS reputation scores provided by one or more PBNS providers.

¢ One or more RIP scores that indicate a ranking for one or more 1P addresses
related to a network domain Dy In some examples, the RIP scores may be

provided by one or more DNS providers.
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& {ne or more stability scores for one or more [P addresses related to a network
domain Dy In some examples, the stability scores may be provided by one or
more DNS providers.

s (ne or more prefix ranks of a network domain Dy given associated IP prefixes

5 and a reputation score of these prefixes.

s The probability of a network domain Dy being a fast fhux candidate

e At least one of a summation, a mean, a median, or a standard deviation for at
least one of the tollowing:

o One or more security ranks for one or more network domains of the set
10 Ny

o Une or more security ranks for one or more network domains of the set

EDy
o One or more security ranks for one or more network domains of the set
PDy
15 o Ouve or more DGA scores for one or more network domains of the set
NDy

o  Une or more DGA scores for one or more network domains of the set
EDg
o One or more DGA scores for one or more network domains of the set
20 PDy
o One or more attack severity scores for one or more network domains
of the set Ny
o Omne or more attack severity scores for one or more network domains

of the set EDyg

N
(4
e}

One or more attack seventy scores for ong or more network domains
of the set PDy
o Ong or more threat type severity scores for one or more network

domains of the set NDy

O

One or more threat type severity scores for one or more network
30 domains of the set FDy
o One or more threat type severity scores for one or more network

domains of the set PDy

3
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o One or more blacklist hit counts for one or more network domains
belonging to the set NDy

One or more blacklist bit counts for one or more network domains

O

belonging to the set EDy

o One or more blackhist hit counts for one or more network domains
belonging to the set PDy

o Une or more threat scores provided by a threat mtclligence sources for

cach IP address belongs to Rl

i Example behavior-based features related to a network domain

[0104] The behavior-based features listed below may be used to determine a maliciousness
score for a network domain Dy, descnibed above mn conmection with FIG. 4B, The behavior-
based features used to determine a maliciousness score of a network domain may be weighted
according to a frochness score such that more recent features effect a maliciousness score

more heavily than older features.

16105] The feature processing cngine 312 may receive malicious activity mformation from
ong or more DNS providers. The recevied malicious activity information may include a list of
co-occorrence domains, CDBy and a list of related domains, RDy. As discussed above in
connection with FIG. 44, the network domains belonging to the set Ry include the network
domains requesied around the same time as the network domain Dy, Therefore, the number of
malicious domains in CDgand RDy can provide valuable mformation about the malicious
behavior of a network domain. For example, a high number of DGA domain names in the
Chgand Ry sets can indicate the presence of malware. The feature processing engine 512

may calculate statistical values from the received malicious activity mfoomation.

[3106] Specific examples of behavior-based features extracted/computed by the feature

processing engine 512 may include at least one of the following:

¢ (ne or more security ranks for the network domains belonging to the set CDa.
s (ne or more s¢curity ranks for the network domains belonging to the st RDy.
¢ One or more DGA scores for the network domains belonging to the set Ty

e One or more DGA scores for the network domaings belonging to the set RDy.

3
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s (ne or more security category scores for the network domains belonging to
the set CDy.

¢ One or more security category scores for the network domains belonging to

the set RDy.
5 e One or more attack severity scores for the network domains belonging to the
set CDy.

e One or more attack severity scores for the network domaing belonging to the
set ROy
e One or more threat type severity scores for the network domains belonging to
10 the set CDy.
¢  Une or more threat type severity scores for the network domains belonging to
the set RDy.
#  One or more blacklist hit counts for one or more network domains belonging

to the set Chiy.

[
(v
&

One or more black list hit counts for one or more network domains belonging

1o the set RDy.

E. Decision Engine

10187} A decision engine may be utilized to access a machine-learning algorithm and the

20 features provided by the parameter determunation engine 316 to determine a maliciousness
score for a network dentifier. FIG. 6 is an example computer architecture of the decision
engine 318 of FIG. 3, which is capable of implementing at least some aspects of the

cvbersecurity svstem of FIG. 3, according to some embodiments.

[3108] The decision engine 208 may include a plurality of engines that may carry out
25 various embodiments. These engines may be scfiware modules, hardware modules, or a
combination thereof. If the engines are software modules, the engines can be embodied on a
computer readable mediom and processed by a processor in any of the computer systems
described herem. It should be noted that any engine, module, or data store described herein,
may be a service responsible for managing data of the type required to make corresponding
30 calculations. The engines depicied in FIG. 6 may be exist as part of the decision engine 318,

or the engines may exist as separate modules or services external to the decision engine 318,

3
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[3109]  In the embodiment depicted in FIG. 6, the decision enging 318 may mclude a model
training engine 602, a scoring cngine 604, and a remedial action engine 606. Such engines

will be discussed in more detail below.

Muodel training and updating

{6118} The model training engine 602 may train and/or update one or more machine-
learning models. The model training engine 602 may employ supervised-lcarning techniques

to tram and/or update one or more machine learning models.

{6111}  The model training engine 602 may receive a feature set provided by the parameter
determination engine 316 of FIG. 3. In some examples, communication between the
parameter determination engine 316 and the decision engine 318 may occur through a
persistent message queue for failover recovery purposes. To train the machine-learning
modcel, the mode! training cugine 602 may obtain training data including a list of network
wdentifiers {¢.g., one or more 1P addresses and/or one or more network domain names) with
an preassigned maliciousness scores. In some examples, the tramming data may include
historical malciousness acitivity information obtained from one or more maclicious activity

sources {¢.z., the third-party servers described in connection to FIG. 1),

(6312} Using the training data, the model training engine 602 may generaie and train one or
more machine-leaming models utihizing the features set and conventional supervised-learmng
algorithms, such as J48, Naive Bayes, Logistic, Decision Table, RandomTree, etc. The model
training engine 602 may score cach of the trained machine learning models according to iis
output accuracy. By way of example, the model! training engine 602 may input paramcters of
the teature set corresponding to a single network dentifier and determine a degree of
accuracy of the output provided by the model. The output of the model may be compared to
the preassigned malciousness score corresponding to the network identifier. Accordingly, the
model training engine 602 may score cach model according to a degree of accuracy of the
output of the model to the preassigned maliciousness scores provided n the training data. In
some examples a highest scored model may be selected to provide maliciousness scores for

network identifiers.

3
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(3113} Multiple machine-learning models may be retrained with the updated historical
malicious activity information and the model training engine 602 may select a machine
lcarning model {¢.g., the machine learning model 704 or another machine leaming model)
based on a degree of accuracy between the respective output of a model and the updated

historical malicious activity information.

[33114] The scoring engine 604 may be configured to receive (¢.g., from the parameter
determination engine 316 of FIG. 3} a feature set associated with one or more network
identifiers. The feature set may include any combination of the features described above in
connection with the parameter determination engine 316). The scoring engine 604 may
utilize the selected machine-learming model to output a maliciousness score for the network
identifier corresponding fo the feature set. A maliciousness score can be a numerical value. In
some cases, the maliciousness score can corresponds to a classification label that identifics a
security risk. As a non-limiting example, reputation labels may mclude “Critical,” “High,”
“Medium,” and “Low,” where “Cntical” reputation labels indicate a highest risk severity and
“Low” reputation labels indicate a lowest risk severity. The output may be stored ag historical

malicious activity information to be used to update/train machine-learning algornthms.

{6118} FIG. 7 is a flow diagram 700 illustrating an example process for training and
updating a machine-learming model, according to some embodiments. The process depicted

n FIG. 7 may be performed by the model traiming engine 602.

[0116] At 702, the model training engine 602 may select machine-learning model 704 from
a set of traied machine learning models according to a score. The score may be mitially
determined in the manner described above. The machine-learming model 704 may be stored

in data store 312 of FIG. 3 or ancther location accessible to scoring enging 606 of FIG. 6.

13117} At 706, the scoring engine 606 may access the machme learning model. Utilizing
common feature types as those used to train the machine-learning modcl 704, the scoring
cngine 606 may input such features into the machine-leaming model 704 to calculate a
maliciousness score. By way of example, the scoring engine 606 may input the features
associated with an IP address into the machine-learning model 704 and receive a

maliciousness score for the 1P address.

3
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[B118] At 708, the maliciousness scores may be stored in the maliciousness scores data
store 710. The maliciousness scores data store 710 may be inchuded as part of the data store

312 of F1G. 3.

B119] At 712, the makiciousness scores of the maliciousness scores data store 710 may be
provided to the model training engine 602. The model training engine 602 may utilize the
maliciousness scores (separately, or in conjunction with the historical malicious activity
information) o retrain the machine-learning model 704, In some examples, the malicicusness
scores may be stored as part of the historical malicious activity information for future training

activities.

[6128] The process depicted in FIG. 7 may be performed any suitable number of times.
Accordingly, as time progresses, the maching learning model 704 increases the cfficiency and

accuracy of determining malicicusness score by utilizing an ever-expanding training data set.
Freshness considerations

{3121} The rapidly evolving nature of network wdentifiers over time can present challenges
to an cybersecurity system such as those described hercin, Additionally, network identifiers
which are found to be malicious more recently potentially pose a greater security threat to an
infrastructure than a network identifier that was determined to be malicious long ago.
Accordingly, the machine learning models described herein may, 1n some embodiments,
weigh features extracted and/or determined from recent malicious activity information
heavier than features extracted and/or determined from older malicious activity mnformation.
In some examples, the features may be weighed according to a time of receipt associated with
the malicious activity information. In still further examples, the features may be weighed
according to a fimestamp assigned by a third-party server and provided with the malicious
activity mformation. A weight value may be deternuned for features of received malicious
activity mformation based on calculating (—Log(x>)) + 6 * 5, where x is the difference
between the time of receipt or fimestamp date of the malicious activity information and a
current date in days. Thas, allowing more recent malicious activity information to have a

greater impact than that of older malcicious activity information.
Performing Remedial Actions

6122} One function of the decision engine 318 is to perform one or more remedial actions

in accordance with a deternmined maliciousness score. The remedial action engine 608, a
5

3



10

[y
W

20

30

WO 2018/164701 PCT/US2017/021961

module of the decision engine 318, may be configured to perform such actions. Remedial
actions may include, but are not himited to, restricting/allowing network traffic, notifving &
user and/or remote device of network identifier with a reputation label corresponding to a risk
severity, providing one or more maliciousness scores, modifving a filter ist such as a
blacklist or whitelist, or assigning/modifving an association between network identificr and a
reputation label or maliciousness score. It is contemplated that a single remedial action may
include any suitable number and combination of the particular remedial actions listed above.
In some examples, the remedial action 13 0ot necessary performed by the remedial action
engine 608, but rather the remedial action engine 608 may stimulate a separate device to

perform at least some portion of the remedial action(s).

(3123} Asanon-limiting example, the remedial action engine 606 may receive a
maliciousness score provided by the scoring engine 504. The remedial action engine 606 may
consult a protocol set to determine one or more remedial actions o nitiate in response to a
particular maliciousness score. By way of example, the protocol set may include rules,
procedures, and/or mappings that indicate a particular set of one or more remedial actions

that are to be performed n response to a particular maliciousness score.

i6124] By way of example, the protocol set may mdicate that network identifiers that have
been associated with a “Critical” reputation label {or maliciousness score over a threshold
value} should be added to a particular blacklist. As another example, the protocol set may
indicate that network identifiers that have been associated with a “Low”™ reputation label {(or
maliciousness score under a threshold value) should be added to a particular whitelist. The
protocol set may indicate particular entitics should be notified when particular network
wdentifiers have been associated with a “High™ reputation label. The possible variations
available within such a protocol set are numerous and may be contemplated by one having

skill 1n the art of network traffic administration.

iV, METHOD FOR DETERMINING MALICIOUSNESS SCORES

[3125] A method for determining a maliciousness score for one or more network dentifiers
(IP addresses and/or network domains) is described below with reference to FIG. 8. This
method can be implemented by the computer systems described above with respect to FIGS.

1,2,3,5, and 6, for example.

3
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[3126] FIG. 8 shows a flow chart of an exemplary method 800 for determining a
maliciousness score for one or more network identifiers, 1in accordance with some
embodiments. The method can be performed by a cybersecurity system {(e.g., the

cvbersecurity system 104 of FIG. 2.

3127} At 802, a request to cvaluate malicious activity with respect to a sct of one or more
network identifiers may be received (e.g., by the request processing engine 320 of FIG. 3). In
some examples, the request may have been mitiated by the client computer{s) 102 of FIG. 1.
In other embodiments, the set of one or more network identifiers may be obtained from a data

store {(¢.g., the data store 312), rather than being received as in the method 800,

[B128] At 804, at least one of a set of one or more related network domains or a set of one
or more related §P addresses associated with the individual network identifiers of the set of
network identifiers may be determined {e.g., by the parameter determination engine 316 or
moditdes of the parameter determination engine 316}, H the set of network identifiers includes
at least one 1P address, related domains and related 1P addresses mayv be determined for the P
address in accordance with the process described above with respect to FIG. 4A. Ifthe set of
network identifiers includes at least one network domain, then related domaing and related 1P
addresses may be determined for the network domain in accordance with the process
described above with respect to FIG. 4B. If the set of one or more network domains
comprises both an IP address and a network domain, then the corresponding processes of
FIGS. 4A and 4B may be performed to determine related network domains and related IP

addresses.

[B129] At 806, requests to provide malicious activity information may be sent {e.g., by one
or more engines of FIG. 5) to a plurality of third-party servers {¢.g., the third-party servers of
Fi(. 1). The third-party servers may comprisc anv suitable combination of the DNS
provider(s} 108, the threat mtelligence provider(s) 110, the blackiist provider(s) 112, the
malicious activity analysis provider(s) 114, and/or the web traffic reporting provider(s) 116,
The requests may refate to the set of one or more network identifiers, the set of one or more
related network domains, and the set of one or more related 1P addresses, although any

suitable combination of the above may be utihized.

[3G130] At 803, at least a portion of the malicious activity information requested from the
plurality of third-party servers may be recetved (e.g., by the corresponding engines of FIG. §,

e
H
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namely the threat intelligence engine 502, the malicious activity content engine 504, the
blacklist engine 506, the DNS engine 508, and the web traffic engine 510}, In some
embodiments, the malicious activity information may be stored by cach engine of FIG. 5, or
the engines of FIG. 5 may caunse the malicious activity information to be stored (e.g., in data
store 312). The malicious activity information received by each third-party server may be
stored any suitable storage container and associated with a corresponding network identifier

for later retreval.

10131] At 810, a first set of features may be extracted {e.g., by the feature processing
congine 512 of FIG. 5) from the malicious activity information received at 808. The first set of
features may mclude any suitable combination of the features descnibed above in connection
with the feature processing engine 512. In some embodiments, the first set of features may
exchude the statistical values related to a summation, a mean, a median, and standard

deviation described above.

10332] At 812, asecond set of features may be calculated (¢ g, by the feature processing
enging 512) from the first set of features extracted at 810, The second set of features may
nclude any suitable statistical values (e.g.. summation, mean, median, standard deviation,
counts, hits, etc. such as those calculated from external-based features) described above. The
sccond set of features may include at least one statistical value calculated from a common
feature of the first set of features received from cach of the plurality of thivd-party servers.
For example, a summation may be calcolated by utilizing a same feature (e.g., a threat score
associated with an IP address) of one or more IP addresses, such that the feature values
associated with cach of the one or more 1P addresses may be combined to provide the

spmmation.

3133} At 814, one or more maliciousness scores may be calculated {c.g., by the scoring
engine 604) for the set of one or more network 1dentifiers utilizing a machine leaming model.
The maliciousness scores may correspond to a reputation label (¢.g., “Critical,” “High,”

EEINES

“Medium,” “Low,” etc.}. The machine-learning model may utilize the first sct of features and
the second set of features as nput. In some examples, the machine-learning model may be
trained utilizing historical malicious activity information from one or more of the phirality of

third-party servers

3
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16134] AL 816, aremedial action may be performed {(e.g., by the remedial action engine 606
of FIG. 6) based on the one or more maliciousness scores calculated at #14. In some
embodiments, a portion or the entire remedial action may be performed bv a device that is
separate from the cybersecurity system 104, Remedial actions may include, but are not
limited to, restricting/aliowing network traffic, notifying a user and/or remote device of 3
condition and/or risk severity, providing one or more maliciousness scores, modifying a filter
list such as a blacklist or whitelist, or assigning/modifving an association between an [P
address/network domain name and a reputation label. The remedial action performed at 816

may include anv suitable number and combination of the remedial actions listed above.

V. TECHNICAL BENEFITS

[01335] The systems and methods provided herein can be used in a variety of security
controls such as firewalls, Intrusion Detection Systems (IDSs), etc.. Due to the low fidehity of
conventional IP reports, malicious activity can go undetected. If undetected, Security
Incidents and Events Monitoring systems {SIEMs) cannot be alerted for possibly malicious IP
addresses scen in the network. Utihizing the systems and methods provided herein, multiple
and disparate malicious activity information sources may be utlized to analyze malicious
activity information related to one or more network identifiers. By utilizing the sources and
feature sets provdied herein, a risk associated with malicious activity may be more accurately
determined and thus, higher fidehty alers may be provided to other cyberdefense systems

such as SIEMs and/or IDSs.

[3136] In some embodiments, the decision engine described herein runs behind a we
server and supports an application programming miterface {APD). Accordingly, the
functionality for determining a maliciousness score and/or reputation labels associated with
ong or more network wdentifers may be provided as a service. As a result, the systems
described herein can be casily integrated with conventional SIEMs and/or IDSs using the

APL

16137} The machine leaming aspects provided herein, enable the automated IP address

reputation system and the automated network domain svstem to produce higher fidelity

maliciousness scores and alerts over time. Additionally, the particular features used to

determine a maliciousness score provide for a more robust malicious activity analysis,

Similarly, the processes of FIGS. 4A and 4B enable the automated IP address reputation
39
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system and the austomated network domain gsystem to expand the scope of a request
maliciousness analysis to include related 1P addresses and network domamms. By analyzing
the related 1P addresses and related network domains in addition to the original network
identifier set, the likelihood of detecting malicious activity 18 increased over conventional

Systems.

Vi. COMPUTER SYSTEM

[6138] Anv of the computer systems mentioned herein may utilize any suitabie number of
subsvstems. In some embodiments, a computer system includes a smgle computer apparatus,
where the subsystems can be the components of the computer apparatas. In other
embodiments, a computer system can include multiple computer apparatuses, cach being a
subsystem, with internal components. A computer system can include desktop and laptop

computers, tablets, mobile phones and other mobile devices.

{3139} The subsystems may be mterconnected via a system bus. Additional subsystems
such as a printer, a kevboard, one or more storage device(s), a monitor, which is coupled to a
display adapter, and others may be utilized. Peripherals and mput/output (1/0) devices, which
couple to /0 controller, can be connected to the computer system by any number of means
known in the art such as input/output (/0) port {c.g., USB, FireWire"). For example, /O port
or external interface (e.g. Ethemet, Wi-Fi, etc.) can be used to connect a computer system to
a wide area network such ag the Internet, a mouse mput device, or a scanner. The
interconnection via system bus may allow the central processor to communicate with cach
subsystem and to control the execution of msiructions from system memory or storage
device(s) {e.g., a fixed disk, such as a hard drive, or optical disk), as well as the exchange of
information between subsystems. The system memory and/or the storage device(s} may
embody a computer readable medium. Another subsystem is a data collection device, such as
a camera, microphone, accelerometer, and the like. Any of the data mentioned herein can be

output from one component to another component and can be output to the user.

[3148] A computer system can include a plurality of the same components or subsystems,
e.g., connected together by external interface or by an miermal interface. In some
embodiments, computer systems, subsystem, or apparatises can communicate overa

network. In such instances, one computer can be considered a client and another computer a
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server, where gach can be part of a same computer system. A client and a server can each

include multiple svstems, subsystems, or components.

{0141} It should be understood that any of the embodiments of the present mvention can be
implemented in the form of control logic using hardware (e g. an application specific
integrated circutt or ficld programamable gate arrav) and/or using computer software with a
generally programmable processor in a modular or integrated manner. As used herem, a
processor includes a single-core processor, multi-core processor on a same integrated chip, or
multiple processing units on a single circuit board or networked. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will know and appreciate other
ways and/or methods to implement embodiments of the present invention using hardware and

a combination of hardware and software.

[3342] Anv of'the software components or functions described in this application may be
implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C, T+, T4, Objective-C, Swift, or scnipting language
such as Perl or Pvthon using, for example, conventional or object-oriented techniques. The
software code may be stored as a series of instructions or commands on a computer readable
medium for storage and/or transmission. A switable non-transitory computer readable
medium can include random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a compact disk
(CD) or DVD (digital versatile disk}, flash memory, and the like. The computer readable

medium may be any combination of such storage or transmission devices.

[0143] Such programs may also be encoded and transmitted using carrier signals adapted
for transmission via wired, optical, and/or wireless networks conforming to a varigty of
protocols, mchuding the Internet. As such, a computer readable medium according to an
embodiment of the present invention may be created using a data signal encoded with such
programs. Computer readable media encoded with the program code may be packaged with a
compatible device or provided separately from other devices (e.g., via Intemet dowaload).
Any such computer readable medium may reside on or within a single computer product (e g.
a hard drive, a €D, or an entive computer system), and may be present on or within different
computer products within a system or network. A computer system may include a monitor,

printer, or other suitable display for providing any of the results mentioned herein to a user.
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[3144] Any of the methods described herein may be totally or partially performed with a
computer system including one or more processors that can be configured to perform the
steps. Thus, embodiments can be directed o computer systems configured to perform the
steps of any of the methods described herein, potentially with different components
performing a respective steps or a respective group of steps. Although presented as numbered
steps, steps of methods herein can be performed at a same time or in a different order.
Additionally, portions of these steps may be used with portions of other steps from other
methods. Also, all or portions of a step may be optional. Additionally, any of the steps of any
of the methods can be performed with modules, vaits, circuits, or other means for performing

these steps.

[6145] The specific details of particular embodiments may be combined in any suitable
manner without departing from the spirit and scope of embodiments of the invention.
However, other embodiments of the invention may be directed to specific embodiments

relating to each mdividual aspect, or specific combinations of these individual aspects.

[6346] The above description of example embodiments of the invention has been presented
for the purposes of iHlustration and description. It is not intended to be exhanstive or to limit
the invention to the precise form described. and many modifications and variations are

possible in light of the tcaching above,

10347} A recitation of "a", "an" or "the" is intended t¢ mean "one or more” unless
specifically mdicated to the contrary. The use of “or” is intended to mean an “inclusive or,”
and not an “exclusive or” unless specifically mdicated to the contrary. Reference to a “first”
component does not necessarily require that a second component be provided. Moreover,
refergnce to a “first” or a “sccond” component does not limit the referenced componentic a

particular location unless expressly stated.

13148] All patents, patent applications, publications, and descriptions mentioned herein are

mcorporated by reference in their entirety for all purposcs. None is admitted to be prior art.
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WHATIS CEAIMED IS:

1

1 I. A computer-implemented method, comprising performing by a

2 cvbersecurity sysient

3 recelving a request to evaluate malicious activity with respect to a set of one or
4  more network identifiers, wherein individual network identifiers of the set of one or more

5 network identificrs comprise an internet protocol (1P} address or a network domain;

6 determimng at least one of! a set of one or more related network domaims ora
7 sct of one or more related [P addresses associated with the individual network identificrs of

&  the set of network identifiers;

9 sending, to a plurality of third-party servers, requests to provide malicious

10 activity mformation related to the sct of one or more network identifiers, the set of one or
11 more related network domains, and the set of one or more related IP addresses;

12 receiving, from the plurality of third-party servers, at least a portion of the
I3 malicions activity information requested;

14 extracting a first set of features from the received malicious activity

15 mformation;

16 calculating a second set of features based on the received malicious activity
7 nformation, wherein the scoond set of features includes at least one statistical valoe

18 calculated from a conmumon feature of the first set of features received from each of the

19 plorality of third-party servers;

26 calculating one or more maliciousness scores for the set of one or more 1P
21 addresses utilizing a machine learning model, wherein the machine learning model utilizes
22 the first set of features and the second sct of features as input, and wheremn the machine

23 carming model 1s trained utilizing historical malicious activity information from one or more

24 ofthe plurality of third-party servers; and

25 performing a remedial action based on the one or more maliciousness scores.
i 2. The computer-implemented method of claim 1, wherem the one or
2 more network identifiers comprise at least one 1P address, and wherein determining the set of
3 one or more network domains and the set of one or more related 1P addresses comprises
4 performing by the cybersecurity system:

43



(4

0 3 N

[ T~ U B S

~3 N

]

Ja—
L R e e = R R

[

WO 2018/164701 PCT/US2017/021961

requesting, from a domain name service (BNS} provider computer, DNS
mformation, the DNS information identifving one or more network domains that individually
host the set of one or more IP addresses;

deternuning, from the DNS information, the set of one or more related 1P
addresses based on the identified one or more network domains; and

determining, from the DNS information, ong or more additional domains

related to the set of one or more related 1P addresses.

3. The computer-implemented method of claim 1, wherem the one or
more network identifiers comprise at least one network domain, and wherem determining the
set of one or more network domains and the set of one or more refated IP addresses
comprises performing by the cybersecurity system:

wentifying at least one of: a co-occurrence network domain set, a related
network domain set, a shared-name network domain set, an email network domain set, a IP

address related network domain set, or a related 1P address set.

4. The computer-implemented method of clamm 1, further comprising
performing by the cybersecurity system:

maintaining a whitelist filter set;

comparing the set of one or more network identifiers, the set of one or more
related network domains, and the set of one or more related 1P addresses to the white-list
filter set; and

removing a particular IP address from at least one of: the set of one or more
network identifiers, the set of one or more related network domains, or the set of one or more
related 1P addresses based on the comparison, wherein removing the particular network

wdentificr from a set prevents further processing of the particular network identificr.

5. The computer-implemented method of claim 1, wherein the first set of
features compnises a time of receipt associated with the malicious activity information, and
wherein the machine learning model weighs the malicious activity information more heavily

than previcusly-received malicious activity information based on the time of receipt.

6. The computer-implemented method of claim 1, wherem the first set of

features comprises data obtained directly from the maliciousness activity imformation, and
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wherein the second set of features comprises one or more statistical values corresponding to

at least one of the first set of features.

7. The computer-implemented method of claim 1, further comprising
performing by the cybersecurity systont
training the machine learming mode] by:
obtaining historical malicious activity information, the historical
malicious activity information being associated with predetermined maliciousness
SCOTeS;
extracting features from the historical malicious activity mformation;
calculating a plurality of statistical values based on the extracted
features;
generating a plurality of machine learing models utilizing the
extracted features and the plurality of statistical values;
for each of the plurality of machine learning models, calculating
maliciousness scores for the historical malicious activity information; and
selecting the machine learmning model! from the plarality of machine
learnimg models based on determining that the maliciousness scores generated by the
machine lcarning model most closely correspond to the predetermined maliciousness

SCOTCS.

3. The computer-implemented method of clamm 1, further comprising
performing by the cybersecurity system:

determining a reputation score associated with a third-party server of the
plurality of servers, wherein the maliciousness score is calculated further based on the

reputation score.

9. The computer-implemented method of claim 1, wheren the one or
more remedial actions comprises at least one of’ restricting network traffic associated with
the set of one or more [P addresses or providing a notification to a remote device to cause the

remote device to restrict network traffic associated with the set of one or more IP addresses.

10, A computer product, comprising:

OnC OF MOIC PIOCUSSOrs, and



WO 2018/164701 PCT/US2017/021961

3

a compuier readable medivm storing a plurality of mstructions that, when

4 cxecuted, cause the one or more processors (o

5 recetve a request to evaluate malicious activity with respect to a set of
6 one or more network identifiers, wherein individual network 1dentifiers of the set of
7 one or more network identifiers comprise an internet protocol {(IP) address or a
8 network domain;
G determine at least one of: a set of one or more related network domains
10 or a set of one or more related IP addresses associated with the individual network
1 identifiers of the set of network dentifiers;
12 send, to a phurality of third-party servers, requests to provide malicious
13 activity information related to the set of one or more network identifiers, the set of
14 one or more related network domams, and the set of one or more related 1P addresses;
15 receive, from the phurality of third-party servers, at least a portion of
16 the malicious activity information requested;
17 extracting a first set of features from the received malicious activity
18 mformation;
19 calculate a second set of features based on the received malicious
20 activity information, wherein the second sct of featurcs includes at least one statistical
21 value calculated from a common feature of the first set of features received from each
22 of the plurality of third-party servers:
23 calculate one or more maliciousness scores for the set of one or more
24 IP addresses utilizing a machine leaming model, wherein the machine fearning model
25 utilizes the first set of features and the second set of features as input, and wherein the
26 machine learning model is trained utilizing historical malicious activity information
27 from one or more of the plurality of third-party servers; and
28 perform a remedial action based on the one or more maliciousness
26 SCOTES.
i 11, The computer product of claim 10, wherein the one or more network
2 wlentifiers comprise at least one 1P address, and wherein determining the set of one or more
3 network domains and the set of one or more related 1P addresses comprises further
4 mstructions that, when executed, cause the one or more processors to:
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request, from a domain name service (DNS) provider computer, BDNS
mformation, the DNS information identifving one or more network domains that individually
host the set of one or more IP addresses;

deternune, from the DNS information, the set of one or more related 1P
addresses based on the identified one or more network domains; and

determine, from the DNS mformation, one or more additional domains related

to the set of one or more related 1P addresses.

12, The computer product of claim 10, wherein the one or more network
wdentifiers comprise at least one network domain, and wherein the determining the set of one
or more network domains and the set of one or more related IP addresses comprises further
mstructions that, when executed, cause the one or morg processors o

identify at least one of: a co-occurrence network domain set, a related network
domain set, a shared-name network domain set, an email network domain set, a IP address

related network domain sct, or a related IP address set.

13, The computer product of claim 10, comprising further instructions that,
when executed, cause the one or more processors o:

maintain a whatclist filter sct;

compare the set of one or more network identifiers, the set of one or more
related network domains, and the set of one or more related 1P addresses to the white-list
filter set; and

remove a particular [P address from at least one of’ the sct of one or more
network identifiers, the set of one or more related network domains, or the set of one or more
related 1P addresses based on the comparison, wherein removing the particular network

wdentificr from a set prevents further processing of the particular network identificr.

14, Fhe computer product of claim 10, wherein the first set of features
comprises a time of receipt associated with the malicious activity information, and wherein
the machine learning model weighs the malicious activity iformation more heavily than

previousiy-received malicious activity information based on the time of receipt.

15, The computer product of claim 10, wherein the first set of features

comprises data obtained directly from the maliciousness activity information, and wherein the
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second set of features comprises one or more statistical values corresponding to at least one

of the first set of features.

16.  The computer product of claim 10, further compnsing additional
mstructions that, when executed, to cause the one or more processors to:
train the machine learning model by:
obtaining historical malicious activity information, the histoncal
malicious activity information being associated with predetermined maliciousness
SCOTES;
extracting features from the historical malicious activity mformation;
calculating a plurality of statistical values based on the extracted
features;
generating a plurality of machine learing models utilizing the
extracted features and the plurality of statistical values;
for each of the plurality of machine learning models, calculating
maliciousness scores for the historical malicious activity information; and
selecting the machine learning model from the plurality of machine
learnimg models based on determining that the maliciousness scores generated by the
machine lcarning model most closely correspond to the predetermined maliciousness

SCOTCS.

17.  The computer product of claim 10, further comprising additional
mstructions that, when executed, to cause the one or more processors to:

determine a reputation score associated with a third-party server of the
plurality of servers, wherein the maliciousness score is calculated further based on the

reputation score.

18, The computer product of claim 10, wherein the one or more remedial
actions comprises at least one of, restricting network traffic associated with the set of one or
more [P addresses or providing a notification to a remote device to cause the remote device to

restrict network traffic associated with the set of one or more 1P addresses.

19, A system comprising:

the computer product of claim 19; and
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ong or more processors for executing instructions stored on the computer

readable medium.

20. A system comprising means for performing any of the methods above.
2. A system configured to perform any of the above methods.
22, A system comprising modules that respectively perform the steps of

any of the above methods.
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