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A CONFIGURATION PROFILE MANAGEMENT SYSTEM FOR MOBILE

DEVICES
FIELD OF INVENTION

The present invention relates to a configuration profile management system for mobile
devices. More particularly, relates to a versioning manager to be implemented in mobile
devices and which is configured to allow user to perform rollback for selection of a
specific version of configuration profiles to be restored on the mobile devices from a
remote repository and a local storage device of the mobile device, and also to initiate a

mutual exchange of configuration profiles between the mobile devices.
BACKGROUND

Modern mobile devices, such as smart phone, tablet, personal digital assistant and etc. are
becoming more programmable and‘are ablé to provide users as many services and
functions as generally performed by conventional computing devices. As such, today’s
users are getting dependent on such mobile device as part of their daily life and/or
business. Preservation of settings or configuration profiles in the mobile device has also
becoming increasingly important, especially in the event if the mobile device is lost,

stolen or malfunction.
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Traditionally, in case the configuration setting of a mobile phone is wiped out or deleted
or corrupted, the users may have to manually re-customize their mobile device so that
they are fully functioning againAas befdre. Such a re-customization pro_c‘e;s is not an easy
task. It is generally time-consuming and rather burdensome if the users are not

technologically sophisticated.

There thus have devéloped somé systems and methods to permit users to handle the
restoration process for thé mobile devices with simple procedures. Nevertheless, these
restoration systems and methods are associated with some limitations. A large storage
capacity is often required to back up a configuration profile from the mobile devices.
The resource-restrained mobile devices may not able to Backup multiple versions of
configuration profiles in their storage device. Restoring a complete configuration profile
from their_ storage device at once would also be unlikely. Further, different
communication platforms between the mobile devices may also render the restoration
process difficult. For example, the preserved configuration profile in a mobile device

cannot be easily transported and be re-installed on another mobile device.

U.S Patent Publication no. US 2007/0140108 has disclosed a method of switching a
network access configuration associated with a first electronic system to a second
electronic system via a network. This switching method is invoked when the first
electronic systemA is found to be inoperable or malfunction. The service provider may
update its database with the inoperability information of thé first electronic system and

subsequently allows the network access configuration of the first electronic system to be
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associated with a second electronic system. Accordingly, the user may continue to access
the network resources using the second electronic system instead of the inoperable first

electronic system.

Another example relating to restoration system includes PCT Patent Publication No.
W02005/022357, which teaches the use of a backup system that stores a custom
configuration profile that to be installed in a new device or a device that has suffered
system failure and needs reconfiguration of the system.' Such a configuration profile
installation is implemented by wireless or wired connection between the targgt device and

the backup device.

In view of above, there exist a need for a conﬁguration profile management system for
mobile devices that allows multiple configuration proﬁies to be backed up in a remote
repository, enables users to select which configuration profiles to be restored from the
remote repository and also facilitates mutual exchange of configuration profiles between

the mobile devices for a convenient restoration operation.
SUMMARY

The present invention provides a configuration profile management system. The system
comprises a remote repository and a plurality of mobile computing devices that is
operatively coupled with the remote repository via a network. Each mobile computing

device is implemented with a versioning manager that is operatively coupled to a
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processing unit of the mobile device for configuration profile management. The
versioning manager, preferably, comprises a configuration restoration module having a
rollback mechanism' that énables that a user to select which versioned conﬁgurationv
profiles to be restored from the remote repository. Further, the rollback mechanism is
also configured to assist the user to perform a .simple rollback so that one previous
versioned configuration that is maintained in the mobile device can be restored in a more

efficient manner.

The versioning manager further includes a profile-swapping module that allows the
mobile device to mutually exchange ité configuration profile with at least one another
mobile device through the remote repository. An incremental synchronization module
and an update mechanism are also provided in the versioning manager. Both of the
incremental synchronization module and the update mechanism may be operatively
coupled with each other so that the mobile device is able to perform incremental
synchronization process with the remote repository, and thereby updating the remote
repository with any detected incremental changes or modifications made to the

configuration.
BRIEF DESCRIPTION OF THE DRAWINGS

Other objects, features, and advantages of the invention will be apparent from the

following description when read with reference to the accompanying drawings. In the



10

15

-20

WO 2014/027881 PCT/MY2013/000146

drawings, wherein like reference numerals denote corresponding parts throughout the

several views:

Rigure 1 is an exemplary network architecture in which embodiments according to the

present invention operates;

Figure 2 is a versioning manager in accordance with a preferred embodiment of the
present invention for facilitating mobile devices to perform configuration profile

management.

Figure 3A is a flow chart depicting a restoration process that operates at the client site of

the exemplafy network system of the Figure 1, more suitably at the mobile devices;

Figure 3B is a flow chart depicting a restoration process that operates at the server site of

the exemplary network system of the Figure 1, more suitably at the remote repository;

Figure 4 is a flow chart depicting the operation of the profile-swapping module of the

versioning manager that is implemented in a mobile device; and

Figure 5 illustrates how the updating mechanism of the versioning manager is operated

in accordance with one preferred embodiment of the present invention.
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DETAILED DESCRIPTION

‘The present invention will now be described in detail with reference to the accompanying

in drawings.

Figure 1 ié an exemplaiy network architecture (100) at which embodiments in
accordance with one embodiment of the present invention. The embodiments are directed
to a system and method configured for facilitating a mobile computing device to perform
the following tasks, including: backing-up multiple versioned configuration profiles
thereof into a remote repository, restoring one of stored multiple versioned configuration
profiles in the remote repository using a rollback mechanism, and mutually exchanging
the configuration profile thereof with another mobile devices, irrespective of the type of
the mobile device. These aforementioned configuration profiles management tasks, in
particular, are carried out by means of a versioning manager that is implemented in each
of a plurality of mobile computing devices (105). The plurality of mobile computing
devices (105), as shown in Figure 1, is operatively communicating with a server via a

network (110)

The plurality of mobile computing devices (105) (or hereinafter referred as mobile
devices) may include laptop compﬁters, hand-held coinputers, and mobile
communication devices. The plurality of mobile computing devices (105) is configured in
such a manner that it allows syncﬁronization of data with the server (115) over the

network. With such a configuration, any changes or updates of the data stored in the

PCT/MY2013/000146
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mobile computing devices (105) will be reflected in the server (115) in a simultaneous

manner. The server, however, upon being prompted or requested by the mobile

- computing devices, may forward its stored data to the mobile computing devices through

the network for restoration. Suitably, the server (115) may correspond to any remote
computing devices having a repository (hereinafter referred to a remote repository
(115’)). The remote repository (115°) is adapted to store at least one versioned

configuration profile of each mobile device (105).

The network (110) can be a local area network (LAN), a wireless network, a mobile
communications network, a wide area network (WAN) or similar communication system.
As shown, the network is implemented with a security module (110a) and a business rule
module (110b). The business rule logic (110b) intends to assert a business structure to an
online application that is -provided by the server (115). The security module (110a) is
configured in such a manner that it establishes a secure business transaction and

communication between-the mobile services and the server (115) over the network.

The versioning manager (200), as shown in Figure 2, includes a configuration restoration
module (205), a profile-swapping module (210), an incremental synchronization module
(215) and an update mechanism (220). As will be noted, such a versioning manager is
operatively coupled and executed by a processing unit of the mobile computing devices
according to a set of computer executable instrucﬁons stored in its local memory device.
The configuration restoration module- (215) of the versioning manager (200) is

configured to allow the mobile device (105) to store and to maintain at least one

PCT/MY2013/000146
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versioned configuration profiles in the remote repository (115°). As such, multiple
versions of configuration profiles of a mobile device (105) may thus be backed-up in the
remote repositoiy (115°) for any future conﬁguratio‘n. profile recovery agtempts. In
addition to the remote repository (115°), the configuration restoration module may also
facilitate the mobile device (105) to store the most recent version of archived
configuration profile in a local storage device of the mobile device (105). With such a
local backgp, the mobile device (105) may be able to restore the configuration profile to

its previous version in a faster and easier manner.

In one preferred embodiment, the configuration restoration module (205) may include a
rollback mechanism. The roll back mechanism enables a user to select whiéh’;ersioned
configuration profiles in the remote repository to be restored on the mobile device (105).
Likewise, such a rollback mechanism may also assist the user to perform a simple
rollback within the mobile device so that allow transition of the current configuration
profile to its previous version. Understandably, the previous version of the configuration

profile is compressed in to a smaller memory size and locally stored on the storage device

of the mobile device (105).

Further to the preferred embodiment, the configuration restoration module (205) may
include an interactive merger. The interactive merger ié adapted to facilitate mex'ging of at
~least two versioned configuration profiles that have been‘ stored in the remote repository
into a single versiéned conﬁguration profile. In the merging operation, the interactive

merger may initially identify and extract at least one portion of the information of one
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configuration profile that is closely matched with respect to another configuration profile
that to be merged with. The interactive merger may thereby merge both of these
versioned configuration profiles into a single versioned configuration profile based on

this closely matched portion.

In a preferred embodiment of the present invention, the interactive merger may allow the
merge of at least two versioned configuration proﬁlés by selecting at least a portion of
information from a previous configuration profile and at least one portion of information -
that comes from a latest configuration proﬁlé. The selected portiqns of information may
then be merged through a point where the both configurations profiles do have at least
one portion of information that is closely related to one another. The merged versioned
configuration profile may then be restored onto the mobile device (105) As will be
apparent to one skilled in the art, with the use of this interactive merger, the user also
may be able to incorporate their preference settings into at least one selected versioned

configuration profile for restoration in the mobile device.

The profile-swapping module (210) is configured to allow transpoftation/migration of a
configuration profile of one mobile device (105) to another. The transportation/migration
configuration profiles befween the mobile devices (105) may be carried out irrespective
the type and the operating system that is running on the mobile'devicés. In other words,
configuration profile of a mobile device (105) can be forwarded to another mobile device,
which may not necessarily be the same device type or using the same operating system.

According to the present invention, transporting a configuration profile of one source

PCT/MY2013/000146
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mobile device to another destination mobile device, however, is depending on the settings
that are written on a file stored in the filesystem of the mobile devices. In operation, if the
settings of‘ a source device and a destination device are found to .be sufficiently
compatible, the transportation of configuration profile may be performed in a direct
manner. Or else, the setting of a source mode may be restructured in a manner such that it
is matched with the setting that is written on the filesystem of the destination device.
Nevertheless, if the restructured setting of the source device fails to match with the

destination device, the configuration profile transportation operation may be cancelled,

Further to a preferred embodiment, the profile-swapping module (210) also allows more
than two mobile devices (105) to have a mutual exchange of their configuration profiles.
It should be noted that the mutual exchange of configuration profiles is performed
through the.remote repository (115’) where the configuration pfoﬁles to be swapped

between the mobile devices (105) are stored.

The incremental synchronization module (215) allows the plurality of mobile devices
(105) to perform synchronization process with the remote repository (115°). With the use
of the incremental synchronization module (215), the- incremental changes or
modifications made to the current configuration profiles of the mobile devices (105) can
be simultaneously backed up or saved in the remote repository (115°). As will be noted,
the incremental synchronization module (215) is operatively coupled with the update
mechanism (220) of the versioning manager (200). The update mechanism (220) may

receive incremental changes to a particular configuration profile from the incremental
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synchronization module (215). The received incremental changes may then be processed
and thus incorporated into a corresponding versioned configuration profile stored in the

remote repository (115°).

The update mechanism (220) préferably includes a single map file that is configured to
autonomously keep track of all changes or modifications to the configuration profiles.
The detected changes or modifications to the configuration profile may then be
Compresse_d to smaller file size prior to being transmitted to the remote repository (115°)
via the network (110) for updating. The single map file, as be apparent to one skilled in
the art, mayArecord metadata such as files name, changes to the files and the difference

between a current ‘ﬁle and a last modified file.

Figure 3A and Figure 3B illustrate how restoration process is carried out within the
versioning system according to the preferred embodiment of the present invention in
detailed. As shown in Figure 3A, at step 301, a quick restoration process is initiated
when a user has activated the configuration restoration module to perform a simple
rollback' at the client side. Prior to a simple rollback operation at the client side, a
confirmation request may be displayed on the display unit of the mobile device (105).
The confirmation request is to d¢termine if the user confirms to proceed with transition of
the current configuration profile of the mobile device (105) to its most recent versioned
configuration profile by means of the simple rollback mechanism, at step 302. As will be
noted, the user may be requested to input a confirmation code or a termination code to

proceed or to reject the operation of the simple rollbackv, at step 303. Upon receipt a
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12
confirmation code, the mobile device may store its current configuration profile in the

remote repository at step 304 and thereafter perform rollback to restore its most recent

versioned configuration profile that is retained in its local storage device at step 305.

In accordance with one preferred embodiment, at step 306, the user may otherwise send
the remote repository (115°) a request through the mobile device (105) to retrieve a
versioned configuration profile from fhe remote repository (115°) for restoration. As
-shown in Figure 3B, the user may trigger the mobile‘device (105) to restore a specific
versioned configuration profile that has been stored in th¢ remote repository (115%). Or
else, the mobile device (105) may be initiated to perform an interactive reversion by
which at least two versioned configuration profiles are applied and merged into a single
versioned configuration profile that best fits the restoration of the current configuration
profile on the mobile device at step 308. Prior to merging of the versioned configuration
profiles, the mdbile device may be triggered to identify the information resided in each of
versioned configuration profiles that is stored in remote repository and compares the each
of these identified information with one another. The acquired éomparison result may
allow the user to choose the best possible settings from these stored versioned

configurations to be merged and recovered on the mobile device,

To retrieve a specific versioned configuration profile, at step 309, the user may send a
request to the remote repository (115°) so.that a list of versioned configuration profiles of
the mobile devices that has been backed-up in the remote repository (115°) is presented to

the user. At step 310, the user may therefore select which versioned configuration profile
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to be restored in the mobile device from the list using the rollback mechanism. It should
be noted that each versioned configuration profile is stamped with the date and time at
when the versioned configuration profile A is created and bac;ked—up in the remote
repository. The user may therefore be allowed to select the relevant versioned

configuration profile for restoration based on the date stamps.

In an alternative embodiment, the user may send a request message having the creation
date and time of the versioned configuration profile the user selected to the remote
repository (115°), for restoration. Upon receipt instruction of the user of which versioned
configuration profile to be retrieved and restored in the mobile device (105), the remote
repository (115°) may transmit the selected versioned configuration profile to the mobile
device (105) at steps 311-313. The restoration process is deemed complete when the
selected versioned configuration profile is successfully restored on the mobile device

(105) at step 314.

The interactive reversion, on the other hand, is carried out by selecting at least two
versioned configuration profiles from the remote répository (115’), at step 315. The
selected versioned configuration profiles may thereafter be branched out and transmitted
to the mobile device (105), more particularly to the interactive merger of the mobile
device at step 316. Upon receipt of the versioned configuration profiles, the interactive
merger may analyze and compare the versioned conﬁgurations profiles and thus merging

the configuration profiles into a single version based on the comparison result at step 317.
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The resultant single versioned configurations profile may thereafter be restored in the

mobiie device (105) at step 318 until the restoration process is deemed successful.

Figure 4 is a flow chart depicting the operation of the proﬁle-swappifxg module (210) of
the versioning manager (200) that is implemented in a mobile device (105). Initially, at
step 400, users may trigger the mobile device (105) to activate the profile-swapping
module (210). Upon activation, at step 401, the user may select which mobile devices
(105) to be swapped with for mutual Itransition of the configuration profiles there
between. The device compatibility of the mobile devices (105) may be determined prior

to initiating profile swapping at step 402.

If the mobile devices (105) are found to be compatible with another, the mobile devices
(105) may give the user an option whether to proceed to continue or to quit the profile
swapping operation at step 403. However, if the mobile devices (105) are found not to be
compatible with one another, an iﬁcompaﬁbility rating may therefore be determined at
step 404. For example, if the incompatibility problem between the mobile devices (105)
is considered minor, the mobile device may provide an option to the user to proceed or to
terminate the profile swapping operation at step 405. The profile swapping operation may
otherwise be cancelled if the mobile devices (105) are found to be severely incompatible
for a mutual exchange of configuration profiles at step 406. Such a cancellation may

subsequently be notified to the user through the mobile devices (105) at step 407.
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In the event if the profile swapping modﬁles (210) of the mobile devices (105) have
.received confirmation from the user to proceed with mutual switching of configuration
| profiles at step 408, the mobile devices (105) may be prompted to branch out and back up

their configuration profiles into the remote repository (115°) at step 409. Through the

remote repository (115°), the mobile devices (105) may then mutually swap their
configuration profile with one another at step 410. The swapping operation is deemed

accomplished at step 411 if each of the mobile devices (10S) has transitioned to a

configuration profile thét has been previously employed by the other mobile devices

(105).

Figure 5 illustrates how the updating mechanism of the versioning manager (200) is
operated to update and reflect changes or modifications between the current configuration
profile of the mobile device and a corresponding versioned configuration profiles that has
been previously stored in the remote repository (115°). To begin the updating mechanism,
at step 500, the mobile device (105) may be prompt_ed to generate a map structure layout.
The map structure layout is generated at step 50! based on the data storage inc.luding all
data and configuration profiles of the mobile device ‘( 105). The genefated map structure
layout mziy therefore be employed as a base layout -at step 502. The data and
configuration profiles in the mobile device (105) may thereafier be split from the map
structure layout and organized in a hierarchical to form a directory tree-like structure at
step 503. The resultant map file in the form of directory tree-like struciure may then be

compressed and stored in the local storage device of the mobile device (105) at steps 504-
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505. A copy of the map file may also be replicated and retained in the remote repository

(115").

The rhap file generated and stored in the mobile device may thereafter detect if the
current configuration profiles has béen modified or changed. If changes or modifications
to the conﬁgufation profile are detected, the map file may bé decompressed at step 506.
At the same time, the changes or medications to the configuration probﬁles may be
formatted to form a map structure layout and thus organized in a directory tree-like
structure. Both map files may then be compared and the discrepancies there between may
be gathered and analyzed to update the remote repository (115°) at steps 507-509. After
updating the remote repository (115’), both map files méy be compressed and stored in

the mobile device (105) at step 510.

As will be readily apparent to those skilled in the art, the present invention may easily be
produced in other specific forms without departing from its essential characteristics. The
present embodiments is, therefore, to be considered as merely illustrative and not
restrictive, the scope of the invention being indicated by the claims rather than the
foregoing description, and all cllar;ges which come within therefore intended to be

embraced therein.
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CLAIMS

1. A configuration profile ménagement sys‘tem (100) for managiné a plurality of
configuration profiles of a mobile device over a network, the configuration profile
management systefn (100) having a remote repository (115°) for storing one or more
versioned configuration profiles - of a‘ mobile. device remotely, each versioned
configuration profile is stamped with a creation date and time; and a versioning manager
(200) resided on the mobile device, characterized in that the versioning manager includes
a rollback mechanism for retrieving the desired versioned configuration profiles that are
stored in the remote repository (115%) and. rollback the retrieved previous versioned
configuration profile on the‘mobile device (105); and a profile swapping' module (210)
that allows the mobile device (1055 to mutually exchange a selected configuration profile
of the mobile device with another mobile device (105) through the remote repository

(115%).

2. A configuration profile management system (100) as claimed in Claim 1, wherein the
configuration restoration module (205) further includes an interactive merger for merging
at least two versioned configuration profiles that- have been stored in the remote

repository (115°) into a single versioned configuration profile.

3. A configuration profile management system (100) as claimed in Claim 2, wherein the
merging operation includes the steps of identifying and extracting at least one portion of

the information of one configuration profile that is closely matched with respect to
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another configuration profile that to be merged, and combining these configuration

profiles through this identiﬁed closely-matched-portion.

4. A configuration profile management system (100) as claimed in Claim 1, wherein the
profile swapping module (210) operationally performs mutual exchange of configuration
profiles between the mobile devices (105) when the settings of both configuration
profiles that are written in @e filesystem of the respective mobile device (105) are found
to be sufficiently . compatible‘ with one andther, wherein the mutual exchange of
configuration profiles includes determining severity of settings incompatibility, and user
selection of either proceeding with the mutual exchange of the configuration profiles,

fully or partially, or cancelling the mutual exchange of the configuration profiles.

5. A configuration profile management system (100) as claimed in Claim 1, wherein the
versioning manager (200) further comprising an incremental synchronization module
(215) coupled with an update mechanism (220) so that enables the mobile device (105) to
perform incremental synchronization process with the remote repository (115°), and
thereby updating the reméte repository (115°) with any detected incremental changes or

modification made to the configuration.

6. A configuration profile management system as claimed in Claim 5, wherein the
update mechanism (210) includes a single map file that is configured to autonomously

keep track of all changes or modifications to the configuration profiles.

PCT/MY2013/000146
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7. A configuration profile management system as claimed in Claim 6, wherein the-
single map file includes metadata such as files name, changes to the configuration
profiles and the difference between a current configuration profile and a last modified '

éonﬁguration file.

8. A configuration profile management system as claimed in Claim 6, wherein the
single map filed is being compressed to a smaller file size for transmitting to the remote

repository for updating.
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