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(57) ABSTRACT 

A generic quality of service (“G-QoS) protocol and archi 
tecture for applications executing in multiple transport pro 
tocol environments is provided. G-QoS negotiators establish 
a QoS level for user applications by communicating over a 
network and exchanging network and application data via a 
G-QoS protocol that can be implemented using out-of-band 
ICMP messages. A Dynamic Profile Management Algorithm 
(“DPMA) allows the G-QoS negotiators to negotiate, 
establish, and maintain the desired QoS level between the 
user applications by providing real-time monitoring of appli 
cation parameters including bandwidth, buffer, and cache 
status information of the communicating client and server. A 
G-QoS applications programmer interface (API) allows 
network administrators to easily monitor and maintain the 
overall G-QoS architecture of the present invention. The 
G-QoS negotiators, G-QoS protocol, and DPMA form a 
generic QoS architecture that provides guaranteed QoS for 
user applications. 
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GENERIC QUALITY OF SERVICE PROTOCOL 
AND ARCHITECTURE FOR USER APPLICATIONS 

IN MULTIPLE TRANSPORT PROTOCOL 
ENVIRONMENTS 

RELATED APPLICATIONS 

0001. This application claims the benefit of and is a 
continuation-in-part of U.S. patent application Ser. No. 
09/.435,549, filed Nov. 8, 1999 by Vaman, et al., the entire 
disclosure of which is expressly incorporated herein by 
reference. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. This invention relates generally to a generic quality 
of service (“OoS) protocol for user applications commu 
nicating via a network connected between a client machine 
and a server machine. More specifically, the invention 
provides a generic QoS protocol and architecture for ensur 
ing user applications with a desired level of QoS. regardless 
of the underlying processors, operating systems, network 
hardware, and transport protocols utilized by the user appli 
cations. 

0004 2. Related Art 
0005 Establishing guaranteed QoS for user applications 
communicating over a network represents a highly-desired 
goal in the electronic communications art. There is presently 
a need to provide individuals, including applications devel 
opers, Software engineers, and network users, with a simple 
and efficient QoS protocol that allows a given application 
running on a client machine to communicate with another 
application running on a server machine while guaranteeing 
a desired QoS level throughout the entire period of com 
munication. Applications using the communications net 
work should be able to exchange data across a channel 
having guaranteed bandwidth and QoS policies, regardless 
of the underlying processors, operating systems, and net 
work architectures across which the data may traverse. 
Present QoS solutions, however, are limited to specific 
transport protocol types and network architectures, and lack 
the ability to span a variety of Such protocol types and 
architectures. 

0006. Accordingly, what is desired, but has notheretofore 
been provided, is a generic quality of service protocol and 
architecture that provides user applications running over a 
network with a desired QoS level regardless of the processor 
architectures, operating systems, network architectures, and 
transport protocols used by the applications. What is also 
desired is a means for maintaining the desired QoS level by 
performing real-time monitoring and management of net 
work and application parameters including bandwidth, 
buffer, and cache status, and which can be easily imple 
mented and managed using an Application Programmer 
Interface (“API). 
0007. The Multimedia Communications Forum pre 
sented a QoS interoperability model for promoting the use of 
heterogeneous broadband access networks to Support end 
user applications. This model Supports connection of broad 
band access networks via Switches or combinations of 
enterprise and backbone networks. According to this model, 
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QoS interoperability is achieved provided that applications 
running on the network can communicate with a desired 
QoS. 
0008 U.S. patent application Ser. No. 09/435,549 to 
Vaman. et al., filed Nov. 8, 1999 and currently pending, 
discloses a method of QoS negotiation between client and 
server machines for facilitating simultaneous use of and 
access to Asynchronous Transfer Mode (ATM) and Inter 
net Protocol (“IP)-based networks, wherein desired QoS 
levels are Supported for user applications communicating 
thereon. 

0009 Efforts by the Internet Engineering Task Force 
(“IETF), IEEE 802, and ASC T1 are currently formulating 
a specification for QoS for transport protocols only. These 
efforts, however, do not define a generic QoS protocol and 
maintenance procedures thereof. 
0010 None of the previous efforts, either alone or in 
combination, disclose or teach the benefits of the method 
and apparatus of the present invention, nor do they teach or 
Suggest all of the elements thereof. 

OBJECTS AND SUMMARY OF THE 
INVENTION 

0011. It is a primary object of this invention to provide a 
generic QoS protocol and architecture for applications run 
ning over networks. 
0012. It is also an object of the present invention to 
provide a generic QoS protocol and architecture that can be 
implemented across various processor architectures, net 
work architectures, operating systems, and communications 
protocols. 
0013. It is a further object of the invention to provide a 
generic QoS protocol and architecture that Supports multiple 
transport protocol environments. 
0014. It is still another object of the present invention to 
provide real-time monitoring and management of network 
and application parameters, including bandwidth, buffer, and 
cache status information. 

0015. It is yet another object of the present invention to 
establish and maintain a desired QoS level for applications 
communicating over a network using a dynamic profile 
management algorithm. 
0016. It is an object of the present inventions provide an 
Application Programmer Interface (API) for easily imple 
menting, monitoring, and maintaining the generic QoS pro 
tocol and architecture. 

0017. It is a further object of the present invention to 
provide an API that can be implemented at the application or 
transport level. 
0018. It is an object of the present invention to provide a 
generic QoS protocol and architecture that can be imple 
mented without requiring modification to an operating sys 
tem kernel. 

0019. It is yet another object of the present invention to 
provide a generic QoS protocol that can be implemented as 
an out-of-band, peer-to-peer protocol. 
0020. It is still another object of the present invention to 
provide a generic QoS protocol that can be implemented 
between an application and a socket layer. 
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0021. The present invention relates to a generic quality of 
service (“G-QoS) protocol and architecture for user appli 
cations operating in multiple transport protocol environ 
ments. The G-QoS protocol and architecture allows appli 
cations communicating over a network to utilize a desired 
QoS level throughout the entire period of communication, 
independent of the processor architectures, operating sys 
tems, network architectures, and transport protocols utilized 
by the application. The protocol can be implemented 
between a client application and the Socket layer of a 
communications channel, Stores network and application 
data provided by G-QoS negotiators residing at both a client 
machine and a server machine, and can be implemented 
using out-f-band Internet Control Message Protocol 
(“ICMP) messages. The G-QoS negotiators analyze a vari 
ety of network and application parameters including net 
work bandwidth, transport protocols utilized, physical net 
work architectures, and processor types to calculate an 
acceptable QoS level, and communicate with each other 
using the G-QoS protocol. Additionally, the G-QoS protocol 
includes a QoS profile that can be accessed by a variety of 
network architectures, operating systems, processor archi 
tectures, and transport protocols, so that each can establish 
the desired QoS level. A Dynamic Profile Management 
Algorithm (DPMA) allows the G-QoS negotiators to 
negotiate, establish, and maintain the desired QoS level. A 
proprietary API allows the G-QoS protocol, G-QoS nego 
tiators, and DPMA to be easily implemented and maintained 
by network personnel. The G-QoS protocol, API, negotia 
tors, and DPMA form a generic QoS architecture that 
provides applications running in multiple transport protocol 
environments with a guaranteed level of QoS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0022. Other important objects and features of the inven 
tion will be apparent from the following Detailed Descrip 
tion of the Invention, taken in connection with the accom 
panying drawings, in which: 
0023 FIG. 1 is a diagram showing the G-QoS architec 
ture of the present invention. 
0024 FIG. 2 is a diagram showing in detail the compo 
nents of the G-QoS protocol. 
0.025 FIG. 3 is a diagram showing transport QoS profile 
and client information blocks of the G-QoS protocol of the 
present invention. 
0026 FIG. 4 is a diagram showing QoS negotiation 
procedures between a client and a server using the G-QoS 
protocol of the present invention. 
0027 FIG. 5 is a peer-to-peer entity diagram showing the 
G-QoS protocol of the present invention. 
0028 FIG. 6a is a state diagram showing the DPMA 
algorithm of the present invention implemented in a client 
machine. 

0029 FIG. 6b is a state diagram showing the DPMA 
algorithm of the present invention implemented in a server 
machine. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0030 FIG. 1 is a diagram showing the generic quality of 
service (“G-QoS) architecture 10 of the present invention. 
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G-QoS architecture 10 comprises a variety of components, 
each of which operate in conjunction to provide a desired 
level of QoS for applications running in multiple transport 
protocol environments. Generally speaking, a client appli 
cation 15 can communicate with a server application 20 
using a communications channel that has a guaranteed QoS 
level. 

0031. A user client application 15 desiring to communi 
cate with a server application 20 first transfers application 
data to a G-QoS negotiator 25, installed on the client 
machine. It is to be understood that client application 15, in 
addition to server application 20, can be any network-ready 
computer applications presently known in the art. Server 
application 20 also transfers application data to a second 
G-QoS negotiator 30, residing on the same server as server 
application 20. Both G-QoS negotiator 25 and second 
G-QoS negotiator 30 analyze the respective application data 
and network parameters, and communicate with each other 
over a network. In a preferred embodiment, both G-QoS 
negotiators 25, 30 communicate with each other using 
out-of-band Internet Control Message Protocol (“ICMP') 
messages. 

0032 Communication between G-QoS negotiators 25, 30 
is effectuated through G-QoS protocol 28. Upon communi 
cating with each other, G-QoS negotiators 25, 30 then 
negotiate an acceptable level of QoS that can be utilized by 
both the user client application 15 and server application 20, 
taking into account network and application parameters at 
the time of negotiation. Negotiation, establishment, and 
maintenance of the acceptable QoS level is effectuated by a 
Dynamic Profile Management Algorithm (DPMA), illus 
trated in FIGS. 6a, 6b, and described in detail below. 
Importantly, the G-QoS protocol allows the G-QoS nego 
tiators to communicate with each other, and further allows 
the DPMAs residing therein to negotiate, establish, and 
maintain the desired QoS level. 
0033) Once a desired QoS level has been established, 
G-QoS negotiators 25, 30 store application data, network 
data, and QoS information in G-QoS protocol 28. Applica 
tion data originating from user client application 15 and 
server application 20 is then forwarded to socket layers 35 
and 40, respectively, whereupon communication between 
socket layers 35, 40 can be effectuated across a network in 
any fashion presently known in the art. Socket layers 35, 40 
include, but are not limited to, a variety of transport proto 
cols such as Transmission Control Protocol (“FCP), User 
Datagram Protocol (“UDP). 
0034. Once communication between socket layers 35, 40 
has begun, an acceptable QoS level has been negotiated and 
stored in G-QoS protocol 28. Throughout the period of 
communication between socket layers 35, 40, G-QoS pro 
tocol 28 is used by G-QoS negotiators 25, 30, and the 
DPMAs residing therein, to maintain the desired level of 
QoS. 
0035 G-QoS negotiators 25, 30 and G-QoS protocol 28 
can be implemented and maintained using a G-QoS API 32. 
G-QoS API 32 is available in both the client machine and the 
server machine, and allows network administrators and 
other personnel to easily install, configure, and maintain the 
G-QoS protocol. Further, G-QoS API 32 can be imple 
mented in two embodiments. 

0036). In a first embodiment, G-QoS API 32 is imple 
mented as an application-based API, wherein applications 
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can be connected to the network using connection-oriented 
or connectionless transport services. In this arrangement, 
G-QoS protocol 28 G-QoS negotiators 25, 30 are controlled 
by the API to establish a desired level of QoS for the 
application and to synchronize the client and server so that 
the desired QoS level is maintained therebetween. 
0037 Attentively, G-QoS API 32 can be configured in a 
second embodiment, whereby the API utilizes G-QoS pro 
tocol 28 to define sockets that are necessary to support a QoS 
level for the application. According to this implementation, 
G-QoS protocol 28, in conjunction with sockets, may be 
utilized to maintain a desired QoS level for IP-based traffic, 
such as IP and Virtual Private Network (“VPN”) tunneling. 
0038 FIG. 2 is a diagram showing in detail the compo 
nents of the G-QoS protocol 28 of the present invention. As 
mentioned earlier, G-QoS protocol 28 is used to exchange 
messages between the G-QoS negotiators 25, 30 of FIG. 1, 
and to store application profile, client profile, transport 
profile, and QoS information for usage by both the G-QoS 
negotiators and the DPMAS residing therein to negotiate, 
establish, and maintain the desired QoS level. G-QoS pro 
tocol 28 contains a variety of fields of information, and can 
be expanded to incorporate additional profiles, protocols, 
and other parameters as they are developed. 

0.039 G-QoS protocol 28 comprises a series of discreet 
units, each representing application-specific, network-spe 
cific, and QoS-specific information. The first unit, ICMP 
header unit 41, contains information utilized by the G-QoS 
negotiators to communicate with each other via ICMP 
messages. The first field, “ICMP msg. type.' stores the type 
of ICMP message that the G-QoS negotiators use to com 
municate. The second field, “code, stores information fur 
ther defining the ICMP message type stored in the first field. 
The third field, “checksum, stores checksum information 
utilized to verify data integrity during transmission. The 
fourth field, “process id, identifies the process residing on 
both the client and the server responsible for QoS negotia 
tion. The fifth field, “final profile,” is set by a G-QoS 
negotiator residing at a server, and indicates whether the 
server G-QoS negotiator has selected a profile type, proto 
col, and transport medium to use for communication with 
the client machine. The sixth field, “class,” stores the final 
profile class type resulting from negotiation between the 
G-QoS negotiators. The seventh field, “validity,” stores 
validity information pertaining to the “final profile' and 
“class' fields. This field can vary according to the type of 
G-QoS message. The eighth field, “version,” stores the 
current version of the G-QoS protocol. The final field, “Total 
msg length, stores the total length of the ICMP message. As 
can be easily recognized, ICMP header unit 41 is accessible 
by both the client and server G-QoS negotiators, and serves 
as a common repository for exchanging ICMP message 
information between the client and the server. 

0040 G-QoS protocol 28 further comprises client infor 
mation unit 42. Client information unit 42 stores information 
about the client machine, and is utilized by the G-QoS 
negotiators and DPMAs to calculate a desired QoS level for 
the client and server applications. A client-side G-QoS 
negotiator analyzes the client machine, gathers information 
about that machine, and then stores the information in client 
information unit 42, where it is later accessible by a server 
side G-QoS negotiator. The first field, “IE id.” is an infor 
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mation element identifier, and for illustrative purposes, is 
depicted in FIG. 2 as being set to “client, thereby indicating 
that client information will follow. For this unit, the field is 
set to “client.” The next field, “PC type.” indicates the type 
of processor of the client machine. The next two fields, “OS 
type, ver, store information about the operating system and 
version of the client machine. The next field, “ethernet,” 
stores information about the client’s Ethernet connection, if 
the client is connected via an Ethernet network. The field 
“DSL stores information about the client’s Digital Sub 
scriber Loop (“DSL) connection, if the client is connected 
via a DSL connection. The field “OC3/12 stores informa 
tion about any underlying OC3/12 connections existing 
between the client and the server. Finally, the field “max 
speed avail” stores information about the maximum trans 
mission speed of the underlying wide-area network. The 
above fields form part of client information unit 42, are set 
by the client-side G-QoS negotiator, and are utilized by both 
the client- and server-side G-QoS negotiators in calculating 
a QoS level. 
0041 G-QoS protocol 28 further comprises proxy infor 
mation unit 43. Proxy information unit 43 stores information 
about any proxy servers utilized by the client or the server, 
if such proxy servers exist. The first field, “IE id.” is an 
information element identifier, and for illustrative purposes, 
is depicted in FIG. 2 as being set to “proxy, thereby 
indicating that proxy information will follow. For this unit, 
the field is set to “proxy.” The second field, “proxy IP addr.” 
represent the IP address of the proxy server. The final field, 
“proxy port no.' represents the TCP or UDP port number 
utilized by the proxy server. Either client- or server-side 
G-QoS negotiators can determine proxy information, store 
Such information in proxy information unit 43, and later use 
the information in determining a desired QoS level. 
0042 G-QoS protocol 28 further comprises application 
profile unit 44. Application profile unit 44 stores information 
about either the client or server application. Both the client 
side and the server-side G-QoS negotiators, upon analyzing 
either the client or server applications, generate application 
profile information and store same in application profile unit 
44. The first field, “IE id,” is an information element 
identifier, and for illustrative purposes, is depicted in FIG. 2 
as being set to "Appl. type, thereby indicating that appli 
cation type information will follow. The field “from web” 
contains application source information indicating whether 
the application was generated over the web or in a traditional 
client/server environment. This information is critical if the 
application does not require a communication with a peer 
end. The “validity” field specifies whether or not the appli 
cation profile unit is valid, and can be used when the G-QoS 
message is generated. The “App. Class' field denotes the 
profile class required by specific applications. The “data 
rate” field record data transmission rates, if known at the 
time of transmission. The “name' field stores the generic 
name of the application that can be used by the server to find 
the correct profile requirement. The field “BW reqd.’ stores 
bandwidth requirements for the application, and can be set 
to a minimum or optimum value for a given application. The 
field “new appl. name can be used to store information 
about the application if the application does not fit within the 
client/server model, or if it is a new application that does not 
match any of the defined profile categories. The “validity” 
field indicates the validity of the “new appl. Name” field. 
The “response time' field may be used to store minimum 
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response time requirements or DPMA dynamic monitoring 
parameters if an application is delay-sensitive. Finally, the 
second “validity” field, located next to the “response time” 
field, identifies the validity of the “response time field. 
0.043 G-QoS protocol 28 further comprises transport 
QoS profile unit 45. The first field, “IE id,” is an information 
element identifier, and for illustrative purposes, is depicted 
in FIG. 2 as being set to “QoS profile, thereby indicating 
that QoS profile information will follow. The remaining 
fields “TCP through “SS7 contain information identifying 
the available protocols at the client, in addition to the 
protocol grants allowed by the server. Such protocols can 
include, but are not limited to, TCP, UDP, ATM, T1, E1, FR, 
VPN, MPLS, RSVP, DTM, DWDM, GSM, TDMA, and 
SS7. 

0044 G-QoS protocol 28 further comprises per-protocol 
QoS profile unit 46. The first field, “IE id,” is an information 
element identifier, and for illustrative purposes, is depicted 
in FIG. 2 as being set to “QoS sub-profile, thereby indi 
cating that QoS sub-profile information will follow. The 
“validity” field indicates the validity of QoS profile unit 46. 
The fields “tr. Sub1 and “tr.sub2 are dependent upon infor 
mation stored in Transport QoS profile unit 45, and may 
contain any available sub-protocol profile information. For 
example, the field “tr. Sub1 may store the ATM address or 
BHLI information of any available servers. 
0045 Finally, G-QoS protocol 28 further comprises QoS 
map unit 47. The first field, “IE id,” is an information 
element identifier, and for illustrative purposes, is depicted 
in FIG. 2 as being set to "MAP seq., thereby indicating that 
QoS mapping sequence information will follow. The infor 
mation stored in QoS map unit 47 indicates QoS server 
profile orders that are determined by the G-QoS negotiators. 
Using this information, the client can choose a specific 
server to which it can then connect. For example, if the first 
field of the map order contains information such as “3.1, the 
third protocol stored in transport QoS profile 45 and the first 
sub-protocol stored in per-protocol unit 46 will be utilized to 
set up a connection between the client and the server. 
0046 Referring to FIG. 3, depicted is a diagram showing 
further detail of transport QoS 5 profile unit 45 and client 
information unit 42 of the G-QoS protocol 28 of the present 
invention. Transport QoS profile unit 45 further comprises 
block 45a, which stores at least three fields. The first field, 
“client has, indicates whether the client has a particular 
protocol available at its end. The next field, “grant by 
server, stores a boolean value indicating whether the par 
ticular protocol exists and whether a decision was made for 
the particular protocol to be used to communicate with a 
server listed in the map order, described above. The “sub 
profile' field indicates whether the particular protocol has 
the sub-profile per-protocol QoS profile information settings 
recorded in per-protocol QoS profile unit 46 of FIG. 2, 
described above. Additionally, client information unit 42 of 
G-QoS protocol 28 is capable of storing further information 
pertaining to the client machine, as depicted in blocks 42a. 
42b, 42c, and 42d. For example, in block 42a, information 
pertaining to the operating system of the client machine is 
stored. Exemplary entries include various versions of the 
Windows operating system by Microsoft, but can also 
include other operating system types, such as UNIX. Other 
information, such as server or workstation configurations, 
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can be stored in block 42b. Further, the processor architec 
ture of the client can be stored in 42c, including Such 
architectures as MIPS by MIPS Technologies, Inc., Alpha by 
Compaq, PowerPC by Motorola, and other processor archi 
tectures. Additionally, information pertaining to the network 
interface of the client machine can be stored in block 42d, 
including physical network information Such as 10-Base-T. 
100-Base-T, or Gigabit Ethernet. All of the information 
depicted in FIG. 3 forms part of the G-QoS protocol 28, and 
can be utilized in achieving a desired QoS level by the 
architecture of the present invention. 
0047. In a preferred embodiment of the present invention, 
G-QoS protocol 28 is utilized to effectuate negotiation of a 
desired QoS level by the G-QoS negotiators, and to store 
application information, network information, and QoS 
information to establish and maintain the QoS level during 
the period of communication. To achieve QoS-negotiation, 
such information must first be stored in the G-QoS protocol 
28 of the present invention by a G-QoS negotiator residing 
at either a client or a server machine. Storage of Such 
information may be accomplished by an algorithm, listed 
below in pseudocode: 

TABLE 1. 

If ATM presen 
{ check if PVC present or SVC present} 

If PVC present 
{ Set Transport QoS profile -> ATM.client has = TRUE; 

Set Transport QoS profile -> ATM. Sub profile = TRUE; 
Set Per Protocol QoS profile -> validity = TRUE; 
Set Per Protocol QoS profile -> tr. Sub1 = 3.1; 
Set Per Protocol QoS profile -> tr. Sub1 parameter = PVC 
connection values; 

If SVC present 
{ Set Transport QoS profile -> ATM.client has = TRUE; 

Set Transport QoS profile -> ATM.Sub profile = TRUE; 
Set Per Protocol QoS profile -> validity = TRUE; 
Set Per Protocol QoS profile -> tr. Sub2 = 3.2: 
Set Per Protocol QoS profile -> tr. Sub2 = ATM addres or 
BHLI info 

0048. According to the pseudocode of Table 1, a G-QoS 
negotiator residing at a client machine first checks to deter 
mine if the client is connected to an Asynchronous Transfer 
Mode ("ATM") network. If so, a check is the performed to 
determine whether the ATM network is configured in Per 
manent Virtual Circuit (“PVC) mode or Switched Virtual 
Circuit (“SVC) mode. 
0049) If a PVC connection is preset, the G-GoSN nego 
tiator will then utilize the above pseudocode to store perti 
nent network information in the G-QoS protocol. A series of 
transport-and protocol-specific flags in the G-QoS protocol 
are then set. First, the “client has and “sub profile' fields 
of the transport QoS profile unit of the G-QoS protocol, 
described above, are set to boolean “true.” Then, fields of the 
per-protocol QoS profile unit of the G-QoS protocol, also 
described above, are set. Specifically, the “validity” field is 
set to boolean “true,' the “tr. Subl’ field is set to “3.1, and 
the tr. Sublparameter field is set to the PVC connection 
values calculated by the G-QoS negotiator. 
0050. Similarly, if an SVC connection is present, the 
G-GoSN negotiator will then utilize the above pseudocode 
to store pertinent network information in the G-QoS proto 
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col. The transport-and protocol-specific flags in the G-QoS 
protocol are set. First, the "client has and “sub profile' 
fields of the transport QoS profile unit of the G-QoS protocol 
are set to boolean “true.” Then, fields of the per-protocol 
QoS profile unit of the G-QoS protocol are set. Specifically, 
the “validity” field is set to boolean “true,” the “tr. sub2 field 
is set to “3.2, and the tr. Sub2. parameter field is set to either 
the ATM address or BHLI information calculated by the 
G-QoS negotiator. 

0051. It is to be understood that the above pseudocode 
can be modified to apply to other network architectures. Such 
as Ethernet. The information stored using the algorithm of 
Table 1 will be utilized by the G-QoS negotiator to negotiate 
a desired QoS level with another G-QoS negotiator, and to 
maintain the desired QoS level once it has been established. 
0.052 Turning now to FIG. 4, depicted is a diagram 
showing the QoS negotiation procedures between G-QoS 
negotiators residing at client and server machines. Negotia 
tion allows the G-QoS negotiators to properly map a given 
client machine to a server machine, to acquire knowledge of 
the client platform, access network, operating system, local 
gateway, network access Support information, application 
type, and multi-service requirements. Using this informa 
tion, the G-QoS negotiators calculate an acceptable QoS 
level for both the client and the server, and identify infor 
mation rates, response times, security levels, and acceptable 
error levels for the data to be transmitted from the client to 
the server. Further, the QoS negotiation procedures allow the 
architecture of the present invention to adjust to connection 
oriented versus connection-less services, variations in band 
width, delays in transmission, and variance/channel errors. 
Thus, using QoS negotiation, the entire architecture of the 
present invention can dynamically adjust to a variety of 
changing data and network parameters. 

0053. In a preferred embodiment of the present invention, 
the QoS negotiation procedures comprise the exchange of 
G-QoS messages between the client and server G-QoS 
negotiators. These messages allow each of the G-QoS nego 
tiators to arrive at a desired QoS level prior to establishing 
a connection between the client and the server. Such mes 
sages include, but are not limited to, the following types: 
profile request messages, profile response messages, profile 
indication messages, profile conformation messages, con 
nection request messages, connection response messages, 
connection indication messages, and connection confirma 
tion messages. The transmission of Such messages can be 
regulated by adjusting various parameters of the G-QoS 
protocol, either in response to network conditions or a 
network administrator's initiative. 

0054 For illustrative purposes, a sample profile request 
message is shown below: 

TABLE 2 

G-QoS->ApplType.i appl InformationElement = IE QOS APPL 
PROFILE: 
G-QoS->ClientInfo.i cl InformationElement = IE CLIENT: 
G-QoS->MapSequence.i map InformationElement = IE MAP ORDER: 
G-QoS->Proxy Info.i pxy InformationElement = IE PROXY: 
G-QoS->SubHeader.i InformationElement = IE SUBHEADER: 
G-QoS->TransportProfile.i. tr. InformationElement = 
IE QOS TRANSPORT PROFILE: 
G-QoS->TransportSubProfile.i trsub InformationElement = 
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TABLE 2-continued 

IE QOS SUBPROFILE: 
G-QoS->ApplType.i appl validity = ENABLE: 
G-QoS->ClientInfo.i c1 validity = ENABLE: 
G-QoS->MapSequence.i map validity = DISABLE: 
G-QoS->SubHeader.final profile.i validity = DISABLE: 
G-QoS->TransportProfile.i tr validity = ENABLE: 

0055. The message depicted in Table 2 represents a 
sample profile request sequence achieved by the present 
invention. The message sequence is utilized to set a variety 
of the parameter of the G-QoS protocol, described in detail 
above and illustrated in FIGS. 2.3. The messages created by 
the G-QoS negotiators set specific G-QoS protocol param 
eters, which in turn are used by the client and server 
machines to effectuate a connection therebetween. For 
example, the first line of Table 2 illustrates an application 
type message which sets the “IE id” field of the application 
profile unit 44 of FIG. 2 to “IE QoS APPL PROFILE.” 
This designation can then be utilized by the client or the 
server to extract application profile information from the 
G-QoS protocol and thereafter establish a connection with a 
selected server. It is to be understood that additional profile 
request messages and settings not illustrated in Table 2 can 
be include in the invention. 

0056 Depicted in FIG. 4 is the exchange of messages, 
similar to the message illustrated in Table 2, achieved by the 
architecture 10 of the present invention. Four distinct, com 
municating elements are depicted; namely, client application 
15, client G-QoS negotiator 25, server application 10, and 
server G-QoS negotiator 30. It is to be noted that, ultimately, 
the client application and the server applications 15, 20 
communicate with each other using a channel having a 
desired QoS level. Prior to such communication, however, 
an exchange of messages must occur. 
0057 First, client application 15 sends a profile request 
message to client G-QoS negotiator 25. Then, upon receiv 
ing the message, G-QoS negotiator 25 sends a QoS nego 
tiation request message to server G-QoS negotiator 30. The 
QoS negotiation request message contains information 
about the client, such information being derived from the 
client information stored in the G-QoS protocol fields, 
described above. Upon receiving the QoS negotiation 
request message, server G-QoS negotiator 30 receives an 
application initiation profile request from server application 
20, which it utilizes in forming an appropriate response to 
the QoS negotiation request. Server G-QoS negotiator 30 
then formulates a QoS negotiation response message, which 
contains a server map order determined by the server G-QoS 
negotiator 30, and ranked according to the QoS profiles of 
available servers. Further, the QoS negotiation response 
message contains QoS profile information that will be 
utilized in establishing an end-to-end connection between 
the client and server applications. Once the QoS negotiation 
response message has been formulated, server G-QoS nego 
tiator 30 communicates with server application 20 by 
exchanging application profile indication and confirmation 
messages. These messages can then be utilized by server 
G-QoS negotiator 30 to formulate the QoS negotiation 
response message. 

0058. The QoS negotiation response message is then sent 
back to client G-QoS negotiator 25 by server G-QoS nego 
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tiator 30. It is important to note that the QoS negotiation 
response message contains transport profile setting informa 
tion calculated by the server G-QoS negotiator. This infor 
mation will then be utilized by client G-QoS negotiator 25 
to communicate to establish an end-to-end connection 
between client application 15 and server application 20. 
Thus, when client G-QoS negotiator 25 receives the QoS 
negotiation response message, it forwards information to 
client application 15 in the form of an application profile 
response message. Client application 15 then utilizes this 
information to initiate a connection request, based upon the 
QoS profile and transport information stored in the applica 
tion profile response message. The connection request is 
received by the client G-QoS negotiator 25, thereby prompt 
ing client G-QoS negotiator 25 to operate in conjunction 
with server G-QoS negotiator 30 to establish an end-to-end 
connection between client application 15 and server appli 
cation 20. 

0059 Prior to establishing the end-to-end connection, 
and upon receiving the connection request from client 
G-QoS negotiator 25, server G-QoS negotiator 30 transmits 
and receives connection indication and confirmation mes 
sages with server application 20. Then, using the QoS profile 
and transport information already negotiated by client and 
server G-QoS negotiators 25, 30, both the client application 
15 and the server application 20 may begin communicating 
with each other. The communication between client appli 
cation 15 and server application 20 represents an end-to-end 
connection that has a desired QoS level achieved by the QoS 
negotiation procedures. 
0060 FIG. 5 is a peer-to-peer entity diagram showing the 
G-QoS protocol of the present invention 10. Shown are the 
peer-to-peer relationships for both a client G-QoS negotiator 
50 and a server G-QoS negotiator 60, both of which are 
responsible for the G-QoS negotiation process. Further 
shown are three relationships existing at application layer 
52, G-QoS protocol layer 66, and transport protocol layer 
68. Depicted are only a few transport protocol methods at 
transport protocol layer 68, it being understood that addi 
tional protocols may be include. The G-QoS protocol of the 
present invention 10 is positioned at G-QoS protocol layer 
66, below application layer 52, and is responsible for 
negotiating the correct QoS profile needed for a particular 
application. G-QoS protocol layer 66 comprises message 
queue layer 54, dynamic cache layer 56, resource manage 
ment layer 58, application QoS profile layer 60, mapping 
function layer 62, and transport QoS profile layer 64. G-QoS 
protocol layer 66 maps the application profile to the trans 
port profile using a mapping function in mapping function 
layer 62. The mapping function is accomplished by auto 
matically extracting the client information from the client 
machine and formulating appropriate messages for the 
G-QoS message exchanges. The mapping function locates 
the correct profile, sets up the resources needed for the 
application, and dynamically manages the resources, cache, 
queues of the client or server. In a preferred embodiment, the 
mapping function of the G-QoS protocol is accomplished by 
the DPMA algorithm of the present invention, discussed 
below. 

0061 FIG. 6a is a state diagram showing the DPMA 
algorithm of the present invention implemented in a G-QoS 
negotiator at a client machine. As mentioned earlier, the 
client and server G-QoS negotiators are responsible for 
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negotiating, establishing, and maintaining a desired QoS 
level for client and server applications by communicating 
with each other using the G-QoS protocol of the present 
invention. The negotiation procedures, described above, are 
enabled by the DPMA of the present invention. The DPMA 
may be embodied in two forms, each specifically tailored for 
client and server G-QoS negotiators. Importantly, the DPMA 
provides the logic necessary for the G-QoS negotiators to 
negotiate, establish, and maintain the QoS level. 

0062) Depicted in FIG. 6a is the DPMA of the G-QoS 
architecture 10 of the present invention, as implemented in 
a client G-QoS negotiator. This state diagram shows a 
variety of states of operation, each of which are executed by 
the client to effectuate QoS negotiation with a server G-QoS 
negotiator. Beginning in initial State 100, an application 
request message is received by the client G-QoS negotiator 
from a client application. Initial state 100 gathers the appli 
cation name and other parameters, and forwards same to 
state 105. In state 105, QoS negotiation is effectuated 
between the client and the server. State 105 retrieves the 
application information gathered by state 100, including, but 
not limited to, application name, application type, band 
width requirements, and data rate requirements, and con 
verts same into a QoS request message. Additionally, State 
105 stores client information, application QoS profile 
requirements, and client-side protocol availability informa 
tion in the G-QoS protocol. State 105 then sends the QoS 
request message to the server G-QoS negotiator, and waits 
for a response. Importantly, while state 105 waits for the 
response, it may also construct and send additional QoS 
profile requests to the server G-QoS negotiator in the 
manner described. 

0063. Depicted in blocks 110, 115 are sample procedures 
for sending QoS request messages and receiving QoS 
response messages achieved by state 105. In one embodi 
ment, a QoS request message can be configured in the 
manner depicted in block 110 to contain application type 
data, resource identification data, and desired application 
QoS profile information. Further, when a QoS response 
message is received by state 105, in can be processed in the 
manner depicted in block 115, wherein remote resources are 
identified and application QoS profile identifiers are con 
firmed. Importantly, both of the exemplary procedures 
depicted by blocks 110, 115 can be performed by state 105. 

0064. When a QoS response message is received from the 
server G-QoS negotiator in state 105, it is then processed, 
and QoS profile map order information is retrieved there 
from. Additionally, remote resources are identified, and state 
105 then invokes state 120. State 120 represents a resource 
setting state, wherein local resources are configured accord 
ing to the QoS profile information negotiated in state 105. 
Specifically, in response to Such information, state 120 sets 
up application queues, configures transport buffer and cache 
policies, and dimensions parameters that are utilized to 
maintain the agreed-upon QoS level. Importantly, the client 
application profile is mapped by State 120 to a transport 
profile negotiated in step 105. 

0065 Depicted in block 125 are procedures accom 
plished by state 120 to set local resources in response to the 
negotiated QoS profile and transport parameters. Specifi 
cally, application queues are set, transport buffer and cache 
parameters are configured, policies are set, application QoS 
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profiles are mapped to transport QoS profiles, and monitor 
ing parameters are dimensioned. Once these procedures 
have been completed, state 120 then invokes state 135. 
0066. In state 135, dynamic profile management of the 
QoS parameters is accomplished. In this state, client param 
eters are monitored, including buffer and cache management 
status. Specifically, the buffer and caches are monitored and 
compared to a pre-determined threshold, X. If the mea 
sured values of the buffer and the cache are the same as the 
predetermined threshold, no information is sent to the server 
G-QoS negotiator. However, if the measured values fall 
below the predetermined threshold, as indicated in state 140, 
the buffers and caches are set to a higher value, specifically 
X+Delta. The higher value is monitored by state 140 so 
that it does not exceed a second predetermined threshold. 
Additionally, state 140 sends a QoS request message to the 
server G-QoS negotiator. Procedures for doing so are 
depicted in block 130, wherein the application type, resource 
identification, profile change, and current application QoS 
profile identification information are gathered and sent to the 
server G-QoS negotiator. In response to this message, the 
server G-QoS negotiator adjusts its buffer and cache values, 
Such that the adjusted values do not exceed the second 
predetermined threshold. 

0067 States 135 and 140 continue to loop until the client 
application has terminated, thereby dynamically adjusting 
local and remote buffer and cache parameters as the appli 
cation executes. This thereby allows the QoS for the appli 
cation to be adjusted dynamically, in response to changing 
network and application conditions. When the application is 
finished, state 145 is invoked, wherein resources utilized by 
all of the states and procedures of FIG. 6a are released future 
use. Further, state 145 then re-invokes state 100, so that the 
DPMA can then be applied to another client application. 

0068 FIG. 6b is a state diagram showing the DPMA 
algorithm of the present invention implemented in a G-QoS 
negotiator at a server machine. The DPMA algorithm 
executed on a server is similar in concept to the DPMA 
algorithm executed on the client, with certain differences. 
Specifically, a variety of states 200, 205, 220, 235, 240, and 
245 are executed in the server G-QoS negotiator, but accord 
ing to different procedures. 

0069 Starting with state 200, the server G-QoS negotia 
tor awaits for a QoS request message from the server G-QoS 
negotiator. When a QoS request message is received, state 
200 invokes state 205. In state 205, the QoS request message 
is analyzed according to the procedure described in block 
210, wherein client application type, resource identification, 
and application QoS profile identification information is 
extracted. Further, the application name and additional 
parameters are extracted and analyzed. Based upon this 
information, and the available QoS and transport profiles, 
state 205 constructs a QoS map order, which represents the 
various QoS profile sequences available for the client appli 
cation to use. This information, along with local resource 
identification information, is stored in a QoS response 
message by state 205, and sent to the client G-QoS nego 
tiator. In one embodiment, the QoS response may be set by 
state 205 according to the procedure depicted in block 215, 
wherein local resources are identified, and application QoS 
profile identifications are confirmed, both of which are sent 
in the QoS response message to the client machine. 
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0070. Once the QoS response message is constructed and 
sent in state 205, state 220 is invoked, wherein local 
resources are set according to the QoS response message. 
Specifically, server G-QoS negotiator can adjust a variety of 
server parameters according to the procedures depicted in 
block 225. For example, application queues are set, transport 
buffer and cache parameters set, local policies set, applica 
tion QoS profiles mapped to transport QoS profiles, and 
monitoring parameters are set for dynamic buffer and cache 
management. Once resources are set, state 220 then invokes 
State 235. 

0071. In state 235, dynamic profile management of the 
QoS parameters is accomplished. In this state, client param 
eters are monitored, including buffer and cache management 
status. Such parameters are adjusted in response to a QoS 
request message sent by the client. If a QoS request message 
is received in state 235, the server G-QoS negotiator can 
dynamically adjust local buffer and cache values in 
response. First, local buffer and cache values are measured 
and compared to a predetermined threshold, X. If the 
values do not exceed the predetermined threshold, or if no 
QoS request message is received at the server, no action is 
taken. If a QoS request message is received, it is processed 
by state 235 according to the procedure depicted in block 
230, wherein application type, resource identification, pro 
file change, and application QoS identification information 
is obtained. Further, if the measured values of the buffer and 
cache fall below the predetermined threshold, or if a QoS 
request message is received, the server buffer and cache 
values can be adjusted in state 240 to a value +Delta, Such 
that the newly adjusted value does not exceed a second 
predetermined threshold. 
0072. When state 240 has finished adjusting local buffer 
and cache values, state 235 is re-invoked. States 235 and 240 
loop throughout the duration of the application, so that the 
QoS parameters of the server can be dynamically adjusted 
according to changing application and network conditions. 
When the application is terminated, state 245 is invoked. 
Further profile requests and server resource configurations 
can occur according to the following equation: 

tion, buffer. cache, bandwidth, and profile requirements, and 
Y =server G-QoS negotiator buffer, channel, cache, band 
width, and profile availability. 
0073 Having thus described the invention in detail, it is 
to be understood that the foregoing description is not 
intended to limit the spirit and scope thereof. What is desired 
to be protected by Letters Patent is set forth in the appended 
claims. 

The invention claimed is: 
1. A generic quality of Service protocol comprising: 
an ICMP header for transmitting the protocol as an 

out-of-band message; 
a client information storage unit; 
a proxy information storage unit; 
an application profile information storage unit; 

means for storing transport QoS profile information; 
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means for storing per-protocol QoS profile information; 
and 

means for storing QoS map order information. 
2. The protocol of claim 1 wherein said client information 

storage unit further comprises: 
means for storing operating system type information; 

means for storing workstation configuration information; 
means for storing processor architecture information; and 

means for storing network architecture information. 
3. The protocol of claim 1 wherein said proxy information 

storage unit further comprises: 
means for storing proxy IP addresses; and 
means for storing proxy port numbers. 
4. The protocol of claim 1 wherein said application profile 

information storage unit further comprises: 
means for storing application source information; 
means for storing application class information; 
means for storing application bandwidth requirements; 

means for storing data transfer rates; and 
means for storing response times. 
5. The protocol of claim 1 wherein said means for storing 

transport QoS profile information further comprises: 
means for storing protocol available client protocols; and 
means for storing server protocol grants. 
6. The protocol of claim 1 wherein said means for storing 

per-protocol QoS profile information further comprises: 

means for storing ATM connection information; and 
means for storing ATM address information. 
7. A generic quality of service (QoS) protocol for use with 

a client machine and a server machine comprising: 
an ICMP header configured to contain data for transmit 

ting the protocol as an out-of-band message; 

a client information header portion configured to store 
information indicative of processing capabilities of a 
client machine; 

a proxy information header portion configured to store 
information related to a proxy unit, if any, communi 
catively coupled to the client machine or the server 
machine; 

an application profile information header portion config 
ured to store information indicative of operational 
parameters related to an application to be executed on 
the client machine or the server machine; 

a transport header portion configured to store transport 
QoS profile information indicative of transport proto 
cols available for communication between the client 
machine and the server machine; 

a per-protocol header portion configured to store per 
protocol QoS profile information indicative of commu 
nication protocols corresponding to at least a portion of 
the available transport protocols; and 
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a map order header portion configured to store QoS map 
order information indicative of a mapping of selected 
QoS server profiles determined via a negotiation pro 
CCSS, 

8. The protocol of claim 7 wherein the client information 
header portion containing information indicative of process 
ing capabilities of the client machine includes capability 
data selected from a group of capabilities comprising: 

a Sub-portion configured to store operating system type 
information; 

a Sub-portion configured to store workstation configura 
tion information; 

a Sub-portion configured to store processor architecture 
information; and 

a Sub-portion configured to store network architecture 
information. 

9. The protocol of claim 7 wherein the proxy information 
header portion containing information related to a proxy 
unit, if any, communicatively coupled to the client machine 
or the server machine includes proxy information selected 
from a group of information comprising: 

a Sub-portion configured to store proxy IP addresses; and 
a Sub-portion configured to store proxy port numbers. 
10. The protocol of claim 7 wherein the application profile 

information header portion containing information indica 
tive of operational parameters related to an application to be 
executed on the client machine or the server machine 
includes application information selected from a group of 
information comprising: 

a Sub-portion configured to store application source infor 
mation; 

a Sub-portion configured to store application class infor 
mation; 

a Sub-portion configured to store application bandwidth 
requirements; 

a Sub-portion configured to store data transfer rates; and 
a Sub-portion configured to store response times. 
11. The protocol of claim 7 wherein the transport header 

portion configured to contain transport QoS profile infor 
mation indicative of transport protocols available for com 
munication between the client machine and the server 
machine is selected from a group of profile information 
comprising: 

a Sub-portion configured to store protocol available client 
protocols; and 

a Sub-portion configured to store server protocol grants. 
12. The protocol of claim 7 wherein the per-protocol 

header portion configured to contain per-protocol QoS pro 
file information indicative of communication protocols cor 
responding to at least a portion of the available transport 
protocols is selected from a group of per-protocol informa 
tion comprising: 

a sub-portion configured to store ATM connection infor 
mation; and 

a sub-portion configured to store ATM address informa 
tion. 


