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(54) Title: SOLUTIONS FOR RELAY ATTACKS ON PASSIVE KEYLESS ENTRY AND GO

MOBILE DEVICE ( KEY )

Fig. 1

(57) Abstract: A passive entry system, in particular for a motor vehicle, comprising: a mobile device to be carried by a user, said
mobile device comprising a low-frequency transceiver for short range communication, an ultra-high-frequency transceiver for long
range communication and information concerning access, such as an access code, which is transmittable by said transceivers; and a
locking device which is to be unlocked by the mobile device, said locking device comprising a low-frequency transceiver for short-
range communication and an ultra-high frequency transceiver for long range communication to receive said information concerning
access, such the access code. The transceivers of the mobile device communicates with the transceiver of the locking device and ex-
change information concerning access, such as said access code,to the locking system via the respective transceivers, wherein the
communication range of the ultra-high-frequency transceiver ot the mobile device is limited to a short range in a normal operating
mode of the mobile device.
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Title

SOLUTIONS FOR RELAY ATTACKS ON PASSIVE KEYLESS ENTRY and GO

TECHNICAL FIELD OF THE INVENTION

The present invention relates to a system for preventing relay attacks against radio frequency based
locking systems according to preamble of claim 1.

PRIOR ART

Nowadays the major issue regarding the Passive Keyless Entry and/or Passive Keyless Go (PKE/GO)
system in modern vehicles is the “Relay Attack”. Using the system characteristics, with very
inexpensive tools, it is possible to open and to start all the new vehicles with PKE/GO system.

Only by amplifying and extend the range of the LF signal, generated by the vehicle and used to
communicate with the key, it is possible to open and to start the vehicle even if the owner is far away
the vehicle, all without any suspect from the key owner.

This problem has been described in detail in a publication by the authors Aurelien Francillon, Boris
Danev, Srdjan Capkun of ETH Zurich having the title “Relay Attacks on Passive Keyless Entry and
Start Systems in Modern Vehicles”.

in Figure 1 there is shown a mobile device, such as a key which can be used in PKE-Systems. In
summary the PKE-System usually comprises the following steps in order to open and to start a car:
— triggering the system (e.g. ifouching the door handies), the vehicle turn on the LF antenna and
sends the commands to the Mobile Device (key); and
— the key is awake through LF signal (4,5) and answers (7,2,3) via UHF directly to the vehicle
with the right command to unlock the door.

The same applies when the start/stop button inside the vehicle for the Passive Keyless Go is pushed.

The LF is a short range communication, usually not more than 1-2m, meanwhile the UHF range is up
to 100m. This is illustrated in figure 2.



WO 2013/050409 PCT/EP2012/069520

The relay attack consists to extend the LF range X, so you can open and start the vehicle even if the

key owner is far away but still in the range Z of the UHF as it is also described in the above mentioned
publication.

To make an illustrative example: the owner sits in a restaurant and the vehicle just parked outside the
restaurant. The thief with the relay, within the range X, touches the door handie, the vehicle starts the
communication procedure, the relay extends the LF range, the remote key is awake from the LF signal
and answers via UHF signal. The vehicle unlocks the door, the thief enters, push the start button, the

LF starts again the communication, extended by the relay, the key answers, and the vehicle engine
starts.....and the vehicle is gone!

SUMMARY OF THE INVENTION

Starting from this prior art it is an object of the present invention to provide a locking system having a
higher security against such relay attacks.

This object is solved by claim 1. Therefore a passive entry system, in particular for a motor vehicle
comprising:

- a mobile device to be carried by a user, said mobile device comprising a low-frequency
transceiver for short range communication, an uitra-high-frequency transceiver for long
range communication and information concerning access, such as an access code, which
is transmittable by said transceivers; and

- a locking device which is to be unlocked by the mobile device, said locking device
comprising a low-frequency transceiver for short-range communication and an ultra-high
frequency transceiver for long range communication to receive said information
concerning access, such as the access code.

The transceivers of the mobile device communicates with the transceivers of the locking device and
exchange information concerning access, such as said access code, to the locking system via the
respective transceivers. The communication range of the ultra-high-frequency transceiver of the
mobile device is limited to a short range in a normal operating mode of the mobile device.

The limitation of the range has the advantage that communication of the ultra-high-frequency
transceiver becomes limited to a restricted range. Therefore the signal from said transceiver will only
be sent within this short range, which means that the mobile device has to be physically close to the
locking device in order to send the information with which the locking device will be unlocked to the
locking device. In case the mobile device is far away from the car and receives a fraud signal that
originates from the car and has been amplified by a fraud relay, the mobile device may send an
answer, for example a code to unlock the locking device, to this signal, but the answer will not reach
the locking device.
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The term limitation is preferably to be understood as physical limitation which means that the mobile

device is only able to send the access information only within a short physical range such as less than
10 meters or less than 2 meters for example.

Preferably the mobile device comprises means such as a button, o activate the transmission of the
information concerning access, wherein upon a manual actuation of said means of the mobile device
the condition of the mobile device is changeable from said normal operating mode to a manual mode,
wherein in said manual mode the long range communication of the ultra-high-frequency transceiver of
the mobile device is active such that access information is transmittable over the long range.

Hence the mobile device can have two operating modes. In the normal operating mode the mobile
device and the locking device are protected against relay attacks since the long range communication
is deactivated. In the manual mode long range communication is activated and long range exchange

of access information will take place upon manual and deliberate actuation of the mobile device by the
user.

Typical values of low-frequency are usually 125 kHz and of high-frequency are usually 315 MHz or
433 MHz or 868 MHZ or 915 MHz.

Further embodiments of the invention are laid down in the dependent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the invention are described in the following with reference to the drawings 3
to 6, which are for the purpose of iliustrating the present preferred embodiments of the invention and
not for the purpose of limiting the same. In the drawings,

Fig. 1 shows a schematic view of a mobile device, such as a key to access a car,

Fig. 2 shows a schematic view of an overall system of a relay attack as described prior art chapter,
Fig. 3 shows a schematic view of an overall system according to the present invention;

Fig. 4 shows a first embodiment of a mobile device according to the present invention;

Fig. 5 shows a second embodiment of a mobile device according to the present invention; and

Fig. 6 shows a third embodiment of a mobile device according to the present invention.

DESCRIPTION OF PREFERRED EMBODIMENTS

Preferred embodiments of the invention are described in the following with reference to the drawings
or figures, respectively, which are for the purpose of illustrating the present preferred embodiments of
the invention and not for the purpose of limiting the same.
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The way to solve this kind of relay attacks on PKE/GO system, is putting some countermeasure on the
communication between the key and the vehicle and not vice versa as attempted until now.

The new approach is to limit the communication range Z as indicated in figure 2 from the key to
vehicle via UHF in the PKE/GO system. Therefore the communication range of the ultra-high-

frequency transceiver of the mobile device is limited to a short range in a normal operating mode of
the mobile device.

This limitation of the communication range could be obtained applying one of the following strategies:
a) reducing key transmission power;
b) increasing the fransmission power;
¢) adapting key antenna matching network;
d) using different antenna type;
e) using different antenna design;
f) using different antenna gain;
g) any combinations of the above strategies;

h) or any other soiution to reduce and limit the communication range.

In this manner, at any requests from the vehicle via LF signal, via relay or not, the key answers only
adopting one or more of the above strategies, limiting the UHF range to less than Y = X+W meters.

The mobile unit, preferably a key, can also be operated in a manual mode which is applicable when
the user intends to unlock the locking system (e.g. the car) manually. For that reason the mobile unit
comprises at least one button which can be activated by the user. When the user presses said button,
the above strategies are not applied. Hence the normal operating mode of the mobile device will be
changed into @ manual mode, resulting in the normal use of the key, with UHF range Z. With other
words: Upon a manual actuation the mobile device the condition of the mobile device is changeable
from said normal operating mode to a manual mode, wherein in said manual mode the long range
communication of the ultra-high-frequency transceiver of the mobile device is activatable. Hence the
user can manually unlock the car since the transceiver of mobile unit communicates without a
limitation of the range of the uitra-high-frequency channel. This is illustrated in the below.

The invention is valid for Passive Keyless Entry and/or Passive Keyless Go.

According to preferred embodiments the invention can be implemented in the embodiments as
described in the following. Preferably the invention can be implemented in a purely hardware
embodiment or in a purely software/firmware embodiment or an embodiment in which hardware as
well as softwareffirmware are adapted to the invention. These embodiments will be described in the
following with reference to the drawings:



WO 2013/050409 PCT/EP2012/069520

First Embodiment:

In the first embodiment the limitation the range of the ultra-high-frequency transceiver of the mobile

device is limited to a short range in a normal operating mode of the mobile device is provided by
means of hardware components.

Figure 4 illustrates a possible embodiment, in particular said first embodiment, of a mobile device in
which the range of the ultra-high-frequency transceiver is limited accordingly.

The solutions, using only hardware implementation to limit the communication range Z from the key to
vehicle via UHF, are preferably obtained by:

a) reducing key transmission power;
o automatic switch (2c) on passive RF path with HW attenuator inside (2a) using the
same antenna inside (1),
o automatic switch (2¢) on passive RF path with HW attenuator inside (2a) using
different antenna inside (1);
b) increasing the transmission power;
o automatic switch (2¢) on functional RF path with HW amplifier inside (2b) using the
same antenna inside (1),
o automatic switch (2¢) on functional RF path with HW amplifier inside (2b) using
different antenna inside (1);
¢) adapting key antenna matching network;
o automatic switch (2¢) on passive RF path with component (resistors, capacitors,
inductors) inside (2a) with different values using the same antenna inside (7);
o automatic swiich (2c) on passive RF path with component (resistors, capacitors,
inductors) inside (2a) with different values using different antenna inside (7);
d) using different antenna type;
o automatic switch (2¢) either passive or functional RF path using one or more different
antenna types inside (7);
e) using different antenna design;
o automatic switch (2¢) either passive or functional RF path using one or more different
antenna design inside (7);
f) using different antenna gain;
o automatic switch (2¢) either passive or functional RF path using one or more different
antenna gain inside (7).
g) using any combinations of the above strategies.

Second Embodiment:
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In the second embodiment the limitation the range of the ultra-high-frequency transceiver of the mobile
device is limited to a short range in a normal operating mode of the mobile device is provided by
means of software components, hence by means of a programmed software solution.

Figure 5 illustrates a possible embodiment, in particular said second embodiment, of a mobile device
in which the range of the ultra-high-frequency transceiver is limited accordingly.

Using the right software device settings (3a, 3b) in the control unit (3) is possible to adjust the UHF
power transmission:

- By LF request (4,5), the control unit (3) uses passive software/firmware settings (3a), in order
to have limited UHF range Y;

- By pushing one of the key buttons (6,7), the control unit (3) uses functional software/firmware
settings (3b), in order to have functional UHF range Z;

This implementation could be applied on the existing mobile device (key), without any hardware
modifications.

Third Embodiment;

In the third embodiment the limitation the range of the ultra-high-frequency transceiver of the mobile
device is limited to a short range in a normal operating mode of the mobile device is provided by
means of software components and hardware components.

Figure 6 illustrates a possible embodiment, in particular said third embodiment, of a mobile device in
which the range of the ultra-high-frequency transceiver is limited accordingly.

The “mixed” implementation is the most complete solution from optimization point of view, providing
more flexibility in term of range Y selection.

This is achieved by combining strategies described in embodiments 1 and 2.



WO 2013/050409 PCT/EP2012/069520

CLAIMS

1. Passive entry system, in particular for a motor vehicle, comprising:

a mobile device to be carried by a user, said mobile device comprising a low-frequency
transceiver for short range communication, an ultra-high-frequency transceiver for long range
communication and information concerning access, such as an access code, which is transmittable by
said transceivers; and

a locking device which is to be unlocked by the mobile device, said locking device comprising
a low-frequency transceiver for short-range communication and an ultra-high frequency transceiver for
long range communication to receive said information concerning access, such the access code,

wherein the transceivers of the mobile device communicates with the transceiver of the
locking device and exchange information concerning access, such as said access code, to the locking
system via the respective transceivers, characterized in that

the communication range of the ultra-high-frequency transceiver of the mobile device is limited
to a short range in a normal operating mode of the mobile device.

2. Passive entry system according to claim 1, characterized in that the mobile device comprises
means such as a button, to activate the transmission of the information concerning access, wherein
upon a manual actuation of said means of the mobile device the condition of the mobile device is
changeable from said normal operating mode to a2 manual mode, wherein in said manual mode the
long range communication of the ultra-high-frequency transceiver of the mobile device is active such
that access information is transmittable over the long range.

3. Passive entry system according to any of the preceding claims, characterized in that the
communication range is limited to a short range in case communication will be initiated by the
transceiver of the locking device in particular on the vehicle, wherein said communication is preferably
a request of the locking device to the mobile device to send information concerning access.

4. Passive entry system according to any of the preceding claims, characterized in that said
limitation of the range of the mobile device is provided by means of

reducing transmission power of the transceiver of the mobile device by changing value and/or
number of electronic and/or software parameters in its normal operating mode and/or

increasing transmission power of the fransceiver of the mobile device by changing value

and/or number of electronic and/or soffware parameters in in its in manual mode and/or

adapting the antenna matching network of the mobile device by changing value and/or
number of electronic components and/or

using different antenna types of the mobile device and/or
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using different antenna design of the mobile device and/or by using different gain.

5. Passive entry system according to any of the preceding claims, characterized in that said
limitation of the range of the mobile device is provided by means of a programmed software solution.

6. Passive entry system according to any of the preceding claims, characterized in that the long
range is between 10 meters and 200 meters and in that the short range is between 0 meters and 10
meters, preferably between 0 meters and 5 meters, most preferably between 0 meters and 2 meters.
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Fig. 5
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