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(57) Abstract: A framework, which conforms to the OAuth
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resource server registers, with the OAuth authorization serv-
er, metadata for that resource server, indicating scopes that
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that the consent will be of an appropriate scope. The OAuth
authorization server refers to this metadata when construct-
ing an access token to provide to the client application for
use in accessing the resources on the resource server. The
OAuth authorization server uses this metadata to map issued
access tokens to the scopes to which those access tokens
grant access.
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CAUTH FRAMEWORK

CLAIM OF PRIORITY
{8063} The present application claims priority onder 35 U.8.C. § 119 to U.S. Provisional
Patent Application Serial No. 61/541,026, filed September 28, 2011, and titled “RELYING
PARTY AND OAUTH FRAMEWORK.”

BACKGROUND
{8002] Anidentity management system is an information system, or a set of technologies
that can be used for enterprise or cross-network identity management. Identity management
describes the management of individual identities, their authentication, authorization, rofes,
and privileges within or across system and enterprise boundaries with the goal of increasing
security and productivity while decreasing cost, downtime, and repetitive tasks. One aspect

of identity management is “single sign-on” (350). One standard that is particularly oseful in

the field of identity management is OAuth.

{8083} SSO s a property of access control of multiple related but independent software
systerns. With this property, a user logs in once and gains access to all systems without being
prompted to log in again at each of thern, Conversely, single sign-off is the property whereby

a single action of signing out terminates access to multiple software systems. As different
applications and resources support different authentication mechanisms, single sign-on
internally franslates to and stores different credentials compared to what is used for initial
authentication. 55O reduces phishing success, because users are not trained to enter
passwords everywbere without thinking. SS5C reduces password fatipue from different user
name and password combinations. S$SO reduces time spent re-entering passwords for the
same identity. SSO reducing information technology (IT) costs due to a lower number of IT
help desk calls about passwords. 88O provides security on all levels of entry/exit/access to
systems without the inconvenience of re-prompting users, S8C also allows for centralized
reporting for coropliance adherence. 883G uses centralized authentication servers that afl
other applications and systems utilize for authentication purposes, and combines this with

techniques to ensure that users do not have to actively enter their credentials more than ongce.

E(B{}M} OAuth is an open standard for authorization. An indirect effect of authorization is

¥
¥

authentication. OAuth allows users to share their private resources (.., photos, videos,
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contact lists, etc.} stored on one site with another site without having to hand out their
credentials, typically supplying username and password tokens instead. Each token grants
access to a specific site for specific resources and for a defined duration. This allows a user
to grant a third party site access to their information stored with another service provider,
without sharing their access permissions or the full extent of their data. For example, a token
might grant aceess to a video editing site for videos fror a specific album for the next two

hours.

{9805;  For example, in a typical scenario, 3 user of Linkedin might be asked for permission
to import, into Linkedin, that user’s contacts from Yahoo. LinkedIn might want to obtain
these contacts in order to send e-mail messages inviting each of the user’s contacts 1o join
LinkedIn, for example. Prior to OAuth, this request for permission might have involved a
request that the user provide, to Linkedin, the user’s Yahoo user idémity and password. This
information was requested so that Linkedin could log-in to the user’s Yahoo account as that
user, and then obtain that user’s contacts from that user’s Yahoo account. Generally
speaking, permitting Linkedin {or any site) with the user’s Yahoo (or any other site) identity
and password is a bad idea because it grants the former site unlimited access 1o the user’s
account on the latter site. Such unlimited access is nearly abways much more access than the

former site actually requires to accomplish its goal, such as merely obiaining a contact list.

[8066] A better idea is to provide the former site with a limited authorization relative to the
user’s account on the latier site. The limited authorization may specify a specific set of
operations that the former site can perform relative {6 the user’s account on the latter site.
For example, referring to the typical scenario above, the Hmited authorization might specify
that Linkedin can only access the user’s contact list, but perform no other operations relative
o the user’s account, on Yahoo. OAuth allows for such limited authorization. OAuth

provides delegation of authorization,

{0087} The technique by which OAuth delegates authorization may be understood refative
to an analogy. Often, when a car owner temporarily relinguishes conirol of his car to a valet
so that the valet can park the car for the owner, the owner does not provide a general-use
master key to the valet, but instead provides & more limited-use valet key to the valet. The
valet key permits the valet with sufficient access {o drive the car, but does not provide the
valet with access to everything that the owner possesses within the car. In the same manner,
the use of OAuth may grant a first sife aceess 10 a user’s contact list stored by a second site,
without also permitiing the first site to perform other operations relative to the user’s account

on the second site—such as reading e-mail messages that might be stored on the second site,

2
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for example. OAuth allows the first site to be given a limited authorization to perform a

specified set of operations, and no others, relative to the second site.

{0088] For another example, a user might want to use a photo printing service provided by
a first site, such as Snapfish, to print certain color photos that are electronically stored on a
second site, such as Flickr, which is independent of the first site. More specifically, the user
might want to print only the photos that are stored in a particular album on Flickr, such as an
album containing photos from the user’s recent visit to Alaska. Although the user might have
a multitude of different albums stored on his Flickr account, the user might want to print only
the photos from the Alaska album. Under such circumstances, the user probably prefers that
Snapfish does not access the contents of any of his Flickr albums other than those contained
within the Alaska album. In the foregoing scenario, using OAuth terminoclogy, Snapfish is
considered 10 be a client, and Flickr is considered {0 be a resource server (the photo data
being the resources) as well as an QAuth authorization server. As the owner of the resources

{e.z., photo data} stored by the resource server, the user is also a resource owner.

{886%]  Given the example presented above, the user might first use hiz Iiternet browser
application to instruct the client {e.g., Snapfish) to print the photos in the user’s Alaska album
on the resource server (e.g., Flickr). In response, the client {e.g., Snapfish} redirects the user
to the site of the resource authorization server {e.g., Flickr). This redirection operation may
indicate, to the resource server, the limited set of data {e.g., contents of the Alaska album) to
hich the client desires access. At that moment, the resource authorization server does not
know who the user is, as the user has not 7et authenticated himself to the resource
authorization server. Thearefore, the resource authorization server requires the user to
authenticate. As is mentioned above, an indirect effect of authorization is suthentication.
After the user authenticates himself to the resource authorization server {e.g., by providing
his username and password that are relevant 1o the resource authorization server), the
resource authorization server sends a consent page to the user’s Internet browser. The
consent page asks the user to verify that the resource authorization server {(e.g., Flickr) has the
user’s permission to provide a Hmited, specified set of data {e.g., contents of the Alaska
album) to the client {(e.g., Snapfish). Assuming that the user consents, the rssource
authorization server then responsively sends an authorization code to the client. This
authorization code may be sent through the “front channel;” or, in other words, via the user’s

Internet browser using a redirect.

{60318]  In this scenario, the client (e.g., Snapfish) is a trusted partner of the authorization

server {e.g., Flickr). The client receives the authorization code, or “grant,” and stores the

9]
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authorization code. The client maintains this authorization code indefinitely, until the user
actively revokes that authorization code. The user may log-in to the OAuth avthorization
server in order to see a list of grants that the OAuth authorization server hag provided on the
user’s behalf to various clients. In response to receiving the authorization code, the client
{e.g., Snapfish) makes a “back channel” call to the authorization server {e.g., Flickr). A back
channel call is a communication that does not involve the user’s Internet browser. The back
channel call requests an access token from the authorization server. The access token
specifies the scope of the access that the client is permitted to the user’s account on the
authorization server. For example, the access token might indicate that the client is permitted
access only to contents of the user’s Alaska album, The authorization server seads the
requested access token back to the client via the back channel, The client stores the access
ioken. Thereafier, until the access token expires, or until the user revokes the grant (i.e., the
authorization code), the client can present the access token to the resource server in order to
access, on the resource server, the resources specified by the access token. 1fthe user has
already revoked the grant relaied to the access token, then the access token becormes

ineffective even if the aceess token has not 7et expired.

{8011} Ip addition o an access token, the authorization server may provide g “refresh
token” to the client. While the access tolken often has a specified longevity after which it
expires, a refresh token is a long-lived token. The chent may store the refresh token zlong
with the related access token. Thereafter, if the resource server objects that the client’s
current access token has expired, then the client may present the refresh token to the resource

server in order to obtain a new access token from the resource server.

{0612] Beneficially, the approach employed by OAuth avoids the disclosure, 1o the client,
of the user’s password for the user’s account on the resource server. The avoidance of this
disclosure of credentials prevents the client from performing unauthorized actions relative o
the user’s account on the resource server. The only time that the user supplies his password
is during the user’s initial authentication directly with the resource server, after being

redirected from the client’s site.

BRIEF SUMMARY
166131  Embodiments of the present invention relate to identity management, authentication,
and auvthorization frameworks. In one embodiment, a framework is provided for integrating

internet identities in enterprise identity and access management ({AM) infrastructures.

i
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According to another embodiment, a framework is provided for open authorization. There
are so many different use cases for an OAuth sysiem that a single approach does not always
fit each use case. Therefore, embodiments of the invention make an OAuth system more
flexible. Embodiments of the invention make an OAuth system easier for enterprise
administrators of that system to customize for their own uses. Embodiments of the invention

make an OAuth system more custornizable by application and resource providers.

{6014] Traditionally, a resouree server and an OAuth authorization server have been the
same entity. According to an embodiment of the invendion, a generic framework is provided
that frees a resource server from the responsibifities of an OAuth authorization server. These
responsibilities can include scope management, issvance of authorization tokens, issuance of
refresh tokens, and issnance of access fokens. Thus, a generic OAuth authorization server
can be implemented according to this generic framework. €ensequently, each individual
resource server does not need to implement its own proprietary OAwth authorization server.

Indeed, according to an embodiment of the invention, nudiiple different resource servers can

‘all concurrently make use of the functions of the same generic OAuth authorization server.

For example, in an embodiment of the invention, a single QAuth authorization server can

manage scopes for several different resource servers all at the same time. Therecanbe a

© many-to-one relationship between resources servers and an OAuth authorization server.

8151 In one embodiment of the invention, in order 1o achieve this ability to interact with
multiple different resource servers, the generic OAuth authorization server maintains
mapping data that indicates which fokens belong to which resource servers, who the trusted
pariners of each resource server are, ete. Furthermore, in an embodiment of the invention,
the generic OAuth framework is constructed in such a manner that a resource server
administrator can easily customize the framework to accommodate the particular use case for
his resource server. Different resource server administrators can “plug-in” their specific
components into the generic OAuth framework. Thus, in one embodiment of the invention,
each resource server informs the generic OAuth authorization server regarding the potential

scopes (1.e., limited operations relative to rescurces) that the resource server might use.

[0016] The foregoing, together with other features and embodiments will become more

apparent upon referring to the following specification, claims, and accompanying drawings.

PCT/US2012/057754
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BRIEF DESCRIPTION OF THE DRAWINGS
{80171  FIG. 1 15 a block diagram illustrating an QAuth system architecture and logical

components thereof, according to an embodiment of the invention.

[8018] TFIG. 2 is a block diagram illustrating a resource server environment, according to an

embodiment of the invention.

[0019]  FIG. 3 is a block diagram illustrating an OAuth client environment, according 1o an

embodiment of the invention.

18028]  FIG. 4 is a flow diagram ilustrating a technique for registering a first resource
server’s metadata with a generic OAuth authorization server, according fo an embaodiment of

the nvention.

18021} FIG. 5 is a flow diagram illustrating a technique for registering a second resource
server’s metadata with the generic OAuth authorization server, according to an embodiment

of the invention.

9922} FIG. 6 is a simplified block diagram illustrating components of a system
environment that may be used in accordance with an embodiment of the present invention;

and

23] FIG. 7 is asimplified block diagram of a computer system that may be used in

accordance with embodiments of the present invention.

DETAILED DESCRIPTION
[8024] In the following description, for the purposes of explanation, specific details are set
forth in order to provide a thorough understanding of embodiments of the invention.
However, it will be apparent that the invention may be practiced without these specific
details. The entire contents of U.S. Provisional Patent Application Serial No. 61/541,026,
filed September 29, 2011, and titled “RELYING PARTY AND OAUTH FRAMEWORK,”

are incorporated by reference herein,

{8025} FIG. 1 is a block diagram illustrating an OAuth system architecture 100 and logical
components thereof, according to an erbodiment of the invention. Architecture 100 includes
a resource owner {or user) 102, a client application 104, a resources registry 106, and a
rescurce ecosystem 110, Resource ecosystem includes a clients registry 112, a token-scops
registry 114, a scope registry 116, a user consent 120, and a resource server 122, Although

one resource server 122 1s shown, embodiments of the invention can inchude multiple

PCT/US2012/057754
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eparate resource servers. As seen from the connections in FIG. 1, client application 104
interacts with resources registry 106, Resource owner 102 interacts with resources regisiry
106 and with clients registry 112. Authorization server 118 interacts with clients registry
112, token-scope registry 114, and user consent 120, Resource server 122 Interacis with
token-scope registry 114, User consent 120 interacis with scope registry 116, Various of

i
H

hese components and their functions are discussed further below.

%
H
&

{8026] Embodiments of the tnvention can involve the delegation of authorization.
Different resource use cases sometimes require different scope definitions. Different
resources sometimes can rely on ditferent authorization models and solutions. Different
spectiic user actions can be required to give a client application consent i access resources
maintained by different resource servers. Preferably, each different resource provider should
not need 1o offer a separate proprietary GAuth avthorization server to integrate wiih the
specifics of that resource provider. The unfortunate result of each resource provider offering
a separate proprietary OAuth anthorization server would be that an enterprise wishing to
integrate with multiple different resource providers and multipie different client form factors

will bave to deal with a myriad of different OAuth authorization server inferfaces.

{80271  Therefore, in an embodiment of the invention, an generic OAuth framework
architecture is provided. The Famework can inclode OAuth wire protocol components
{client and server), including metadata and runtime registries. The framewaork can include an
infrastructure of pluggable “contracts™ to customize and deploy application-specific

solutions.

{B8828] In one embodiment of the invention, resource server 122 stores, in token-scope
registry 114, indications of the scopes that resource server 122 recognizes. Fach such scope
can be indicative of a different set of operations that can be performed relative to a different
set of resources stored on resource server 122, Inasmuch as certain embodiments may
include multiple different or separate resource servers, token-scope registry 114 can store
mapping between different resource servers and different scopes. Furthermore, in one
smbodiment of the invention, each scope is mapped to a separate token within token-scope
registry 114, Thus, by reference to token-scope registry 114, resource server 122 can
determine the set of operations and the set of resources that are mapped to a particular token
presented to resource server 122 by client application 104. Resource server 122 can limit the
operations performed by client application 104 relative to resources maintained by resource
server 122 to those operations specifically indicated by the set of operations mapped to the

particular foken.

PCT/US2012/057754
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{6029]  Thus, in one embodiment of the invention, each particular resource server in a group
of multiple resource servers provides, to the GAuth framework, a different set of metadata
that indicates the scopes that can be mapped to tokens that can be used 1o access resources on

that particular resource server. The scopes are therefore customizable by the administrators

LN

of the rescurce servers, making the OAuth framework flexible and applicable to many
different use cases. Consequently, many differént types of resource servers can alf make use
of the same generic OAuth framework without requiring the creation of a specific QAuth

framework for each different type of resource server.

[838]  In an embodiment, the generic CAuth framework shown in FIG. 1 provides a basic
10 conceptual structure. The OAuth framework can layer on top of existing identity
management products. In the OAuth framework, coniracts can define integration points with
these existing products. The combination of the OAuth framework and contract
implementations can fulfill miscellaneous use cases and deployment options. According to
an embodiment, the OAuth framework includes two broad “roles”™ a consumer/client role,
15 and an authorization server/resource server role. The authorization server/resource server
role is discussed below with reference to FIG. 2, while the consumer/client role is discussed

below with reference to FIG. 3.

10031]  FIG. 2 is a block diagram illustrating a resource server environment 200, according
10 an crobodiment of the invention. In an embodiment of the fnvention, environment 208

20 includes resource owner (or user) 202, client application 204, resource server 210, OAuth
authorization server 220, policy service 248, and token service 250. Resource server 21¢
includes resource server application 212, which includes access token validation AP{ 214 and
gate 216, OAuvth authorization server 220 includes token-scope registry 222, resources &
scope registry 224, user consent orchestration 226, OPSS-TS (Oracle Platform Security

25 BServices-TS) 228, OPSS-AZ (Oracle Platform Security Services-AZ) 230, OAuth core engine
232, GAuth protocol engine 234, and client registry 236. In an embodiment, resource owner
202 interacts with client application 204 through gate 216, which accesses access token
validation AP 214. Client application 204 also interacts with GAuth authorization server
220. Access token validation API 214 interacts with token-scope registry 222 and with

30 policy service 240, OPSS-TS interacts with token service 250. OPSS-AZ interacts with
policy service 250, Components 228-234 collectively interact with token-scope registry 222
and with user consent orchestration 226. User consent orchestration 226 interacts with

resources & scope registry 224,
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18832] In an ernbodiment of the invention, resources & scope registry 224 stores resource
information, scopes, and miscellancous metadata related 1o resources and services exposed
via OAuth authorization server 220. In an embodiment of the invention, client registry 236
stores trust keys and secrets for authorized remote clients {e.g., client application 204). Inan
embodiment, token-scope registry 222 stores access tokens and refresh tokens that are issued
to clients {e.g., client application 204} based on user {e.g., resource owner 202) consent. In
an embodiment, token-scope registry 222 stores Auth? scope information that is associated

with issued access {okens.

~

{80331  In an embodiment of the invention, resource server 210 registers 1s own metadata
with OAuth anthorization server 220, Different rescurce servers can register different
metadata with the same OAuth authorization server. As part of the registration process, this
metadaia is iroported into CAuth authorization server 228, The metadata indicates the
various different scopes recognized by, or exposed by, resource server 210, Each scope
specifies a different subset of the resources maintained by resource server 210, Inan
embodiment of the invention, at the time of registration, cach scope recognized by resource
server 210 is mapped to resource server 210 {only) in resources & scope regisiry 224. Thus,
in an embodiment of the invention, resources & scope regisiry indicates, for each registered
scope, the set of the corresponding resource server’s resources that are accessible within that
seope. A scope might indicate, for exampile, that only a particular photo is accessible, or thai
a particular folder of photos is accessible, or that a particular set of folders is accessible. A
scope can indicate operations that are permissible relative fo specified resources, such as

read, update, delete, create, ete.

{8034}  In an embodiment of the invention, OAuth authorization server 220 issues access
tokens to client application 204. In an embodiment, for each such access token, OAuth
authorization server 220 stores, in token-scope registry 222, a mapping between that access
token and the particular scope (selected from among the scopes stored in rescurces & scope
registry 224} that is assigned to that access token. Different access tokens for the same
resource seyver may have different scopes assigned to them. Thus, when chient application
204 presents an access token to QAuth authorization server 220, OAuth authorization server
226 may refer to token-scope regisiry 222 to determine the scope that is mapped to that
access token, and then may refer 1o resources & scope registry 224 o determine the resources

that are accessible within that scope.

[8035]  In an embodiment of the invention, user consent from resource owner 202 is

required in order for OAuth anthorization server 220 fo grant an access foken to client

€
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application 204. For example, if client application 204 requests access to a particular
rescurce {or a particular scope including that resource} from resource server 210, then
resource server 210 may redirect the request to GAuth authorization server 220. OAuth

authorization server 220 may invoke user consent orchestration 226 in order to ask resource

(41

owner 207 to verify that client application 204 should be granted sccess to the particutar
resource {or particular scope). In an embodiment, user consent orchestration 226 indicates, to
resource owner 202, the scope to which client application 204 is seeking access, and provides
resource owner 202 with the opportunity to consent o or decline access of that scope. More
specifically, OAuth authorization server 220 may ask resource owner 220 to verify that client
1¢  application 204 should be granted accass specified by the particular scope {as indicated in
resources & scopes registry 224), including the particular resource. In response 1o receiving

consent from resource owner 202, OAuth authorization server 220 may generate an aceess

token and store, in token-scope registry 222, a mapping between that aceess token and the

particular scope. OAuth authorization server 220 can provide the acesss token to client

[
i

application 204,

[8036] Client application 204 can then attempt 10 access the particular rescurce on resource
server 210 by presenting the access token {0 resource server application 212, An agent on
resource application server 212 can intercept the token and validaie the token with OAuth
authorization server 220 {e.z., via access token validation API 214) before allowing client
20 application 204 to access the particular resource. If the particular resource that clent
application 204 attempts to access does not fall within the scope that is mapped the access
token in token-scope registry 222 {e.g., if client application 204 attempts to access a folder
that is outside of the scope of access to which resource cwner 202 previously consented),
then CAuth avthorization server 220 will not validate the token, and resource server 210 will
25 refuse to grant client application 204 access to the particular resource. Thus, scope of access
is based on specific consent to that scope by resource owner 202, Resource owner 202 has
the opportunity {o refuse to give consent to a specific scope requested by client application
204, in which case OAuth authorization server 220 will not create an aceess token for client

application 204. n one embodiment of the invention, each client application’s request to

L
o

access a resource maintained by resource server 210 also specifies a scope that is mapped 1o
resource server 210 in resources & scope registry 224, and it is this specified scope for which

the consent of resource owner 202 is requested as discussed above,

{88371  According to an embodiment of the invention, consistent with the discussion above,

enforcement of access restrictions occurs at the time that client application 204 presents an

10
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access token 10 resource server 210, Enforcement requires an understanding of the scope that
is encoded by the access token. Access tokens are issued by OAuth authorization server 220
per the scope definitions. Access tokens are validated per the scope that is encoded by the
issued tokens. In one embodiment of the invention, policy service 240 and token service 250
in combination maintain the state of the access tokens that were issued and authorize issued
access tokens. In an embodiment of the invention, a customer {i.¢., owner and/or operator of
resource server 210} can provide its own policy service 240 and token service 250. The
OAuth framework may provide programmatic contracts, or programmatic interfaces, by
which such custorners can plug their own policy and token services into the OAuth
framework in a manner that maiches the scopes that those customers define. Each customer
may publish its own set of scopes. The published set of scopes may indicate the form of the
data that the customer’s token service will return. The OAuth framework additionally may
provide, 1o such customers, programming corntracts or progranumatic interfaces that permit
policies to be created at the time of token issuance. These programmatic contracts or
programmatic interfaces allow customers to plug their own custom programmatic code into
the OAuth framework. Using these programmatic interfaces, a customer can wire its existing
infrastructure into the OAuth system. In an embodiment, a customer that publishes its set of
scopes is responsible for ensuring that #ts token and/or policy services return tokens that
include scope information that is consistent with the published scopes. In response to client
application 204 atiernpting to use a token, OAuth authorization server 220 can invoke an
application programming interface (AP that will look up the customer’s policy and validate

that token.

[8838]  Inan ernbodiment, the OAuth framework specifies the interfaces that the customer’s
code {e.g., the code for token service 250 and policy service 240) needs to fmplement in order
to interface with OAuth authorization server 220. The interfaces may be published so that
customers are aware of the parameters that each interface expects to receive and the values
that each interface expects o refurn. When client application 204 makes a request of OAuth
authorization server 220, OAuth authorization server 220 makes responsive calls to the APls
related to that request. These calls may involve calls o customer-coded components that
generate access tokens and provide those access tokens to client application 204, for example.
n one embodiment of the invention, OAuth authorization service 220 exposes the
aforementioned programmatic contracts or programmatic interfaces in the form of OPSS-TS
I

228 and OPSS-AZ 230, The customer’s own implementation of token service 250 can

interface with OPSS-TS 228, while the customer’s own implementation of policy service 240

PCT/US2012/057754
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can interface with OPSS-AZ 230, OAuth authorization server 220 may invoke separate APjs
for access token creation and access token validation. The customer may Implement custom
programmatic code to perform each task. During validation, policies constructed during
token creation can be accessed to determine whether the action that client application 204
seeks to perform relative to resources maiches the policy that is encoded by the aceess token
that cliernt application 204 presents.

{68039}

implementation of user consent orchestration 226, which is invoked when client application

Additionally, in one embodiment of the invention, the customer’s own

204 seeks an access token from OAuth authorization server 220, can be plugged into QAuth
authorization server 220. Interfaces to resources & scope registry 224 and token-scope
registry 222 may be provided to the customer so that the customer can design its
implementation of user consent orchestration 226 to obtain data from components 227 and

224 for use in constructing the consent request.

{68407  In an embodiment of the invention, the mappings stored in resources & scope
registry 224 indicate not only the subsets of resources that are included within each scope, but
also the exclusive subsets of operations that are permitted to be performed by client
application relative to those subsets of resources. For example, a particular mapping may
indicate for a particular scope that read and update operations, but not create or delete
operations, can be performed relative to a specified subset of resources {e.g., files, folders,
directories, lsts, profiles, images, documents, ete.) maintained on resource server 210, Thus,
in one exnbodiment of the invention, the consent request discussed above specifies not only a
subset of resources that are associated with a scope, but also a subset of operations that are
assoeciated with that scope. Consequently, resource owner 202 knows precisely the kinds of
operations that he is giving consent for client application 204 to perform relative to the subset

of resources within the consent-request-specified scope.

18041]  According to an embodiment of the invention, client application 204 requests
resource access equivalent to one of the specific scopes that resource server 210 has
registered with QAuth authorization server 220. Thus, in one embodiment of the invention,
client application 204 is designed with an awareness of the specific scopes that will be
registered for resource server 210. Because olient application 204 may interact with
resources maintained by a variety of different resource servers, the vendors of various
£eS0OUTCE servers may agree upon & standard set of scopes that their resource servers will
register with OAuth authorization server 220, thereby easing the design task of the designers

of client application 204 and other client applications.

12
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{60421 In one embodiment of the invention, a client framework is provided in order to
allow client applications, such as client application 204, to implement “hooks™ for various
different types of rescurce providers. For example, client application 204 might implement
separate hooks for Google, Facebook, Yahoo, Linkedin, etc. FIG. 3 is a block diagram
illustrating an OAuth client environment 300, according to an embodiment of the invention.
OAuth client environment 300 includes a resource owner 302, a resource server 304, a
CAuth authorization server 306, a client application 308, and an QAuth chient 320, Client
application 308 includes an OAuth client APE 310, OAuth client 320 includes an OAuth
client engine 322, a resource registry 324, a local application registry 326, and a token
registry 328, Rescurce server 304 and OAuth authorization server 306 interact with each
other. Resource server 304 and OAuth client 320 interact with each other. OAuth
authorization server 306 and QAuth client 320 interact with each other via rescurce owner
302 {e.g., through redirection accomplished by an Internet browser of resoures owner 302).
Resource owner 302 also inferacts with client application 308, Client application 308
interacts with OAuth client engine 322 through OAuth client AP 310. OAuth client engine
322 interacts with resource registry 324, local application registry 326, and token registry

328.

{8043]  According to an embodiment of the invention, metfadata regarding alf of the
different types of resource servers with which client application 308 may interact are stored
within resource registry 324, enabling client application 308 to interact with a variety of
different resource servers. Resource registry can indicate, for example, the different sets of
scopes recognized by each different type of resource server. Consequently, client application
308 is able to request access carresponding 1o a particular scope recognized by resource
sexver 304, and this particular scope may be specified in the consent request that OAuth
authorization server 306 sends to resource owner 302 on behalf of client application 308.
Resource providers can publish their OAuth standard-compliant scope specifications so that
designers can populate resource registry 308 with the appropriate server-io-scope mappings
for those providers® resource servers. In an embodiment, because resource registry 308 can
be populated independently of client application 308, client appHcation 308 does not need to
be revised in order to interact with newly discovered resource servers; instead, developers can
simply “plug-in” the new mappings for those resource servers into resource registry 324, with

which client application 308 interacts.

[8844] Often, a complex website that acts as a resource provider or server is not a

monolithic application. Often, instead, a complex website constitutes a variety of different
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applications. In an embodiment of the invention, local application registry 326 stores
mappings between various different resource providers and the sets of applications that are
offered or exposed by those resource providers. Each such application may be mapped in
iocal application registry 326 to a separate Uniform Resource Locator (URL) for that
application. In one embodiment of the invention, local application registry 326 stores trust

keys o exercise the OQAuth client role to access remote resources.

{08645 Typically, client application 308 is able to use a particular access token raultiple
times ¢ access resources raaintained by resource server 304 before that particular access
token expires. In an embodiment of the invention, the access tokens that client application
308 obtains from OAuth authorization server 306 are stored within token registry 328,
Inasouich as client application 308 may interact with multiple different resource servers,
token registry 328 can maintain mappings between access tokens and the different resource
servers tawhich those access tokens pertain. Token regisiry 328 can store both access tokens
and refresh tokens for various different remots resource servers {e.z., resource server 3043

and scopes.

{8046} FIG. 4 is a flow diagram illustrating a technique 400 for registering a first rescurce
server’s metadata with a generic GAuth authorization server, according to an embodiment of
the invention. Although technique 400 involves certain blocks or operations, alterative
embodiments may involve more, fewer, or different operations than those ilustrated.
Furthermore, alternative embodiments may involve the performance of operations in an order
different from that illustrated. In block 402, an OAuth authorization server receives, from a
first resource server, a first set of metadata indicating a first set of scopes that are recognized
by the first resource server. In block 404, in response 1o receiving the first set of metadata,
the UAuth authorization server stores mappings between scopes in the first set of scopes and
subsets of resources maintained by the first resource server. In one embodiment, in response
to receiving the first set of metadata, the OAuth authorization server stores a mapping
between a particular scope, a subset of resources stored by the first resource server, and a set
of eperations that a holder of a particular token mapped to the particular scope is permitied 1o

perform relative to resources in the first subset of resources,

{6047]  In block 406, the OAuth authorization server receives a particular request specifying
a first scope from the first set of scopes. In block 408, in response to receiving the request
specifying the first scope, the OAuth authorization server asks an owner of resources
contained within the first scope for consent o grant a client application access consisient with

the first scope. In block 418, in response to receiving the consent from the owner, the GAuth.

14
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authorization server (a) creates a first access token, (b) stores a mapping between the first
access foken and the first scope, and {¢) sends the first access token (o the client application,
In one embodiment, in response to receiving the consent from the owner, the QAuth
authorization server invokes programmatic code provided by a customer {e.g., the owner of
5 the first resource server) who does not provide the OAuth authorization server. The
programmatic code implements an interface provided to the customer by a provider of the

OAuth authorization server. The programmatic code creates the first access token.

j0848]  In block 412, the OAuth authorization server receives, from the first rescurce server,
a request to validate the first access token. In block 414, in response to receiving the request
10 to validate the first access token, the QGAuth authorization server validates the first access
token based on the mapping between the first access token and the first scope. In one
embodiment, in order o validate the first access token, the OAuth authorization server
invokes programmatic code provided by a customer {e.g., the owner of the first resource
servery who does not provide the OAuth anthorization server. This programmatic code

implements an interface provided to the customer by a provider of the QAuth authorization

fa—y
L

server. The prograramatic code validates the first access token.

- [B0481  In block 416, in response to validating the first access token, the GAuth
authorization server indicates, 1o the first resource server, that a client application that
resented the first access token to the first resource server is authorized to perform operations
20 relative t¢ 3 set of resources that are maintained by the first resource server and specified by

the first scope.

{8838} FIG. 5 1s a flow diagram illustrating 8 technique for registering a second resource
server’s metadata with the generic OAuth avthorization server, according to an embodiment
of the invention. Although technigue 500 involves certain blocks or operations, alternative

25  embodiments may involve more, fewer, or different operations than those itlustrated.
Furthermore, aliernative embodiments may involve the performance of operations in an order
different from that iHhustrated. In block 502, the QAuth authorization server recetves, from a
second resource server that is separate from the first resource server (referenced in F1G. 4), a
second set of metadata indicating a second set of scopes that are recognized by the second

30 resource server, the second set of scopes differing from the first set of scopes (veferenced in
FIG. 4). In block 504, in response to receiving the second set of metadata, the OAuth
authorization server stores mappings between scopes in the second set of scopes and subsets
of resources maintained by the second resource server. In block 506, the QAuth

authorization server stores a mapping between a second access token and a second scope

15
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from the second set of scopes. In block 508, the OAuth authorization server receives, from
the second resource server, a request to validate the second access token. In block 510, in
response to receiving the request to validate the second access token, the OAuth authorization
server validaies the second access token based on the mapping between the second access
token and the second scope. In block 512, in response to validating the second access token,
the QAuth authorization server indicates, to the second resource server, that a client
application that presenied the second access token o the second resource server is authorized
to perform operations relative to a set of resources that are maintained by the second resource

server and specified by the second scope.

{8653]  FIG. 6 is a simplified block diagram iHusirating componenis of a systern
environment 600 that may be used in accordance with an embodiment of the present
invention. As shown, system environment 600 includes one or more client computing
devices 602, 604, 606, 608, which are configured to operate a client application such as a web
browser, proprietary client {e.g., Oracle Forms), or the like. In various embodiments, chent

computing devices 802, 604, 606, and 608 may inferact with a server 612,

{8852}  Client computing devices 602, 604, 606, 608 may be general purpose personal
computers (including, by way of example, personal computers and/or lapiop computers
running various versions of Microsoft Windows and/or Apple Macintosh operating systerns),
cell phones or PDAs {running software such as Microsoft Windows Mobile and being
Internet, e-mail, SMS, Blackberry, or other communication protocol enabled), and/or
workstation computers running any of a variety of commercially-available UNIX or UNIX-
like operating systems {including without limitation the variety of GNU/Linux operating
systems). Alternatively, client computing devices 602, 604, 606, and 608 may be any other
electronic device, such as a thin-client computer, Infernet-cnabled gaming system, and/or
personal messaging device, capable of communicating over a network {e.g., network 610
described below). Although exemplary system environment 600 is shown with four client
computing devices, any number of client computing devices may be supported. Other devices

such as devices with sensors, ete. may inferact with server 612,

J0853]  System environment 600 may include a network 610, Network 610 may be any
type of network familiar to those skilled in the art that can support data communications
using any of a variety of commercially-available protocols, including without Himitation
TCPAP, SNA, IPX, AppleTalk, and the like. Merely by way of example, network 610 can be
a local area network {LAN]}, such as an Ethernet network, a Token-Ring network and/or the

like; a wide-area network; g virtual network, tncluding without limitation a virtual private

16

PCT/US2012/057754



WO 2013/049461 PCT/US2012/057754

N2

¢

L¥4)

network (VPNY; the Internet; an intranet; an extranet; a public switched telephone network
{(PSTN}; an infra-red network; a wireless network {e.g., a network operating under any of the
TEEE 802,11 suite of protocols, the Bluetooth protocol known in the art, and/or any other

wireless protocol); and/or any combination of these and/or other networks.

[6034]  System envirenment 600 also includes one or more server computers 612 which
may be general purpose computers, specialized server computers {including, by way of
example, PC servers, UNIX servers, mid-range servers, mainframe computers, rack-mounted
servers, etc.), server farms, server clusters, or any other appropriate arrangement and/or
combination. In various embodiments, server 617 may be adapted to run one or more
sarvices or software applications described in the foregoing disclosure. For example, server
612 may correspond to a server for performing relving party and open authorization

processing according to an embodiment of the present invention.

{8835]  Server 612 may run an operating system including any of those discussed above, as
well as any cormmercially available server operating system. Server 612 may also run any of
a variety of additional server applications and/or mid-tier applications, including HTTP
servers, FTP servers, CGI servers, Java servers, database servers, and the like. Exemplary
database servers include without limitation those coramercially available from Oracle,

Microsoft, Sybase, IBM and the like.

iB8S6]  System environment 600 may also include one or more databases 614, 616,
Databases 614, 616 may reside in a variety of locations. By way of example, one or more of
databases 614, 616 may reside on a non-transitory storage medium local to {and/or resident
in} server 612, Alternatively, databases 614, 616 may be remote from server 612, and in
communication with server 612 via a network-based or dedicated connection. In one set of
embodiments, databases 614, 616 may reside in a storage-area network (SAN) familiar to
those skilled in the art. Similarly, any necessary files for performing the functions atiributed
to server 612 may be stored locally on server 612 and/or remotely, as appropriate. In one set
of embodiments, databases 614, 616 may include relational databases, such as databases
provided by Oracle, that are adapted to store, update, and retrieve data in response to SGL-

formatted commands.

#0557} FIG. 7 is a simplified block diagram of a computer system 700 that may be used in
accordance with embodiments of the present invention. For example server 602 may be
implemented using a systern such as system 700. Computer system 700 is shown comprising

hardware elements that may be electrically coupled via a bus 724. The hardware clements
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may include one or more central processing units (CPUs) 702, one or more input devices 704
{e.g., a mouse, a keyboard, etc.), and one or more cutput devices 706 {e.g., a display device, a
printer, efc.}. Compuier systern 700 may also include one or more storage devices 708. By
way of exampie, the storage device(s) 708 may include devices such as disk drives, opiical
storage devices, and sclid-state storage deviees such as a random access memory (RAM)
and/or a read-only memory {ROM), which can be programmable, flash-updateable and/or the

tike.

{0038] Computer system 760 may additionally include a computer-readable storage media
reader 712, a communications subsystem 714 {e.z., a modem, a network card {wireless or
wired}, an infra-red communication device, ete.), and working memaory 718, which may
include RAM and ROM devices as described above. In some embodiments, computer
systern 700 may also include a processing acesleration unit 716, which can include a digital

signal processor (DSP), a special-purpose processor, and/or the fike.

{8059}  Computer-readable storage media reader 712 can further be connected to a
computer-readable storage meditm 710, together (and, optionally, in combination with
storage device(s} 708) comprehensively representing remote, local, fined, and/or removable
storage devices plus storage media for temporarily and/or more permanently containing
computer-readable information. Communications systern 714 may permit data to be
exchanged with network 1610 and/or any other computer described above with respect to

system environment 1600,

[0868] Computer system 700 may also comprise software elements, shown as being
currently located within working memory 718, including an operating systern 720 and/or
other code 722, such as an application program (which may be a client application, Web
browser, mid-tier application, RDBMS, eic.). In an exemplary embodiment, working
memery 718 may include executable code and associated data siructures used for relying
party and open authorization-related processing as described above. 1t should be appreciated
that alternative embodiments of computer system 700 may have numerous variations from
that desoribed above. For example, customized hardware might also be used and/or
particular elernents might be iroplemented in hardware, software (including portable
software, such as applets), or both. Further, connection to other computing devices such as

network input/output devices may be employed.

{861] Storage media and computer readable media for containing code, or portions of

code, can include any appropriate media known or used in the art, including storage media
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and communication media, such as but not limited to volatile and non-volatile {non-
transitory}, removable and non-removable media implemented in any method or technology
for storage and/or transmission of information such as computer readable instructions, data
structures, program modules, or other data, including RAM, ROM, EEPROM, flash memory
or other memory technology, CD-ROM, digital versatile disk (VD) or other optical siorage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices,
data signals, data transmissions, or any other medium which can be used to store or fransmit

the desired information and which can be accessed by a computer,

{8062]  Although specific embadiments of the invention have been desoribed, various
maodifications, alterations, alternative constructions, and equivalents are also encompassed
within the scope of the invention. Embodiments of the present invention are not restricted to
operation within certain specific data processing environments, but are free to operaie within
a plorality of data processing environments. Additionally, although embodiments of the
present invention have been described using a particular series of transactions and steps, it
should be apparent to those skilled in the art that the scope of the present invention is not

limited to the described series of transactions and steps.

{8663] Further, while embodiments of the present invention have been described using a
particular combination of hardware and software, it should be recognized that other
combinations of hardware and software are also within the scope of the present invention.
Embaodirents of the present invention may be implemented only in hardware, or only in

software, or using combinations thereof.

i8064] The spesification and drawings are, accordingly, to be regarded in an illustrative
rather than a restrictive sense. 1t will, however, be evident that additions, subtractions,
deletions, and other modifications and changes may be made thercunto without departing

frorn the broader spirit and seope.
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APPENDIX

BACKGROUND
[6063] Dmbodiments of the present invention relate fo identity management, avthentication,

and avthorization frameworks.

BRIEF SUMMARY
{6666] Embodiments of the present invention relate to identity management, authentication,
and authorization frameworks. In one embedment, a framework is provided for integrating
Interpet identities in enterprise identity and access management (JAM) infrastructures.
According to another embodiment, a framework is provided for open authorization. A

framework is also provided for relying part functionality.

{88671 The foregoing, together with other features and embodiments will become more

apparent upon referring to the following specification, claims, and accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[6068] Several drawings are included in this document.
[8069] Additionally, Fig. 1 is a simplified block diagram llustrating components of a system
environment that may be used in accordance with an embodiment of the present invention; and
{6870} Fig. 2 is a simplified block diagram of a computer system that may be used in

accordance with embodiments of the present invention.

DETAILED DESCRIPTION
{6671] In the following description, for the purposes of explanation, specific details are set
forth in order to provide a thorough understanding of embodiments of the invention. However, it

will be apparent that the invention may be practiced without these specific details.

20



LA

10

24

WO 2013/049461 PCT/US2012/057754

APPENDIX
Features:

{1) Relying party Platform/Framework for integrating Internet Identities in existing

enterprise identity and access management (IAM) infrastructures

{6672] Businesses, especially those with internet facing properties (web sites, ecommerce
apps, mobile apps, etc) are looking to expand their user base towards achieving higher adoption
and higher revenue. “Internet Identities” are user accounts held in public sites fike Facebook,
Google, Yahoo, cic.--these are a treasure trove of tens of millions of users. At the same time,
enterprises have existing investments in IAM systems that are not equipped to handle these
identities; both in terms of integrating with these varied technologies as well as the scale and
security aspects of internet facing deployments. Some prior solutions are custom/ad hoc/peer-
peet/slapped-on/expensive~“band aids” put together on enterprises. Some products provide
some integration solutions but they are too tied to the product. Overall, prior solutions lack the
extensibility, scalability and security to tackle the both the problems of coping with the changing

internet environment as well as preserving investments in existing [AM solutions.

[0873] According to an embodiment of the present invention, a framework or platform is

provided with the following features:

« Built-in connectors for well known internet identity providers (1DPs) such as Google, Yahoo,

Face Book, Linkedin, Twitter, et al.

» Standards based interfaces to integrate with compliant IDPs (OpeniD), QAuth (open

authorization), Security Access Markup Language (SAML), etc.).
* Built-in integrations for leading JAM vendors (such as Oracle, CA, IBM, others.)

« Extensibility via plug-in points layered on top of an abstract workflow/process flow to

customize to meet specific deployment needs.

{6074)  Example workflow process flows:

- User Authentication to 1DPs leading to enterprise session creation at an appropriate level.
- Progressive User Registration.

- Policy based authentication up-leveling via integration with “local” authentication.

21
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{08751 Embodiments provide several novel features including but not Himited to features
related o the framework, workflow/process based plug-ins, progressive and on

Demand/Application driven User on boarding and authentication, and the like.

{0876} An embodiment of the present invention provides significant improvements over prior
solutions. The abstract workflow/process model allows businesses to deal with the business use
cases rather than technology expertise on product specifics. An embodiment of the present
inveniion may be used in conjunction with vartons 1AM solutions ranging from small {e.g.,

simple LDAP, JSESSIONID based) to large scale 1AM deployments.

{2y OAunth Framework

#6777 Businesses need to interact with several entities via the internet {customers, employees,
pariners, cloud services, ete, ) to stay competitive and to grow. Recent advances in the social
networking and user centric identity has resulted in companies coming together to create an open
standard called CAuth to facilitate secure inter-domain communication between enterprises.
Broadly, this standard covers poini-to-point secure access to services and resources from one

domain to another. The services/resources generally fall in the following categories:
- User controfled data — such as the user’s calendar, photos, contact lists, ete.

- Enterprise controlled data — such as a CRM SaaS service, customer lists, user management

service, user provisioning data, SLAs, etc
These services/resources may be hosted in-house or on the cloud.

{8078} OAuth 2.0 bas gained tremendous popularity in recent couple of years for sharing data

and resources over the wide-infernet owing to its simplicity and internet scalability.

{08731  Prior solutions are based on “toolkits” provided by individual resource/service owners,
typically a different one for every client form factor: mobile, web browser, web server,
standalone application, etc. The problem is although OAuth is a standard, it is not an
“interoperable” spec — hence each individual toolkit implements the protocol and interactions in

its own specific manner. An enterprise wishing o integrate with multiple partners and in



16

WO 2013/049461 PCT/US2012/057754

APPENDIX

different chient form factors therefore has a huge challenge to deal with a myriad of toclkits.
Also, a good implementation needs a robust authorization model that is capable of handling fine
grained and dynamic policies to ensure data security and its accountability {e.g., adapt to

changing business relationships}.

{80881 Some prior solutions are custom/ad hoc/peer-peer/slapped-on/expensive — “band aids”
put together on enterprises that do not integrate well with existing enterprise IAM deployments.
Overall, prior solutions lack the extenstbility, scalability and security to tackle the both the
problems of coping with the varied and ever changing internet environment as well as preserving

imvestrnents in existing TAM solutions.

{0681} An embodiment of the present invention provides an OAuth framework or platform

with the following features:

» Built-in connectors for well known internet resource and authorization servers such as Google

Docs, Yahoo, Facebook, Linkedin, Twitter, Salesforce.com, Oracle OB, Oracle Web Center, cte.

-« Buyilt-in integrations for leading 1AM vendors (Oracle, CA, IBM, others).

= Extensibility via plug-in points layered on 1op of an abstract workflow/process flow to

customize to meet specific deployment needs.

{0882}  In one embodiment, the workflow process flows as follows:

- User Authorization leading to token issuance for rescurce/service access.
- Application driven access to remote services/resources.

- Policy based exposure of local resources/services to partner entities.

- Token lifecycle . user driven, admin driven, policy driven.

{8083] Embodiments provide several novel features including features related to
Framework/Platform, W Qrkﬂnw/pméess based plug-in, OnDemand/Application driven resource

access, and the like.

{8084} An embodiment of the present invention provides several improvements over prior

solutions. The abstract workflow/process model allows businesses to deal with the business use
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cases rather than technology expertise on product specifics. An embodiment of the mvention
may be used with various IAM sclutions ranging from small (e.g. simple LDAP, JSESSIONID

based} to large scale LAM deployments,

Further details are described in the following sections/parts (Parts 1 through 7). The various
parts below describe various embodiments; the description is not intended to be restrictive or

limiting in nature.
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PART 3
Relying Party for the Cloud (RPC)

Executive Overview
Relying Party for the Cloud is a system that facilitates customers to extend their extranet offerings to

feverage the emerging Internet identity.

Architected 1o enable both embedded native integration and loosely coupled deployment integration
form factors:

¥ API controcts for embedding and native integration with current and future 1AM sufte

¥ Asa “drop-in” proxy with RESTiul interfaces to non-intrusively extend existing web resources
powered by existing 1AM products (e.g., pre-Mapie OAM, OIF, OpenSSO and OIM environments)
as well as web sites where there is no prior Oracie IAM footprint

Key Business Use-case
Enable customers to expand &extend their extranet service offerings to users from sociol media and

popular communities on the internet.

v Combine the convenience of user-centric experience with the robust identity Moanagement and
sophisticated risk mitigation capabilities of the Cracle 1AM platform

Terminology

Relying Party Service Provider side application/system consuming user centric
identity

User Centric identity protocols OpeniD, OAuth, CardSpace {Information Cards}, propristary

internet §OP Identity Provider such as Google, Yahoo, Facehook, Twitter, Any

cormpliant OpeniD

Modes of integrotion & operation  Deployment options of RP components — E.g.; Embedded or Proxy
modes.
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Background

One of the key developments on the internet in the past few vears is the exponential growth of
“Internet dentities”. These identities originated from users’ choice of internet applications such as email
{Gmall, Yahoo}, social networking {Facebook, Twitter}, blogs, communities {Linkedin}, etc and over time
have evoived into “user centric” identities that allow the convenience of using the same identities to
access other applications on the internet. Gmail and Yahoo Tor example automatically provision OpeniD
for al users that allow this convenience- based on user consent of course.

Large enterprises with consumer fadng internet properties — many of whom are Oracle 1AM customers —
see a huge opportunity here to expand their user base by extending this facility to their sites ~ thereby
providing the much coveted initial “stickiness”, leading to revenue growth and competitive edge.

These companies span Industries — insurance, financial, retail, media, so on. Relying Party for the Cloud
focuses oy providing the necessary infrastructure pleces to enable these companies to leverage internet
identities, yet preserve their investment in existing applications and AAASIdM systems.

From Here To Here

Sign in ualng your NPR
aocount

Dagn i Uaing Yous neonunt ith
Birscbeek busibhee |
or L CGoogle . YRECOL

OpeniD. Linked

spean'h rpptemd yoi? fiegitor mow
Hpwa't registered volt Reghstor aow,

The above is a live site and this trend has become parvasive in a short time over the last year. Some of
the other prominent ones are below.

{Please navigate through the corresponding “Login” prompis)

s kodak, Sears, National Geographic, Fox News, ... etc. for more, visit Janrain.com
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Reguirements and Design Center
The picture below illustrates the desired transition that customers seek: Going from locally managed
and managed identity silos for their extranet customaers to Internel integrated experience.

v Assert user-centric Internet identity into OAM, OfF and OIM authentication flows

o Provide authentication choices to users
o Provide consent-driven authentication and attribute access

v Enable painless user on-boarding and progressive 1D provisioning
b > Lo

o Integrate with customers existing user seif registration Flow
o lser on boarding and Attribute/AuthZ claims propagation

v Enable application specific policies

o Enable websites with multiple applications and services end points
o Application spacific IDP choices and claims policies

¥"  Enable Mubti-protocol / Multi-provider use cases on the Internet

o User links multiple IDP associations against one site account

o User authenticates with an OpeniD provider and consents to share information about group
membership in Fatebook via Facebook Connect

o User authenticates with OpeniD and consents to provide OAuth access token to the site to
enable access to a yet another OAuth enabled 5P {given Site is an OpeniD RP and an OAuth
client.

o Co-existence with SAML in Service Provider Role (Proposal: via embedded Fediet in RPC).

Key Differences from Enterprise Flows
v" User centric identity — user chooses how to authenticate vs Enterprise mandating it.

v" Relatively lowar level of authentication based on loose “social” context vs tighter biz relationships.
it does not replace existing higher LOA authentication mechanisms for high value transactions.

¥ More focus on self-provisioned user registration — “lure the user in first...then make him/her sticky”

v Application centric — hence needs to be Lightweight & simple to deploy
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Deployment Architecture and Form Factor Reguirements
¥ implemented as a service component of the OAM-suite

¥ Extends the OAM-suite admin console
v 2 Modes of aperstion: Proxy mode, Embedded mode {Fedlet style)
Some deployment scenarios are illustrated below.

Proxy mode - without A8A/IDM ~ typlcally standalone Web sites

Proxy mode - with AAA/IDM -~ typically a multi-application web site
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1. IDPselector Interface [T

o This contract is relevant if the site wants to integrate with RPC to handle the presentation of
available 1DP choices

o Invoking this interface will lead RPC to direct the user to go the “extended”, Internet Login
experience. RPCwill expose the configuration interfaces for URLs for each of the IDPs
supported.

2. Post 1DP Selection interface: [C2]
This contract allows redirection to RPC endpoints to initiate the IDP flow based on the selection
made. This includes all parameters needed by the RPC Lo initiate the flow.

3. DR interaction Provider {C3]
This contract is a 5P - providers of this SPI include implementations for vaniila OpeniD, specific
OpeniD implementations, other profocols. This contract is primarily 1o enable systern integrators,
customers and future development to deanly add new providers without major changes to the core
framework. This contract provides two sub-contracts:
o SSO/Authn with 1DP ‘
o Attribute fetch from 1DP

4, Registration Status Check Provider interface[C4]
The main contract is a SP! and subcontract is a RESTHul call. The configured provider is invoked upon
successful completion of the IDP flow. A default implementation of the SPIinvokes the REST call to
guery if the user just authenticated {via the selected 1DP)} already exists. Another implementation of
the 5P could make a direct call to a configured LDAP user repository.

5. Hegistration Task Flow Provider Interface [C5]

The main contract is a SP1. The configured provider is invoked when [C4] indicates user does not
exist. A default implementation of the SPI makes the appropriate attribute query call to the IDP to
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retrieve additional attributes for the user and uses “redirect” to a preconfigured registration URL
with the user profile attributes. Optionally it may pass a return url to indicate to the registration

6. Session Creation Provider Interface {C6]
The main contract is & SPL. The configured provider is invoked when {C4] indicates user already
exists. A default implementation of the SPI uses “redirect” to a preconfigured authentication URL
with the identity of the user. Optionally it may pass a return url 1o indicate to the authentication
flow which page to finally redirect to once user session is created.

These contract invocations are identified in the Flow Details interaction diagram in the naxi section.

Below is a summary of the contracts in pictorial form.
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Example Flow:
*  User Chooses Local Authentication or one of the supported 1IDPs {Displaved as “Nascar” style labels)

« if User chooses one of the 1DPs — RP starts S5O flow in the “background”.

¢ Useris redirected to IDP for authentication where user enters credentials and consents 1o sharing
identity with RP.

»  Protocol flow continues back to RP — concludes with RP verifying authn, and grabbing relevant user

attrs
«  RP presents authn info and attributes to interested entities {eg OAM, OIM, OIF, atc)
Flow Details {Please note contract labels on relevant interactions):

a} Local Authentication Flow
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b} User Registration : New User Flow
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Summary:
e 1DP Selector U

= Google, Yahoo!, Facebook....
= Fadlet-like WAR file {+.Net}
+  Contracts for conveying assertions
= iIntegration code for :
- Cuystorn Application {Net, JavaFEE)

- ldentity Suite Products: OAM, OIM, OIF, etc
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APPENDIX

OpenlD Integration Design Pattern for GAM

Obiectives
This document contains the diagrams and description of a generalized dasign pattern or blus-print for

CpenlD integration. It is meant to address the following objectives:

i} Provides a clear design outline for implementing an OpeniD solution that integrates into typical
Internet facing current deployments {e.g. AARP): To enabie both 550 and new user registration
based on one’s OpeniD.

2} Can beleveraged in existing releases of both OAM and OIF environments without being tied to
gither one.

a.  Loosely coupled design pattern usable in either of the environments
h. Does not require any OAM product enhancements

3} Lends itself for re-use of the design pattern {and potentially code) by Oracle professional
services in related customer projects.

4} Serves to guide the design of OpeniD RP enablement within components of Access Management
suite

3. Anaiogous model for other Internet consumer identity integrations {e.g. Information
Cards}
b. The design pattern manifested as an appropriate Shared Services for Access (SSA)
artifact in NG-AM
Assumptions

itis assurned that the customer has an existing deployment of 0AM to protect the access to their

applications, including:

A customized user registration application or form, providing an Ul for self-registration and user
provisioning in an identity store that the CAM will authenticate against

A customized user login application or form, submitting user credentials to an OAM Webgate
URL resources protected by an OAM Webgate

itis further assumed that the customer would like to extend their deployment to optionally aliow their
users to authenticate against an OpenlD Provider {OP)}, selected from a predetermined list displayed
through the login UL The first tirne users authenticated with their OpeniD Provider will interact with the
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registration Ul similar to the one in the current deployment, but with certain information pre-filled

based on the information received from the OP.

Design Pattern Description
The proposed design patiern may be used to achieve the required integration by developing extensions
to customer customizations and developing a new OpeniD Relying Party module as follows:

- An extension to the existing login Ul to display an Openily {DP selector {(Nascar): the OpeniD
Login Extension.

- Anew module, the OpentD-RE Module, to orchestrate the OF interactions {the core OpeniD-RP
functionality), OAM interactions, and registration Ul interactions {for the first time users}.

- Anextension to the existing regisiration Ul to display any OP provided user attributes and
collect additional user information to complete the registration: the OpeniD Registration

Extension.
Components and interactions {(Unregistered User)

Customer’s Existing OpeniD-RP Module +
Deployment Components Integration Customizations

re the beteractions that
wern the GpeniD-RP mod
W LTS & LOrdext represerting OF

The center of the proposed design pattern is the OpeniD-RP Module. it encapsulates a set of functional
blocks that interact with exdernal entities using well defined contracts and together provide for the
Openih integration in a way that does not require 0AMI10g product enhancements. The OpeniD-RP
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capability itself is contained in the OpeniD interoction Handler block, and it is assumed that an
appropriately licensed open source code may be used for its implementation. The other blocks are to be
custom developed. Several new contracts need to be defined for interactions with the OpeniD-RP
Module building blocks, as indicated in the diagrams with numbers. Configuration and policy changes
will be ngeded in OAM and additional atiributes reguired in the 1D store schema to store OpeniD related
information for each registered user, e.g. authorized OpeniD Providers, associated user identifiers, atc.

OpeniD AuthN Fow (Unregistered User}

- Qpsnid
. N D20 Server .o
Protertad Loginli Rezgistratior i Srore Provivey
Rasource RWE AW w N {Soogleste}
Resouree
B
Reguest o
SefedtGF
Y Han@utt 1o Sneald ke
. nigdtde
Anthentivations .o
O e
b Arsthi Responsg T
N
L6 Provisional
Yokenissued
i ROEEATIOBR
Y s Ravk 1 Mot o
@stanlishsassion
AM Toker
rssued
Rasource Reguest N e
Hesumes I :

To describe the building blocks of the OpeniD-RP Module and their interactions, let’s step through the
request flow for an unauthenticated user {refer to the attached interactions and seguence diagrams):

a} a user atternpting to access a protected resource will be instead shown a login page where one
of the listad OpeniD Providers may be selected

b} upon user selection of an OP to use, a front-channa! redirection will cccur to the OpeniD-RP
module’s OpeniD AuthN Reguest Handler

¢} the Openl3-RP module’s OpeniD interaction Handler will further redirect the user to the OP for
authentication

d} following the authentication with the OP, the user will be directed back to the OpeniD
interaction Handler of the OpeniD-RP module
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e} the module will perform a Registration Check to ascertain whether the OP authenticated user
can be mapped to an entry in the local identity store

£} if the registration check was successful, an QOAM session is created and the user directed back to
the originally reguested protected resource

g} otherwise, the Registration Taskflow is invoked {se2 below for the description of the provisional
session referenced in the diagram}, which will display the registration U, provision the user in
the identity store, establish an OAM session and finally direct the user to the originally
requested protected resource

Two contexts need to be propagated throughout this flow: A context representing the resource the user
originally atternpted to access prior to authentication {the rescource context) and the context
representing the OF authenticated user {authenticated user context). The resource context neads to be

" availabie at the end of the flow to redirect the user browser 1o the originally requested resource
foliowing the authentication and registration. The authenticated user context needs to be available to
communicate the identity of the authenticated user throughout the registration taskfiow up to the point
of creating the OAM session Tollowing successful completion of the registration.

There are multiple ways 1o ensure thatl the necessary contexis are propagated securely throughout the
flow. The diagrams show one way to achieve this using the concept of a provisional GAM session. The
provisional session is @ logical representation of an OAM session allowing user access only to specifically
designated resources, like the registration page or Terms and Conditions” page, to complete the
registration process. it gets created after the unsuccessful registration check, which would cause a
partially populated user record created in the 1D store. The provisional OAM token would be created for
the authenticated, but not fully registerad user utilizing the OAM ASDK. The Registration Extension Ul
and its fronting OAM WebGate would consume this token and contained user identity 1o asscciate the
additional user-provided registration information with the user record earfier created in the 1D store.
After the registration completes, the fow would return to the OpeniD-RP Module to create the full CAM
session for the user {again using the OAM ASDK} - in a sense upgrade the provisional OAM token to an
OAM token of a fully authenticated and registerad user. The concept of 2 provisional session may be
emudated in the CAMLOg deploymaent by formulating authentication schemes such that OAM token with
a low {a.g. {0} authentication clearance lavel reprosents a provisional session, while any higher clearance
level is used for full CAM sessions.

Note that the canonical flow shown in the diagrams may be altered to fit into axisting environment.
Some of the interfaces or sub-modules of the OpeniD-RP Module may be omitted, if the equivalent
functionality is provided elsewhera. For example, if the Registration Ul extension can be included within
the QpeniD-RP Module itself, the flow will be simplified and the provisional session will not be
necessary.
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Components and Interactions {Registered User}

Customer’s Existing Openi-RP Module +
Deployment Components Integration Customizations
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PART 4: Identity Relying Party (For
Cloud Applications)

1.Project Overview

1.1.Project Description

One of the key developments on the internet in the past few years is the exponential growth of
“Taternet Jdentities”. These identities originated from users’ choice of internet applications such as
email {Omall, Yahoo), sccial networking (Facebook, Twitter), blogs, communities (Linkedin} , elc
and over time have evolved into “user centric™ identities that allow the convenience of using the same
identities o access other applications on the iternet. Gmail and Yahoo for example automatically
provision OpenlD for all users that allow this convenience- based on user consent of course.

Large enterprises with consumer facing internet properties — many of whom are Qracle 1AM
customers — see a huge opportunity here to expand their user base by extending this facility to their
sites — thereby providing the much coveted initial “stickiness”, leading to revenue growth and
competitive edge. These companies span industries — tnsurance, financial, retail, media, so on.
Relying Party for the Cloud focuses on providing the necessary infrastructure pieces to enable these
companies to leverage internet identitics, vet preserve their investment in existing applications and
AAANIM gystems.

Federation standards such as OpeniDd, OAuth, SAML, and Information Cards ete. provide a
foundation for internet identity authentication and authorization. This project provides a light weight
nfrastructure and appropriate contracts for applications/services in the cloud by acting as a relving
party {RP} for various protocels. This project will be developed under the umbrelia of 1DaaS.

43



WO 2013/049461 PCT/US2012/057754

Fig. 1.1 Proxy Made for stand-aione web sites.

The above diagram ilfustrates the deployment and integration view of RP with an existing website. In
this diagram, the RP acts as a proxy between exiting internet website and various identity providers.
The RP facilitates the existing website for external user authentication and regisiration with minimal
customizations. Similarly, the diagram below represents the RP proxy Infegration with existing
AAANDM infrastructure where IDM infrasiructure is with OAM, OIM etc.

Fig. 1.2 Proxy Mode in IDM environments

This is typically multi-application mode where the applications are protecied by the Oracle IDM
mfrastructore. The 1DM environment has to be customized for login and registrations to support
OpentD, OAuth etc.

RP infrastracture also supports in embedded mode where the RP components could be integrated into
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Fig 1.3 Embedded mode for stand-alone websites.

existing web site or DM components. The above diagram illustrates the embedded mode of RP inlc
the existing internet website, In the embedded mode, the contracts probably will be native contracts
for tighter integration. For the IDM infrastructure, th

, the deployment view for the embedded mode is
represented below.

Fig 1.4 Embedded mode for AAA/IDM environments.
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2.Concepts

1Daas Identity as a Service

Saas Software as a Service. Alse known as “software on demand”, the SaaS model allows
vendors to develop, host and operate software for customer use.

Re Relying Party who consumes aut}‘emz ated assertions from their trusted Identity
Providers and provides an access to their application or a website.

InfoCard information Cards are digital identifiers that users can use over the Internet and
issued by trusted Identity Providers.

OpeniD Open Identity. OpenlD is an open, decentralized standard for authenticating users
which can be used for access control, allowing users to log on to different services
with the same digital identity where these services trust the authentication body.

OP OpenlD Provider. Identity Provider who anthenticates the user.

OpeniD RP A website or apnicaﬁon that wants to vertfy the end-user's identifier using Openib
protocol. Thiz is also referred as OpeniD Service Provider.

SAML Security Assertion Markup Language

OAuth The OAuth 2.0 authorization protocol enables a third-party application to obfain

limited access to an HTTP service, either on behalf of an end-user by orchesirating
an approval interaction between the end-user and the HTTP service, or by allowing
the third-party application to obtain access on its own behalf,

Resouwrce Owner  An entity capable of granting access to a protecied resource. When the resource
owner is a person, it is referred to as an end-user.

Resource Server  The server hosting the protected resources, capable of accepting and responding to
protected resource requests using access tokens.

Client An application making protected resource requests on behalf of the resource owner
and with its authorization.

Authorization serverThe server issuing access fokens to the cHent after successfully
authenticating the resource owner and obtaining authorization.

Access Token A value used by the Client Application to gain access to the Protected Resources on
behalf of the User, instead of using the Use ‘«3 vice Provider credentials.
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3.Requirements

3.1.0peniD RP requirements

3.1.1.8upport OpeniD version 2.0 .
The OpenlD 2.0 is the newer version of OpeniD specifications and this core specification contains
projocol narnespaces, protocol parameters, signing and verification procedures, key exchange protocol
ete. Extensions are also part of this protocol, however the corresponding protocol parameters are defined

in respective extension specifications.

3.1.2.Support OpentD version 1.1

OpenlD version 2.0 was final in December’ 2007, so 1.1 support may not be ideally needed except for

legacy OpenlD providers.

3.1.3.Support Openily Simple Registration Extension 1.0
The simple registration extension enable the RP to self register a user account at RP using the user profile

obtained from OP.

3.1.4.Support CpeniD Altribute Exchange Extension 1.0
The atiribute exchange profile enable the RP to fetch user attribotes from an OF and also update the user
profile attributes. While the fotch is commen use case, update may be useful when it is needed for

multiple RPs.

3.1.5. Support OpeniD Provider Authenfication Policy Extension 1.0
The CpeniD} Provider Authentication Policy Extension enable Relying Party 1o express authentication
context ot a policy and level of assurance {LOA} while an OpenlD Provider is authenticating the user. For
example, RF could express OF 1o use multi-factor authentication for user authentication. Similarly, the
OP could retumn the level of assurance and the authentication policy that has been used for RP. What it
means for an RP is to validate the requested authentication policy with the returned authentication policy.

3.1.6.Provide infegration with OAM 11g
The relying party provides integration with Oracle Access Manager {QAM) with minimal customizations.
The integration should provide an access o OAM protected application by using OpeniD authentication
via the RP infrastructure. The RP should define the protocol parameters, integration sequence, assuming

that the Login, Registration is provisioned through OAM.

3.1.7.Provide SPls for infegration with Applications or OAM
The RP provides SPIs for handling user registration and as well as for session creation. Out of the box,
RP provides default implementations for OAM, but for non OAM applications and for any other
customizations, an appropriate SPis are needed for application integrations.
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3.1.8. integrale with other Gracle 1DM stack such as OIF etc.

This is on demand integration a3 and when there is a possible use case,

3.1.8. Support Discovery of OpenlD Providers
Discovery is the process where the Relying Party uses the identifier to ook up the necessary
information o talk to the respective OP. OpenlD has three paths to discover about OP information based
on the OPF identifier.
{the identifier is an XR1, XRI_ Resolution will yield an XRDS docament which containg OF
information. If the identifier is an URL, Yadis Protocol shall be first attemipted and if it succeeds, the
result is again an XRDS docurment. If Yadis protocol fails on URL, then the RPs would use HTMLU
based discovery of the providers.
It may be nice to support to HTML based discovery and as per the specification, the HTML based
discovery is needed for an RP.

3.1.10.Support Directindirect Communication between OpeniD provider and the RP
OpenlD defines Direct Communication for establishing associations such as Key Exchange using Diffie-
Hellman Key Exchange and as well for validating authenticated assertions. While the later one ie.
validating assertions may not be ideally needed by the RP but key exchange is used,
Inn indirect communication, messages are passed through user agent. This is the typical protocol flow that
is used where the authentication request and responses are sent between an RP and an OP.

3.1.11.8upport OpeniD signaturs algorithms HMAC-SHAT and HMAC-8SHA2E58,
While generating signatures, Open{D supports two signature algorithms HMAC-SHAT and HMAC-
SHAZ56. When supported, HMAC-8HAZS6 1s recommended by the OpeniD) 2.0 specification.

3.1.12 . Support to handle both positive and negative Cpenil Assertions.
While positive asseriions roay complete the anthentication process, negative assertions typically require
a follow-up suthentication requests.

3.1.13.Support associations.
Associations establishes a shared secret between an RP and an OP which 1s used to verify subsequent
messages beiween the concerning parties. It is recommended to form associations for an RP if it is
possible to do to minimize security vulnerabilities.

3.1.14. Support Google and Yahoo as the OpeniD Providers,
While there are many OpenlD Providers that are available, this release supports Google and Yahoo as
the OpenlD Providers in priogity.
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3.2. TBD

3.3. SAML RP

3.4.0Auth RP requirements

3.4.1.8upport OAuth version 2.0

The OAuth 2.0 is the newer version of QAuth specifications and this core specification contains
protocol request and response flows to get access token (optionally refresh token) for the client,
client registration ete. RP implements OAuth client role.

3.4.2.Support authentication with OAuth version 2.0 providers
RP support resource owners{users) authentication with OAuth 2.0 providers and retrieve the
profile information, optionally enable local user registration.

3.4.3.Support returning of access tokan for given scope as reqguested by the clisnt.
RP supports client's requests {o return a access token for given scope.

3.4.4 Support Facebook OAuth 2.0 provider.
RP supports Facebonk OAuth 2.0 provider. Currently Facebook is the only OAuth 2.0 compliant
provider. Support gets added for other providers like Linkedin and Twitter as and when they
become OAuth 2.0 compliant.

3.4.5.5upport access foken caching.
RP supports caching of access token {optionally refresh token). This is to facilitate usage of
aceess token tll it's expiry. And optionally usage of long Hived refresh token to get a new access
token,

3.4.8.RP registers as a client to CAuth 2.0 providers.,

RP registers as a client to Facebook OGAuth 2.0 provider. This could be a marnual process,
depends on the providers’s provisions for client application registration.

3.5.Client application requirements

3.5.1.Support registration of client applications with RP.
BP provides administrative tools {console and command line) to facilitate registration of client
applications. The details include application id, description, application specific user profile attributes,
application reguired authentication providers etc.
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3.5.2.8upport secure inferactions between client applications and RP.

The interactions between RP and client appHeations are secure 1.6, RP ensures authorized applications can
only communicate with it along with data integrity checks.

4.Feature Descriptions

4.1 Architecture

The following diagram provides the high level view of Relying Party (RP) architeciural components in
Tnternet Identity Environments with various application coutrasts,
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Fig 4.1 Relying Party Architectural Components

The Relying Party (RP) is the consumer of Identity Authentication Assertion issued from fdentity Provider. In

the above diagram, Google, Yahoo, Facehook are the identity providers where the user has accounts. The
Relying Party in this architecture is deployed with Web site/Application which relies on user authentication

suthertication
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from one of the internet authentication providers,

The architecture consists of five different entities
1. Relying Party (RP) infrastrocture that provides protoco! implementation for OpenID, QAuth ete. asa
Relying Party and also various contracts for Website/Applications integration.
2. Consumers. The consumers are either third party applications/web sites or Oracle IDM Components
themselves who enable RP functionality to various customer applications.

identity Provider OF or 1DP) provides end user authentication and provides authenticated assertions to the
relying parties (OpeniD providers, OAuth providers, TS for Information Cards, SAML [IDP ate.}

4. SPI or Providers: The RP infrastructure uses SPI model for invoking various contracts and the
corresponding provider depending on the Bmctionality. For example, for user registration, the O1M provider
may be used elc.

5. Configuration and Data Layer for the system configuration, audit, logging etc..

Dresign Considerations:

1. RP is loosely coupled component that could be deployed independently or embeddable into the existing
application.

2. Minimal customizations for existing access or session providers and possibly with little extensions to the
existing Login/Registration UL

3. Analogous model for other consumer identity integrations for e.g. Information Cards, OAuth, SAML eto.
4, RP should not need to assume the presence of Oracle Infrastructure Components such as OAM, OIF etc.

. SPI model for application/product integrations.

4.1.1 Architectural flows and Contracts:
The following itlusirates interactions and contracts between various components with RP infrastructure.
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Fig 4.2 Contracts exposed by Relying Party
The above architecture exposes various contracts by the RP to the Websites/Applications and as well as to the
external internet authentication providers,
The contracts exposed by RF exposes are defined as follows:
~ 1DP Selector Interface (C1)
- Post 1DP Selection Interface (C2)
— 1DP Interaction Provider Interface (C3)
- Registration Status Check Interface (C4)

ask Flow Provider Interface (C3)

T

~ Registration
— Session Creation Provider hnterface (C6)
— Configuration Provider Interface (C7)

- Atiribute Mapping/Authorization Provider Interface (C8)

1. Y0P Selector Interface (C1): This contract provides the list of Authentication/Identity providers (o the
Website/Application so that the application could present the Login page that consisis of various external
authentication providers (for e.g. Yahoo, Google, Facebook ete..)..
= This contract is relevant if the site wants (o integrate with RF 1o handle the presentation of available
IDP choices.

A

s Invoking this interface will lead RP to direct the user 1o g0 the “extended”, Internet Login
experience. RP will expose the REST interfaces for URLs for each of the 1DPs supported.
2. Post IDP Selection Interface (C2): This contract allows redirection to the RP end points 1o initiate the
1DP flow based on the selection made. This defines the following preliminary contraciual parameters when
Application/Website redivects to RP.
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- return wrl,

- level of assurance {for e.g. LOAY, LOAZ etc.)

- user attribute names {optional for authentication but used for registration)
- authentication provider name(for ¢.g. Gongle),

~ protocol type {openid}

- applicationiD {for e.g. http//www.example.com)

~ applicationType (for e.g. Oracle Access Manager 11g)

- scope {(ODAuth)

The design document will explain in detail al} the required parameters for each protecol. This contract will
have a provider model for each protocol.

3. IDP Interaction Provider Interface (C3): This coniract is an SPI— providers of this SPI include
implementations of OpeniD3, GAuth, other protoosis. For SAML, this contract would use Fedlet. This contract
is primarily o enable system integrators, customers and future development to cleanly add new providers
without major changes to the core framework. This coniract defines two sub-contracts:

*  SSO/Authn with 1P
s Atiribuie Fetch from (P
This contract defines an RPAdapter which is described in detail in section 4.1.2.

4. Registration Status Check Interface {4} : The main coniract is an SPI, and the sub contractis a
RESTHul call back to the application to check the user presence. Alternatively, it could use a direct LDAP call
0 the repository to check the user presence. Again this, is a provider model and depends on the
application/website integration model.

5. Registration Task Flow Provider Interface {C35) : This contract defines for the user registration if the
user is not present by executing U4, Alternatively, provider could choose progressive registration depending
on the user attributes that are obtained from IDP eic. The default implementation of the SPI makes the
appropaiate attribute query call o the IDP to retrieve additional attributes for the user and uses 'redirect’ to
pre~configured registration URL with the user profile attributes. Optionally it may pass a retumn url to indicate
o the registration flow which page 1o finally redirect to once user has registered.

6. Sessien Creation Provider Interface (C6): The main contract is an SP. The configured provider is
invoked when C4 indicates user already exists. A default implementation of the SPI uses “redirect” to a
preconfigured authentication URL. with the identity of the user. Optionally it may pass a return orl o indicate
to the anthentication flow which page to finally redirect to once user session is created.

7. Configuration Provider Interface {C7): This interface allows RP to leverage an existing configuration
store for its own configuration data. The inlent here is to provide seanless configuration/administration with

]

the environment in which RP is deployed.

&. User Attribute Mapper/Authorization Provider Interface {C8): This interface is used by RP to siore per
“application” or more accurately, the consumers of RP user atteibute mapping data, as well as the attributes
RP is authorized to retrieve from the IDP. C7 and C8 are administrative contracts.
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The following describes various flow diagrams with different coniracts.
Local Authentication Flow:
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Fig 4.3 Local Authentication Flow

In this flow, the user chooses to use local authentication and the website/application creates a new local
session.
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User Regisiration {New User Flow)

o)

Linked B3,

AASATEOR Ay

Authis 1011

Neow wser HRetrisva user atirs

HERY §
gt RES fowr,

Naw User ROST Réssertiom ({500 i

Figws blzey regisiration R
ﬁ@ﬁﬁ%%&ﬁ&& G HE R BERINB I BB REWE IR EFERRAEBEY

Reglswation Complatel

Faw Sesdon

Fig 4.4 User Registration Flow
This flow deseribes registration process when the user chooses o use external internet authentication provider. In
this flow, the website/application does not find the user in the local repository and presents an option o register
focally by using the attributes obtained from the authenticated assertions.
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This pretoco! flow d the user authentication process assuming that the user existed in local repostiory.
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OAuth Access Token retriaval flow:
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8. Persist ancéss

Figurs 4.6 OAuth Access Token Retrieval Flow
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This flow describes DAuth access token retrieval flow when a client app requesis RP for a given resource scope. In
this flow, RP initiates OAuth request/responses for getting authorization code and access token. BP uses access
token to fotch user profile and finally returns access token + user id + cauth identifier ete. data back to client app.

57



WO 2013/049461 PCT/US2012/057754

4.1.2 Relying Parly Adapter

The RP interaction handler exposes an SPImodel for user session ereation and for user registration. RP exposes an
interface called RPAdapter which enables an RP 1o use a pluggable model to invoke the adapter in the context of
Application.

J¥E
* The interface used to implement the appropriate handing for an Application (Session Provider)

public interface RPAdapter {

* Checks ifa user {s present In the access provider store
*

ape

* @pararm uyserld The user identifier of the user obtained from OpentD/CAuth Provider

%

param request hitp request context from the OpenlD/OAuth RP interaction handler

N7

W

@param response hitp response context from the OpenID/OAuth RP interaction handler.

* @param RequestContext request confext

A\

* {@return true if the user {8 found iu the (I store; {alse otherwise

!
=/

public boolean isUserExists{ String userld,

HtipServictRequest request, HitpServictResponse response, RequestContext context);

frx
/

* Register a user into the application 1D store
* (@param attributes The name/value pairs of atiributes used in registering a user

* (@throws RegistrationExoeption if the user registration is failed

*

@param request hitp request context from the OpeniD/OAuth RP interaction handler

%

{@pararm context request context.

* {@param response hitp response confext from the OpentD/OAuth RP interaction handler.
&

*f

public void handleRegistration(Map attributes, HitpServietRequest request,

HupServietfesponse response, RequesiContext context) throws RegistrationException;

JEE
:

* Handles user login process. The implementation could choose to redirect 1o the return wi of the access

provider for session creation or create a session locally and redirect with appropriate session cookie for
the retarn url,

&

* (@param userld The user identifier of the user

* {@param attributes The name/value pairs of attributes used in creating the user session
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* {@param request hitp request context from the OpenlD/OAuth RP interaction handler

* (@param response hitp response context from the OpenlD/OAunth RP interaction handler.

* @param context request context.
* @throws SessionException if the user regisiration is failed
%
L
7

public veoid handieLogin (String userld, Map atiributes, HitpServietRequest request,

HitpServietResponse response, RequestContext context) throws LoginException;

L

* Process the request before the authentication.
E 3

e

@param request hitp request context

{Dparam response hitp respouss context.

* @parara config configuration for processing pre authentication request.
{@ihrows RPException for any fatlore

a

%
*7
public void preAuthuRequest{
HitpServietRequest request, HitpServietResponse response, Map config) throws RPException;
jE*

* Process the request after the anthentication,

®
* (@param request hitp request context
* (param response hitp response context.

* @param config configuration for processing pre authentication request.
* @throws RPException for any failure

*
ey
7

public void postAuthnRequest{

N

The RPAdpater is instantiated per Application using factory model.

5
/

* The factory class used to got the appropriste <code>RPAdapter</code> for a specific
* access provider type
%/

/

ublic class RPAdapierFactory {

£33

g%

o~

%

Returns the appropriate <code>RPAdapter</code> for the specified provider type
%
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* (@param providerType The type of the access provider that the RP communicates with in the
& b Yy f

current transaciion
* @Returns the appropriate <code>RPAdapterr</code> for the specified provider typs
* (@throws UnknownProviderException if the provider type is not supported
* 7
l

public RPAdapter getRPAdapter{Siring providerType) throws

UnknownProviderException;

A4.1.3 Attribute Mapping & Policles

User attributes are critical and sensitive data that is usually exchanged between a relying party and an
authentication provider. However, the attribute names exposed by the protocol or by the authentication provider
do not necessarily match with identity attributes on the relying party provider. This document proposes to have an
attribute mapping configuration per application at RF. The RP would use the atiribuie mapping and create the
corresponding protocol requests when making queries to Identity Providers. Similarly the same attribute mapping
would be used when refaying the atiributes obtained from the authentication providers with appropriate
conversion back to the website/application consumptiion.

Atiribute mapping per protocol needs to be worked if necessary.

‘The attribute policies for an Application are indirectly configurable through atiribute mapping. For example, RP
would return only those attributes to an Application that are configured through aitribute mapping. The atteibute
policies per user are outside the scope of this document.

This specification proposes the following preliminary interface for attribute mapping:

public interface AttributeMapper {

ik
!

* Returns an attribute value pair map that is used between identity provider!D and as well as

* between applications and relying party.

Map<String, Stringe> getAtinibuwies{List<String> attributeNames, String authnProvideriD);

B
jod
&z
E
s
o
o

The mapper itself couid be obtained in the context of applcation and protocol that's being used.
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4.1.4 Relying Party integration with Oracle IDM stack:

While the RP provide a standalone/independent infrasiructure to integrate with any application or a web site, the
default mode provides a complete integration with Oracle Identity Management Stack. The following diagram
iffustrates the irtegration of Relying Parly with OAM and OIM.
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Fig 4.7 RP Integration with Oracle IDM.

In this architecturs, there are primarily four components: OAM Infrastructure, OIM Infrastructure, RP
Infrastructure and an external authentication provider. The Oracle Access Manager provide a centralized
authentication and single sign-on for various applications that are protected by the respective Oracle Web Gates.
The identity store for Gracle Access Manager is typically provisioned through Oracle [dentity Manager with a
Database or an LDAP Server. In the above diagram, the webgate intercepts the user request for an application
resource and redirects 1o OAM for authentication as per the configured authentication policy.
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=3

he Fig 4.8 interaction diagram iliustrates the sequence flow of RP integration with OAM. The below diagram
specifically illustrating Opnelld provider, but also applicable toOAuth provider and other protoco] providers as

well.
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Fig. 4.8 GAM/RP authentication process.

Upon accessing an OAM protected web site, the aser is being redirected to a credential coliection by the GAM.
The credential collector for an RP authentication scheme would be a customized login page with possibie
NASCAR extensions that Hsts all known OpeniD Providers, QAuth Providers, Trusted Pariners, InfoCard
Providers ete. An example of the login extension is illustrated below,
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chicks on selecte d authentication provider, it will r“d rect to RP by executing contract C2 io inittate
RPADP protocol contract. User is presented with an 1D¥ login page as

Once the user ¢

ic
the corresponding pro iocoi. C3
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appropriate based on the chosen identity provider. Ouce the user authenticates and anthorizes, the corresponding
authentication assertion is sent back fo the RP.

The request context is maintained for the entive transaction so that the RP and/or OAM could redirect back to the
protecied application as appropriately. The RF when it successfully completes SSO process between IDP and RP,
the RP interaction handler invokes Registyation Check Interface contract fo check the user presence. The SPI
model allows this contract to be independent of RP design and will depend on the run time artifacts of the
coniract.
1f the user presence check returns true, the RP also checks for progressive registration. Progressive registration is
where the user aftributes obiained from the Identity Provider provide Hitle more details of the user identity than
the existing attributes. In this case, user is redivected for re-registration with new set of attributes. More details on
this will be added in the design document.

Session Creation Provider Interface:

When the user is present, the above RPAdapter redirects to the ‘Return URL' by securely transferring the user
attributes and authentication status as per the contract defined by TAP mechanism. The 'Return URL' would TAP
authentication scheme endpoint. The TAP Auth Scheme at OAM Server vafidates the response from RP and
creates a user session.

Registration Task Flow Interface:

When the user does not present, the RF Adapter redivects to "Regisiration URL' (provided through configuration)
with corresponding user attributes. The registration extension at OAM Server pre-populates the registration page
with the user attribute value pairs obtained from OF and present it {o the user. This is stmilar {o self-registration
on OAM Server except the user attribute values are pre-populated.

The following OAM/OIM extensions need to be developed for the RP integration.

QAM Extension §: Right now there is no authentication scheme for the RP Integration. The derno used OIF
{Oracle [dentity Federation Manager) Authentication Scheme for now, however, the contracts between OAM and
OIF are independent. RP needs a new authentication scheme in OAM.

RP uses the TAP (Trusted Authority Protocol previously known as DAP, Delegated Authentication Protocol}
mechanism to exchange the contractual parameters with OAM. The TAP protocol is defined by the OAM
infrastructure.

OAM Extension 2: The TAP Protocol right now is not generic enough to exchange attributes or parameters
between OAM and irusted partner except the user id. The TAP protocol will need be extended to exchange
atfributes and any other required parameters.

OAM Extension 3: The OAM Credential Collector for the RP authentication scheme needs to be developed. The
content for this login extension may be obtained from the Relying Party.

OAM/OIM Extension 4: User registration or User creation interface needs 1o be provided by this extension.
Right now there is no remotable AP as such from OAM or OIM 1o create users., however, this extension could
Use RESTHul interface (Need additional component IDAAS/REST in the deployment)

- Use direct LDAP interface (depending on the deployment).

OAM/OIM Extension 5: The user presence check needs an AP support from either OAM or OIM. Right now
thers is no reraotable AP as such from OAM or OIM to check the user presence. This is similar to extension 4.
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PART 5: Relying Party

1. Introduction

The Relying Party (RP) provides an infrastructure that enables a web site or a serviee provider 1o use various internet hased
autheniication systems besides their local authentication infrastructure to provide a secure access o various
resources/services. The goal for the Oracle Relying Party for the Cloud (RPC)  is to provide simple and lightweight
infeastructure for both Oracle IDM custorers and non IDM environments. The design of BP makes sure that it works in both
stand-alone and as well as in embedded mode with minimal integration requirements. To achieve this, the RP infrastructure
is based on contractual model and exposes few interfaces for applications/websites to provide appropriate integration
options.

1.1. Relying Party Infrastructure Contracts

The following diagram represents the contractual model of the Relying Party infrastructure between various entities.
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RPC is the self contained web application that handles various protocols such as OpenlD, OAuth, SAML, InfoCard
¢ic.. primarily on the protocol consumer side of it. RP exposes the following interfaces.

C1 — 1DP(identity provider) Selector Interface:

1P Selector Interface contract provides list of known Identity Providers to the web site, This contracts enables the
websites to build an extension for the existing Login screen/web page to show all the exiernal authentication
systems such as Internet identity providers (Google, Yahoo eto..), trusted partner authentication systerns { with
SAML) ete.
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C2 — Post IDP Selector Interface:

The Post IDF Selector Interface allows the websiie to exchange the selected IDP, protocol and any other
protocolfuser attributes that are needed for an RP to interact with external identity system.

C3 — IDP Interaction Provider Interface:

The IDP Interaction Provider Interface is purely between an RP 1o the external avthentication system and this
coniract executes the corresponding protocol depending on type of the identity provider.

4 — Registration Status Cheek Interface:

The Registration Stataus Check Interface enables RY {0 find the local user presence based on the authentication
assertion/atiributes obtained from the Identity Provider. While this is optional from the requirement perspective, this
contract enables the website/application to provide a selfiregistration option.

S — Registration Task Flow Provider Interface:

The Registration Task Flow Provider Contract enables the RP to initiate the registration task flow based on the C4
interface. This contract is fo create a user in the local system with appropriate atiribuies.

6 ~ Session Creation Provider Interface;

The Session Creation Provider Interface is o establish a user session for the web site access, The user session is
created by relying on the authentication assertion from the trusted external authentication provider.

Administrative Contracts:

C7 -~ Configuration Provider Interface :

This interface allows RP to leverage an existing configuration store for its own configuration data. The intent here
is to provide scamless configuration/adrainistration with the environment in which RP is deployed.

C8 - User Atiribute Mapper/Authorization Provider Interface :

This interface is used by RP o store per “application”™ or more acourately, the consumers of RP user attribute
mapping data, as well as the atiributes RP is authorized to retrieve from the 1DP.
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2. High Level Design

2.1. Design Architecture

The following bleck diagram illustrates the architectural view of Relving Party infrastruciure.
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This architectural diagram tllustrates the RP deployment in a stand-alone mode where the RP is a self contained war/ear
deployment on a JZEE Container. The RP Core Components consists of initialization protocol end points, the return URLs,
and other protocol specific APL The RP Protoco! Handler is an SPI for various profoes! tasks. For example, the OpeniD
Handier, SAML Handler, OAuth Handler ete. are used to invoke the corresponding protocol invocations. The SPI model
allows fo use various underlying componenis such as Fediet for e.g. for SAML. Fedlet is going to be bundied as part of the
Relying Party war file to handle SAML protocols. Card space selector s just a place holder for now 1o allow the architecture
1o be flexible to work with any third party protocol providers.

Each contract exposed by the RP is an SP{ which allows very flexible integration for any third party application or websites

o
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and as well with Gracle IDM infrastructure. The defanit impleruentations for each interface are provided out of the box io
work Oracle 1DM infrastructure such as GAM, OIM, OVD, audit and configuration. The contracts are per application as the
requirements for each application/website may be different even though the framework would allow to use the default
implementation, For 1ig R1 P82, all the contracts that arve related to OpenID will be implemented.

Execution flow

Thes
and/o

equence diagram shown below describes the interactions between User o the Website provider
T AAA {Local Identity System), RP and to the IDP.
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2.2,

In the above diagram, the Application/Website and AAA (Authentication, Authorization, and Audit aka IDM) are
typically co-located and sometimes it may be the same system. The Relying Party is fronted by the Application o
handle internet authenticals

1. When the user chooses a sign-in or login option on the website/application web page, the user is presented
with a local Jogin and as well an infernet based authentication that lists out all the known Identity Providers.
Usually, this requires a customization for the existing Login Page to display the list of Identity Providers. The
content for this Login extension is provided by the Relying Party Sysiern.

2. For the selected authentication method and the provider, the AAA/website checks local systern policy and
obtains any attributes and establishes an authentication context.

3. The AAA/website redirects to the Relying Party to invoke the Internet anthentication. The exchange of
information between the RF and the AAA system is as per the contract between the two. This is primarily o
exchange the atiributes securely and delegate the authentication process to the RP, hence establishing Trust is
reguired.

4. The RP redirects to the IDP with appropriate protocol based on the selected Identity Provider and the
method

3. After user authentication at TDP, the IDP sends back to the RP with an Authentication Assertion.

6. The RP validates the Authentication Assertion, obtains the user information based on the authentication

assertion. In this step, first the RP executes user presence check contract 1o determine if the user is presented in a
local AAA/website system.

7. Once the user contracts are executed, the RP redirects back to the return url on the AA A/ website 1o
complete the session creation.

8. Finally, the website access is provided to the user.

System Placement

The Relying Party acts a gateway/proxy to the existing authentication infrastructure for internet based
authentication. The system is designed to be used in two modes.

Stand-alene mede: The RP is a self contained war file application and deployed independently before the
Website/IDM infrastructure. The RP acts as a proxy for external authentication. The contracts are executed through
HTTP protocol where applicable. This model is useful where the application does not want to change by itself 1o
enable for protocols ltke OpeniD, OAuth etc. Also, this model is useful where there are more than one
Appleations/Website(s) in the deployment.

Embedded mode: In the embedded mode, the RP binaries and web components are bundled as part of the existing
application’AAA. In IDM deployments, the RP is part of Oracle Access Manager. The embedded mode provides a
tighter intsgration with the application and the management of RP confipuration can be integrated 1o the existing
application configuration reanagement.
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Dresign Description

3.1

" The RP infrastructure comprises of both in-built and as well as bundied coraponents such as Fedlet eto. The

folion 'in;’ des*' gn componenis describe the high level infrastructural elements. The design deseriptions described
here provide flexibility to accommodate any protocol.

Serviet URL Components

The serviet URL components are part of the RP core components. Mainly, the RP servlets contain the initialization
URL to invoke the appropriate protocol based on the binding infermation as per the Contract C2. The mnitialization
serviet sets up the context based on the chosen Identity Provider, protocol ete. Also, typically, most of the internet

identity protocols require a Return URL where the authentication assertions are sent back. Since, the data format

that is posted to this Return URL Is specific to the protocol type, it will be an independent URL for each _.“o.,owl.
For example, the OpenlD return URL would be OpenlDReturnServiet.

The following represents the serviet components view of the RPF with OpeniD Protocol.

Relving Party

protodal ype & 7
provides ¥ 4 atibitds
+ agquest context

oe
Assertion
< To 0P 850
URE
Retum o :
farget URLU
appropiaks

urdwith status

The RPInitServiet validates the input contract parameters, reads the protocol parameters and invoke the
corresponding protocol handler, in this case Gpenil3Handier. The Openlld handler constructs the protocol reguest
and redirects to the appropriate IDP for authentication. The OpenlDReturnServiet receives the response from the
1DP, invokes the OpeniDHandler to validate the response, and fnally redirect back fo the rarget URL.
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3.2. Protocol Adapter

The Protocol Adapter is an SPI where a specific handler is invoked for each protocol. This aliows flexibility to
plug-in any non native Implementations for various protocols. The below diagram represents the class diagram of
RP protocol handler to invole pre/post authentication and logout requests.

+ weid pestduthnlesponsed
+ oIl postLogous s ——
+ yaig prefuthnReguesiyy o '
+wold preflogowtld

.

The RP Handler is invoked by the RPInitServlet as mentioned above to handle various protocols such as OpeniD,
OAuth Handler, SAML Handler, InfoCard ete.

3.3. Contracts SPI

The BP Infrastructure currently exposes several contracts for various tasks. Each contract that is exposed an SPY

Maodel since each contract component may vary from one to the other. Right now, there are six runtime contracts
and three administrative contracts, These are contracts are per application and the contract is initialized with the

Application 1D,

3.3.1. 1DP Selector interface:
The 1DP Selector Interface allows to identify the list of known Identity Providers. This interface exposes a RESTHul
interface for the remote clicats o obtain the list of Identity Providers. The block diagram explaing the contract for a
reruote web site. The REST service uses the native IDP Selector Interface to retrieve the list of Identity Providers
from both SAML Configuration (Fedlet based configuration) and as well from the RF configuration. The RP
configuration interface manages the OpeniD, OAuth providers while leveraging SAML configuration from Fedlet.
In the embedded mode, the IDPSelector Interface could directly be invoked.
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The following interface outlines the data exposad by this contract.
FAEd
* This interface is to retrieve the list of known trusted identity providers by the RP.
*]
public interface IDFSelector {
/ Returns the list of Identity Providers based on the protocel], for e.g. {‘openid, <google.com>,
<yahoo.com>'...}
public Map<String, List<String>> getiDPList{ String applicationlDs, Siring protocel);
The JISON response format is:
{“identityproviders™ {

i

“arovider”

“name’™: “Google™

“op identifier™ : ¥ hitpsy/fwww . google.com/accounts/od/id”

“protocol” : “OpenlD”
y .
“provider™ : {
“name” ; “Yahoo

“op identifier” : “hitps://me.yahoo.com

“protocol” : “OpeniD)”
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“provider™ : {

“name” : “MyOpenlD”

"

*op identifier” : “http/www myopenid.cor

“protocol” : “Openi”

()

(o)

3.3.2. PostiDP Selection Interface:
The Post [DP Selection Interface is to securely exchange the data and as well as any asthentication state between
Relying Party and to the website/AAA. While the interface is generic enough 1o integrate with any third party
pplication, the application/ AAA may use different technologies based on the contract.

o

The following dlagram represents the post IDP Selection Interface invocation.

Sigh ¥ Encrypt
{protocol partnerid,
selacted DR
attriouies)

G
-

S

e
SRR ENEN AR

The following interface describes the post IDP selection interface.
¢

* This interface is used o securely decrypt the aitributes that were sent by the partner application

#



WO 2013/049461 PCT/US2012/057754

3.3.3.

3.3.4.

public interface PostiDPSelection {

¥

* Decrypts and returns the secure attributes such as protocol, provider, any attribute mapping info.
EN2

!

public Map<String, List<String>> decrypi{HttpServietRequest reguest};

The partner SHOULD need to sign and encrypt the contract parameters as per the mutual agreement. For OAM,
TAP (Trusted Authentication Protocol) mechanism is used to securely iransfer the contraciual parameters between
RP and the OAM. Typically such mechanisms require a shared secreis maintained in both at BP and the Website,
The following contractual parameters are obtained with is interface:

- protocol

- providerName

- ApplicationiD (or PartneriD}

- Set of attributes {with format rp.atiribute. <attributename>=value)

- LevelOfAssurance (sort of anthentication {evel)
IDP Interaction Provider Interface:

The IDP Interaction Interface is very specific 1o the P to handle various protocols. The Protocol Handler SPI
belongs to this contract. While this interface is not expected to provide any custom implementations, but the
interface allows to plug-in various protocel providers such as Fedlet for SAML2 ete,

Registration Status Check Interface:

This interface is to check the user presence for an asserted subject by the Identity Provider. The IDP Assertion
contains the subject information cither through atiributes or through a unique identifier. Typically the local user is
identified through a common atiribute mapping such as email id. In some cases, the user identifier such as OpenlD
Identifier, or a SAML pseudo name is used. The following interface allows to check for the user presence.

/*

* This interface checks the user presence based on the vser attribute,
s ,,’
public interface RegistrationSiatus {
public boolean isUserExists(String atiributename , String value);

}

The following diagram explains the invocation of the Registration Status Check Interface.
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The above illustrates the Check User contract for IDM infrastructure where the REST services are front-ended 1o
IDM to check the user presence. The RPProtocoiHandler invokes the RegistrationStatus interface to check the user
presence after thc ;Bx)bf. 1DP interaction.

3.3.5. Registration Task Flow Provider interface:

The Registration Task Flow Provider Interface aliows 1o oreate a user when there's no user present based on IDP
Assertion. While this may be optional in some cases for e.g. enterprise cases, usually the internet applications
present an option for a user to do the local user registration afier authentication to an [DP.

The following interface is used to register the user.

jE
* Registration Interface.
*
public interface UserRegistration {
public boclean registerUser(String userid, Map attributes, RequestContext context, HitpServietRequsst
request, HupServietResponse response);
3
The implementations of this interface typically redirect to the existing internet application/AAA to complete the

user registration. The RP does not have the end-user U interface. The fboliowing may be possible for user
registration.

~d
o1}
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3.3.6.

HETPROST
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As shown in the above diagram, the Registration Ul extension is part of RP infrastructure whers it may present the
user with pre-filled user attributes that are received from the Identity Provider. Once the user chooses to register,
the UserRegistration Interface uses IDAAS REST services to create the user when Oracle DM s used as a AAA
together with the internet application.

Saession Creation Provider Interface:

The session creation provider interface allows the user to access the wobszt o/internet application resources by
creating a user session based on the 1DP Assertion. The following interface defines the session creation provider.

Ii* *
* This interface allows 10 ¢reate a user session.
)

public interface SesstonProvider {

JEE

* Creates session

*

{param userid sabject for the user session

%

{@parar 2atributes any user atiributes that need to be set.

*

@param context request context to dereference the initiation reguest.

*

{iparam request Hitp Serviet Reguest

*

{@param response Hiip Serviet Response
¥/
public boolean createSession{String userid, Map attributes, RequestContext context, HitpServieiRequest
request, HtipServietR esponse response);
}
The following diagram ilustrates the session provider juterface with OAM. The Session Provider is invoked by the

RPProtocotHandler 1o create a user session. For OAM, the user information such as user id, user atiributes are sent
back to OAM using TAP mechanism with the original reques context to create the user session.
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3.3.7. Configuration Provider Interface:

The RF infrastructure needs to support both standalone mode and as well as embedded mode. So, the RP
configuration interface should be provider model where the configuration store is independent of the interface. The
following diagram depicts the configuration SPL
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3.3.8. Atiribule Mapper Interface:

The attribute map interface allows the RP o map the IDP protoco} attributes to the local atiributes. The local user
attributes are usually associated with local repository schema which obviously differs from what the IDP protocels
define. For example, OpenlD defines first name aitribute as “openid.ax type.fname” which typically maps to
“givenname” from LDAP user schema. The attribute mappings are configured per application in RP configuration.

ublic interface AttributeMapper {
P pp

f% %
{

* Returns the attribute value map for the corresponding aitribute map. I there's no atiribute mapping
defined, but the attribute is available, the attribute value pair is set to the attribute received from the protocol.

%7
I

public Map getAitributes(Map attributeMap);

}

public final class RPConfigManager §
4

public AttributeMapper getAttributeMapper{Siring applicationID) {

7

#/ return AttributeMapper

(-

3.4. CAuth Design

OIC attemipts to achieve the following objectives as part of OAuth client implementation.

3.4.1. Authentication:

OIC enables user {resource owner) authentication with OAuth providers, retrieve user profile information,
optionally get user registered with the application{client}. Here no access token returned to the application {like
very much OpenlD authn process).

OIC enables user {resource owner) authentication with OAuth providers, retrieve user profile information,
optionally get user registerad with the application{client). Here no access token returned io the application (Jike
very much OpenlD authn process).

Flow: Explained with Facebook as the QAuth provider.

3.4.1.1 IDP Selector contract : Application {client) uses RPC's authentication provider {either through iffame or
use app's own login ui built using RPIC's (3P REST service data).

3.4.1.2 Post IDP Selector contract : User selects a specific OAuth provider, say Facebook. It's url on the iogin page
looks like below: ' ’

htipifsepe.us.oracle.con: 18080/ idaas_rp/RPInitServiet?applicationlD=SamplePortal& protocol=oanth& selectediD
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P=Facehook

3. 4.1.3 IDP Interaction Provider coniract: Once the user chooses an IDP, control goes to RPIC's
RPInitRetumServiet. RP invokes GAuthHandler if the selecied IDF's protocol is QAuth, which in turn uses
corresponding OAuthProvider implementation to do OAuth request/response flow. (Ex: Facshookimpl - an canth
provider implementation returned by auth provider factory based on selectediDP and protocol info supplied in the
above url).

3. 4.1.4 Facebookimp! does OAuth request/response flow ke below.
* Authorization code request with scope, redirect uri, and cHent id. Here user gives consent.

INFO: Redirection to following URL :
https://graph.facebook.com/oauth/authorizeTelient_id=162875890440655scope=user birthday,user location,email
& display=page&redirect_uri=http://sepc.us.oracie.com: 8080/ AuthDemo/ A uthRetumServiet

Facebooklmpl by defanit uses email, user birthday and user_location scopes as part of user authentication to
retrieve profile data.

Facebook authorization code response:

EGMOpeMzOUGBPasVFTRk XSBHyarDOMIgS iNM- :
sy WT7v50.eylpdil6inlzVEITUWRZNEAPZEAIROIRX20(NUEHQ.B26VRERY IvMBx I BdoWF lg-
TR gSIkY 7IqlpZu24SCwiyLd64FEAG Y I X ZoRMGGeD96 opzM D RHFLIvkn Y 9d

OADzgC3UANSrdl LwnxAgniRONKES-1I63Q XGosfCUePyq2Mifethk 2 1sLACLmilA

* Access Token request with client id, client secret, redirect uri and authorization code: back channel
communicaiion

hitps:/graph.facebook.com/oauth/access_tokenTclient_1d=162873890440655& redivect_uri=htip:/sepc.us.oracle.co
w88 /O AuhDemo/OA uthRetumServiet&elient secret=30628b7ccbbed21521 d0bibi944b fch&codemEGMOpg
MzOUGRPasVF T XSBHyarDOMIgSINM-y W 7v30.eyipdil

Facebook accesstoken response:

access_token—1628758%9044065512.1e Y wXPWeVERRO hgMr2BdQ  3600.13047135600.1-100001298313088ir-
SY98AzavDLalrGeligFszQ DRk &expires=6429

Caching AccessToken and RefreshToken(if available) : Access token gets cached as explained in section 3.4.3.
3.4.1.5 Facebooklmpl does user profile request as below and gets the profile data.
* Fetching user profile using acoess token:

hitps: //gmph facchook.com/me?access_tokens=162875890440655%7C2.GeblfsQUbW59efeH300gHQ  3600.13
0403 1600.1- 1000012983 13082% 7CVChG-Tnk! IsbOnMDH2EAyGEXtD

response in JSON format:
INFO: User Profile « {"id™:".." "name™:”."..03

RPHC process user profile data based on application's attributes mapping configuration.

3. 4.1.6 Registration Status check and Registration flow: OAuthRetumServiet invokes application's user regisiration
contract by passing the profile data to it. The contract implementation checks whether the user is present using
email address{or as specified in config) with the ldaaS REST service. If not present, then registration page shown
based on contract {Application may have it's own implementation or uses RP('s default registration page).

3.4.1.7. Session contract: If RPIC default provider get used, then creates a session and sets profile data into the
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3.4.2.

session. [ OAM contract used, then profile data gets set into TAP twoken.

Authorization:
OIC enables client to make specific authorization requests as described below:

3.4.2.1 Chient specifies the scope and the OAuth provider for which the access token is needed. OIC in furn
tries{"tries’ used as user consent invelved) to return relevant access token to the client.

3.4.2.2 Chient specifies the user profile attributes it needs from a OAuth provider. OIC in turn iries to fetch those
from the QAuth prov ’ld@l and optionally facilitates updating user profile information through registration flow. (this
use case applicable o Openil} providers as well).

O1C enables client to make specific authorization requests as described below:

3.4.2.1 Access teken reguest: Client specifies the scope and OAuth provider for which the access token is needed
and O} in tumn returns relevant access token to the client.

FIGW:.

Client sends scope data as a guery parameter 1o RPInitServiet along with return url to which access token to be sent.
Basically invoking Post IDP selector and 1P interaction contracts as explained in section 3.1,

Ex:

‘tfp"/sepc us.oracle.com: 18080/idaas_rp/RPInitServiet?application] D=SamplePortal& protocol=cauthdselectedi
P=Facebook&scope=read_stram,publish_streamécreturnl R L=http://sampleportal.com/oauth_redirect

Client specified scope gets forwarded to QAuth provider. RP gets the access token as described in section 3.1.4.
User profile information is also fetched using the acosss token. ()/’\ut‘z){{etur*zﬁierv!et redirects to client specified
return url along with the access token + user id + vauth provider name ISON dat

1 no return url is mentioned, then consider it as error case.

Cache logie: Access token gets cached as explained in 3.3,

3.4.2.2 Attributes request: Client specifies the user profile attributes it needs from a QAuth provider, OIC in tum
tries 1o fetch those from the GAuth provider and optionally facilitates updating user profile information through
registration flow (this use case applies to OpenlD protocol as well), RPIC stores application's attributes — oauth
provider atiributes mapping configuration.

Flow:

3. 4.2.2.1 Client makes the request to RPFC with attributes and optionally with return url. Basically invoking Post
IDP selector and 1DP Interaction contracts as explained in section 1.

hitpe//sepa.us.oracle.com: 1 8080/idaas_rp/RPInitServiet?applicationl D=SamplePortal&protocok=nauth&selectediD
P=Facebook&atiributes=al,a2& returnURL=http://sampleportal.com/oauth_redirect

aitributes query param may corndain:
specific names

* or no value - means all the attributes configured in RPRC

if the user is already anthenticated, then client shall send user identifier as a query parameter like below:

&g
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httpe//sepe.us.oracte.com: 18080/daas_rp/RPInitServiet?applicationiD=8amplePortal& protocol=canth&selectediD
P=Facebook&attributes=al 22 & userid=abc@@fb.com&returnURL=http://sampleportal.com/ocauth_redirect

3. 4.2.2.2 Based on user identifier, RP tries to get access token from the cache as explained in section 3.3, 1 no user
identifier supphied, then RP does request/vesponse flow {as described above 3.1.4) and makes attribute reguest as
follows:

{Case 1. Specific attributes mentioned: with FaceBooklmpt

hitps://graph.facebook.com/me?fields=al a2&access_token=2227470867{2.e75UyRegrovvAZK 1qlgplQ 3600,
1304708400.0-1000012983 13088im 1 cHHDKCOK e X AgimK-
PiujXe_3o&returnURL=hitp://sampleportal.com/cauth_redirect

The attribute names need to be validated as specified in the application-attributes configuration.

if an O Auth provider doesn't support requesting specific attributes rather ail or none way, then RpfC gets the
compiete user profile data, then process the data based on the attributes mapping configuration.

{Case 2. * or no value mentioned.

hitps#/graph. facebonk.com/me?access_token=222747086712.e75UyRegzovvA2K 1gCep0Q_ .3600.1304708400.0
-100001298313088] micu“DK£9Kc‘{Aq mi-PiuiXc 3o

3. 4.2.2.3 After attributes fetched, OAuthReturnServict redirects the atiributes ISON response(or whatever the
provider sends) back to the retumn url. H no retuen url s provided, then RpfC's default user registration processing
gets done,

3.4.2.2.4 Caching AccessToken and RefreshToken(if available) : Access token gets cached as explained in section
343,

3.4.3. Cachelogic

Data to be cached: ApplicationlD, ClientID{GIC id), Userll}, Scope, AccessToken siring,
RefreshToken string(if available) and any other attributes of AccessToken.

expiry time,
ClientlDd + UserfDd + Scope - as key and the ohiect containing above data gets stored In the cache.
UserlD} is basically decided as per the provider. For Facebook it is email address of the user o start with,
Access token lookup: If an access token is available, check whether the token’s expiry time.

H not expired, then use the acoess token.

If expired {remove the access token), then use the refresh token to get a new access token.

Hrefresh token itself expired, then kick off complete QAuth flow Le. get authorization code, get aceess token elc,

Client may thionaliy specify whether 1o use cached token or force RpfC 10 get a new access token as part of i's
request fo RpfC. The query parametey is: useCachedAccessToken=<true/false>

3.4.4. Configuration data

OAuthProvider {per provider)
s Name/ID (facebook, google, linkedin ete.)
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Authorization url ~ to get authorization code

Access Token url - to get acoess token

Profile url - to get user profile information.

Attributes — user profile affribute names

Seopes - list of resource permissions 77

Consumer key - OIC application as consurner for the provide

Consumer secret - OIC application as consumer for the provider

OIC instance name — OIC instance registered with the provider, where a name needs to be given.
OIC instanes url - O instance registered with the provider, where a wl of the instance to be giver.

& & & B & & % » @&

Application:

= per QauthProvider
o Atribuies — list of user profile atiributes application needs from the provider.
o Scopes — Jist of resource permissions 77
#  Return wrl - 1o where access token to be sent.

= Attributes — application specific user profile atiribute names

3.4.5. OIC registration with CAuth providers

OIC needs to register as an application with OAuth providers 1o facilitate O/‘«\uth communication. Each provider has
their own vegistration process to follow in order to get the consumer key and secret. Here is some data points with
some of the providers.

Facebook: Application setup: http://developers.facebook.com/setup/ { Sample application data after registration)

App Name: oic

App URL: hitp://sepc.us.oracie.com: 18080/

App ]D'204?67‘>9“59<4’ 2

App Secret eacdialefl47791303b02a74d595031

This data along with the following needs to be given while defining an CauthProvider in RpfC configuration.
o Lo > p

Authorization URL ¢

https/igraph.facebook.com/oauth/authorize?client_id=%1 $s&display=page&redirect_uri=%28s

Aceess Token URL ¢

hutps:iigraph.facebook.com/oauth/access_token?client_id=%13$s&redirect uri=%28s&client secret=%3$s&code=
%48s

Profile URL: https://graph.facebook.com/me?access_toker=%1$s

Scopes supported: bitp://developers.facebook.com/doss/authentication/permissions/
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4, Internal APIs/Classes

4.1.  OpeniD AP}

The OpeniD is a lightweight protocol and uses only HTTP{s) requests and responses. The AP described here is to
provide extensible and reusable framework for an BP to support the OpenlD protocol. The following ilustrates the
class diagram of various OpenID protocol elements.

+ Siring gethode$

+void credteAuthRegs # Str i e -+ String gethiSe - Siring gerhsn
+ DpeniDManager gey + String g 4+ String getResponse +List-getOptionwlAtt

+¥Did reguestAsEoct + String getRetornton -+ List getRequiredAtt

+ void signg
+ vobd verify

RS et

+ Dade getEupives) * String gatType

+ String gettandie
+ Stiing getT,'zj,ec-

+ byrel] gethiackey <+ byte[} gatMdacieyd +List oohupdString o i+ List lookup{String &

The following class descriptions describe the high level API calls

4.4.1. QpemDManager

* This is a manager class to creaie authentication requests, association requests, sign and
* verify the request/responses eto. This is sort of entey class for the Openll) protocol invocation.

*
/
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public final class OpenlDManager() {
public OpendDManager(Steing version)
}
public AuthRequest createAuthReqguest{String returnTo, String associationHandie) {
H
pubiic Association getAssociation(String opEndpointUrl) {

3
5

4.1.2. Authentication/Attribute Requests

fo

/

* This class constructs the authentication requests to the OpentD provider.

public class AuthReqguest {

—a

FA

public AuthRequests{String mode, String associationHandle, String realm, String returnTo) {
H

public String getMode() {

i

public String getReam(} §

3
5

// This method converts the OpenlD parameters into the Map so that it can be added to the HTTP
/f request.
public Map<String, String> getOpeniDParams(} {

}

* This class constructs the authentication response from the HuipServietRequest.

public class AuthResponse {

// parses the authentication response from the Openild provider
public AuthResponse(HtipServietRequest request) |

Y

3

public String getMode() {
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i

public String getMode() {
}

public String Signature() {

}

public List getSignedElements() {

}

public String getClaimedid() {

b

public AttcibuteResponse getAttributeResponse(} {
}

/i Converts the OpeniD Parameters into a map.
public Map<String, String> getOpenIDParams() {
}

pek

* This class is 1o create an atiribute request.
#

public class AttributeRequest {

ublic AttributeRequest{List<String> requiredAttrs, List<String™ optional Atirs) {

oMY

public Map<String, String> getOpenIDParams() {

3

Nmimr

jk
7
* This class i3 t¢ create an attribute response from the OpeniD Provider response.
%7
i
public class AttributeResponse {
public AtiributeResponse(HitpServietRequest request) {

Y
i

#/ Returns the attribute value pair received from the OpeniD Provider.
public Map getAtiributeValuePair() {

}

public Map<String, String> getOpeniDParams() {
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et

4.1.3. Association
Associations are o establish a shared secret between Relying Party and the QpeniD Provider.
* This class describes the Asseciation that is established.
*/
public class Association {
public Association{AssociationSessionType sessionType, String associationHandle) {
3
§
public AssociationSessionType getSessionType() {
y
H

public String getHandle() §

1
b
,i**»{‘-
* This abstract class defines the association session fype., for e.g. no encryption, diffie-heliman ete.
*/

public abstract class AssociationSessionType() {
public String getType() {
;
public void setType(String type) {

3
5

FEE
* This class extends from AssociationSessionType and to define the type of the session.
®/

public class NoEncryptionSession extends AssociationSessionType() {

public bytel} getMacKey() {
}

public class DifffeHellManSession extends AssociationSessionType() {
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public bytef] getMacKey(} {

}

I

* This class creates the Association Request between RP and the OpeniD Provider.
*/

public class AssociationRequest {

public AssociationRequest{String mode, String ns, Association association) {

}
public Association getAssociation() {
}

public Map<String, String> getOpeniDParams() {

}

et

* This class parses the association response from the OpenlD provider.
*Ii
public class AssociationResponse {

public AssociationFesponse{HttipServietRequest request) {

i,

public Association getAssociation{} {

3
i

public Map<String, String> gotOperdDParawms(} {

Y
§

o

4.1.4. Discovery

Discovery is a process to look up the OpeniD Provider endpeinis and policies for the consumption of RP, The
discovery protocol is the first protocol that the RP executes 1o find out the OP information. The OpeniD
defines three different ways, Yadis protocol, XRI resolution, and HTMLDiscovery.

JEF

* This class is the base class for resolving various op endpoints based on the URL
*/
public class Discovery {
#/ discovers the urls based on the uri format.

public List<String> discover{String uri} {
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* This class resolves the urls based on the Yadis protocol
#/
public class YadisResolver {

public List<String> lookup{String uri} {

}

fr

* This class resolves urls based on the XRI resolution on the XRI URL

*f
/

public class XriResolver {

public List<String> lookup{String uri) {

H

4.2. RPProtocolHandlier

The RPProtocelHandler interface is to fnvoke different protocol implementations for various tasks such as
loginflogont/contracts eic..

* This interface is to handle various profocol invocations for various actions.

®¢
i

public interface RPProtocolHandler {
public boolean preAuthnRequesi(HitpServietRequest request, HitpServictResponse response);
public boolean postAuthnResponse(HtipServietRequest request, HttpServietResponse response);
public boolean prelogoutRequest{HtipServietRequest request, HiipServictResponse response);
public boolean postLogoutResponse(HitpServietRequest request, HupServietResponse responsel;
public boolean isUserExists(String userAiir);
public boolean createUser(String userid, Map<Siring, String> attributes);

}

ITT]

7

* This is a singleton class to creale various protocol handlers based on the type of the protocol.

38
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i
/

pubiic final class RPProtocolManager {

public static RPProtocolManager petinstance() {

}
public RPProtocolHandier getHandler(String protocol) {
}

St

4.3. ReguestContext

* This class is to maintain the request context for a transaction,
¥/
public class ReguestContext {
public String getRegnestiD() {
}
public Sting getApplicationID{(} 4

)
5
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4.4. QAuth APi/Classes

High level class diagram -

<<jnterfaces»
REProtoniHandiar

irvokeALiinReguest(

a=inferface=»
CAuthProvider

CAuthHandiar

{irvokeAuwinRequest

PCT/US2012/057754

OauthProviderr actory

stfughorizeURLD
gAccessTalend
setProfied

getProvidennstancadd

4 Profile (POJOY

public interface CAuthProvider {

fE%
* Returns the url to get anthorization code.
#

public String getAuthorizeURL(String redirectUri) throws Exception;

.
fEE

* (ets the access token using the authorization code.

*/7

public Siring getAccessToken{HitpServictiRequest request) throws Exceptiory

80
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o
’,zc—i&

* Returns the Profile pojo using the access token.
X!

/

public Profile getProfiled) throws Exception;

public class OAuthProviderFactory {

ik
i

* It provides the instance of requested provider

®i
i

public siatic OAuthProvider petlnstarce(fnal String id) throws Exception {

}

3
3
public class OAuthHandler implements RPProtocolHandler §

public Staius invokeAuthnReqguest {

¥
5

3y
¥

public class Facebookimp! implements OAunthProvider {

Y
5
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APPENDIX

(0085} Fig. 1 15 a simplified block diagram illustrating components of a systemn environment
160 that }nay be used in accordance with an embodiment of the present invention. As shown,
system environment 1{{ includes one or more client computing devices 102, 104, 106, 108,
which are configured to operate a client application such as a web browser, proprietary client
{e.g., Oracle Forms), or the like. In various embodiments, client computing devices 102, 104,

106, and 108 may interact with a server 112.

{6086] Chient computing devices 102, 104, 106, 108 may be general purpose personal
computers (including, by way of example, personal computers and/or laptop computers running
various versions of Microsoft Windows and/or Apple Macintosh operating systems), cell phones
or PDAs (running software such as Microsoft Windows Mobile and being Internet, e-mail, SMS,
Blackbesry, or other communication protocol enabled), and/or workstation computers running
any of a variety of commercially-available UNTX or UNIX-like operating systems (including
without limitation the variety of GNU/Linux operating systems). Alternatively, client computing
devices 102, 104, 106, and 108 may be any other electronic device, such as a thin-client
computer, Internet-enabled gaming system, and/or personal messaging device, capable of
communicating over a network (e.g., network 110 deseribed below). Although exemplary
systern environment 100 is shown with four client computing devices, any number of client
compuling devices may be supported. Other devices such as devices with sensors, etc. may

interact with server 112,

{0087  System environment 100 may include a network 110. Network 110 may be any type of
network familiar to those skilled in the art that can support data communications using any of a
variety of commercially-available protocols, including without limitation TCP/IF, SNA, 1PX,

AppleTalk, and the like. Merely by way of example, network 110 can be a Jocal area network

{LAN}, such as an Ethernet network, a Token-Ring network and/or the like; a wide-area
network; a virtual network, including without limitation a virtual private network (VPN); the
internet; an infranet; an extranet; a public switched telephone network (PSTN); an infra-red
network; a wireless network {¢.g., 3 network operating under any of the IEEE 802.11 suite of
protocols, the Bluetooth protocol known in the art, and/or any other wireless protocol); and/or

any combination of these and/or other networks.
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[BORE] System environment 100 also includes one or more server computers 112 which may be
general purpose computers, specialized server computers (including, by way of example, PC
servers, UNIX servers, mid-range servers, mainframe computers, rack-mounted servers, efc.),
server farms, server clusters, or any other appropriate arrangement and/or combination. In
various embodiments, server 112 may be adapted to run one or more services or software
applications described in the foregoning disclosure. For example, server 112 may correspond io a
server for performing relying party and open authorization processing according to an

embodiment of the present invention.

{80891  Server 117 may run an operating system including any of those discussed above, as
well as any commercially available server operating system. Server 112 may also run any of a
variety of additional server applications and/or mid-tier appHeations, including HTTP servers,
FTP servers, CGI servers, Java servers, database servers, and the like, Exemplary database
servers inclode without limitation those commercially available from Oracle, Microsoft, Sybase,

1BM and the hike.

[8094] System environment 100 may also include one or more databases 114, 116, Databases
114, 116 may reside in a variety of locations. By way of example, one or more of databases 114,
116 may reside on a non-trapsitory storage mediunt local to {and/or resident in) server 112,
Alternatively, databases 114, 116 may be remote from server 112, and in communication with
server 112 via a network-based or dedicated connection. In one set of embodiments, databases
114, 116 may reside in a storage-arca network (SAN) familiar to those skilled in the art.
Simitarly, any wecessary files for performing the functions attributed to server 112 may be stored
locally on server 112 and/or remotely, as appropriate. In one set of embodiments, databases 114,
116 may include relational databases, such as databases provided by Oracle, that are adapted to

store, update, and retrieve data in response to SQL-formatted commands.

[809%] Fig. 215 a simplified block diagram of a computer system 200 that may be used in
accordance with embodiments of the present invention. For example server 102 may be
implemented using a system such as system 200. Computer system 200 is shown comprising
hardware elements that may be electrically coupled via a bus 224, The hardware elemenis may
include one or more central processing units (CPUs) 202, one or more input devices 204 (e.g., a

mouse, a keyboard, etc.), and one or more output devices 206 (e.g., a display device, a printer,
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etc.). Computer systern 200 may also include one or more storage devices 208. By way of
example, the storage device(s) 208 may include devices such as disk drives, optical storage
devices, and solid-state storage devices such as a random access memory (RAM) and/or a read-

only memory (ROM]}, which can be programmable, flash-updateable and/or the like.

[6092] Computer system 200 may additionally include a computer-readable storage media
reader 212, a communications subsystem 214 {(e.g., a modem, & network card {(wireless or wired),
an infra-red communication device, ete.), and working memory 218, which may include RAM
and ROM devices as described above. In some embodiments, computer system 200 may also
mnclude a processing acceleration unit 216, which can include a digital signal processor (DSP), a

special-purpose processor, and/or the like.

{9893}  Computer-readable storage media reader 212 can further be connected to a computer-
readable storage mediom 214, together (and, optionally, in combination with storage device(s)
208) comprehensively representing remote, local, fixed, and/or removable storage devices plus
storage media for ternporarily and/or more permanently containing computer-readable
information. Communications system 214 may permit data to be exchanged with network 1610

and/or any other computer described above with respect o system environment 1600.

16694] Computer system 200 may also comprise software elements, shown as being currently
located within working memory 218, inchuding an operating system 220 and/or other code 222,
such as an application program (which may be a client application, Web browser, mid-tier
application, RDBMS, ete.). In an exemplary embodiment, working memory 218 may include
executable code and associated data structures used for relying party and open authorization-
related processing as described above. It should be appreciated that alternative embodiments of
computer system 200 may have mumerous variations from that described above. For example,

customized hardware might also be used and/or particular elements might be implemented in

hardware, software (including portable software, such as applets), or both. Further, connection

to other computing devices such as network input/cutput devices may be employed.

{0095] Storage media and computer readable media for containing code, or portions of code,
can include any appropriate media known or used in the art, including storage media and

conumunication media, such as but not limited to volatile and non-volatile (non-transitory),



16

20

o
LA

WO 2013/049461 PCT/US2012/057754

APPENDIX

removable and non-removable media implemented in any method or technology for storage
and/or transmussion of information such as computer readable instroctions, data structures,
program modules, or other data, including RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disk (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, data signals,
data transmissions, or any other medium which can be used to store or transmit the desired

mformation and which can be aceessed by 2 computer.

{6656] Although specific embodimentis of the invention have been described, various
modifications, alterations, alternative constructions, and equivalents are also encompassed within
the scope of the invention. Embodiments of the present invention are not restricted to operation
within certain specific data processing environments, but are free to operate within a plurality of
data processing environments. Additionally, although embodiments of the present invention
have been described using a particular series of transactions and steps, it should be apparent to
those skilled in the art that the scope of the present invention is not Himited to the deseribed series

of transactions and steps.

{#697] Further, while embodiments of the present invention have been described using a
particular combination of hardware and software, it should be recognized that other
combinations of hardware and software are also within the scope of the present invention.
Embodiments of the present invention may be implemented only in hardware, or only in

software, or using combinations thereof.

{8898} The specification and drawings are, accordingly, to be regarded in an illustrative rather
than a restrictive sense. 1t will, however, be evident that additions, subtractions, deletions, and
other modifications and changes may be made thereunto without departing from the broader

spirit and scope.
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WHATIS CLAIMED IS:

i. A method comprising:

receiving, at an OAuth authorization server, from a first resource server, a first
set of metadata indicating a first set of scopes that are recognized by the first resource server;

in response 1o receiving the first set of metadata, storing, at the CAuth
authorization server, mappings between scopes in the first set of scopes and subsets of
resources maintained by the first resource server;

storing, at the OAuth authorization server, a mapping between a first access
ioken and a first scope from the first set of scopes;

receiving, at the QAuth authorization server, from the first resource server, a
request to validate the first access token;

in response (o recelving the request to validate the first access token, the
OAuth authorization server validating the first access token based on the mapping between
the first access token and the first scope; and

in response to validating the first access token, the OAuth authorization server
indicating, to the first resource server, that a client application that presented the first access
token to the first resource server is authorized to perform operations relative to a set of

resources that are mainiained by the first resource server and specified by the first scope.

2. The method of Claim 1, further comprising:

receiving, at the GAuth authorization server, a particular request specifying
the first scope;

in response to receiving the request specifving the first scope, the GAuth
authorization server asking an owner of resources contained within the first scope for consent
io grant the client application access consistent with the first scope;

in response to receiving the consent from the owner, the OAuth authorization
server {a) creating the first access token, (b) storing the mapping betwsen the first access

tokern and the first scope, and (¢} sending the first access token fo the client application.

~

3. The method of Claim 1, further comprising:

in response to receiving the first set of metadata, storing, at the GAuth
authorization server, a mapping between the first scope, a first subset of resources stored by
the first resource server, and a first set of operations that a holder of a token mapped to the

first scope is permitted to perform relative o resources in the first subset of resources.

138
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i 4. The method of Claim 1, wherein validating the first access token
2 comprises the OAuth authorization server invoking programmatic code provided by a
3 customer who does not provide the OAuth authorization server; wherein the programmatic
4 code implements an interface provided to the customer by a provider of the OAuth
5 authorization server; wherein the programmatic code validates the first access token.
1 S, The method of Claim 1, further comprising:
2 receiving, at the OAuth avthorization server, a particular request specifying
3 the first scope;
4 in response 1o receiving the request specitying the first scope, the OAuth
5 authorization server asking an owner of resources contained within the first scope for congent
‘6 to grant the client application access consistent with the first scope;
7 in response 1o receiving the consent from the owner, the OAuth authorization
& server invoking programmatic code provided by a custormer who does not provide the QAuth
9 authorization server; wherein the prograromatic code implements an interface provided o the
10 customer by a provider of the GAuth authorization server; wherein the programmatic code
11 creaies the first access token,
1 6. The method of Claim 1, further comprising:
2 receiving, at the OAuth authorization server, from a second resource server
3 thatis separate from the first resource server, a second set of metadata indicating a second set
4 of scopes that are recognized by the second resource server, the second set of scopes differing
§  from the first set of scopes;
5 in response to receiving the second set of metadata, storing, at the GAuth
7 authorization server, mappings between scopes in the second set of scopes and subsets of
§  resources maintained by the second resource server;
9 storing, at the OAuth authorization server, a mapping between a second access
16 token and a second scope from the second set of scopes;
11 receiving, at the QAuth authorization server, from the second resource server,
12 arequest to validate the second access token;
i3 in response to receiving the request to validate the second access token, the
14 OAuth authorization server validating the second access token based on the mapping between
15 the second access token and the second scope; and
16 in response to validating the second aceess token, the OAuth authorization
17 server indicating, to the second resource server, that a client application that presented the
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I8  second access token to the second resource server is authorized to perform operations relative
19 to aset of resources that are maintained by the second resource server and specified by the

20 second scope.

i 7. A computer-readable memory comprising instructions which, when
2 executed by one or more processors, cause the one or more processors to perform:

3 receiving, at an OAuth authorization server, from a first resource server, a first
4 set of metadata indicating a first set of scopes that are recognized by the first resource server;
5 in response to receiving the first set of metadata, storing, at the OAuth

& autborization server, mappings between scopes in the first set of scopes and subseis of

7 resources maintained by the first resource server;

g storing, at the OAuth authorization server, a mapping between a first access

9 token and a first scope from the first set of scopes;
10 receiving, at the GAuth avthorization server, from the first rescurce server, a
11 request to validate the first access token;
i2 in response to recetving the request to validate the first access token, the
13 OAuth authorization server validating the first access token based on the mapping between
14 the first access token and the first scope; and
is in response to validating the first access token, the QAuth authorization server
16 indicating, to the first resource server, that a client application that presented the first access

17 token to the first resource server is authorized to perform operations relative fo a set of

18 resources that are maintained by the first resource server and specified by the first scope.

i 8. The computer-readable memory of Claim 7, wherein the instroctions,
2 when executed by the one or more processors, further cause the one or more processors to
3 perforou

4 receiving, at the OAuth awthorization server, a particular request specifying

I

5 he first scope;

6 in response to receiving the request specifving the first scope, the OAuth

7 auvthorization server asking an owner of resources contained within the first scope for consent

&  to grant the client application access consistent with the first scope;

9 in response to receiving the consent from the owner, the G Auth authorization
18 server {a) creating the first access foken, (b) storing the mapping between the first access

11 token and the first scope, and {c) sending the first access token 1o the client application.
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1 9. The computer-readable memory of Claim 7, wherein the instructions,
2 when executed by the one or more processors, firther cause the one or more processors to
3 perform:

4 in response 1o receiving the first set of metadata, storing, at the OAuth

§  authorization server, a2 mapping between the first scope, a first subset of resources stored by

& the first resource server, and a first set of operations that a holder of a token mapped to the

7 Brstscope Is permitied {o perform relative o resources in the first sebset of resources.

i 10.  The computer-readable memory of Claim 7, wherein validating the

2 Brst access token comprises the OAuth authorization server invoking programmatic code

3 provided by a customer who does not provide the OAuth authorization server; wherein the

4 programmatic code implements an interface provided to the customer by a provider of the

5 OAuth authorization server; wherein the programmatic code validates the first access token.

i it The computer-readable memory of Claim 7, wherem the instructions,

2 when executed by the one or more processors, further cause the one or mote processors 1o

3 perform:

4 receiving, at the OAuth authorization server, a particular request specifying

5 the first scope;

6 in response to receiving the request specifying the first scope, the OAuth

7 auvthorization server asking an owner of resources contained within the first scope for consent

8 to grant the client application access consistent with the first scops;

9 in response to receiving the consent from the owner, the OAuth authorization
10 server invoking programmatic code provided by a customer who does not provide the GAuth
11 authorization server; wherein the programmatic code implements an interface provided to the
I2  customer by a provider of the GAuth authonization server; wherein the programmatic code
13 creates the first access token,

i 12, The computer-readable memory of Claim 7, wherein the instructions,

2 when executed by the one or more processors, further cause the one or more processors (o

3 perform:

4 receiving, at the OAuth authorization server, from a second resource server

5 that is separate from the first resource server, a second set of metadata indicating a second set

& of scopes that are recognized by the second resource server, the second set of scopes ditfering

7 from the first set of scopes;
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8 in response (o recaiving the second set of metadata, storing, at the GAuth
g authorization server, mappings between scopes in the second set of scopes and subsets of
10 resources maintained by the second resource server;
11 storing, at the OAuth authorization server, a mapping between a second access
12 token and a second scope from the second set of scopes;
13 receiving, at the OAuth authorization server, from the second resource server,

3

14 arequest to validate the second access token;
5 in response to receiving the request to validate the second access token, the

16 OAuth authorization server validating the second access token based on the mapping between

17 the second access token and the second scope; and

18 in response to validating the second access token, the QAuth avthorization
19 server indicating, to the second resource server, that a client application that presented the

20 second access token to the second resource server is authorized to perform operations relative
21 1o aset of resources that are mainiained by the second resource server and specified by the

22 second scope.

] 13.  An OAuth avthorization server comprising:
2 one or more hardware processors that are configured {o receive, from a first
3 resource server, a first set of metadaia indicating a first set of scopes that are recognized by
4 the first resource server:
5 one or more hardware processors that ave sonfigured o store, in response 1o
£ receiving the first set of metadata, mappings between scopes in the first set of scopes and
7 subsets of resources maintained by the {irst resource server;
8 one or more hardware processors that are configured to store a mapping
G between a first access token and a first scope from the first set of scopes;
10 one or more hardware processors that are configured to receive, from the first

11 resource server, a request to validate the first access token;

i2 one or more hardware processors that are configered to validate the first

‘13 access token based on the mapping between the first access token and the first scope in

14 response to receiving the request to validate the first access token; and

15 one or more hardware processors that are configured to indicate, 1o the first

i6  resource server, in response to validating the first access token, that a client application that
17 presented the first access token to the first resource server is authorized to perform operations
18  relative 10 2 set of resources that are maintained by the first resource server and specified by

i3 the first scope.
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14, The OAuth authorization server of Claim 13, further comprising:

one or more hardware processors configured to receive 3 particular request
specifying the first scope;

one or more hardware processors configured to ask an owner of resources
contained within the first scope for consent to grant the client application access consistent
with the first scope In response o receiving the request specifying the first seope;

one or more hardware processors configured to {a) create the first access
foken, {b) store the mapping between the first access token and the first scope, and {¢) send
the first access token to the client application in response to receiving the consent from the

OWRNCY.

15, The QAuth authorization server of Claim 13, further comprising:

one or more hardware processors configured 1o store, in response o receiving
the first set of metadata, 2 mapping between the first scope, a first subset of resources stored
by the first resource server, and a first set of operations that a holder of a token mapped to the

first scope is permitied o perform relative fo resources in the first subset of resources.

- —~y_.c

6. The OAuth avthonzation server of Claim 13, wherein one or more
hardware processors are configured to validate the first access token at least in part by
invoking programmatic code provided by a customer who does not provide the GAuth
authorization server; wherein the programmatic code implements an interface provided to the
custorner by a provider of the OAuth awthorization server; wherein the programmatic code is

configured to validate the first access token,

17.  The OAuth authorization server of Claim 13, further comprising:

one or more hardware processors configured to receive, at the QAuth
authorization server, a particular reguest specifying the first seope;

ong or more hardware processors configured to ask an owner of resources
contained within the first scope for consent to grant the client application access consistent
with the first scope in response to receiving the request specifying the first scope;

one or more hardware processors configured 1o invoke programmatic code
provided by a customer who does not provide the OAuth authorization server in response to
receiving the consent from the owner; wherein the programmatic code iraplemenis an
interface provided to the customer by a provider of the OAuth authorization server; wherein

the programmatic code is configured to create the first access token.
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18.  The OAuth authorization server of Claim 13, further comprising:

one or more hardware processors configured to receive, from a second
resource server that is separate from the first resource server, a second set of metadata
indicating a second set of scopes that are recognized by the second resource server, the
second set of scopes differing from the first set of scopes;

one or more hardware processors configured to store, in response {6 recelving
the second set of metadata, mappings between scopes in the second set of scopes and subsets
of resources maintained by the second resource server;

one or more hardware processors configured to siore a mapping between a
second access token and a second scope from the second set of scopes;

one or raore hardware processors configured to receive, from the second
TESQUICE Server, a request to validate the second access token;

one or more hardware processors configured to validate the second aceess
token based on the mapping between the second access token and the second scope in
response o receiving the request to validate the second access token; and

one or more hardware processors condigured 1o indicate, to the second
resaurce server, in response to validating the sccond acoess tokén, that a client application
that presented the second access token to the second resource server is authorized to perform
operations relative to a set of resources that are maintained by the second resource server and

specified by the second scope.
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