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OPTIMIZED BIOMETRIC AUTHENTICATION METHOD AND SYSTEM

[0001] The present invention relates generally to biometric
authentication and, more specifically, to a method and system of optimized
biometric authentication.

[0002] The mobile device market is currently experiencing explosive
growth as mobile devices evolve to deliver increasingly critical services such
as organizational planning, wireless telephone, e-mail, Internet browsing and
services related to the critical services. Mobile devices are increasingly
becoming critical tools to professionals and employees at all levels and in all
positions. Government employees, researchers, law enforcement, national
security and intelligence officers, and military personnel rely heavily on
technology to perform their jobs. However, people in these roles must be able
to rely on their mobile devices to provide a secure system of information
storage that is not susceptible to intrusion by outsiders or unauthorized users.
Biometric authentication is often considered for providing security to mobile
devices in use by people in such roles.

[0003] Biometric authentication relates to automatically and uniquely
recognizing humans based upon one or more intrinsic physical or behavioral
traits. Biometric authentication often involves technologies that measure and
analyze human physical and behavioral characteristics. Examples of physical
characteristics include fingerprints, retinas, irises, facial patterns and hand
measurements, while examples of mostly behavioral characteristics include
signature, gait and typing patterns. Voice is considered a mix of both physical
and behavioral characteristics.

[0004] Unfortunately, current implementations of biometric identity
verification for mobile devices are tedious and slow. Accordingly, efficiency
improvements are desireable in the art of biometric identity verification. Such

iImprovements may even be applicable to mobile devices.
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GENERAL

[0005] An efficient exchange of messages in a system for

authenticating access to a base device may be facilitated through the
selection of a particular biometric template from among a plurality of biometric
templates. Rather than transmitting the template to a peripheral device, an
Indication of a location of the particular biometric template within the plurality
of biometric templates may be transmitted to the peripheral device. At the
peripheral device, once the indication of the location and a biometric
candidate are received, the particular biometric template may be located and
compared to the biometric candidate. Finally, an indication of a result of the
comparing may be transmitted to the base device.

[0006] In accordance with an aspect of the present invention there may
be provided a method of facilitating, at a base device, an efficient exchange of
messages in a system for authenticating access to the base device, the
authenticating based on a data set comprising a plurality of biometric
templates. The method may comprise transmitting a command message to a
peripheral device for forwarding to a memory device physically connected to
the peripheral device, the command message requesting the data set, the
command message including an instruction to the peripheral device to
maintain a copy of data received in a response message from the memory
device. In other aspects of the present invention, a computing apparatus is
provided for carrying out this method and a computer readable medium is
provided for adapting a processor to carry out this method.

[0007] In accordance with a further aspect of the present invention
there may be provided a method of facilitating, at a peripheral device, an
efficient exchange of messages in a system for authenticating access to a
base device, the authenticating based on a data set comprising a plurality of
biometric templates. The method may comprise receiving, from the base
device, a command message for forwarding to a memory device physically
connected to the peripheral device, the command message requesting the

data set, extracting an instruction from the command message, forwarding the
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command message to the memory device and recelving a response message
from the memory device. The method may further comprise, according to the
instruction: extracting a copy of data received in the response message; and
storing the copy of the data. In other aspects of the present invention, a
peripheral device is provided for carrying out this method and a computer
readable medium is provided for adapting a processor to carry out this
method.

[0008] Other aspects and features of the present invention will become
apparent to those of ordinary skill in the art upon review of the following
description of specific embodiments of the invention in conjunction with the

accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Reference will now be made to the drawings, which show by
way of example, embodiments of the invention, and in which:

[0010] FIG. 1 shows, in block diagram form, a communication system
suitable for use by a computing apparatus in accordance with one
embodiment;

[0011] FIG. 2 shows, in diagrammatic form, a mobile device according
to one embodiment;

[0012] FIG. 3 shows, in diagrammatic form, one embodiment of a smart
card reader, and memory card, for use with the mobile device shown in FIG.
2;

[0013] FIG. 4A illustrates steps, carried out by the mobile device of
FIG. 2, of a method of exchanging messages allowing the mobile device to
obtain a set of biometric templates stored on the memory card of FIG. 3
according to one embodiment;

[0014] FIG. 4B illustrates steps, carried out by the smart card reader of
FIG. 3, corresponding to the steps of FIG. 4A;

[0015] FIG. 5 is a flow diagram illustrating the exchange of messages
between the mobile device of FIG. 2 and the smart card reader of FIG. 3

during the method of exchanging messages illustrated in FIGS. 4A and 4B;
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[00106] FIG. 6 illustrates steps, carried out by the mobile device of FIG.
2, of a method of exchanging messages related to authenticating a biometric
candidate for allowing access to the mobile device according to one
embodiment;

(0017] FIG. 7 illustrates steps, carried out by the smart card reader of
FIG. 3, corresponding to the steps of FIG. 6; and

[0018] FIG. 8 is a flow diagram illustrating the exchange of messages
between the mobile device of FIG. 2 and the smart card reader of FIG. 3
during the method of exchanging messages illustrated in FIGS. 6 and 7.
DESCRIPTION OF PREFERRED EMBODIMENTS

[0019] In information technology, biometric authentication refers to
technologies that measure and analyze human physical and behavioral
characteristics for authentication purposes. Examples of physical
characteristics include fingerprints, handprints, eye retinas and irises, facial
patterns and hand measurements, while examples of mostly behavioral
characteristics include signature, gait and typing patterns. Voice is considered
a mix of both physical and behavioural characteristics. However, it can be
argued that all biometric traits share physical and behavioral aspects.

[0020] The use of a biometric authentication system begins with the
collection and storage of template biometrics from potential users of the
biometric authentication system. At the time of desired authentication, the
user inputs, to a device (or to a peripheral to the device), a “candidate”
biometric. Matching algorithms are then used to compare previously stored
template biometrics against the candidate biometric. In the case where the
biometric is an image, an original image (template) may be directly compared
with a candidate image. Alternatively, formation of the template involves
identifying certain features of an original image. Once the features are
identified, the template may be formed of location and orientation information
for each of the features. Similarly, a candidate is formed by identifying certain
features of a candidate image and, subsequently, the template is compared to

the candidate.
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[0021] In one application, biometric authentication may be used for
authenticating the user of a mobile communication device.
[0022] FIG. 1 illustrates an exemplary communication system 10 that
includes a mobile device 100 that is enabled to communicate with a wireless
5 network 18. The mobile device 100 is illustrated as communicating wirelessly
with a peripheral device in the form of a smart card reader 110.
[0023] Notably, while only one mobile device 100 and only one wireless
network 18 are shown in FIG. 1, it should be clear to a person of ordinary skill
in the art that many such mobile devices 100 and wireless networks 18 may
10 be present in further exemplary communication systems. The wireless
network 18 may be implemented as a packet-based cellular network that
includes a number of base stations each providing wireless Radio Frequency
(RF) coverage to a corresponding area or cell. For example, the wireless
network 18 could conform to one or more of the following, among other
15 network standards: Mobitex Radio Network; DataTAC,; Global System for
Mobile Communication (GSM); General Packet Radio System (GPRS); Time
Division Multiple Access (TDMA); Code Division Multiple Access (CDMA);
Cellular Digital Packet Data (CDPD); integrated Digital Enhanced Network
(iDEN); or various other third generation networks such as Enhanced Data
20 rates for GSM Evolution (EDGE), Universal Mobile Telecommunications
Systems (UMTS), Wideband Code Division Muitiple Access (W-CDMA), High
Speed Packet Access (HSPA), etc. Other types of data and voice networks,
both separate and integrated, may also be utilized with the mobile device 100.
[0024] In some embodiments, instead of, or in addition to, a wireless
25 wide area network, the wireless network 18 may include a wireless local area
network, such as, for example, a wireless local area network that conforms to
one or more |[EEE 802.11 standards, such as 802.11b, 802.11g and 802.11n.
In at least some example embodiments, the wireless network 18 is connected,
through intermediate communications links 22, including, for example, links
30 through the Internet, to one or more enterprise networks 30. Typically, such
enterprise networks 30 are each associated with a set of respective mobile

devices 100, such that the mobile devices 100 are each enabled to exchange
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electronic messages and other information with the enterprise networks 30
with which the mobile devices 100 are associated.

[0025] FIG. 2 illustrates a detailed embodiment of the mobile device
100. The mobile device 100 includes a display sub-system 210 and a wireless
network communication subsystem 212 for two-way communications with the
wireless network 18 (FIG. 1). According to one embodiment, the
communications subsystem 212 includes antennas (not shown), RF
transceivers (not shown) and some signal processing capabilities that may be
implemented, for example, by a digital signal processor (not shown). The
mobile device 100 also includes a controller in the form of at least one mobile
device microprocessor 216 that is suitably programmed to control the overall
operation and functions of the mobile device 100, which are described in more
detail below. The mobile device 100 includes peripheral devices or
subsystems such as a flash memory 218, a random access memory (RAM)
220, an auxiliary input/output (1/O) subsystem 222 (e.g., a scroll wheel, a
touchpad, a rocker switch, a thumb-wheel, a trackball, a touchscreen), a serial
port 224 (e.g., a Universal Serial Bus, or “USB", port), an input device 226
(e.g., a keyboard or keypad), a speaker 228, a microphone 230, a mobile
device short-range communications subsystem 232 (e.g., an infrared
transceiver, wireless bus protocol system, such as a Bluetooth™ or other
means of local wireless communications) and an other device subsystem
designated generally by reference 234.

[0026] The mobile device microprocessor 216 operates under stored
program control with code or firmware being stored in the flash memory 218
(or other type of non-volatile memory device or devices). As depicted in FIG.
2, the flash memory 218 includes stored programs (e.g., firmware) including
an operating system program or code module 240 and other programs or
software applications indicated generally by reference 242. The software
applications 242 can, for example, include a World Wide Web (WWW)
browsing application 244 and an e-mail client application 246.

[0027] According to example embodiments, the software applications
242 of the mobile device 100 further include a memory card driver 248 that
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may be used in conjunction with the smart card reader 110, which is
described in more detail below in connection with FIG. 3. Notably, the memory
card driver 248 may be provided, not by the manufacturer of the mobile
device 100, but, instead, by a third party, i.e., the manufacturer of the memory
card 334. Furthermore, an Application Programming Interface (APl) may be
built in to the memory card driver 248 to allow the mobile device 100 to
communicate with the memory card 334 through the smart card reader 110.
[0028] The software applications 242 of the mobile device 100 may
further include a smart card reader pairing and security module 250 for
coordinating a pairing process between the mobile device 100 and the smart
card reader 110. The roles of the memory card driver 248 and the smart card
reader pairing and security module 250 will be described in greater detall
below. The operating system code 240, code for specific device applications
242 code for the WWW browsing application 244, code for the e-mail client
application 246, code for the memory card driver 248, or code for the smart
card reader pairing and security module 250 may be temporarily loaded into a
volatile storage medium such as the RAM 220 during operation of the mobile
device 100. Received communication signals and other data with information
may also be stored in the RAM 220. In some embodiments, the mobile device
100 may include, in addition to the internal flash memory 218, persistent
memory carried on a SIM (Subscriber Identity Module) card, or other
removable device, and at least some of the flash memory 218 may be
allocated to the SIM card flash memory.

[0029] The stored program control (i.é., the software applications 242)
for the mobile device microprocessor 216 also includes a predetermined set
of applications, code components or software modules that control basic
device operations, for example, data and voice communication applications
which are normally installed on the mobile device 100 as the software
applications 242 during the manufacturing process. Further applications may
also be loaded (i.e., downloaded) onto the mobile device 100 through the
operation of networks described above, the auxiliary 1/0 subsystem 222, the

serial port 224 or the mobile device short-range communications subsystem
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232. The downloaded code modules or components are then installed by the
user (or automatically) in the RAM 220 or the non-volatile program memory
(e.g., the flash memory 218).

[0030] The serial port 224 may comprise a USB-type interface port for
interfacing or synchronizing with another device, such as a desktop or
notebook computer (not shown). The serial port 224 may be used to set
oreferences through an external device or software application. The serial port
224 may also be used to extend the capabilities of the mobile device 100 by
providing for information or software downloads, including user interface
information, to the mobile device 100 other than through a wireless
communication network. In one embodiment, the serial port 224 may be used
to communicate with a smart card reader 110.

[0031} The mobile device short-range communications subsystem 232
provides an interface for communication between the mobile device 100 and
other devices, including the smart card reader 110, to be described in greater
detail in connection with FIG. 3, below. For example, the mobile device short-
range communications subsystem 232 may employ an infrared
communication link or channel, or may operate according to a wireless bus
protocol, such as Bluetooth™, or any other localized wireless means of
communication.

[0032] FIG. 3 illustrates an example embodiment of the smart card
reader 110. The smart card reader 110 includes a controller including at least
one smart card reader microprocessor 310, which is suitably programmed to
control the overall operation and functions of the smart card reader 110. The
smart card reader 110 also includes an output device 312 (e.g., a display
module). The smart card reader 110 further includes peripheral devices or
subsystems such as a flash memory 314, a random access memory (RAM)
316, which, in some embodiments, includes a portion allocated to a data
cache, a serial port 318 (e.g., a USB port), a smart card reader short-range
communications subsystem 320 (e.g., an infrared transceiver, wireless bus
protocol system using a protocol such as a Bluetooth™), a storage

component interface 322 (e.g., for a memory card or any other data storage
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device), a patring-activation input device 324 (e.g., a push button) and a
biometric input device 325 (e.qg., a fingerprint sensor).

[0033] A fingerprint sensor comprises an electronic device used to
capture a digital image of a fingerprint pattern. The captured image is called a
live scan. This live scan may be digitally processed to create a biometric
template, which is stored and used for fater matching. Some of the more
commonly used fingerprint sensor technologies include: optical; ultrasonic;
and capacitance.

[0034] The smart card reader microprocessor 310 operates under
stored program control with code or firmware being stored in the flash
memory 314 (or other type of non-volatile memory device or devices). As
depicted in FIG. 3, the stored programs (e.g., firmware) include an operating
system program or code module 326 and other programs or software
applications indicated generally by reference 328. The operating system 326
of the smart card reader 110 further includes a biometric matching software
component 330 and a memory card reader driver component 332.

[0035] The biometric matching software component 330 is used to
analyze or compare candidate biometrics scanned by the biometric input
device 325 in reference to stored biometric templates.

[0036] The memory card reader driver component 332 is responsible
for coordinating communications between the smart card reader 110 and a
memory card 334 and/or the memory card driver 248 of the mobile device
100.

[0037] The operating system code 326, code for specific device
applications 328, code for the biometric matching software component 330,
code for the memory card reader driver component 332, or code components
thereof, may be temporarily loaded into a volatile storage medium such as the
RAM 316. Received communication signals and other data may also be
stored in the RAM 316. Additionally, the storage component interface 322
receives the removable memory card 334, providing additional storage space
for the smart card reader 110. In one embodiment, the memory card 334 may
be a smart card conforming to ISO 7816 “ldentification cards -- Integrated
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circuit(s) cards with contacts”, which is available from the International
Organization for Standardization at www.iso.ch. In one embodiment, the
memory card 334 stores biometric templates 336 and has a card driver and
controller 338 responsible for coordinating communications between the
memory card 334 and the memory card reader driver component 332 of the
smart card reader 110. While operation of the smart card reader 110 is
described in a context wherein the memory card 334 is a smart card, it will be
understood by those skilled in the art that the smart card reader 110 may be
designed to operate with any suitable form of memory device.

[0038] The stored program control (i.e., software applications 328) for
the smart card reader microprocessor 310 may include a predetermined set of
applications, code components or software modules that control basic device
operations, for example, management and security related control of the data
of the smart card reader 110, and may be installed on the smart card reader
110 as a component of the software applications 328 during the
manufacturing process. Further applications may also be loaded (i.e.,
downloaded) onto the smart card reader 110 through the operation of the
serial port 318, the smart card reader short-range communications subsystem
320 or from the memory card 334. The downloaded code module or
components are then installed by the user (or automatically) in the RAM 316
or non-volatile program memory (e.g., the flash memory 314).

[0039] While the biometric matching software component 330 and the
memory card reader driver component 332 are shown to be an integrated
portion of the operating system 326 for security purposes (e.g., individuals
must not be permitted to tamper with the biometric matching software
component 330 or the memory card reader driver component 332), the
biometric matching software component 330 and/or the memory card reader
driver component 332 could be installed as one of the software applications
328 so long as suitable security related precautions are taken to ensure that
the biometric matching software component 330 and the memory card reader

driver component 332 cannot be modified or tampered with by unauthorized

USErs.
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[0040] The serial port 318 may be a USB-type interface port for
Interfacing or synchronizing with another device, such as a desktop computer
(not shown) or the mobile device 100. The serial port 318 is used to set
preferences through an external device or software application or exchange
data with a device, such as the mobile device 100, which data is stored on the
memory card 334 that is plugged into the storage component interface 322 of
the smart card reader 110. The serial port 318 is also used to extend the
capabilities of the smart card reader 110 by providing for downloads, to the
smart card reader 110, of information or software, including user interface
information.

[0041] The smart card reader short-range communications subsystem
320 provides an interface for communication between the mobile device 100
and the smart card reader 110. In one embodiment, the smart card reader
short-range communications subsystem 320 employs an infrared
communication link or channel. In another embodiment, the smart card reader
short-range communications subsystem 320 operates according to a wireless
RF bus protocol, such as Bluetooth™. However, the smart card reader short-
range communications subsystem 320 may operate according to any suitable
local wired or wireless communication protocol, so long as the short-range
communications subsystem 232 of the mobile device 100 (FIG. 2) operates
using the same protocol, thereby facilitating wireless communication between
the mobile device 100 and the smart card reader 110. Any communications
mechanism and/or protocol may be implemented for the short-range
communications subsystems 232, 320, so long as the mobile device 100 and
the smart card reader 110 can communicate with each other when within
physical proximity.

[0042] In some enhanced security embodiments, in order for a user to
use some or all of the functionality of the mobile device 100, the mobile device
100 must be in at least periodic communication with its associated smart card
reader 110 through the mobile device short-range communications system
232 to receive authorization information stored on the memory card 334. The

authorization information stored on the memory card 334 will typically include
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unique authentication information for a designated user of the mobile device
100, such as the biometric templates 336 and/or further authentication
information such as passwords, etc. Such a configuration mitigates against
unauthorized use when the mobile device 100 becomes separated (i.e., out of
communications range) from the smart card reader 110 with which the mobile
device 100 has been paired. According to example embodiments, in addition
to providing enhanced security functionality, the smart card reader 110 is also
used to backup data from the mobile device 100.

[0043] The memory card driver 248 provides information to the mobile
device 100 on how to communicate with the memory card 334. The smart
card reader 110 typically only has code on it associated with the retailer or
manufacturer of the smart card reader 110 and the memory card driver 248 is
a vendor-specific driver normally written by a third party associated with the
memory card 334.

(0044] It is not necessarily typical that the biometric input device 325 be
located on the smart card reader 110. Indeed, a peripheral biometric input
device (not shown) may be associated with the mobile device 100.
Accordingly, biometric authentication can be controlled and processed on the
mobile device 100. In such a case, the mobile device 100 first obtains the
fingerprint templates 336 from their storage on the memory card 334. At a
later time, the mobile device 100 prompts a user for biometric input via the
peripheral biometric input device. Upon receiving a candidate biometric, the
mobile device microprocessor 216 compares the candidate biometric to a
biometric template selected from among the fingerprint templates 336
obtained from the memory card 334. On the basis of the result of the
comparison, the mobile device microprocessor 216 may allow the user access
to various applications executed on the mobile device 100.

[0045] Communication between the mobile device 100 and the smart
card reader 110 and between the smart card reader 110 and the memory card
334 may be standardized to use Application Protocol Data Units (APDUs),
where a standard structure for an APDU is defined by ISO 7816. There are
two categories of APDUs: command APDUSs; and response APDUs. A
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command APDU is sent, for instance, by the smart card reader 110 to the
memory card 334. A command APDU contains a header and may contain
data. A response APDU is sent by the memory card 334 to the smart card
reader 110. A response APDU contains a status word and may contain data.
[0046] When the biometric input device 325 is located on the smart
card reader 110, as illustrated in FIG. 3, the biometric matching software
component 330 may also be located on the smart card reader 110. However,
to perform authentication, the biometric matching software component 330
needs a biometric template that is stored on both the memory card 334 and
the mobile device 100.

[0047] In overview, it is proposed herein to add an extension to the
memory card API that is used by the memory card driver 248 at the mobile
device 100. Such an extension would allow the memory card driver 248 to
specify, to the memory card reader driver component 332 of the smart card
reader 110, that the data contained in the an expected response APDU from
the memory card 334 contains fingerprint (biometric) templates 336.
Accordingly, responsive to receiving the expected response APDU, the
microprocessor 310 of the smart card reader 110 can extract the fingerprint
templates 336 from the response APDU and store the fingerprint templates
336, for example, in the RAM/cache 316. Additionally, the memory card
reader driver component 332 may be provided with an ability to read the
stored fingerprint templates 336.

[0048] At the time of authentication, the mobile device microprocessor
216 determines a location for a template in the fingerprint templates 336. The
mobile device microprocessor 216 then transmits an indication of the location
to the smart card reader 110. Upon receiving the location indication, the
memory card reader driver component 332 may extract the required
fingerprint template from the fingerprint templates 336 extracted earlier from
the template response APDU 504 and saved. When a candidate fingerprint
has been obtained, the biometric matching software component 330

executing on the smart card reader microprocessor 310 compares the
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particular fingerprint template to candidate fingerprint and transmits an
indication of a result of the comparing to the mobile device 100.

[0049] Even though the memory card reader driver component 332 is
provided with an ability to read the fingerprint templates 336 and extract and
store the required fingerprint template from the fingerprint templates 336
contained in the response APDU, for security purposes, the memory card
reader driver component 332 may remain unable to independently determine
which fingerprint template is the required fingerprint template. The task of
determining which fingerprint template is the required fingerprint template
remains with the memory card driver 248 executed by the mobile device
microprocessor 216.

[0050] While not intended to be limiting, the following assumptions with
regards to the configurations of the mobile device 100 and the smart card
reader 110 are made with respect to the description that follows: (a) the
memory card driver 248 is executed on the mobile device 100; (b) each
different type of memory card available for use as the memory card 334 uses
an associated mobile device driver; (c) a collection of identification templates,
such as biometric templates 336, is stored on the memory card 334, which Is
inserted into the storage component interface 322; (d) the identification
information matching software, such as the biometric matching software
component 330, used to match candidate identification information to one of
the identification templates, is executed on the smart card reader 110 as part
of the operating system 326; (e) the link between the mobile device 100 and
the smart card reader 110 using the short-range communications subsystems
232, 320 provides limited bandwidth, making minimization of data transfer
over this link desirable, in order to accelerate the biometric authentication
process; and (f) most software for the pairing and authentication processes,
with the exception of the biometric matching software component 330 and the
memory card reader driver component 332, resides on the mobile device 100.
[0051] FIG. 4A illustrates steps of an exemplary template acquisition
method from the perspective of the mobile device 100. FIG. 4B illustrates

steps of the exemplary template acquisition method from the perspective of
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the smart card reader 110. FIG. 5 is a flow diagram illustrating the exchange
of messages between the mobile device 100 and the smart card reader 110
during the methods of FIGS. 4A and 4B.

[0052] Initially, the mobile device microprocessor 216 prepares a
template request command APDU 502 for transmission to the smart card
reader 110. The template request command APDU 502 indicates a
requirement for the fingerprint templates 336 (FIG. 3) stored on the memory
card 334. Notably, according to an extension to the memory card API that Is
used by the memory card driver 248 at the mobile device 100, the mobile
device microprocessor 216 wraps the template request command APDU 502,
using a novel PDU format to form a wrapped template request command
APDU 501 that contains the template request command APDU 502 and also
contains an indication that the response APDUs that are anticipated as a
response to the template request command APDU 502 will contain fingerprint
templates 336. The mobile device microprocessor 216 transmits (step 402,
FIG. 4A) the wrapped template request command APDU 501 to the smart
card reader 110.

[0053] The smart card reader microprocessor 310 receives the
wrapped template request command APDU 501 (step 404, FIG. 4B) and
records the indication that the response APDU will contain a fingerprint
template 336. The smart card reader microprocessor 310 then forwards (step
406) the template request command APDU 502, extracted from the wrapped
template request command APDU 501, to the memory card 334. The mobile
device short-range communications subsystem 232, the smart card reader
short-range communications subsystem 320 and the storage component
interface 322 have been omitted from FIG. 5 for clarity.

[00564] Note that FIG. 5 only illustrates a single exemplary set of
potentially many of APDUs (both command APDUs and response APDUs)
that may be sent back and forth between the mobile device 100 and the smart
card reader 110. There may be several fingerprint templates and each
template may require several APDUs to transfer the entire fingerprint template

(i.e., a fingerprint template may have to be transferred in sections).

PCT/CA2009/000062
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[0055] Responsive to receiving the template request command APDU
502, the card driver and controller 338 of the memory card 334 formulates a
template response APDU 504 to include a fingerprint template 336 (or a
portion thereof) and transmits the template response APDU 504 to the smart
card reader 110. When the template response APDU 504 has been received
(step 408) by the smart card reader microprocessor 310, the smart card
reader microprocessor 310 extracts (step 409) the fingerprint template 336 (or
portion thereof) from the template response APDU 504 and stores the
extracted information, for example, in the RAM/cache 316. The smart card
reader microprocessor 310 then forwards (step 410) the template response
APDU 504, which includes the fingerprint template 336, to the mobile device
100. The mobile device microprocessor 216 then receives (step 412, FIG. 4A)
the template response APDU 504.

[0056] FIG. 6 illustrates steps of an exemplary fingerprint authentication
method from the perspective of the mobile device 100. FIG. 7 illustrates steps
of the exemplary fingerprint authentication method from the perspective of the
smart card reader 110. FIG. 8 is a flow diagram illustrating the exchange of
messages between the mobile device 100 and the smart card reader 110
during the execution of the methods of FIGS. 6 and 7.

[0057] To initiate the authentication of a candidate fingerprint, the
mobile device microprocessor 216 selects (step 604, FIG. 6) a candidate
fingerprint template from among the plurality of fingerprint templates and
determines (step 605) the location of the candidate fingerprint template
among the set of received fingerprint templates 336. With the location
determined, the memory card driver 248 of the mobile device microprocessor
216 transmits (step 607) a template location message 806, indicating the
location of the candidate fingerprint template among the set of received
fingerprint templates 336, to the smart card reader 110. For example, the
mobile device microprocessor 216 may select (step 604) a candidate
fingerprint template associated with a right index finger from among the

fingerprint templates available for each of ten fingers.



10

15

20

25

30

CA 02712536 2010-07-23

WO 2009/092160 PCT/CA2009/000062

17

[0058] The location of the fingerprint template among the set of
received fingerprint templates 336, as specified within the template location
message 806, may include: an indication of the index of the required
fingerprint template within the fingerprint templates 336; and an indication of
the length of the required fingerprint template.

[0059] The mobile device microprocessor 216 may then prompt (step
608) the user for input. That is, the mobile device microprocessor 216 controls
the presentation of an indication to the user, e.g., using the display sub-
system 210 (FIG. 2), indicating that the user is to provide a finger to the
fingerprint sensor 325.

[0060] In the meantime, the smart card reader microprocessor 310
receives (step 702, FIG. 7) the template location message 806. Once the
smart card reader microprocessor 310 has the template location from the
template location message 806, the microprocessor 310 extracts (step 703)
the fingerprint template from the fingerprint templates 336 that were stored
locally in step 409 (see FIG. 4B).

[0061] Responsive to the user having provided a finger to the
fingerprint sensor 325, the fingerprint sensor 325 captures a live scan of the
fingerprint and transmits the live scan 808 (FIG. 8) to the smart card reader
110. The smart card reader microprocessor 310 receives (step 706) the live
scan 808 and formulates (step 708) a candidate fingerprint by digitally
processing the live scan 808 to form a candidate fingerprint in keeping with
the matching algorithm to be used.

[0062] The smart card reader microprocessor 310 then compares (step
710) the candidate fingerprint to the required fingerprint template by executing
a predetermined matching algorithm. If the microprocessor 310 determines
(step 712) that the result of the execution of the matching algorithm is a
match, the microprocessor 310 transmits (step 714) a “pass” indication
message 810 to the mobile device 100. If the microprocessor 310 determines
(step 712) that the result of the execution of the matching algorithm is not a
match, the microprocessor 310 transmits (step 716) a “fail” indication

message 810 to the mobile device 100.



10

15

20

25

30

| CA 02712536 2010-07-23
WO 2009/092160 PCT/CA2009/000062

18

[0063] The mobile device microprocessor 216 receives (step 610) the
indication message 810 that includes an indication of the result of the
execution of the matching algorithm and, according to the indication of the
result, controls access (step 612), i.e., allows or denies the user access, to
the typical operation of the mobile device 100.

[0064] Communication between the mobile device 100 and the smart
card reader 110 occurs by way of the mobile device short-range
communications subsystem 232 (FIG. 2) and the smart card reader short-
range communications subsystem 320 (FIG. 3). In one embodiment, the
short-range communications subsystems 232, 320 use the Biuetooth™
protocol.

[0065] Each fingerprint template occupies a certain amount of memory;
as an example, consider a fingerprint template that occupies about one
kilobyte of memory. When the transmission of the fingerprint template occurs
over a Bluetooth™ connection (e.g., at about 700 kbit/s) between the mobile
device 100 and the smart card reader 110, the duration of the transmission is
expected to be about 1.4 seconds.

[0066] In contrast, the template location message 806 merely provides
a template location and not an entire fingerprint template. The template
location message 806 is expected to occupy a significantly smailer amount of
memory than the amount of memory that would be occupied by a message
carrying an entire fingerprint template as payload.. Accordingly, the time
required to transfer the template location message 806 from mobile device
100 to smart card reader 110 is significantly shorter than the time required to
transfer a message carrying an entire fingerprint template from mobile device
100 to smart card reader 110.

[0067] Assuming that the mobile device microprocessor 216 has
already requested and received the fingerprint templates 336, the use of the
template location message 806 in place of the message carrying an entire
fingerprint template is expected to improve the speed of authentication by at
least one second per finger where the transmission of the fingerprint template

occurs over a Bluetooth™ connection as described above. In an application
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that requires authentication of all ten fingers, the novel method proposed
herein could improve the speed of authentication by more than ten seconds
where a Bluetooth™ connection is used, for example.

[0068] While the method proposed herein is described in the context of
the mobile device 100 and the smart card reader 110, the method, or
substantially similar methods, could also be utilized on any suitable personal
computing device communicating with any type of suitable peripheral device
and the short-range communications subsystems employed between the two
devices could be any known communications mechanism such as a USB
connection, etc.

[0069] While biometric authentication has been presented above in
isolation, it is known that biometric authentication may be part of a multi-factor
authentication protocol that requires many independent ways to establish
identity and privileges. Commonly, a two-factor authentication protocol is
used.

[0070] In the context of the above-described example of single-factor
(biometric) authentication, a multi-factor authentication protocol may invoive a
process for establishing that communication between the mobile device 100
and the smart card reader 110 should be allowed. Additionally, access to the
memory card 334 may require the user to illustrate knowledge of a personal
identification number (PIN) or other access code.

[0071] In a muiti-factor authentication protocol, the following sequence
of events may be required to gain access to the mobile device 100: (a) a user-
specific mobile device password is entered, thereby authenticating the user to
the mobile device 100; (b) a user-specific smart card reader password or PIN
IS entered to authenticate the user to the smart card reader 110; (c) the
mobile device 100 is paired with the smart card reader 110, thereby satisfying
the mobile device 100 that the user is in possession of the smart card reader

110; and (d) a biometric authentication process is completed, for example, as

described above.
[0072] Step (c¢), the pairing process, may be required since the smart

card reader 110 can be used to store sensitive information (e.g., security
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clearances, encryption keys, service books, personal data back-up, biometric
templates, etc.). It is important, in at least some embodiments, that a secure
method of authentication be available to prevent unauthorized access to the
smart card reader 110 and/or the memory card 334. The pairing process is
expected to be carried out under the control of the mobile device 100 and the
smart card reader 110.

[0073] To initialize the pairing process, the push button 324 on the
smart card reader 110 (see FIG. 3) may be actuated. Responsive to detecting
a “button push” event, the smart card reader 110 displays (e.g., on the smart
card reader display 312 shown in FIG. 3) a device address for the smart card
reader 110. In one embodiment, the device address may be the unique 48-bit
device address that is assigned to each Bluetooth™ device upon manufacture
of the device. The pairing and security module 250 (FIG. 2) may then be
executed by the microprocessor 216 of the mobile device 100. The user,
having physical possession of the smart card reader 110, then reads the
unique device address from the smart card reader display 312 and enters the
unique device address into an element of a user interface provided on the
mobile device 100 by the pairing and security module 250. In some
embodiments, if the mobile device 100 had previously been paired with the
smart card reader 110, the mobile device 100 may already have the address
of the smart card reader 110 stored in memory (e.g., the flash memory 218).
In such a case, the user may merely use the user interface provided on the
mobile device 100 to select the address of the smart card reader 110 stored in
memory. The mobile device microprocessor 216 then transmits a pairing
request (e.g., using the mobile device short-range communications subsystem
232) to the smart card reader 110. After having displayed the device address,
the smart card reader 110 awaits the pairing request from the mobile device
microprocessor 216.

[0074] Successfully pairing the mobile device 100 to the smart card
reader 110 does not necessarily grant the mobile device 100 full access to all
data stored in the memory card 334 or the smart card reader flash memory

314. Further password entry may be required to access some or all of the
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data available to be read by the smart card reader 110. For example, contents
of the memory card 334 or the flash memory 314 may be protected by
passwords, thus requiring further verification for access to such content.
[0075] As will be clear to a person of ordinary skill in the art, the
method of authenticating a candidate fingerprint (FIGS. 6 and 7) relies (a) on
the smart card reader 110 having an ability to extract a required fingerprint
template from a copy of the fingerprint templates 336 stored on the memory
card 334 and (b) on the copy of the fingerprint templates 336 stored locally at
the smart card reader 110 being identical to the copy of the fingerprint
templates 336 stored on the mobile device 100. That is, the mobile device 100
need not necessarily obtain a copy of the fingerprint templates 336 from the
smart card reader 110 in combination with the memory card 334.

[0076] The above-described embodiments of the present invention are
intended to be examples only. Alterations, modifications and variations may
be effected to the particular embodiments by those skilled in the art without
departing from the scope of the invention, which is defined by the claims
appended hereto. For example, in other embodiments, the identification
information can be an image, such as a picture supplied by the user, and the
authentication is performed by the identification matching software component

comparing or analyzing the supplied image to stored image templates.
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Claims:
1. A method of facilitating, at a base device, an efficient exchange of
messages in a system for authenticating access to said base device, said
authenticating based on a data set comprising a plurality of biometric
templates, said method comprising:.
transmitting a command message to a peripheral device for forwarding
to a memory device physically connected to said peripheral device,
said command message requesting said data set, said command
message comprising an instruction to said peripheral device to
maintain a copy of data received in a response message from said

memory device.

2. The method of claim 1 wherein said command message comprises a

command application protocol data unit according to ISO 7816.

3. The method of claim 2 wherein said transmitting said command
application protocol data unit comprises employing an extension to an existing
application programming interface for communicating with said memory

device.

4. The method of claim 3 wherein said employing said extension comprises
inserting said instruction to said peripheral device into said command

application protocol data unit.

5. A computing apparatus employing a system for authenticating access to
said computing apparatus, said authenticating based on a data set comprising
a plurality of biometric templates, said computing apparatus adapted to

implement the steps of the method of any one of claims 1 to 4.

6. A computer readable medium containing computer-executable
instructions that, when performed by processor in a computing apparatus,

said computing apparatus employing a system for authenticating access to
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said computing apparatus, said authenticating based on a data set comprising
a plurality of biometric templates, cause said processor to implement the

steps of the method of any one of claims 1 to 4.

7. A method of facilitating, at a peripheral device, an efficient exchange of
messages in a system for authenticating access to a base device, said
authenticating based on a data set comprising a plurality of biometric
templates, said method comprising:
receiving, from said base device, a command message for forwarding
to a memory device physically connected to said peripheral device,
said command message requesting said data set;
extracting an instruction from said command message;
forwarding said command message to said memory device;
receiving a response message from said memory device;
according to said instruction:
extracting a copy of data received in said response message,
and

storing said copy of said data.

8. The method of claim 11 wherein said command message comprises a

command application protocol data unit according to |ISO 7816.

9. A peripheral device as part of a system for authenticating access to a
base device, said authenticating based on a data set comprising a plurality of
biometric templates, said peripheral device adapted to implement the steps of
the method of claim 7 or claim 8.

10. A computer readable medium containing computer-executable
instructions that, when performed by processor in a peripheral device, said
peripheral device being part of a system for authenticating access to a base

device, said authenticating based on a data set comprising a plurality of
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biometric templates, cause said processor to implement the steps of the

method of claim 7 or claim 8.

11. A system for authenticating access to a base device comprising at least
one base device comprising the computing apparatus of claim 5 and at least

one peripheral device comprising the peripheral device of claim 9.



| CA 02712536 2010-07-23
WO 2009/092160 PCT/CA2009/000062

1/8

MOBILE
DEVICE
100

ENTERPRISE
NETWORK

SMART CARD
READER
110




. CA 02712536 2010-07-23
WO 2009/092160

2/8

MOBILE DEVICE 100

DISPLAY
SUB-
SYSTEM
210

OPERATING [\
SYSTEM240 |\

SOFTWARE \
APPLICATIONS \
242

BROWSER
244

E-MAIL /| RAM 220

MESSAGE 1
VIEWER I
246

FLASH
MEMORY

218

d0OSS300dd0HDIN

WIRELESS
NETWORK
COMM.
SUB-
SYSTEM
212

MEMORY
CARD
DRIVER
248

SCR PAIRING

OTHER

AND | DEVICE
SECURITY | || SUBSYSTEM
MODULE | |1 234

290

PCT/CA2009/000062

AUXILIARY
/0O
222

SERIAL
PORT
224

KEY-
BOARD
226

SPEAKER
228

SHORT RANGE
COMMUNICATION
I SUBSYSTEM

232



. CA 02712536 2010-07-23
WO 2009/092160 PCT/CA2009/000062

3/8

SMART CARD READER 11

OPERATING
SYSTEM 326

\ DISPLAY

BIOMETRIC \ 312

MATCHING \
SOFTWARE \
COMI;?C’)ONENT CL ASH FINGER-
— MEMORY PRINT
314 SENSOR
= 325
MEMORY CARD O
READER DRIVER =AM A
332 CACHE . % PUSH
316 =¥ BUTTON
2 324
7
SOFTWARE SERIAL %

APPLICATIONS
328

PORT
318

cce
30V4-d41NI
ININOdWODO
dOVdO01S

SHORT RANGE
COMMUNICATION
SUBSYSTEM
320

MEMORY CARD 334

CARD DRIVER/ BIOMETRIC
CONTROLLER TEMPLATES
338 336




CA 02712536 2010-07-23

WO 2009/092160

TRANSMIT WRAPPED
TEMPLATE REQUEST

COMMAND APDU
— ___I______l

RECEIVE TEMPLATE
RESPONSE APDU

END

4/8

402

412

PCT/CA2009/000062

RECEIVE WRAPPED
. TEMPLATE REQUEST
COMMAND APDU

i FORWARD TEMPLATE |

REQUEST COMMAND
| APDU TO MEMORY
CARD

RECEIVE TEMPLATE
| RESPONSE APDU

EXTRACT AND STORE
FINGERPRINT
TEMPLATES

[-FORWARD TEMPLATE
RESPONSE APDU TO
MOBILE DEVICE

END

FIG. 4B

404

/ 406

408

409

410



CA 02712536 2010-07-23

WO 2009/092160 PCT/CA2009/000062

5/8

MOBILE SMART CARD
DEVICE READER
MICRO- MICRO- MEMORY
PROCESSOR PROCESSOR CARD
216 310 334
WRAPPED TEMPLATE

| REQUEST 501

| TEMPLATE

| REQUEST 502

| TEMPLATE

| RESPONSE 504

| TEMPLATE
RESPONSE 504




CA 02712536 2010-07-23
WO 2009/092160 PCT/CA2009/000062

6/8

START

SELECT CANDIDATE

FINGERPRINT 604
TEMPLATE
DETERMINE LOCATION o
OF CANDIDATE
TEMPLATE
TRANSMIT CANDIDATE o

' TEMPLATE LOCATION
MESSAGE TO SCR

PROMPT USER FOR 608
INPUT
RECEIVE INDICATION 610
MESSAGE

CONTROL ACCESS TO
MOBILE DEVICE BASED 512
. ONRESULTIN [

INDICATION MESSAGE




S CA 02712536 2010-07-23
WO 2009/092160 PCT/CA2009/000062

START //8

RECEIVE REQUIRED 702
TEMPLATE LOCATION
MESSAGE

—|—Y_— ———1 703

EXTRACT REQUIRED |/
L TEMPLATE

RECEIVE FINGERPRINT |/ /0
IMAGE
FORMULATE 708

CANDIDATE
FINGERPRINT _]

I

7

COMPARE CANDIDATE | , 710
FINGERPRINT TO
REQUIRED TEMPLATE

716

712

TRANSMIT “FAIL”

NG INDICATION MESSAGE

YES
i ¢
TRANSMIT “PASS - ND

INDICATION MESSAGE

714




L, CA 02712536 2010-07-23
WO 2009/092160 PCT/CA2009/000062

8/8
MOBILE SMART CARD
DEVICE READER
MICRO- MICRO- FINGERPRINT
PROCESSOR PROCESSOR SENSOR
216 310 325

‘ TEMPLATE I I

LOCATION 806

LIVE SCAN OF
FINGERPRINT 808
' INDICATION

810




('START )
l

SELECT CANDIDATE
FINGERPRINT
TEMPLATE

'

DETERMINE LOCATION
OF CANDIDATE
TEMPLATE

:

TRANSMIT CANDIDATE
TEMPLATE LOCATION
MESSAGE TO SCR

l

PROMPT USER FOR
INPUT

'

RECEIVE INDICATION
MESSAGE

'

CONTROL ACCESS TO
MOBILE DEVICE BASED
ON RESULT IN
INDICATION MESSAGE

l
(END )




	Page 1 - abstract
	Page 2 - abstract
	Page 3 - abstract
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - abstract drawing

