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FAILURE SOLATION AND REPAIR 
TECHNIQUES FOR INTEGRATED CIRCUITS 

BACKGROUND OF THE INVENTION 

The present invention relates to techniques for repairing 
failures on a programmable circuit, and more particularly, to 
techniques for isolating failures on a programmable circuit 
and repairing the failures by transferring the functionality 
associated with a failed circuit block to another part of the 
circuit. 

Integrated circuits sometimes fail to operate properly as a 
result of defects. For example, the die of an integrated circuit 
may become scratched. The integrated circuit may fail to 
operate properly as a result of the scratch. As another 
example, circuit failures may be caused by a short that 
develops in the integrated circuit. 
A programmable circuit such as a programmable logic 

device may develop a defect before the circuit has been 
configured or programmed according to a particular user 
design. When a defect occurs in a programmable circuit 
before the circuit has been configured, a failed row of 
programmable circuit elements that have not been config 
ured or programmed can be replaced with an extra redundant 
row of programmable circuit elements. 
A circuit failure can also occur in programmable circuits 

after the circuit has been configured according to a user 
design. For example, a circuit failure can occur on a pro 
grammable circuit, while the circuit is being used for a user 
application. Often circuit failures are caused by defects in 
Small portions of the chip. 

It would therefore be desirable to provide a mechanism 
for locating and isolating defects on a programmable circuit 
after the programmable circuit has been configured accord 
ing to a user design. It would also be desirable to provide 
techniques for repairing a localized failure on a program 
mable circuit without having to reconfigure the entire circuit 
design. 

BRIEF SUMMARY OF THE INVENTION 

The present invention provides techniques for isolation 
and repairing failed regions of a programmable circuit that 
has been configured according to a user design. Program 
mable circuits include programmable logic devices (PLD), 
field programmable gate arrays (FPGA), and programmable 
logic arrays (PLA). 
An error on a programmable circuit may be caused by a 

defect in a region of the chip. Techniques of the present 
invention locate the error on the programmable circuit. The 
present invention can identify an error in an entire row of 
circuit elements. Alternatively, the present invention can 
identify an error in a group of circuit elements that are 
coupled together according to the user design. 
By identifying operable circuit elements near the defect, 

the number of circuit elements that are adversely effected by 
the defected can be narrowed down, according to one 
embodiment of the present invention. 
The failed circuit elements associated with the defect are 

then shut down and cut off from the rest of the program 
mable circuit. The functionality performed by the failed 
circuit elements is transferred to an unused portion of the 
programmable circuit. For example, an unused redundant 
row of circuit elements in a programmable circuit can be 
Swapped with a failed row. As another example, unused 
groups of programmable circuit elements can be repro 
grammed to replace the failed circuit elements. The present 
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2 
invention reduces the amount of circuit elements that need 
to be shut down as a result of a defect or circuit failure on 
an programmable circuit. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates an integrated circuit with a micropro 
cessor and a programmable logic device that has a fuse 
register and a plurality of scan chains in accordance with the 
present invention; 

FIG. 2 illustrates an example of a fan-in cone associated 
with a defect in a programmable logic device in accordance 
with the present invention; 

FIGS. 3A-3B are flow charts that illustrate steps per 
formed according to embodiments of the present invention: 

FIG. 4 illustrates an example of a reduced fan-in cone 
produced by registering the outputs of two of the logic 
elements in accordance with the present invention; and 

FIG. 5 illustrates an example of a multiple fan-out cone 
associated with a defect in a programmable logic device in 
accordance with the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

The present invention provides a system for rapidly 
isolating and repairing failures in a programmable circuit 
configured according to a user design. Programmable cir 
cuits include, for example, programmable logic devices 
(PLD), field programmable gate arrays (FPGA), or program 
mable logic arrays (PLA). A programmable circuit may be 
an integrated circuit. 
A programmable circuits includes programmable circuit 

elements. A programmable circuit is configured according to 
a user design by programming the programmable circuit 
elements. Logic elements are examples of programmable 
circuit elements. A logic element may include a look-up 
table and a register. 

According to the present invention, a defect on a pro 
grammable circuit is identified and isolated. The program 
mable circuit is then reprogrammed to avoid the faulty logic, 
thereby increasing the useable life of the programmable 
circuit. The present invention can detect, isolate, and repair 
defects on programmable circuits that have been configured 
according to a user design. 

FIG. 1 illustrates an integrated circuit 100 of the present 
invention. Integrated circuit 100 includes a microprocessor 
101 and a programmable logic device (PLD) 102. PLD 102 
has been configured according to a user design. 
PLD 102 includes a fuse register 104 and a plurality of 

rows of logic elements (or other types of circuit elements) 
such as rows 103A-103B. Each logic element can include, 
for example, a look-up table that can be programmable to 
perform a variety of logic functions. 

Each of the logic elements in PLD 102 can also include 
an output register that latches the output of the logic ele 
ment. A particular user design may activate these output 
registers in some or all of the logic elements. 

Microprocessor 101 can control the logic elements in 
PLD 102. For example, microprocessor 101 can enable an 
output register in each of the logic elements, regardless of 
whether all the output registers are enabled by a particular 
user design. By enabling the registers in each logic element, 
microprocessor 101 can configure the rows of logic elements 
as chains of registers. 
Once they are configured as chains of registers, the rows 

of logic elements can be used as scan chains as shown in 
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FIG. 1. Scan chains are used to test whether the logic 
elements are operating properly. 
A programmable circuit such as PLD 102 can develop a 

defect after it has been configured according a user design. 
For example, a short or a scratch may develop on the 
programmable circuit, while the programmable circuit is in 
use for a user application. Therefore, it is desirable test a 
programmable circuit, after the programmable circuit has 
been configured, to ensure that the programmable circuit 
continues to operate properly. 

Microprocessor 101 can test PLD 102, after PLD 102 is 
configured according to a user design. The test are designed 
to ensure the continued proper operation of PLD 102. PLD 
102 can be tested in predefined or varying intervals of time. 
Microprocessor 101 tests the PLD by using the scan chains. 
Because microprocessor 101 and PLD 102 are on the same 
integrated circuit, the microprocessor performs “in-system” 
tests on PLD 102. 

Microprocessor 101 can use one of two types of tests. The 
first type of test uses a deterministic set of test data generated 
for testing the current functionality of PLD 102. The test 
data is used to test whether logic elements and other circuit 
elements in PLD 102 are functional. The test data can be 
stored as compressed data in a memory location accessible 
by microprocessor 101. 

Alternatively, a second type of test may be applied. 
According to this test scheme, microprocessor 101 operates 
like a built-in self-test (BIST) machine. Microprocessor 101 
generates pseudo-random sequence of test data to test PLD 
102. 

To perform the first or second types of tests, micropro 
cessor 101 accesses the test data and then scans in the test 
data in the scan chain registers shown in FIG. 1. Micropro 
cessor 101 then applies a functional clock signal and cap 
tures the response of the PLD logic in the scan chain 
registers. Subsequently, the test data is read out of the scan 
chain registers and verified against a copy of the test data to 
verify its accuracy. 

If PLD 102 fails a test, a defect exists somewhere in the 
PLD. The repair mechanism of the present invention makes 
an attempt to reprogram the programmable circuit in order 
to avoid faulty portions of the PLD. The present invention 
provides several techniques that can be used for repairing a 
faulty programmable circuit. 

According to a first embodiment of the present invention, 
a trial and error technique is used to repair the faulty portion 
of an programmable circuit. This technique does not require 
any failure isolation capability. Microprocessor 101 can be 
used as the control to perform and/or aid test, failure 
isolation, and reprogramming of PLD 102. 
A programmable circuit Such as a PLD contains rows of 

programmable circuit elements. The rows may comprise, for 
example, logic elements, memory devices, and/or other 
circuit elements. Although techniques of the present inven 
tion can be used to repair defects in any type of circuit 
elements on a PLD, embodiments of the present invention 
are discussed below primarily in the context of rows of logic 
elements. Logic elements are used as an example and are not 
intended to limit the scope of the present invention. 
A programmable circuit may be manufactured with redun 

dant rows. Redundant rows are extra rows in the PLD. The 
redundant rows are used to replace rows that fail during 
diagnostic tests performed by the manufacturer of the PLD. 

For example, after circuit 100 is manufactured, a diag 
nostic test is performed to check the operability of each row. 
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4 
If the diagnostic test reveals that one row of logic elements 
contains a defect, the failed row is replaced by a redundant 
row of logic elements. 

Often some of the redundant rows in a PLD are not used 
during the manufacturer's test process. These extra redun 
dant rows can be used to replace rows that fail at anytime 
during the life of the PLD. The extra redundant rows are 
invisible to a user when the user configures the program 
mable circuit according to a user design. 

FIG. 3A illustrates process steps that can be followed 
according to an embodiment of the present invention. After 
a user has configured PLD 102 according to a user design, 
microprocessor 101 can perform periodic tests on PLD 102 
to ensure that all of the rows of logic elements are operable. 
The tests can be performed during time periods when a user 
application is not actively using the PLD, so as not to 
interfere with the user application. In step 301, the micro 
processor identifies an error in a row of logic elements (or 
other types of circuit elements) on PLD 102. 

If microprocessor 101 determines at any time that a logic 
element in one of the rows has failed, microprocessor 101 
disables the failed row at step 302. Microprocessor 101 then 
replaces the failed row with an unused redundant row using 
fuse register 104 at step 303. Fuse register 104 controls 
access to the rows. Microprocessor 101 can access fuse 
register 104 to replace the failed row with an unused 
redundant row. 

Microprocessor 101 swaps the failed row that is currently 
used in PLD 102 with an unused redundant row. Micropro 
cessor 101 then runs an initial set of test data through the 
redundant row to determine if the redundant row is operable. 
If the redundant row passes the test, the row Swapping 
process is complete. 

If the redundant row fails the test, microprocessor 101 
Swaps the redundant row with a second row using fuse 
register 104. The new swap row is then tested for operability. 
Microprocessor 101 continues to swap unused redundant 
rows with the rows currently used until a Swap passes the 
operability test. After a redundant row passes the operability 
test, the redundant row is programmed with the same 
program sequence used to program the failed row in the user 
design. 

After a failed row has been replaced with an operable 
redundant row, microprocessor 101 continues the diagnostic 
test to check the remaining rows in PLD 102. If there are 
other redundant rows in PLD 102 that have not been used, 
microprocessor 101 can replace any additional failed rows 
with these unused redundant rows using fuse register 104. 
To speed up the repair process, microprocessor 101 begins 

by replacing the row in which a failure is observed. But the 
row in which a failure is observed is not always the row in 
which a defect actually exists. This is because logic elements 
in a row are coupled to logic elements in other rows through 
a global and local interconnect structure. For example, a 
defect that originates in a logic element in one row may 
cause errors in other rows. Therefore, replacing a row in 
which a failure is observed is not guaranteed to result in a 
Successful repair. 
A fan-in cone is a Subset of logic elements that are 

coupled together after the programmable circuit has been 
programmed according to a user design. FIG. 2 illustrates an 
example of a fan-in cone associated with logic element LE1. 
The fan-in cone includes logic elements LE1–LE9. Logic 
elements LE1–LE9 are coupled together in a programmable 
circuit as shown in FIG. 2 according to a particular user 
design. 
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Microprocessor 101 can monitor output signals of pro 
grammable circuit elements (e.g., logic elements) in a user 
configured programmable integrated circuit. When micro 
processor 101 sees a failure at an observation point of a logic 
element, the defect in PLD 102 may lie anywhere in a fan-in 
cone associated with that logic element. For example, an 
observation point is marked in FIG. 2. An error is observed 
at the observation point of LE1 in FIG. 2. However, the 
defect is located between LE2 and LE6. 
The fan-in cone associated with a logic element may 

include multiple rows. A defect that is observed at the output 
of a logic element may lie in a different row than the row 
where the error is observed. For example, an error is 
observed at LE1 in FIG. 2. LE2 and LE6 may lie in different 
row than LE1. 

For this reason, multiple iterations of row Swapping and 
test application may need to be performed to eliminate a 
defect. The process starts with the first row in which the 
error is captured. Microprocessor 101 swaps that first row 
with a first redundant row. 

The process then progressively moves on to other rows. 
Microprocessor 101 can test rows adjacent to the first row to 
determine the presence of an error. If an error is detected in 
a second row, the first row is restored, and the second row 
is replaced with the first redundant row. This technique does 
not correct for the presence of defects that exist in the first 
row and in the second row. 

Alternatively, if microprocessor 101 detects an error in a 
second row, microprocessor 101 swaps the second row with 
a second redundant row. If an error is detected in a third row, 
microprocessor 101 swaps the third row with a third redun 
dant row. This technique requires more unused redundant 
OWS. 

The process continues until no errors are detected in any 
of the rows. If PLD 102 runs out of unused redundant rows, 
the process stops, and no additional defective rows can be 
replaced. 
The above described techniques involve using trial and 

error to eliminate a defect. Each row in which an error is 
detected is replaced with a redundant row. These techniques 
are low cost, because pre-existing unused redundant rows 
are used to repair every defect in a row. However, if a fan-in 
cone associated with a failure is large, more rows than 
necessary may end up being replaced. Also, the program 
mable circuit may run out of unused redundant rows before 
all of the defects have been eliminated. 

According to another embodiment of the present inven 
tion, techniques can be performed to identify and repair an 
error in a programmable circuit that has been configured 
according to a user design. According to this embodiment, 
only the programmable circuit elements effected by the error 
are replaced. 

FIG. 3B illustrates steps that are associated with this 
embodiment. At step 311, the microprocessor identifies an 
error at an observation point on a programmable circuit. The 
error may be caused by a defect on the programmable 
integrated circuit. 

At step 312, the microprocessor identifies a fan-in cone of 
circuit elements in the user design that is causing the error. 
To identify the fan-in cone, the microprocessor first records 
the scan position that has an error. This information is then 
sent to an analysis engine (AE). The analysis engine can 
reside in the same integrated circuit, or the AE can be an 
external processing unit. 
The analysis engine has a representation of the user 

design that it can analyze. The analysis engine takes the 
failing scan position and traces the combinatorial fan-in 
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6 
cone feeding the failing scan position in the user design. The 
analysis engine marks all of the resources used in the fan-in 
cone. The fan-in cone may include logic elements located in 
multiple rows and columns of the programmable circuit as 
well as routing resources of interconnect conductors and 
programmable connections. 

For example, an error may be detected at the observation 
point shown in FIG. 2. The analysis engine identifies the 
fan-in cone associated with logic element LE1. The fan-in 
cone includes logic elements LE1–LE9 that are connected 
together as shown in FIG. 2. 
Once the fan-in cone associated with a defect has been 

isolated, the logic elements in the fan-in cone marked by the 
analysis engine are disabled and replaced with operable 
logic elements at step 313. The user design is reconfigured, 
leaving out the resources in the failed fan-in cone marked by 
the analysis engine. 

Unused logic elements in the programmable circuit can 
replace the failed logic elements in the disabled fan-in cone. 
The unused logic elements are programmed according to the 
user design to perform the function of the disabled fan-in 
COC. 

Typically, user designs do not use all of the resources 
(e.g., logic elements and interconnect conductors) in a 
programmable circuit. For example, a user design may use 
only 60% of the resources in a PLD with 40% of the 
resources unused. Typically, a programmable circuit has 
enough extra resources that can be used to redistribute the 
functionality performed by a failed fan-in cone. 
A programmable circuit Such as a PLD can be pro 

grammed so that the user design and unused resources are 
distributed throughout the layout area of the programmable 
circuit. Resources programmed according to a user design 
are not clustered in the same area of the chip. This ensures 
that there are unused resources near the failed logic elements 
in the layout. 

Failed logic elements can be replaced by unused logic 
elements that are near the failed logic elements in the 
topographical layout. This technique reduces the intercon 
nect resources needed to connect the unused logic elements 
to the rest of the user design. 

If the user design is too densely packed in one portion of 
the circuit layout, there may be not enough unused resources 
near the failed logic elements to replace them. In this case, 
the failed logic elements have to be replaced with unused 
logic elements that are far away in the layout. This can 
disrupt operable circuit elements in the user design. 

For example, there may not be enough interconnect 
resources available to connect new logic elements that are 
too far away from the failed logic elements. By distributing 
unused resources throughout a user design, failed portions of 
the user design can be replaced with unused circuit elements, 
while minimizing the impact on the rest of the user design. 

Thus, the original user design can be programmed into the 
PLD so that spare resources are distributed evenly in the 
layout of the user design. This eases the process of recon 
figuring the user design to eliminate defects. 

In one example, the PLD can be first partitioned of into 
multiple blocks. In each block, the maximum logic and 
routing resources used can be limited to a maximum per 
centage. So when the user design is reconfigured to elimi 
nate defects, each block contains some spare resources to 
handle the reconfiguration. The reconfiguration process can 
then be handled locally within a small number of blocks and 
does not effect the user design globally. 
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If the fan-in cone identified by the analysis engine is large, 
it may be desirable to further isolate the defect. By isolating 
a defect, less resources have to be disabled to eliminate 
errors caused by the defect. 

Before a fan-in cone effected by a defect is replaced, 
diagnostic tests can be performed to reduce the size of the 
effected fan-in cone. To reduce the size of the effected fan-in 
cone, all of the outputs of the logic elements in the fan-in 
cone are registered. Additional diagnostic testing is then 
performed to further isolate the defect as will be discussed 
in further detail below. 

Referring to the example shown in FIG. 2, a defect is 
located between logic elements LE2 and LE6. A diagnostic 
test determines that an erroneous value appears at the 
observation point of LE1. The analysis engine then traces 
the fan-in cone LE1–LE9 shown in FIG. 2 and all of the 
interconnections in between logic elements LE1–LE9. The 
fan-in cone shown in FIG. 2 is merely one example of the 
present invention. The principles of the present invention 
may be used to trace out a fan-in cone that represents any 
number of circuit elements and any type of interconnections. 
The fan-in cone LE1–LE9 is relatively large. It is unde 

sirable to a have large fan-in cone that is adversely effected 
by a defect, because a large number of circuit elements have 
to be replaced to correct the errors caused by the defect. A 
large fan-in cone may require a substantial reconfiguration 
of the user design. The fan-in cone shown in FIG. 2 can be 
reduced using techniques of the present invention. 

In the fan-in cone shown in FIG. 2, logic elements LE1. 
LE3, LE4, LE5, LE7, LE8, and LE9 have registered outputs, 
and logic elements LE2 and LE6 do not have registered 
outputs in the user design. This means that the output 
registers in logic elements LE2 and LE6 are not enabled. 

Microprocessor 101 scans test data through the registers 
in logic elements LE1, LE3, LE4, LE5, LE7, LE8, and LE9. 
When an erroneous value appears at the output register of 
LE1, microprocessor 101 cannot determine where in the 
fan-in cone the defect lies, because the outputs of LE2 and 
LE6 are not registered. 

Typically, each of the logic elements in a PLD includes a 
register. Microprocessor 101 enables an output register in 
each of the logic elements in the fan-in cone. These registers 
are used to form a scan chain for storing and reading out test 
values. 

To reduce the size of the fan-in cone shown in FIG. 2, 
microprocessor 101 activates the registers at the outputs of 
LE2 and LE6 so that the output signals of LE2 and LE6 are 
latched. Once the LE2 and LE6 output registers are enabled, 
microprocessor 101 forms a scan chain that includes at least 
one register in each of logic elements LE1–LE9. 

Another diagnostic test is then performed. A test value is 
scanned into a register in each logic element LE1–LE9 in the 
fan-in cone. Each of the test values is then transferred into 
an adjacent register that is one position higher in the fan-in 
cone. These transfers can occur in a single clock cycle. 

For example, the test values stored in the LE7 and LE9 
registers are transferred to LE6. LE6 performs a logic 
function on these two test values and then stores the result 
in the LE6 register. 

In the presently described embodiment, only one clock 
cycle occurs during the diagnostic test. However, a Suitable 
diagnostic test used in accordance with the present invention 
may use any number of clock cycles. 

After one clock cycle, the test values are then read out of 
the scan registers. The test values are stored into and read out 
of the logic element scan registers along signal paths that are 
not shown in FIG. 2. 
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Microprocessor 101 can use the test results to further 

isolate the location of the defect in the fan-in cone. Because 
the test values are read out of the registers after one clock 
cycle, the test values initially stored in logic elements 
LE2-LE5 are passed to LE 1. The register in LE1 captures 
a correct value. Therefore, the connections between 
LE2-LE5 and LE1 are ruled out as possible sources of the 
defect. 

The test values stored in LE7 and LE9 pass to LE6. The 
register in LE6 also captures a correct value. Therefore, the 
connections between LE7, LE9, and LE6 are ruled out as 
possible sources of the defect. 
The register in LE2 captures the erroneous value caused 

by the defect shown in FIG. 2. Because only one clock cycle 
occurs during the diagnostic test, the defect must exist in 
LE6, LE8, LE2, or the connections in between these logic 
elements. 

With this information, the fan-in cone that is effected by 
the defect can be reduced to three logic elements (LE2, LE6. 
and LE8) as shown in FIG. 4. Only the fan-in cone shown 
in FIG. 4 needs to be replaced to eliminate failures caused 
by the defect between LE2 and LE6. 
The above described embodiments reduce the amount of 

circuit elements that need to be replaced to eliminate failures 
caused by a defect. However, even after the effected fan-in 
cone has been reduced using these techniques, it may be 
desirable to further reduce the size of the fan-in cone to save 
additional resources. 

If the assumption is made that only a single defect exists 
in a fan-in cone, the fan-in cone can be reduced further by 
taking advantage of the fan-out resources. For example, one 
terminal of LE2 may be coupled to logic element LE10 as 
shown in FIG. 5. If LE10 also captures an erroneous value, 
then the common portions of the fan-in cone of LE2 and 
LE10 are marked as Suspect and replaced. This technique 
eliminates LE8 as a potential suspect for the location of the 
defect. Therefore, only LE2, LE6, and LE10 (and their 
interconnect resources) need to be replaced. LE8 does not 
need to be replaced. 
The fan-out cone shown in FIG. 5 is merely one example 

of a fan-out cone that can be utilized to narrow down the 
Suspect resources. The principles of the present invention 
can also be used to narrow down Suspect resources by using 
other types of fan-out cones. 

According to another embodiment of the present inven 
tion, the number of Suspect resources associated with a 
defect can also be reduced using the following techniques. 
Specialized diagnostic tests can be performed to identify 
“stuck-at' type defects. Stuck-at type defects are defects that 
cause an output signal to get stuck at a HIGH value (i.e., 1) 
or at a LOW value (i.e., 0). A logic element that outputs an 
erroneous value is configured as an AND gate and then as an 
OR gate to identify the source of the stuck-at type defect. 

For example, logic element LE2 is first configured as an 
AND gate according to a first diagnostic test. A first test 
vector is then applied to the resources coupled to LE2. When 
the first test vector is applied, the register in LE6 is scanned 
with a 0, and the register in LE8 is scanned with a 1. These 
test values are stored in the LE6 and LE8 output registers. 
After one clock cycle, the output of LE2 is tested. If the 
output of LE2 is 1, then resources associated with LE6 have 
a stuck-at 1 defect. 

The resources associated with LE6 include logic element 
LE6 and the interconnect structure coupling LE6 to LE2. In 
the example of FIG. 4, the defect exists on the interconnect 
between LE2 and LE6. The stuck-at type diagnostic tests 
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cannot determine if the defect exists inside LE6 or on the 
interconnect between LE2 and LE6. 
A second test vector is then applied to the resources 

coupled to LE2. When the second test vector is applied, the 
register in LE6 is scanned with a 1, and the register in LE8 
is scanned with a 0. These test values are stored in the LE6 
and LE8 output registers. If the output of LE2 is 1 after one 
clock cycle, then the resources associated with LE8 have a 
stuck at 1 defect. 

Logic element LE2 is then configured as an OR gate 
according to a second diagnostic test. A first vector is again 
applied to resources coupled to LE2. The register in LE6 is 
scanned with a 0, and the register in LE8 is scanned with a 
1. If the output of LE2 is 0 after one clock cycle, then the 
resources associated with LE8 have a stuck-at 0 type defect. 
The second vector is then applied again to the resources 

coupled to LE2. The output register of LE6 is scanned with 
a 1, and the output register of LE8 is scanned with a 0. If the 
output of LE2 is 0 after one clock cycle, then the resources 
associated with LE6 have a stuck-at 0 type defect. 
By performing the stuck-at 1 and stuck-at 0 tests, the 

exact LE associated with the defect can be isolated. The 
techniques of this embodiment of the present invention 
greatly reduce the amount of resources that have to be 
disabled and replaced to eliminate errors caused by a defect 
in a programmable integrated circuit. These techniques 
reduce the reconfiguration requirements needed to replace a 
failed group of circuit elements, thereby minimizing adverse 
impacts on the user design. 

If the route between LE2 and LE6 included a number of 
interconnect segments, the defect can be isolated further by 
providing observation points at the intermediate segments. 
Stuck-at tests or other diagnostic tests can be performed 
from the intermediate segment points to further pin-point the 
location of the defect. 
The stuck-at type defects described above are merely one 

example of diagnostic tests that can be performed to reduce 
the Suspect circuit elements and interconnections effected by 
a defect. Other similar diagnostic tests may also be per 
formed to isolate a defect in a programmable circuit accord 
ing to the principles of the present invention. 

While the present invention has been described herein 
with reference to particular embodiments thereof, a latitude 
of modification, various changes, and Substitutions are 
intended in the present invention. In some instances, features 
of the invention can be employed without a corresponding 
use of other features, without departing from the scope of the 
invention as set forth. Therefore, many modifications may 
be made to adapt a particular configuration or method 
disclosed, without departing from the essential scope and 
spirit of the present invention. It is intended that the inven 
tion not be limited to the particular embodiment disclosed, 
but that the invention will include all embodiments and 
equivalents falling within the scope of the claims. 
What is claimed is: 
1. A method for repairing failures on a programmable 

circuit, the method comprising: 
configuring the programmable circuit according to a user 

design; 
identifying an error in a first row of circuit elements on the 

programmable circuit; 
disabling the first row of circuit elements; 
replacing the first row of circuit elements with a first 

unused redundant row of circuit elements by configur 
ing the first redundant row according to the user design; 

Verifying the first redundant row is configured according 
to the user design, wherein if the first redundant row 
configuration does not match the user design, then 
disabling the first redundant row and replacing the first 
redundant row with at least one other redundant row 
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10 
and configuring the at least one other redundant row 
according to the user design; 

verifying the at least one other redundant row is config 
ured according to the user design; and 

determining if a cause of the error is located in the first 
row of circuit elements or located in another row of 
circuit elements associated with the first row of circuit 
elements. 

2. The method of claim 1 wherein a microprocessor 
disables the first row of circuit elements and replaces the first 
row of circuit elements with the first unused redundant row 
of circuit elements. 

3. The method of claim 2 wherein the microprocessor and 
the programmable circuit reside on one integrated circuit. 

4. The method of claim 1 wherein the programmable 
circuit comprises rows of logic elements including the first 
row of circuit elements and the first unused row of redundant 
circuit elements. 

5. The method of claim 1 wherein the programmable 
circuit comprises a fuse register that provides access to the 
first row of circuit elements and the first unused redundant 
row of circuit elements. 

6. The method of claim 1 further comprising: 
identifying an error in a second row of circuit elements on 

the programmable circuit; 
re-enabling the first row of circuit elements to operate 

according to the user design; 
disabling the second row of circuit elements; and 
replacing the second row of circuit elements with the first 

unused redundant row of circuit elements by configur 
ing the first redundant row according to the user design. 

7. The method of claim 1 further comprising: 
identifying an error in a second row of circuit elements on 

the programmable circuit; and 
replacing the second row of circuit elements with a 

second unused redundant row of circuit elements by 
configuring the second redundant row according to the 
user design. 

8. A computer system for repairing a failure on a pro 
grammable circuit, that is programmed according to a user 
design, the computer system comprising: 

code for identifying, during operation of the user design, 
an error at an observation point on the programmable 
circuit using a microprocessor, 

code for identifying a fan-in cone of circuit elements in 
the user design, the fan-in cone including a defect that 
is causing the error at the observation point; 

code for replacing the circuit elements in the fan-in cone 
with unused circuit elements in the programmable 
circuit by configuring the unused circuit elements 
according to the user design; 

code to determine which of the circuit elements of the 
fan-in cone are associated with the defect by inter 
changing one or more of the circuit elements in the 
fan-in cone with the unused circuit elements; and 

code to isolate the defect by disabling the circuit elements 
associated with the defect. 

9. The computer system of claim 8 wherein the circuit 
elements in the fan-in cone comprises logic elements 
coupled together. 

10. The computer system of claim 8 wherein the code for 
identifying the fan-in cone of circuit elements in the user 
design further comprises: 

code for enabling registers in each of the circuit elements 
in the fan-in cone; 

code for performing an operability test by Scanning test 
values into the registers in the circuit elements of the 
fan-in cone; and 
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code for eliminating a subset of the circuit elements from 
the fan-in cone based on values read from the registers 
during the operability test. 

11. The computer system of claim 8 wherein the program 
mable circuit and the microprocessor reside on one inte 
grated circuit. 

12. The computer system of claim 8 further comprising: 
code for identifying a fan-out cone of circuit elements in 

the user design; 
code for performing an operability test on the circuit 

elements in the fan-out cone by scanning test values 
into registers in the fan-out cone; and 

code for eliminating a subset of the circuit elements from 
the fan-in cone based on values read from the registers 
in the fan-out cone during the operability test. 

13. The computer system of claim 8 further comprising: 
code for performing a stuck-at 1 test on at least one of the 

circuit elements in the fan-in cone to further isolate the 
defect before the fan-in cone is disabled; and 

code for performing a stuck-at 0 test on at least one of the 
circuit elements in the fan-in cone to further isolate the 
defect. 

14. The computer system of claim 13 further comprising: 
code for eliminating at least one circuit element from the 

fan-in cone based on the stuck-at 1 and the stuck-at 0 
testS. 

15. The computer system of claim 8 wherein the code for 
replacing the circuit elements in the fan-in cone further 
comprises: 

code for disabling the circuit elements in the fan-in cone. 
16. A method for routing around a defect on program 

mable circuit, the method comprising: 
configuring the programmable circuit according to a user 

design; 
identifying an error caused by the defect; 
isolating a first set of circuits on the programmable circuit 

to contain the defect, wherein the first set of circuits are 
coupled together in the user design; and 

replacing the first set of circuits with a second set of 
unused circuits in the programmable circuit by config 
uring the second unused circuits according to the user 
design; 

Verifying the second set of unused circuits is configured 
according to the user design, if the second set of unused 
circuit's configuration does not match the user design, 
then disabling the second set of unused circuits and 
replacing the second set of unused circuits with another 
set of unused circuits and configuring the other set of 
unused circuits according to the user design; and 

determining if a cause of the defect is located in the first 
set of circuits or is located in another set of circuits 
associated with the first set of circuits. 

17. The method of claim 16 wherein a processor replaces 
the first set of circuits with the second set of unused circuits, 
and wherein the programmable circuit and the processor 
reside on one integrated circuit. 

18. The method of claim 16 wherein isolating the first set 
of circuits further comprises: 

performing an operability test on the first set of circuits by 
Scanning test values into registers in each of the first set 
of circuits; and 

further isolating the defect by eliminating circuits from 
the first set of circuits based on values read from the 
registers during the operability test. 

19. The method of claim 18 wherein: 
performing the operability test on the first set of circuits 

further comprises identifying a third circuit in the first 
set of circuits that produces an erroneous value; and 
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12 
further isolating the defect further comprises reducing the 

first set of circuits to the third circuit and a fourth set of 
circuits that provides signals directly to the third cir 
cuit. 

20. The method of claim 19 wherein: 
the fourth set of circuits comprises fifth and sixth circuits 

that provide signals to the third circuit; and 
reducing the first set of circuits further comprises elimi 

nating the sixth circuit from the fourth set of circuits by 
detecting an erroneous value Stored in a seventh circuit 
that is coupled to the fifth circuit and the third circuit. 

21. The method of claim 16 further comprising: 
performing a stuck-at 1 test on at least one of the first set 

of circuits to further isolate the defect; and 
performing a stuck-at 0 test on at least one of the first set 

of circuits to further isolate the defect. 
22. A failure repair system comprising: 
a programmable circuit comprising logic elements con 

figured according to a user design, wherein the pro 
grammable circuit contains a defect; 

an analysis engine that identifies a first set of logic 
elements in the programmable circuit associated with 
the defect, wherein the first set of logic elements are 
coupled together in the user design; 

a microprocessor that replaces the first set of logic ele 
ments with a second set of logic elements in the 
programmable circuit, and configures the second set of 
logic elements according to the user design, wherein 
the microprocessor further isolates the defect by veri 
fying the second set of logic elements matches the user 
design, and if the second set of logic elements does not 
match the user design, then the microprocessor further 
isolates the defect by replacing the second set of logic 
elements with another set of logic elements, wherein 
after a replacement set of logic elements matches the 
user design, the analysis engine is configured to deter 
mine if a cause of the defect is located in the first set of 
logic elements or is located in another set of logic 
elements associated with the first set of logic elements. 

23. The failure repair system of claim 22 wherein the 
microprocessor and the programmable circuit reside on one 
integrated circuit. 

24. The failure repair system of claim 22 wherein: 
the microprocessor performs an operability test on the 

first set of logic elements by storing test values in 
registers associated with each of the logic elements, 
and 

the analysis engine further isolates the defect in response 
to results of the operability test by reducing the first set 
of logic elements to a third logic element and a fourth 
set of logic elements that provide signals directly to the 
third logic element. 

25. The failure repair system of claim 24 wherein: 
the fourth set of logic elements comprise fifth and sixth 

logic elements that provide signals to the third logic 
element; and 

the microprocessor eliminates the sixth logic element 
from the fourth set of logic elements by testing a value 
stored in a seventh logic element that is coupled to the 
fifth and the third logic elements. 

26. The failure repair system of claim 22 wherein: 
the microprocessor performs a stuck-at 1 test on at least 

one of the first set of logic elements to further isolate 
the defect; and 

the microprocessor performs a stuck-at 0 test on at least 
one of the first set of logic elements to further isolate 
the defect. 


