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AUTOMATED DETECTION OF A SYSTEM ANOMALY

BACKGROUND

[001] Many business organizations invest a substantial effort in monitoring

their Information Technology (IT) system (hereinafter - IT system) to ensure

high-quality service and to promote positive user experience.

[002] Monitoring of an IT system may be done, for example, by employing a

load simulator, such as, for example, LoadRunner ™ by Hewlett-Packard

Company (HP), which simulates loads on the system by generating loads

inflicted by virtual users in order to examine system behavior and performance

and studying the system response to these loads.

[003] Another approach to monitoring an IT system, which is embedded in

Business Service Management (BSM), involves real user monitoring as well as

virtual user monitoring. Real user monitoring allows monitoring performance

and behavior of the IT system when real users are interacting with the system,

in real-time, and identify slowdowns or other anomalies in the system.

[004] Virtual user monitoring may be used in order to provide information about

the IT system performance when real users are not using the system (for

example, during off hours). This provides early identification of slowdowns,

before real users begin to experience the problem.

[005] IT operators monitoring IT systems are aimed at identifying such

anomalies, understanding their origins and fix them.

[006] IT system monitoring typically involves collecting measurements from a

vast number of monitors that monitor various parameters (referred to as

"metrics") related to system elements which are usually referred to as

configuration items, or Cls.

[007] There are known monitoring applications that provide IT operators with a

topological representation of the monitored IT system, where the IT system is



represented by a graph, with the CIs located at nodes of the graph that are

connected by arcs which indicate the relations between the connected nodes.

BRIEF DESCRIPTION OF THE DRAWINGS

[008] Embodiments of the present invention are described in the following

detailed description and illustrated in the accompanying drawings in which:

[009] Fig. 1 illustrates an IT system which is monitored for automated detection

of a real system problem, in accordance with an example of the present

invention.

[0010] Fig. 2 illustrates a flow-chart of a process of automated detection of a

real system problem, in accordance with an example, of the present invention.

[001 1] Fig. 3 illustrates a method for automated detection of a real system

problem, in accordance with an example of the present invention.

[0012] Fig. 4 illustrates an apparatus for automated detection of a real system

problem, in accordance with an example of the present invention.

DETAILED DESCRIPTION

[0013] Fig. 1 illustrates an IT system which is monitored for automated detection

of a real system problem, in accordance with an example of the present

invention.

[0014] IT system 102 (an application in this example) may be graphically

represented in the form of a topological graph, which may include various CIs

104, 106, 108, 110, 112, 114 and 116 (in some examples of the present

invention monitors 120a-h may also be considered as CIs) which are located at

nodes (bubbles) which are connected by arcs (lines) representing the relations

between the nodes. System 102 may include, for example, infrastructure 110,

which may include, for example, database 116, web server 114, and application



server 112. System 102 may facilitate the concurrent execution of several

business transactions, 104, 106 and 108, each transaction related to a user

(different users or the same user).

[0015] Monitors 120a-h may be used monitor measurements of metrics

associated with the activities of various Cls of the system. For example,

monitors 120a, 120b and 120c may, each, measure metrics associated with the

activities of business transactions 104, 106 and 108, respectively. For example,

monitor measurements for a business transaction (e.g. accessing a page) may

include a total response time (e.g. the time from the instance the user has

logged in and the instance the page was displayed on the display device of the

user), and also user time (e.g. the time from the instance the user device

received the user's log-in information until the instance the user device has

issued an access request to the remote server on which the page is hosted),

network time (which is the time it took for the issued access request to reach

the server), and server time (e.g. the time it took the server to process the

access request before it was displayed to the user). Each Transaction C I (104,

106, 108) may be monitored by several monitors which provide these monitor

measurements.

[0016] There may be more than one monitor assigned to measure metrics

related to a single CI, as demonstrated by monitors 120d and 120e that

measure metrics of database 116, and by monitors 120f and 120g that measure

metrics of web server 114. Monitor 120h measures metrics of application server

112.

[0017] All monitors may be connected to monitoring module 130, which may

receive monitor measurement information from monitors 120a-h, and analyze

this information to automatically detect a system anomaly, which may affect the

performance of the system, by following a method for automated detection of a

system anomaly, in accordance with an example of the present invention.

[0018] The monitor measurements of the metrics associated with monitors

120a-h may be first studied to determine a baseline for each metric. This is



done to ascertain the standard "normal" pattern of the monitor measurements

(metric events) for each of the metrics . This may be carried out over time. In

the establishment of the baseline for each metric a statistical algorithm may be

used, such as, for example, Holt-Winters algorithm, estimation of average and

standard deviations, time series based statistics estimation accounting for trend

and seasonal behavior.

[0019] Once the baseline for each metric is established, it may be possible to

detect anomalies. The baseline may be, in some examples a threshold value for

the monitored metric or a range of values within which the monitored metric is

assumed to be "normal".

[0020] According to an example of the present invention, a "Baseline

Confidence" value may further be calculated for each metric. This value

represents the probability of the monitor measurements of a metric to be

associated with "normal" metric events for that metric. Thus, the complementary

value, which is 1 minus the Baseline Confidence value, represents the

probability of the monitor measurements of a metric to be associated with

abnormal metric events (also referred to as "anomalies"). The complementary

value is hereinafter referred to as "Abnormal Probability".

[0021] After establishing baselines for each of the monitored metrics, anomalies

may be detected by referring to the baselines and looking for monitor

measurements of metrics that stray from their baseline. The metric events may

be traced over time. Once it is established that a metric is experiencing

continuous abnormal behavior (anomalies which are continuous over time), that

metric may be classified as "Continuously Abnormal". According to an example

of the present invention Continuously Abnormal metrics are considered as

anomalies, which may be grouped together, by referring to concurrent

anomalies relating to Cls which are topological^ linked as a system anomaly.

For example, if two metrics begin exhibiting anomalies within a specific time

range, and these two anomalies relate to the same C I or to Cls which are

topological^ linked in the topological graph, then the two metrics may be



grouped together and classified as a single system anomaly. "Topologically

linked" refers to Cls which have a path of one or more arcs between them on

the topological graph representing the system. "Concurrent anomalies" refer to

anomalies which are fully, or partially overlapping in time, or occur within a

predetermined period of time.

[0022] Next, a "significance" score of the system anomaly may be calculated.

[0023] To calculate the significance score of a system anomaly, the conditional

probability of occurrence the metric events (whether abnormal or normal), as

these occurred, for each of the metrics which were classified as relating to a

single system anomaly, assuming that there is no real problem in the IT system.

After calculating this probability, the complementary probability may be

calculated, which represents the probability of occurrence these metric events

not by chance, i.e. the probability that the system anomaly does indeed

represent a real system problem. A "real system problem" refers to a situation in

which the system anomaly may affect the performance of the system and may

require active involvement of IT technicians or other professionals to fix the

problem.

[0024] In order to determine whether a system anomaly is "Significant", a

significance threshold may be used, in determining what would be considered

as a "high" significance score (see in the calculation example hereinafter).

[0025] . If the significance score for that system anomaly breaches the

significance threshold, this system anomaly may be classified as a real system

problem. In some examples of the invention, the system anomaly that was

classified as a real system problem may be reported to an IT operator. In some

examples of the invention, an alarm may be issued, such as in the form of an

audio signal, a video signal or a combination of both, using, for example, using

a display device for displaying the video signal, or an audio signal generator

(e.g. loudspeaker) for issuing the audio signal . In some examples, the system

anomaly that was classified as a real system problem may be logged and a

written report may be issued and forwarded to an IT operator.



[0026] In the calculation of the significance threshold, a "sensitivity" level may

be considered, so as to allow different levels of false alarm reduction.

[0027] An example of an algorithm for calculation of the significance score for a

system anomaly is detailed hereinafter.

[0028] The following parameters are used as input:

[0029] 1. The metric events for each of metrics related to the system anomaly,

and the corresponding Cls to these metrics;

[0030] 2 . Abnormal Probability values for the metric events. A value in the range

between 0 and 1 for each metric representing the probability of the metric

events relating to a real system problem.

[0031] The calculated output is a significance score of the system anomaly, a

value in the range between 0 and 1.

[0032] In the calculation of the significance score the following parameters may

be considered:

[0033] 1. minNumOfCIs: refers to the minimal number of Cls expected in a

significant system anomaly, used as a base for a log function;

[0034] 2 . minNumOfMetrics: refers to the minimal number of metrics expected

in a significant system anomaly, used as a base for a log function;

[0035] 3 . abnormalityMeasureLogBase: refers to the log base for a calculated

"abnormality measure";

[0036] 4 . abnormalWeight: refers to weight of an anomaly in relation to normal

metric events.

[0037] maxAbnormalProbability, which refers to the maximal Abnormal

Probability for the measured metric events. Metrics with a higher Abnormal

Probability value are not taken into account in the calculation.

[0038] Hereinafter follows the algorithm itself:

[0039] Let A be the system anomaly



[0040] Let Cls be the set of Cls of system anomaly A

[0041] Let #Cls be the number of Cls of system anomaly A (size of Cls)

[0042] Let c be the number of Cls log base (parameter minNumOfCIs)

[0043] Let Met(Clj) be the set of metrics of C I with index j

[0044] Let #Met(Clj) be the number of metrics of C I with index j

[0045] Let Mji be the metric i of Clj

[0046] Let #MetTotal be the total number of metrics associated with the system

anomaly

[0047] Let m be the total number of metrics log base (parameter

minNumOfMetrics)

[0048] Let S be the Significance score

[0049] Let AP(Mij) be the Abnormal Probability of Mij

[0050] Let TransformedAP(Mij) be the transformed Abnormal Probability of Mij

[0051] Let #Aij be the number of anomalies of Mij

[0052] Let #Nij be the number of normal metric events of Mij

[0053] Let a be the abnormality measure log base

(abnormalityMeasureLogBase)

[0054] Let w be the weight of an anomaly in relation to normal metric events

(abnormalWeight)

[0055] Normalize the Abnormal Probability value of each metric. Abnormal

Probability values in given input are assumed to be in the range between 0 and

maxAbnormalProbability. The original Abnormal Probability values are

transformed to be within the range [0,0.9999]

[0056] Calculate the probability of Mij exhibiting abnormal behavior incidentally

as follows:

[0057] P(Mji) = TransformedAP(Mij) log-base-a (#Aij + 1 - #Nij/w)



[0058] Calculate the probability of Clj exhibiting abnormal behavior incidentally

as follows:

[0059] P(Clj) = 1/#Met(Clj) * Sigma [ P(Mji) log-base-m (#MetTotal) ]

[0060] Calculate the probability of A exhibiting abnormal behavior incidentally as

follows:

[0061] P(A) = 1/#Cls * Sigma [ P(Clj) log-base-c (#Cls) ]

[0062] Calculate the Significance Score as the probability of A exhibiting

abnormal behavior due to a real system problem:

[0063] S(A) = 1 - P(A)

[0064] After calculating the significance score a significance threshold for the

Significance Score may be calculated, for example as described hereinafter:

[0065] The following parameters are considered for input.

[0066] 1. Sensitivity: refers to the sensitivity level for determining a breach of the

significance threshold, and is an integer in the range between 1 to 10;

[0067] 2 . maxAbnormalProbability: refers to the maximal metric Abnormal

Probability value to be taken into account in the calculations.

[0068] The output: Significance Threshold, which is a number in the range

between 0 and 1.

[0069] An example of an algorithm for calculating Significance Threshold

follows:

[0070] Use minBaselineConfidence as the minimum for the Significance

Threshold: minBaselineConfidence = 1 - maxAbnormalProbability

Significance Threshold = minBaselineConfidence + (sensitivity-1 )* ( 1 -

minBaselineConfidence )/1 0 ;

[0071] According to examples of the present invention, an anomaly significance

score which was calculated hereinabove and which was found to breach the

Significance Threshold may be transformed from the range



SignificanceThreshold to 1 to the range 0 to 1 to better differentiate between

Significance Scores and allow further anomaly filtering, if necessary (for

greater false alarm reduction).

[0072] A linear transformation of the values may be used. The values which

result from this transformation may then be taken in the power of "exp"

parameter. The power function allows for a greater differentiation between the

original values.

[0073] For example, the following algorithm may be considered, with the

following parameters as input:

[0074] 1. Significance Score, which is a value in the range between

SignificanceThreshold and 1;

[0075] 2 . Significance Threshold, which is a value in the range between 0 and 1.

[0076] The planned output is: TransformedSignificance Score, which is a value

in the range 0 to 1.

[0077] The Parameter considered for this algorithm: exp is an odd number equal

to or greater than 5

[0078] Then, the following calculation is made: Transformed Significance Score

[(Significance Score - Significance Threshold) / ( 1 - Significance Threshold)]

exp.

[0079] Generally speaking, the significance score is influenced by the number of

monitors, number of anomalies for each monitor, number of normal metric

events for each monitor, the probability of a monitor to be experiencing

abnormal behavior (anomalies) , number of Cls.

[0080] It is noted that the above algorithms are given as examples only, and

other algorithms may be used.

[0081] Fig. 2 illustrates a flow-chart of a process of automated detection of a

real system problem, in accordance with an example, of the present invention.



[0082] In its general form, method 200 may include obtaining 202 monitor

measurements of metrics associated with activities of a plurality of configuration

items of the IT system. The method may also include detecting 204 anomalies

in the measurements. The method may further include grouping 206 concurrent

anomalies of the detected anomalies corresponding to configuration items of

the plurality of configuration items which are topological^ linked to be regarded

as a system anomaly. The method may also include calculating 208 a

significance score for the system anomaly; and determining 210 that the system

anomaly relates to a real system problem based on the calculated significance

score.

[0083] Fig. 3 illustrates a method for automated detection of a real system

problem, in accordance with an example of the present invention.

[0084] Such a process may begin by establishing a baseline 306 for each of the

monitors, by tracking the behavior of the monitors over a period of time and

learning their "normal" behavior.

[0085] After the baseline is established the metrics from the various monitors of

the IT system are monitored 302 and anomalies are detected 308.

[0086] Assuming that not all abnormal monitor readings are indicative of a real

problem, concurrent anomalies are grouped 310 based on the topology of the IT

system.

[0087] Then, the continuously abnormal monitor readings are analyzed to detect

312 a system anomaly, by referring to baseline 306. The system anomaly may

be reported to a user (e.g. in the form of an alert, that includes information on

the significant anomaly). The significant anomaly may also be reported to an

anomaly knowledgebase 318 and information on the system anomaly may be

saved for future reference. A user (e.g. IT operator) may provide 320

information on anomaly classification and resolution.



[0088] The monitoring process may be carried out over a period of time, so that

next time a system anomaly is detected 312, the anomaly knowledgebase is

referred to 318, to find past similar system anomalies 314.

[0089] If past similar system anomaly is found then the user may be alerted 316

on the existence of a recurring significant system anomaly suspected as a real

system anomaly, e.g. by providing the user with information on the significant

anomalies (e.g. identification of the abnormal monitors associated with

significant anomaly) and similar anomaly information (e.g. identification of the

abnormal monitors associated with the past significant anomaly) and similar

anomaly classification and resolution.

[0090] Fig. 4 illustrates an apparatus for automated detection of a real system

problem, in accordance with an example of the present invention. Apparatus

400 may include a plurality of monitors 404a, 404b and 404c that measure

activities of a plurality of configuration items of an IT system. Apparatus 400

may also include a monitor module 405 (see also 130 in Fig. 1) which includes

a communication interface (l/F) 404 for interfacing communications between the

monitors 404a, 04b and 04c and processor 403. Processor 403 may be

designed to track the monitors, to detect anomalies in the measured activities,

to group anomalies of the detected anomalies which are topologically linked, to

calculate a significance score of the grouped anomalies, and to determine that a

grouped anomaly of the grouped anomalies is a real system anomaly based on

the calculated significance score.

[0091] Storage device 406, such as, for example, a hard disk, or any other non-

transitory computer readable medium may be used to store a program that

includes instructions executable by the processor for automated detection of a

system anomaly, in accordance with examples of the present invention.

[0092] Memory 408 may be provided for storing temporal information in the

course of execution of such program.

[0093] Input/Output (I/O) device 410 may be provided, such as for example one

or more devices selected from the group of device including keyboard, pointing



device, touch-sensitive screen, display device, printer, audio signal generator,

so as to allow a user to input information and/or commands and to allow

outputting information, such as alerts, audio signals, video information etc.

[0094] Aspects of the invention may be embodied in the form of a system, a

method or a computer program product. Similarly, aspects of the invention may

be embodied as hardware, software or a combination of both. Aspects of the

invention may be embodied as a computer program product saved on one or

more non-transitory computer readable medium (or mediums) in the form of

computer readable program code embodied thereon. Such non-transitory

computer readable medium may include instructions that when executed cause

a processor to execute method steps in accordance with embodiments of the

present invention. In some embodiments of the present invention the

instructions stores on the computer readable medium may be in the form of an

installed application and in the form of an installation package.

[0095] For example, the computer readable medium may be a non-transitory

computer readable storage medium. A non-transitory computer readable

storage medium may be, for example, an electronic, optical, magnetic,

electromagnetic, infrared, or semiconductor system, apparatus, or device, or

any combination thereof.

[0096] Computer program code may be written in any suitable programming

language. The program code may execute on a single computer, or on a

plurality of computers.

[0097] Aspects of the invention are described hereinabove with reference to

flowcharts and/or block diagrams depicting methods, systems and computer

program products according to embodiments of the invention.



CLAIMS

What is claimed is:

1. A method for automated detection of a real IT system problem, the

method comprising:

obtaining monitor measurements of metrics associated with activities of a

plurality of configuration items of the IT system;

detecting anomalies in the monitor measurements;

grouping concurrent anomalies of the detected anomalies corresponding to

configuration items of the plurality of configuration items which are

topological^ linked to be regarded as a system anomaly;

calculating a significance score for the system anomaly; and

determining that the system anomaly relates to a real system problem based on

the calculated significance score.

2 . The method of claim 1, wherein the detection of anomalies in the monitor

measurements is based on an established baseline for each of the metrics.

3 . The method of claim 1, further comprising saving information on real

system anomalies in an anomaly knowledgebase for future reference.

4 . The method of claim 3 , further comprising searching the anomaly

knowledgebase to find past similar significant anomalies.

5 . The method of claim 1, further comprising alerting a user of the

determining of the real system problem.



6 . The method of claim 1, further comprising referring to a threshold in the

calculation of the significance score of the grouped anomalies.

7 . A non-transitory computer readable medium having stored thereon

instructions that when executed by a processor will cause the processor to

perform the method of:

obtaining monitor measurements of metrics associated with activities of a

plurality of configuration items of the IT system and establishing a

baseline for each of the metrics;

detecting anomalies in the monitor measurements by referring to the baseline

for each of the metrics;

grouping concurrent anomalies of the detected anomalies corresponding to

configuration items of the plurality of configuration items which are

topological^ linked to be regarded as a system anomaly;

calculating a significance score for the system anomaly; and

determining that the system anomaly relates to a real system problem based on

the calculated significance score.

8 . The non-transitory computer readable medium of claim 7 , wherein the

baseline is determined over time.

9 . The non-transitory computer readable medium of claim 7 , wherein the

calculation of the significance score includes using one or more of the

parameters selected from the group consisting of a minimal number of

configuration items of the plurality of configuration items expected in a

significant system anomaly, a minimal number of metrics expected in a

significant system anomaly, abnormality measure, and weight of an anomaly in

relation to normal metric events.



10. The non-transitory computer readable medium of claim 7 , wherein

instructions further comprise saving information on real system anomalies in an

anomaly knowledgebase for future reference.

11. An apparatus for automated detection of a real IT system problem, the

system comprising:

a plurality of monitors to obtain monitor measurements of metrics associated

with activities of a plurality of configuration items of the IT system;

a processor for detecting anomalies in the monitor measurements, grouping

concurrent anomalies of the detected anomalies corresponding to

configuration items of the plurality of configuration items which are

topological^ linked to be regarded as a system anomaly, calculating a

significance score for the system anomaly; and determining that the

system anomaly relates to a real system problem based on the

calculated significance score

12. The system of claim 11, wherein the detection of anomalies in the

monitor measurements is based on an established baseline for each of the

metrics.

13. The system of claim 11, wherein the processor is designed to save

information on real system anomalies in an anomaly knowledgebase for future

reference.

14. The system of claim 13, wherein the processor is designed to search the

anomaly knowledgebase to find past similar significant anomalies.

15. The system of claim 11, further comprising alerting a user of the

detection of the system anomaly.
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