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a hash value for each block of memory, and the calculated hash value is stored in the corresponding node of the hash tree. During a
verification phase, the hash values for each block of memory are recalculated and compared with the stored hash values in the hash tree.
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MEMORY INTEGRITY VERIFICATION USING
HIERARCHICAL DATA STRUCTURES

GOVERNMENT LICENSE RIGHTS
[1] This invention was made with government support under DARPA Agreement No.
HRO00112020023, National Science Foundation Award CNS-2154149, National Science
Foundation Award DGE-2141064, and a Simons Investigator award. The government has
certain rights in the invention.
TECHNICAL FIELD
[2] The present disclosure relates generally to checking a memory to detect faults in memory
operations.
BACKGROUND
[3] Computer systems often rely on memory to store and retrieve data. This memory can be
subject to errors and corruption due to various factors such as hardware faults, software bugs,
or malicious attacks. Therefore, it is imperative to have mechanisms in place to detect and
correct such errors to ensure the reliability and integrity of the data stored in the memory.
[4] One common technique for detecting memory errors and corruption is the use of hash
functions. The output, known as the hash value or hash code, is typically a sequence of
alphanumeric characters. The primary characteristic of a hash function is that it is deterministic,
meaning that the same input will consistently produce the same output. In the context of
memory error detection, a hash function can be applied to a block of memory to produce a hash
value. This hash value can then be stored and later used to verify the integrity of the memory
block. If the memory block is subsequently altered, recalculating the hash value and comparing
it with the stored hash value will reveal the alteration.
[5] A hash tree, also known as a Merkle tree, is a data structure that extends the concept of
hash functions to a hierarchical level. In a hash tree, each node represents or is related to a
block of memory and contains a hash value calculated from its child nodes. The root node of
the tree contains a hash value that represents the combined hash values of all the memory
blocks. This structure allows for efficient verification of large amounts of data.
[6] However, the use of hash trees for memory error detection requires a substantial amount of
computational resources. The process of calculating and comparing hash values can be
computationally intensive, especially for large memory spaces. Furthermore, the hash tree itself
requires additional memory to store the hash values for each memory block. These
requirements can limit the applicability of hash tree-based memory error detection in scenarios

where computational or memory resources are constrained.
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SUMMARY

[7] This summary is provided to introduce a selection of concepts in a simplified form that are
further described below in the detailed description. This summary is not intended to identify
key features or essential features of the claimed subject matter, nor is it intended to be used as
an aid in determining the scope of the claimed subject matter.

[8] In general, in a first aspect, the method features online checking of a memory to detect
faults in memory operations. This involves referencing a connected physical memory having a
physical word size and a logical word size of polylog (n), wherein n represents the logical size
of the memory. At a data store positioned at a memory checker module as a proxy between a
requester and the physical memory, which may or may not be remote, a d-ary hash function-
based tree construction is generated, wherein d equals polylog (n). The tree construction is
mapped to a logical memory address space for the physical memory such that each leaf of the
tree stores data corresponding to a logical word in the memory. Embodiments of the method
may include one or more of the following features. The logical words in the leaves may be
copied to their parent nodes in a second level of the tree. At each second level node of the tree,
a keyed hash function of the logical words concatenated may be calculated and a corresponding
hash value and a hash function's cryptographic keys may be stored. At each node at a third and
higher levels of the tree, the results of the hash functions from all of its child nodes may be
stored, and a keyed hash function of the stored results from all of its child nodes may be
calculated and stored. In another aspect, the method may feature performing a read operation
by reading the value of a leaf in the tree associated with an index and reading all nodes from
that leaf to the root and verifying that the data value of the parent is consistent with the hash of
the child, the hash of the values of the parent are correct, and the root node is identical to the
root node in the memory checker’s local memory. In yet another aspect, the method may feature
performing a write operation with a value for an index, writing the data field at the leaf in the
tree associated with the index, and updating all nodes from that leaf to the root. In some
implementations, the logical word size may be set to be the physical word size by breaking up
the logical word into d chunks in the bottom layer. The memory checker may have a public
local state and security may be maintained even if the hashes are available to an adversary. The
memory checker may be deterministic, non-adaptive, and operate online. Upon a logical
instruction, the memory checker may have query complexity q = @(log n/ log log n). The
memory checker may be configured to support logical words of size wl = @(w), resulting in a
bandwidth of O(log n/ log log n). The memory checker may be part of the memory, may not

require protection of its local state, and the local state may be accessible to an adversary.
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BRIEF DESCRIPTION OF THE DRAWINGS
[9] Non-limiting and non-exhaustive examples are described with reference to the following
figures.
[10] FIG. 1 is a schematic representation of a binary tree structure utilized in a memory checker
system, illustrating the hierarchical arrangement of memory locations and the aggregation of
cryptographic hash values at each level of the tree.
[11] FIG. 2 illustrates an example architecture for implementing aspects of protected integrity
processing according to at least one embodiment, the architecture including a proxy device and
a memory system.
[12] FIG. 3 illustrates a system for ensuring data integrity including a client device and a
memory system, in accordance with at least one embodiment.
[13] FIG. 4 illustrates an example of a computer system architecture that can be used to
implement the claimed systems and methods.
[14] FIG. 5 illustrates further details of the computer system architecture that can be used to
implement the claimed systems and methods.

DETAILED DESCRIPTION

[15] The following description sets forth exemplary aspects of the present disclosure. It should
be recognized, however, that such description is not intended as a limitation on the scope of
the present disclosure. Rather, the description also encompasses combinations and
modifications to those exemplary aspects described herein.
[16] In some implementations, a memory checker or verifier may employ a hash tree data
structure to detect memory errors and corruption. The hash tree data structure, also known as
a Merkle tree, is a tree in which every non-leaf node is labelled with the cryptographic hash of
the labels or values of its child nodes. This structure provides an efficient and secure way of
verifying the content of large data structures.
[17] The memory checker or verifier creates a hash tree data structure that covers the whole
memory space. Each node in the tree represents a block of memory, and the leaf nodes contain
the actual memory contents. The memory checker or verifier calculates a hash value for each
block of memory and stores it in the corresponding node of the hash tree. The hash value is
calculated using a cryptographic hash function, such as SHA-256, that produces a fixed-size
output for any input.
[18] During the verification phase, the memory checker or verifier recalculates the hash values

for each block of memory and compares them with the stored hash values in the hash tree. If
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the hash values match, the memory contents are considered valid. If they don't match, it
indicates a memory error or corruption.

[19] The hash tree data structure allows for efficient verification of the memory contents. The
memory checker or verifier can traverse the tree from the root node to the leaf node that
corresponds to the memory block in question. This reduces the time and computational
complexity of the verification process.

[20] If a memory error or corruption is detected, the memory checker or verifier can use the
hash tree to locate the exact location of the error. The hash tree provides a hierarchical structure
that allows for precise error localization. This technique provides a high level of accuracy and
reliability, making it suitable for use in systems and applications where data integrity is
paramount.

[21] In some implementations, the memory checker or verifier initiates an initialization
process. This process involves the creation of a hash tree data structure that spans the complete
memory space. As illustrated in FIG. 1, the hash tree structure 100 is mapped to a logical
memory address space 108 for the physical memory. Each leaf of the tree stores data
corresponding to a logical word in the memory. For instance, logical words d1 101, d2 102, d3
103, and d4 104 are stored in each leaf of the tree.

[22] In the second level of the tree, the logical words in the leaves 101, 102, 103, and 104 are
copied to their parent nodes, specifically nodes 105 and 106. At each of these second-level
nodes, a keyed hash function of the concatenated logical words is calculated. The result of this
hash function, along with a corresponding hash function's cryptographic secret or key, is stored
at the respective node of the tree.

[23] For nodes at the third level and higher levels of the tree, the process is slightly different.
At each of these nodes, the results of the hash functions from all of its child nodes are stored.
Then, a keyed hash function of the stored hash results from all of its child nodes is calculated.
The result of this hash function, along with the corresponding hash function's cryptographic
secret or key, is stored at the respective node of the tree. The root of the tree, denoted as xe
107, is the topmost node in this hierarchical structure.

[24] In some cases, a read operation may be performed by reading the value of a leaf in the tree
associated with a specific index 1, for example d1 101. The memory checker or verifier then
reads all nodes from that leaf to the root node xe 107. During this process, the memory checker
verifies that: (a) the data value of the parent node is consistent with the hash of the child node;
(b) the hash of the values of the parent node are correct; and (c¢) the root node xe 107 is identical

to the root node stored in the memory checker’s local memory. By traversing the tree from the
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root to the leaf node that corresponds to the memory block in question, the memory checker
can precisely identify the location of an error or corruption.

[25] In some variations, the memory checker has a public local state. This means that the local
state of the memory checker, which includes the root of the hash tree and other relevant
information, is accessible and can be viewed by an adversary. Despite this, the security of the
memory checker is maintained even if the hashes are available to an adversary. Even if an
adversary has access to the hash values, without the correct input data and hash function keys,
they cannot feasibly reverse-engineer the original memory contents or manipulate the memory
without detection.

[26] In other variations, the memory checker is deterministic, non-adaptive, and operates
online in that the memory checker operates in a fixed, predictable manner and does not adapt
its behavior based on the memory contents or the sequence of memory operations. Specifically,
for each logical write or read to an index 1 € [n], the memory checker performs physical queries
at the physical locations exactly according to predetermined sequences W; and R, respectively.
This behavior is independent of the local state, contents on the database, or random coins. This
deterministic and non-adaptive operation simplifies the design and analysis of the memory
checker.

[27] Upon a logical instruction, the memory checker has a query complexity q = ®(log n/ log
log n). In some configurations, the memory checker is designed to support logical words of
size wg = @(w), resulting in a bandwidth of @(log n/ log log n).

[28] In some implementations, the memory checker or verifier performs a write operation by
writing the data field at the leaf in the tree associated with a specific index. For instance, upon
a write operation with value v for index i, the memory checker writes the data field v at the leaf
in the tree associated with index i. This leaf could be one of the logical words d1 101, d2 102,
d3 103, or d4 104. After writing the data field, the memory checker updates all nodes from that
leaf to the root xe 107. This process involves updating the hash values stored at each node
along the path from the leaf to the root, as illustrated in FIG. 1.

[29] In some configurations, the logical word size is set to be the same as the physical word
size by breaking up the logical word into d chunks in the bottom layer of the tree. This is
illustrated in FIG. 1, where each leaf of the tree, specifically logical words d1 101, d2 102, d3
103, and d4 104, represents a chunk of the logical word. This configuration allows the memory
checker to handle memory blocks of varying sizes efficiently, which can be beneficial in
applications that involve large data structures or variable-sized data elements. By breaking up

the logical word into d chunks, the memory checker can map each chunk to a separate leaf
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node in the tree, thereby ensuring that each leaf node corresponds to a distinct part of the logical
word. This configuration also simplifies the process of updating the hash values in the tree
during write operations, as each chunk of the logical word can be updated independently. When
a write operation is performed, the memory checker writes the data field at the leaf in the tree
associated with a specific index. This leaf could be one of the logical words in the tree. After
writing the data field, the memory checker updates all parent nodes from that leaf to the root.
This process involves updating the hash values stored at each node along the path from the leaf
to the root.

[30] Furthermore, this configuration allows the memory checker to efficiently handle large
memory spaces. The query complexity of the memory checker, which is the number of physical
memory queries performed by the memory checker for each logical memory operation, grows
logarithmically with the size of the memory. This ensures that the memory checker can handle
large memory spaces efficiently.

[31] While reference herein is made to a memory system, the memory system could be any
form of physical memory, data store, or database, whether embodied in a volatile or nonvolatile
system, that can be referenced logically, and these terms are used interchangeably.

[32] FIG. 2 illustrates an example architecture 200 for implementing aspects of protected
integrity processing according to at least one embodiment. As shown, the architecture includes
a proxy device 202 and a memory system 204. Architecture 200 may extend a traditional
client-server architecture with a proxy enclave 208 (e.g., a trusted environment), which may
intercept all operations (e.g., data requests) issued by a client (e.g., client 206) via a network
interface of the proxy device 202. The proxy enclave 208 may intercept all responses from the
memory system 204 in order to check integrity of the responses. In this case, the
application 210 (which hosts the proxy enclave 208) may manage untrusted tasks, such as
socket communication with the memory system 204. The application 210 may also include
and/or manage one or more network interfaces of the proxy device 202 which may be utilized
to receive client requests from a client 206 and transmit responses from the memory
system 204 to the client 206.

[33] The memory system 204 can be hosted on any untrusted machine, and the proxy
enclave 208 may be hosted by the application 210 on proxy device 202. In some embodiments,
the application 210 and proxy enclave 208 may be co-located with the client 206 or the
memory system 204 so long as a chipset of the client 206 or memory system 204 is configured
to manage secure memory spaces (e.g., an enclave). The client 206 may establish a secure

transport layer security (TLS) channel with the proxy enclave 208 to protect data in transit. The
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client 206 may use remote attestation primitives to ensure that the proxy device 202 is genuine
(e.g., hosting proxy enclave 208) before establishing the TLS channel.

[34] In at least one embodiment, the proxy device 202 may further include an operating system
(OS) 214, a hypervisor 216, a solid state drive (SSD) 218, and chipset 220. Similarly, the
memory system 204 may include an OS 222, a hypervisor 224, an SSD 226, and chipset 228.
[35] Utilizing the configuration illustrated in FIG. 2 requires no modifications to the client
(e.g., the client 200) or the server (e.g., the memory system 204). This may be especially
beneficial given that new database engines or memory systems are developed regularly in
industry and clients may be resource constrained. The proxy device 202 may include the
following components: enclave-resident code for performing integrity checks, unprotected
memory 215 (in some embodiments, containing the tree), and an enclave-resident state (for
authenticating the tree and other security records and functions). Given the embodiments
described herein, storing the entirety of the proxy’s state is not necessary to perform integrity
checks.

[36] The proxy device 202 (also referred to as the “proxy”) described herein may provide
standard operations of a memory, including read and write. While the proxy device 202 may
expose these operations (e.g., execute corresponding function calls), it may not implement
them entirely. Instead, the proxy device 202 may utilize operations of the memory manager
212, which may implement such operations. The memory manager 212 can manage the data
stored within memory 213 (e.g., untrusted memory). One contribution of the proxy
device 202 discussed herein is to efficiently check integrity of all responses from the memory
system 204.

[37] In some embodiments, the proxy places no trust in the memory system 204. Since the
client 206 may be only generating requests, no trust is placed on them either. Thus, in some
embodiments the only trusted component is the proxy device 202, which may be hardened
using a trusted execution environment.

[38] The illustration of the threat model in FIG. 2 identifies system components that may be
under an attacker’s control. Except the chipset 220 that runs the proxy enclave 208, the
adversary may fully control all hardware in the proxy device 202, including I/O peripherals
such as the disk and network. It may be assumed that the attacker is unable to physically open
and manipulate the proxy enclave 208. Additionally, it may be assumed that the
chipset 220 provides integrity guarantees to the protected enclave memory. The adversary may
also control privileged system software, including the OS 222, hypervisor 216, and/or BIOS

layers on which the memory system 204 depends.
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[39] With reference to FIG. 3, in at least one embodiment, a memory system 302 (e.g., the
memory system 204 of FIG. 2) may include a trusted execution environment 300. The functions
of proxy device 202 of FIG. 2 may be performed by the trusted execution environment 300.
Thus, FIG. 3 depicts an embodiment in which the functionality of proxy device 202 is provided
at the memory system 302. The trusted execution environment 300 may include a secure
memory space 305 (e.g., the proxy enclave 208 of FIG. 2) that may be managed by a chipset
of the memory system 302.

[40] The trusted execution environment 300 may include the integrity checker application 304
and protected code that is executed within the trusted execution environment 300 to perform
the integrity checking features discussed herein. In some embodiments, code integrity checker
application 304 of the integrity checker application 304 (e.g., the application 210 of FIG. 2)
and/or data within the trusted execution environment 300 may be accessed by a processor of
the chip set but inaccessible to other systems, devices, or applications other than the integrity
checker application 304.

[41] In some embodiments, untrusted data store 310, untrusted operating system (OS) 312,
and/or an untrusted hypervisor 314 may be stored within untrusted RAM 318.

[42] The integrity checker application 304 can receive a request (e.g., a query) from client
program 319 operating on client device 320. The integrity checker application 304 may forward
request (e.g., the query) to the untrusted data store 310 and check for correctness of the results
returned from the untrusted data store 310 before forwarding to the client device 320. Since
the integrity checker application 304 is trusted, the protections of the trusted execution
environment 300 may be utilized to host the code of the integrity checker application 304. For
performing integrity checks, the integrity checker application 304 may store and/or maintain
an integrity summary which may contain at least a portion (e.g., a root node) of a data structure
(e.g., a hash tree) within the trusted executed environment 300. The trusted execution
environment 300 may have direct access to the larger untrusted RAM 318. Several
optimizations may be implemented based on caching and concurrency, and on standard
benchmarks as discussed above.

[43] Example Computer System

[44] FIGs. 4 and 5 depict example computer systems useful for implementing various
embodiments described in the present disclosure. Various embodiments may be implemented,
for example, using one or more computer systems, such as computer system 500 shown in FIG.
4. One or more computer system(s) 500 may be used, for example, to implement any of the

embodiments discussed herein, as well as combinations and sub-combinations thereof.
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[45] Computer system 500 may include one or more processors (also called central processing
units, processing devices, or CPUs), such as a processor 504. Processor 504 may be connected
to a communication infrastructure 506 (e.g., such as a bus).

[46] Computer system 500 may also include user input/output device(s) 503, such as monitors,
keyboards, pointing devices, etc., which may communicate with communication infrastructure
506 through user input/output interface(s) 502. One or more of processors 504 may be a
graphics processing unit (GPU). In an embodiment, a GPU may be a processor that is a
specialized electronic circuit designed to process mathematically intensive applications. The
GPU may have a parallel structure that is efficient for parallel processing of large blocks of
data, such as mathematically intensive data common to computer graphics applications,
images, videos, etc.

[47] Computer system 500 may also include a main memory 508, such as random-access
memory (RAM). Main memory 508 may include one or more levels of cache. Main memory
508 may have stored therein control logic (i.e., computer software, instructions, etc.) and/or
data. Computer system 500 may also include one or more secondary storage devices or
secondary memory 510. Secondary memory 510 may include, for example, a hard disk drive
512 and/or a removable storage device or removable storage drive 514. Removable storage
drive 514 may interact with a removable storage unit 518. Removable storage unit 518 may
include a computer-usable or readable storage device having stored thereon computer software
(control logic) and/or data. Removable storage drive 514 may read from and/or write to
removable storage unit 518.

[48] Secondary memory 510 may include other means, devices, components, instrumentalities,
or other approaches for allowing computer programs and/or other instructions and/or data to
be accessed by computer system 500. Such means, devices, components, instrumentalities, or
other approaches may include, for example, a removable storage unit 522 and an interface 520.
Examples of the removable storage unit 522 and the interface 520 may include a program
cartridge and cartridge interface, a removable memory chip (such as an EPROM or PROM)
and associated socket, a memory stick and USB port, a memory card and associated memory
card slot, and/or any other removable storage unit and associated interface.

[49] Computer system 500 may further include communications interface 524 (e.g., network
interface). Communications interface 524 may enable computer system 500 to communicate
and interact with any combination of external devices, external networks, external entities, etc.
(individually and collectively referenced as remote device(s), network(s), entity(ies) 528). For

example, communications interface 524 may allow computer system 500 to communicate with

9



WO 2025/137696 PCT/US2024/061714

external or remote device(s), network(s), entity(ies) 528 over communications path 526, which
may be wired and/or wireless (or a combination thereof), and which may include any
combination of LANs, WAN:Ss, the Internet, etc. Control logic and/or data may be transmitted
to and from computer system 500 via communications path 526.

[50] Computer system 500 may also be any of a personal digital assistant (PDA), desktop
workstation, laptop or notebook computer, netbook, tablet, smartphone, smartwatch or other
wearable devices, appliance, part of the Internet-of-Things, and/or embedded system, to name
a few non-limiting examples, or any combination thereof.

[51] Computer system 500 may be a client or server computing device, accessing or hosting
any applications and/or data through any delivery paradigm, including but not limited to remote
or distributed cloud computing solutions; local or on-premises software (“on-premise” cloud-
based solutions); “as a service” models (e.g., content as a service (CaaS), digital content as a
service (DCaaS), software as a service (SaaS), managed software as a service (MSaaS),
platform as a service (PaaS), desktop as a service (DaaS), framework as a service (FaaS),
backend as a service (BaaS), mobile backend as a service (MBaaS), infrastructure as a service
(TaaS), etc.); and/or a hybrid model including any combination of the foregoing examples or
other services or delivery paradigms.

[52] FIG. 5 illustrates an example machine of a computer system 900 within which a set of
instructions, for causing the machine to perform any one or more of the operations discussed
herein, may be executed. In alternative implementations, the machine may be connected (e.g.,
networked) to other machines in a LAN, an intranet, an extranet, and/or the Internet. The
machine may operate in the capacity of a server or a client machine in a client-server network
environment, as a peer machine in a peer-to-peer (or distributed) network environment, or as a
server or a client machine in a cloud computing infrastructure or environment.

[53] The machine may be a personal computer (PC), a tablet PC, a set-top box (STB), a
Personal Digital Assistant (PDA), a cellular telephone, a web appliance, a server, a network
router, a switch or bridge, a specialized application or network security appliance or device, or
any machine capable of executing a set of instructions (sequential or otherwise) that specify
actions to be taken by that machine. Further, while a single machine is illustrated, the term
“machine” shall also be taken to include any collection of machines that individually or jointly
execute a set (or multiple sets) of instructions to perform any one or more of the methodologies
discussed herein.

[54] The example computer system 900 includes a processing device 902, a main memory 904

(e.g., read-only memory (ROM), flash memory, dynamic random-access memory (DRAM)
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such as synchronous DRAM (SDRAM), etc.), a static memory 906 (e.g., flash memory, static
random-access memory (SRAM), etc.), and a data storage device 918, which communicate
with each other via a bus 930.

[55] Processing device 902 represents one or more processing devices such as a
microprocessor, a central processing unit, or the like. More particularly, the processing device
may be complex instruction set computing (CISC) microprocessor, reduced instruction set
computing (RISC) microprocessor, very long instruction word (VLIW) microprocessor, or
processor implementing other instruction sets, or processors implementing a combination of
instruction sets. Processing device 902 may also be one or more special-purpose processing
devices such as an application-specific integrated circuit (ASIC), a field-programmable gate
array (FPGA), a digital signal processor (DSP), network processor, or the like. The processing
device 902 is configured to execute instructions 926 for performing the operations and steps
discussed herein.

[56] The computer system 900 may further include a network interface device 908 to
communicate over the network 920. The computer system 900 also may include a video display
unit 910, an alphanumeric input device 912 (e.g., a keyboard), a cursor control device 914 (e.g.,
a mouse), a graphics processing unit 922, a signal generation device 916 (e.g., a speaker),
graphics processing unit 922, video processing unit 928, and audio processing unit 932.

[57] The data storage device 918 may include a machine-readable medium 924 (also known as
a computer-readable storage medium) on which is stored one or more sets of instructions 926
(e.g., software instructions) embodying any one or more of the operations described herein.
The instructions 926 may also reside, completely or at least partially, within the main memory
904 and/or within the processing device 902 during execution thereof by the computer system
900, where the main memory 904 and the processing device 902 also constitute machine-
readable storage media.

[58] In an example, the instructions 926 include instructions to implement operations and
functionality corresponding to the disclosed subject matter. While the machine-readable
storage medium 924 is shown in an example implementation to be a single medium, the term
“machine-readable storage medium” should be taken to include a single medium or multiple
media (e.g., a centralized or distributed database, and/or associated caches and servers) that
store the one or more sets of instructions 926. The term “machine-readable storage medium”
shall also be taken to include any medium that is capable of storing or encoding a set of
instructions 926 for execution by the machine and that cause the machine to perform any one

or more of the operations of the present disclosure. The term “machine-readable storage
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medium” shall accordingly be taken to include, but not be limited to, solid-state memories,
optical media, and magnetic media.

[59] Data Integrity Service for Cloud Storage

[60] The systems and methods described herein may be utilized as an additional data integrity
service on top of cloud storage services, providing enhanced security and reliability for users
storing sensitive or critical data in the cloud. This implementation can be particularly beneficial
for organizations dealing with large volumes of data or those operating in regulated industries
where data integrity is paramount.

[61]In a cloud storage context, the memory checker module described herein can be
implemented as a middleware layer between the client application and the cloud storage
provider's API. This middleware may intercept read and write operations to the cloud storage,
applying the integrity checking mechanisms before allowing the operations to proceed. The d-
ary hash function-based tree construction may be maintained by this middleware, with the root
of the tree potentially stored in a secure enclave or trusted execution environment within the
cloud infrastructure.

[62] The implementation of the memory checker in a cloud storage context may involve several
key components:

[63] 1. Logical to Physical Address Mapping: The memory checker may maintain a mapping
between the logical addresses used by the client applications and the physical addresses used
by the cloud storage provider. This mapping may be implemented using a distributed hash table
or a similar data structure that can efficiently handle large address spaces.

[64] 2. Tree Construction and Maintenance: The d-ary hash function-based tree construction
described in the claims may be implemented as a distributed data structure. Each node in the
tree may be stored as a separate object in the cloud storage, with pointers to its child nodes.
The tree may be updated in a bottom-up manner whenever a write operation occurs.

[65] 3. Caching Mechanism: To improve performance, the memory checker may implement a
caching mechanism that keeps frequently accessed nodes of the tree in faster storage tiers or in
local memory. This cache may be managed using algorithms such as Least Recently Used
(LRU) or Adaptive Replacement Cache (ARC).

[66] 4. Concurrency Control: In a cloud environment with multiple clients accessing the same
data, the memory checker may implement concurrency control mechanisms to ensure the
integrity of the tree structure during simultaneous read and write operations. This may involve
using techniques such as multi-version concurrency control (MVCC) or optimistic concurrency

control.
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[67] 5. Error Detection and Recovery: When an integrity violation is detected, the memory
checker may implement error recovery mechanisms. This may involve rolling back to a
previous known good state, or initiating a more comprehensive integrity check of the affected
subtree.

[68] 6. Audit Logging: The memory checker may maintain detailed audit logs of all operations,
including integrity violations. These logs may be stored in a separate, append-only storage
system to ensure their integrity and to facilitate forensic analysis if needed.

[69] Examples of how this system may be applied in various cloud storage scenarios include:
[70] 1. Healthcare Data Management: In a healthcare organization using cloud storage to
maintain patient records, the memory checker may be implemented as part of their data
management system. When a doctor updates a patient's record, the write operation may be
intercepted by the memory checker. The checker may update the corresponding leaf in the hash
tree, recalculate the hashes up to the root, and verify the integrity of the entire structure before
allowing the write to proceed to the cloud storage. Similarly, when retrieving a patient's record,
the read operation may be verified against the hash tree to ensure the data hasn't been tampered
with since it was last written.

[71] 2. Financial Transaction Logging: A bank using cloud storage for its transaction logs may
implement the disclosed memory checker to ensure that no unauthorized modifications have
been made to the logs. Each new transaction may trigger a write operation, which may be
verified and incorporated into the hash tree. The memory checker may maintain a sliding
window of recent transactions in its cache for quick verification of recent entries. Auditors may
then use read operations, verified by the memory checker, to ensure the integrity of the entire
transaction history.

[72] 3. Content Delivery Networks: In the context of content delivery networks (CDNs) that
use cloud storage, the disclosed memory checker may be used to ensure the integrity of cached
content. When a piece of content is updated at the origin, the write operation may update the
hash tree. Then, when a CDN edge node retrieves the content, the read operation may be
verified against the hash tree, ensuring that the edge node is serving the most up-to-date and
unaltered version of the content. The memory checker may implement a hierarchical caching
strategy that mirrors the CDN's own caching hierarchy.

[73] 4. Version Control Systems: For cloud-based version control systems, like those used in
software development, the disclosed memory checker may provide an additional layer of
security. Each commit or merge operation may be treated as a write, updating the hash tree.

When developers clone or pull from the repository, the read operations may be verified against
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the hash tree, ensuring that the code they're working with hasn't been tampered with. The
memory checker may implement a branching strategy that aligns with the version control
system's branching model, allowing efficient verification of different branches and versions.
[74] 5. Machine Learning Datasets: In the realm of cloud-based machine learning, where large
datasets are often stored and processed in the cloud, the disclosed memory checker may be
used to ensure the integrity of both the training data and the trained models. Write operations
occurring during the data preprocessing and model training phases may update the hash tree,
while read operations during inference or model deployment may be verified against it. This
may help prevent attacks that attempt to poison the training data or alter the trained model. The
memory checker may implement specialized caching strategies optimized for the access
patterns typical in machine learning workflows, such as sequential reads of large datasets
during training.

[75] 6. IoT Data Collection: For cloud-based IoT platforms that collect and store data from
numerous devices, the disclosed memory checker may be crucial in ensuring the integrity of
the collected data. Each data point sent by an IoT device may be treated as a write operation,
updating the hash tree. When the data is later analyzed or used to make decisions, the read
operations may be verified against the hash tree, ensuring that the data accurately represents
what was collected from the devices. The memory checker may implement a time-based
partitioning strategy to efficiently handle the high volume of writes typical in IoT scenarios.
[76] 7. Email Services: In the context of cloud-based email services, the disclosed memory
checker may be used to provide additional assurance of email integrity. Each new email may
be treated as a write operation, updating the hash tree. When a user accesses their inbox, the
read operations may be verified against the hash tree, ensuring that no emails have been
tampered with or deleted without the user's knowledge. The memory checker may implement
a user-based partitioning strategy to allow efficient verification of individual user mailboxes.
[77] 8. Document Collaboration Platforms: For cloud-based document collaboration platforms,
the disclosed memory checker may be used to maintain the integrity of shared documents. Each
edit to a document may be a write operation, updating the hash tree. When collaborators access
the document, the read operations may be verified against the hash tree, ensuring that they're
seeing the true current state of the document and that no unauthorized changes have been made.
The memory checker may implement a versioning strategy that allows efficient verification of
document history and supports features like reverting to previous versions.

[78] 9. Cloud Gaming: In the realm of cloud gaming, where game states are often stored in the

cloud, the disclosed memory checker may be used to prevent cheating. Each update to the game
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state may be a write operation, updating the hash tree. When the game state is loaded, the read
operations may be verified against the hash tree, ensuring that players haven't manipulated their
saved games. The memory checker may implement a player-based partitioning strategy to
allow efficient verification of individual player states.

[79] 10. Backup Services: For cloud-based backup services, the disclosed memory checker
may provide an additional layer of assurance that backups haven't been tampered with. Each
backup operation may be a write, updating the hash tree. When a restore operation is
performed, the read operations may be verified against the hash tree, ensuring that the restored
data is exactly what was originally backed up. The memory checker may implement a time-
based and client-based partitioning strategy to allow efficient verification of backups from
different time points and different clients.

[80] In all these scenarios, the memory checker may provide an additional layer of security and
integrity checking on top of whatever measures the cloud storage provider already has in place.
It may allow the client to maintain control over the integrity of their data, even when that data
is stored on infrastructure they don't directly control. The use of a hash tree structure may allow
for efficient verification of large amounts of data, making it practical even for applications
dealing with terabytes or petabytes of information.

[81] Moreover, the memory checker's ability to operate with a public local state, as mentioned
in the claims, means that it may function effectively even in scenarios where the hash values
might be exposed. This may be particularly useful in distributed or decentralized cloud storage
systems, where the hash tree might need to be replicated across multiple nodes for redundancy
and performance reasons.

[82] The deterministic, non-adaptive, and online nature of the memory checker, as described
herein, may make it particularly suitable for cloud environments where predictability and
consistency are important. Cloud services often need to meet strict service level agreements
(SLAs), and a memory checker that behaves in a predictable manner can help ensure that these
SLAs are met even with the additional integrity checking in place.

[83] The query complexity of ®(log n/ log log n) mentioned in the claims suggests that the
disclosed memory checker may scale efficiently to very large datasets, making it suitable for
big data applications in the cloud. For instance, it may be used to maintain the integrity of
large-scale data lakes or data warehouses, where petabytes of data might need to be verified.
[84] Trusted Execution Environments

[85] The systems and methods described herein may be implemented within systems utilizing

trusted execution environments (TEEs) to enhance security and integrity verification of
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external memory. In this configuration, the memory checker may operate on machine memory
that is external to the TEE, while the TEE executes the memory checking module's code to
verify the integrity of the external memory. This approach may be applied to a wide range of
TEE use cases where ensuring the validity of memory outside the trusted environment is
necessary, such as in secure enclaves, cloud computing platforms, or IoT devices with limited
secure storage.

[86] In some cases, the TEE may provide a secure and isolated execution environment for the
memory checker module. The TEE may ensure that the code and data of the memory checker
are protected from unauthorized access or tampering, even if the rest of the system is
compromised. The memory checker module may be loaded into the TEE during system
initialization or on-demand, depending on the specific implementation and security
requirements.

[87] The memory checker module executing within the TEE may interact with the external
memory through a secure interface provided by the TEE. This interface may allow the memory
checker to read from and write to the external memory while maintaining the isolation and
security guarantees of the TEE. In some implementations, the TEE may provide cryptographic
primitives and secure key storage that the memory checker can use to perform its operations
securely.

[88] When implementing the d-ary hash function-based tree construction described in the
claims, the TEE may store the root of the tree and other critical data structures within its secure
memory. This may provide an additional layer of protection for the most sensitive parts of the
memory checker's state. The rest of the tree structure may be stored in the external memory,
with the integrity of each node verified using the hash functions and keys stored within the
TEE.

[89] In some cases, the memory checker may perform read and write operations on the external
memory as follows:

[90] For read operations, the memory checker within the TEE may receive a request to read
data from a specific logical address in the external memory. The memory checker may then
traverse the hash tree stored in the external memory, starting from the leaf node corresponding
to the requested address and moving up to the root. At each level of the tree, the memory
checker may verify the integrity of the node by recomputing its hash and comparing it with the
stored hash value. The TEE may provide a secure environment for these computations,

ensuring that the verification process itself is not tampered with. If all integrity checks pass,
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the memory checker may return the requested data to the caller. If any check fails, the memory
checker may report an integrity violation.

[91] For write operations, the memory checker within the TEE may receive a request to write
data to a specific logical address in the external memory. The memory checker may first update
the corresponding leaf node in the hash tree with the new data. Then, it may recompute the
hash values for all nodes along the path from the leaf to the root, updating each node in the
external memory. The TEE may ensure that these computations and updates are performed
securely, without interference from potential attackers. After updating the entire path, the
memory checker may update the root hash stored within the TEE's secure memory.

[92] The use of a TEE in conjunction with the memory checker may provide several
advantages. First, it may offer strong isolation for the memory checker's code and critical data,
protecting them from attacks that may compromise the main operating system or other
applications. Second, the TEE may provide secure key storage and cryptographic operations,
which may be essential for the hash functions used in the memory checker. Third, the TEE may
offer attestation capabilities, allowing remote parties to verify that the memory checker is
running in a genuine TEE and has not been tampered with.

[93] In some implementations, the memory checker may leverage the TEE's capabilities to
enhance its performance and security. For example, the TEE may provide hardware-
accelerated cryptographic operations, which may significantly speed up the hash computations
required for the tree structure. The TEE may also offer secure timers and monotonic counters,
which the memory checker may use to implement additional security features such as
protection against replay attacks.

[94] The memory checker operating within a TEE may be particularly useful in cloud
computing scenarios. For instance, in a cloud-based database service, the database engine may
run within a TEE, while the actual data is stored in external memory. The memory checker
may ensure the integrity of the database contents, protecting against attacks that attempt to
modify the data directly in memory. When a query is executed, the memory checker may verify
the integrity of the data read from the external memory before it is processed by the database
engine within the TEE.

[95] In the context of secure enclaves, such as those provided by Intel SGX, the memory
checker may be used to extend the security guarantees of the enclave to a larger amount of
memory than can be directly protected by the enclave. The enclave may contain the core logic
of an application along with the memory checker, while the bulk of the application's data may

be stored in unprotected memory. The memory checker may ensure that any data read from the
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unprotected memory has not been tampered with, effectively extending the trust boundary of
the enclave.

[96] For IoT devices with limited secure storage, the memory checker operating within a TEE
may provide a way to securely use larger amounts of external memory. The device may have
a small TEE that runs the memory checker, while the majority of the device's data and code
may be stored in external flash memory. The memory checker may ensure the integrity of this
external memory, allowing the device to securely boot and operate even if an attacker has
physical access to the external memory chip.

[97] In some cases, the memory checker within a TEE may be used to implement secure multi-
party computation protocols. Each party may run their part of the computation within a TEE,
with the memory checker ensuring the integrity of any data exchanged between parties or
stored temporarily in external memory. This may allow for secure collaboration even when the
parties do not fully trust each other or the infrastructure on which the computation is running.

[98] The memory checker operating within a TEE may also be applied to secure firmware
updates for embedded systems. The TEE may contain the core update logic and the memory
checker, while the new firmware image may be stored in external memory. Before applying
the update, the memory checker may verify the integrity of the entire firmware image, ensuring
that it has not been tampered with during transmission or storage.

[99] In the context of digital rights management (DRM) systems, the memory checker within
a TEE may be used to protect media content. The DRM logic may run within the TEE, while
encrypted content may be stored in external memory. When playing the content, the memory
checker may verify the integrity of the encrypted data before it is decrypted and processed
within the TEE, preventing attacks that attempt to modify the content to bypass copy
protection.

[100] For blockchain nodes, the memory checker operating within a TEE may provide
additional security for the blockchain state. The core consensus and validation logic may run
within the TEE, while the blockchain data may be stored in external memory. The memory
checker may ensure the integrity of the blockchain data, protecting against attacks that attempt
to modify the state directly in memory.

[101] In machine learning applications, the memory checker within a TEE may be used to
ensure the integrity of model parameters and training data. The core training or inference logic
may run within the TEE, while the large datasets and model parameters may be stored in

external memory. The memory checker may verify the integrity of this data as it is read into
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the TEE for processing, protecting against attacks that attempt to poison the training data or
manipulate the model parameters.

[102] The memory checker operating within a TEE may also be applied to secure logging
systems. The core logging logic may run within the TEE, while the log data may be stored in
external memory. The memory checker may ensure the integrity and append-only nature of the
logs, providing strong guarantees about the authenticity and completeness of the logged
information.

[103] In virtual machine (VM) or container environments, the memory checker within a TEE
may be used to ensure the integrity of VM or container images. The hypervisor or container
runtime may leverage a TEE to run the memory checker, which may verify the integrity of
image data stored in external memory before it is loaded and executed.

[104] For secure key management systems, the memory checker operating within a TEE may
provide an additional layer of protection for key material stored outside the TEE. The core key
management logic may run within the TEE, while encrypted key material may be stored in
external memory. The memory checker may ensure the integrity of this encrypted data,
protecting against attacks that attempt to substitute or modify the stored keys.

[105] In automotive systems, the memory checker within a TEE may be used to ensure the
integrity of critical software components and data. For example, in an autonomous driving
system, the core decision-making algorithms may run within a TEE, while large maps and
sensor data may be stored in external memory. The memory checker may verify the integrity
of this data as it is read into the TEE for processing, ensuring that the autonomous driving
decisions are based on untampered information.

[106] The memory checker operating within a TEE may also be applied to secure voting
systems. The core vote counting and tabulation logic may run within the TEE, while the
individual votes may be stored in external memory. The memory checker may ensure the
integrity of the stored votes, providing strong guarantees about the accuracy of the election
results.

[107] In all these applications, the memory checker operating within a TEE may provide a
powerful tool for extending the security guarantees of the TEE to larger amounts of external
memory. By leveraging the isolation and security features of the TEE, the memory checker
may offer strong integrity protections even in scenarios where the bulk of the data must be
stored outside the trusted environment. This approach may enable the development of secure

systems that can handle large amounts of data while still providing robust security guarantees.
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[108] Throughout this disclosure, various terms and phrases are used to describe features of
the disclosed technology. It is to be understood that these terms and phrases may encompass a
variety of meanings and definitions, as is common in the field of technology and patent law.
The definitions of these terms may vary depending on the context in which they are used, the
specific embodiment being described, or the interpretation of the technology by those skilled
in the art.

[109] In various embodiments, certain variable names, symbols, or labels may be used in the
claims to represent various elements, components, or steps of the described methods, systems,
and apparatuses. These variable names, symbols, or labels are provided for convenience and
clarity in describing the claimed subject matter. However, it should be understood that the use
of such variable names, symbols, or labels in the claims does not necessarily limit these
elements, components, or steps to being the same specific entities described in the specification
or in other parts of the disclosure. The variable names, symbols, or labels used in the claims
should be interpreted broadly and may encompass various implementations, variations, or
equivalents of the described elements, components, or steps, unless explicitly stated otherwise
or clearly limited by the context of the claim. As such, the scope of the claims is not confined
to the specific examples or embodiments described in the specification, but rather extends to
the full breadth of the inventive concepts disclosed herein.

[110] For instance, terms such as "computing device," "processor," "memory," and "network"
may refer to a wide range of devices, components, systems, and configurations known in the
art, and their specific definitions may differ based on the implementation or design of the

system. Similarly, phrases like "securely storing," "computing a vector," and "generating a
message" may involve various methods, techniques, and processes that achieve the same or
similar outcomes but may be executed in different manners.

[111] It is also to be understood that the use of terms in the singular or plural form is not
intended to limit the scope of the claims. For example, the mention of "a computing device"
does not preclude the presence of multiple computing devices within a system. Likewise,
references to "a network" may include various interconnected networks or a single network
comprising multiple segments or layers.

[112] Furthermore, the use of the term "may" in relation to an action or feature indicates that
the action or feature is possible, but not necessarily mandatory. This term is used to describe

optional or alternative aspects of the disclosed technology that provide flexibility in how the

technology may be implemented or utilized.
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[113] The definitions provided herein are intended to serve as examples and are not exhaustive.
Those skilled in the art may ascribe different meanings to these terms based on the context, the
specific technology being described, or the advancements in the field. Therefore, the
definitions of the terms and phrases used in this disclosure and the claims are to be interpreted
broadly and in a manner consistent with the understanding of those skilled in the relevant art.
[114] The use of the word "a" or "an" when used in conjunction with the claims herein is to be
interpreted as including one or more than one of the element it introduces. Similarly, the use
of the term "or" is intended to be inclusive, such that the phrase "A or B" is intended to include
A, B, or both A and B, unless explicitly stated otherwise.

[115] Reference throughout the specification to "one embodiment," "another embodiment,"
"an embodiment," and so forth, means that a particular feature, structure, or characteristic
described in connection with the embodiment is included in at least one embodiment of the
present disclosure, and may not necessarily be present in all embodiments. Furthermore, the
particular features, structures, or characteristics may be combined in any suitable manner in
one or more embodiments without limitation.

[116] The use of the terms "first," "second," and the like does not imply any order or sequence,
but are used to distinguish one element from another, and the terms "top," "bottom," "front,"

"back," "leading," "trailing," and the like are used for descriptive purposes and are not
necessarily to be construed as limiting.

[117] As used herein, the term "processor" refers to any computing entity capable of executing
instructions to perform a specific set of operations, whether implemented in hardware,
firmware, software, or any combination thereof. This definition includes, but is not limited to,
the following types of processors: Central Processing Unit (CPU), Graphics Processing Unit
(GPU), Digital Signal Processor (DSP), Field-Programmable Gate Array (FPGA),
Application-Specific Integrated Circuit (ASIC), microcontroller, System on Chip (SoC),
Neural Processing Unit (NPU), quantum processor, cloud-based and distributed processors,
multi-core and parallel processors, and virtual processors. The term "processor" also
encompasses the associated memory hierarchies, including primary memory (such as RAM),
secondary storage (such as hard drives and SSDs), and cache memory, which work in
conjunction with the processor to store and retrieve data necessary for executing instructions.
In this patent application, any reference to a "processor" should be interpreted broadly to
include any type of processing unit capable of performing the described functions, regardless

of its specific implementation, architecture, or physical form.
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[118] As used herein, the term "messages" may refer to any form of data or information that
can be processed, transmitted, or stored in a digital format. Messages may include, but are not
limited to, arbitrary-length plaintext messages, pre-hashed messages, concatenated messages,
binary data, network protocol messages, database records, and time-stamped messages.
Messages may be composed of characters, symbols, or binary data and may represent various
forms of content such as text, numbers, multimedia, executable code, or any other data that can
be digitally encoded. Messages may be used as input for cryptographic functions, such as keyed
hash functions, where they are transformed into a fixed-size hash value influenced by a secret
cryptographic key. The term "messages" encompasses a wide range of data types and
structures, from simple text strings to complex structured data, and may include metadata,
headers, footers, or other information that facilitates the processing, transmission, or
interpretation of the content. Messages may be generated by users, systems, or processes and
may be intended for various purposes, including communication, authentication, verification,
logging, or any other function that involves the use of digital data.

[119] The term "database" should be construed to mean a blockchain, distributed ledger
technology, key-value store, document-oriented database, graph database, time-series
database, in-memory database, columnar database, object-oriented database, hierarchical
database, network database, or any other structured data storage system capable of storing and
retrieving information. This may include traditional relational database management systems
(RDBMS), NoSQL databases, NewSQL databases, or hybrid database systems that combine
multiple database paradigms. The database may be centralized, distributed, or decentralized,
and may employ various data models, indexing strategies, and query languages to organize and
access the stored information. It may also incorporate features such as ACID (Atomicity,
Consistency, Isolation, Durability) compliance, eventual consistency, sharding, replication, or
partitioning to ensure data integrity, availability, and scalability. The database may be hosted
on-premises, in the cloud, or in a hybrid environment, and may support various access methods
including direct queries, API calls, or event-driven architectures.

[120] The terms "connected," "coupled," or any variant thereof, mean any direct or indirect
connection or coupling between two or more elements, and may encompass the presence of
one or more intermediate elements between the two elements that are connected or coupled to
each other.

[121] The description of the embodiments of the present disclosure is intended to be
illustrative, and not to limit the scope of the claims. Many alternatives, modifications, and

variations will be apparent to those skilled in the art. A number of implementations have been
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described. Nevertheless, it will be understood that various modifications may be made without
departing from the spirit and scope of the disclosure. Accordingly, other implementations are

within the scope of the following claims.
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CLAIMS
1. A method for checking a memory to detect faults in memory operations, the
method comprising:

referencing a connected physical memory having physical word size and a
logical word size of polylog(n), wherein n represents the logical size of the memory;

at a data store positioned at a memory checker module as a proxy between a
requester and the physical memory, generating a d-ary hash function-based tree
construction, wherein d = polylog(n);

mapping the tree construction to a logical memory address space for the
physical memory such that each leaf of the tree stores data corresponding to a
logical word in the memory;

copying the logical words in the leaves to their parent nodes in a second level of
the tree;

at each second level node of the tree, calculating a keyed hash function of the
logical words concatenated and storing a key for the hash function and the result
of the hash function; and

at each node at a third and higher levels of the tree, storing the results of the
hash functions from all of its child nodes, and calculating a keyed hash function of
the stored results from all of its child nodes and and storing a key for the hash

function and the result of the hash function.

2. The method of claim 1, further comprising performing a read operation by
reading the value value of a leaf in the tree associated with index 1 and reading all
nodes from that leaf to the root and verifying that:

(a) the data value of the parent is consistent with the hash of the child;

(b) the hash of the values of the parent are correct; and

(c) the root node is identical to the root node in the memory checker’s local

memory.

3. The method of claim 1, further comprising performing a read operation through
the memory checker by:
recetving an index of a logical memory location i € [n] from the requester;
generating a corresponding read request to the remote physical memory;
in the tree, reading the d leaves corresponding to the d parts of logical index 1,

starting at node u =v and going to u =g
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at each u, the memory checker computes Hyy, (xu), wherein Hy is a universal

one-way hash function with key k and x is a concatenation of the data from the
children nodes stored in the memory of that node;

checking that it is consistent with hy, and checking that xu contains the right
value hy||j for children j it has read;

checking whether the value of h. it has read from the memory is consistent with
its local state, which has an uncorrupted copy of hg; and

if all checks pass, the memory checker returns data; to the requester, otherwise, the
memory checker determines a failure state or returns L.
4. The method of claim 1, wherein upon a write operation with value v for
index 1, writing the data field v at the leaf in the tree associated with index i, and

updating all nodes from that leaf to the root.

5. The method of claim 1, further comprising a write operation through the
memory checker by:

recetving an index of a logical memory location 1 € [n];

writing to the d leaves corresponding to the d parts of logical index 1 so that
xy||j = 02* and hy||j = datay]|j for all children j € [d];

performing reads and writes up the path from v to the root € to recompute
hashes, starting at node u = v and going to u = ¢, whereby at each u, the memory

checker updates x, with its new entry (or entries, for the case where u =v),

samples fresh k, ~ {0, 1}7”, and writes hy = (ku, Hx (xu));

checking whether the value of h. it has read from the public database is
consistent with its local state, which has an uncorrupted copy of hg; and

if all checks pass, the memory checker updates its local state to the new value
of h., otherwise, the memory checker determines a failure state or returns L.
6. The method of claim 1, further comprising setting the logical word size to be the
physical word size by breaking up the logical word into d chunks in the bottom

layer.

7. The method of claim 1, wherein the memory checker has a public local state

and security is maintained even if the hashes are available to an adversary.

8. The method of claim 1, wherein the memory checker is deterministic, non-
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adaptive, and operates online.

9. The method of claim 8, wherein deterministic and non-adaptive means that if
there exist fixed sequences Wy, - - -, Wy € [m]"™Wand Ry, - - -, Ry € [m]4 such
that each logical write or read to index i € [n] performs physical queries at the

physical locations exactly according to the sequence W; (or R;, respectively),

regardless of the local state, contents on the database, or random coins.

10. The method of claim 1, wherein upon a logical instruction, the memory

checker has query complexity q = ©(log n/loglogn).

11. The method of claim 1, wherein the memory checker is configured to support

logical words of size w¢ = @(w), resulting in a bandwidth of ®@(log n/loglog n).

12. The method of claim 1, wherein the memory checker is part of the memory,
does not need to protect its local state, and the local state is accessible to an

adversary.

13. A system for checking a memory to detect faults in memory operations, the
system comprising:

a client device;

a memory system; and

a proxy device that stores instructions for:

referencing a connected physical memory having physical word size and a
logical word size of polylog(n), wherein n represents the logical size of the memory;

at a data store positioned at a memory checker module as a proxy between a
requester and the physical memory, generating a d-ary hash function-based tree
construction, wherein d = polylog(n);

mapping the tree construction to a logical memory address space for the
physical memory such that each leaf of the tree stores data corresponding to a
logical word in the memory;

copying the logical words in the leaves to their parent nodes in a second level of
the tree;

at each second level node of the tree, calculating a keyed hash function of the
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logical words concatenated and storing a key for the hash function and the result
of the hash function; and

at each node at a third and higher levels of the tree, storing the results of the
hash functions from all of its child nodes, and calculating a keyed hash function of
the stored results from all of its child nodes and storing a key for the hash

function and the result of the hash function.

14. The system of claim 13, further comprising performing a read operation by
reading the value of a leaf in the tree associated with index 1 and reading all
nodes from that leaf to the root and verifying that:

(a) the data value of the parent is consistent with the hash of the child;

(b) the hash of the values of the parent are correct; and

(c) the root node is identical to the root node in the memory checker’s local

memory.

15. The system of claim 13, further comprising performing a read operation through
the memory checker by:

recetving an index of a logical memory location i € [n] from the requester;

generating a corresponding read request to the remote physical memory;

in the tree, reading the d leaves corresponding to the d parts of logical index 1,
starting at node u =v and going to u =g

at each u, the memory checker computes Hyy, (xu), wherein Hy is a universal
one-way hash function with key k and x is a concatenation of the data from the
children nodes stored in the memory of that node;

checking that it is consistent with hy, and checking that xu contains the right
value hy||j for children j it has read;

checking whether the value of h. it has read from the memory is consistent with
its local state, which has an uncorrupted copy of he; and

if all checks pass, the memory checker returns data; to the requester, otherwise, the
memory checker determines a failure state or returns L.
16. The system of claim 13, wherein upon a write operation with value v for
index 1, writing the data field v at the leaf in the tree associated with index i, and

updating all nodes from that leaf to the root.
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17. The system of claim 13, further comprising a write operation through the
memory checker by:

receiving an index of a logical memory location i € [n];

writing to the d leaves corresponding to the d parts of logical index 1 so that
xy||j = 02* and hy||j = datay]|j for all children j € [d];

performing reads and writes up the path from v to the root € to recompute
hashes, starting at node u = v and going to u = ¢, whereby at each u, the memory

checker updates x, with its new entry (or entries, for the case where u =v),

samples fresh k, ~ {0, 1}7”, and writes hy = (ku, Hx (xu));

checking whether the value of h. it has read from the public database is
consistent with its local state, which has an uncorrupted copy of hg; and

if all checks pass, the memory checker updates its local state to the new value
of h., otherwise, the memory checker determines a failure state or returns L.
18. The system of claim 13, further comprising setting the logical word size to be the
physical word size by breaking up the logical word into d chunks in the bottom

layer.

19. The system of claim 13, wherein the memory checker has a public local state

and security is maintained even if the hashes are available to an adversary.

20. The system of claim 13, wherein the memory checker is deterministic, non-

adaptive, and operates online.

21. The system of claim 20, wherein deterministic and non-adaptive means that if
there exist fixed sequences Wy, - - -, Wy € [m]"™Wand Ry, - - -, Ry € [m]4 such
that each logical write or read to index i € [n] performs physical queries at the
physical locations exactly according to the sequence W; (or R;, respectively),

regardless of the local state, contents on the database, or random coins.

22. The system of claim 13, wherein upon a logical instruction, the memory

checker has query complexity q = ©(log n/loglogn).

23. The system of claim 13, wherein the memory checker is configured to support

logical words of size w¢ = @(w), resulting in a bandwidth of ®@(log n/loglog n).
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24. The system of claim 13, wherein the memory checker is part of the memory,
does not need to protect its local state, and the local state is accessible to an

adversary.
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